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besonacHocTb nnatdopmbl Apple

O630p 6e3onacHocTU Nnatdpopmbl Apple

Apple npoayMbiBaeT Bonpocbl 6e30MacHOCTM Ha ypOBHE SApa CBOUX NaaThopMm.
Onupasch Ha OMbIT CO34aHNsA CaMoli NepeaoBoi MOBUIbHOIM ONEepPaLMOHHON CUCTEMDI B
Mupe, koMmnaHua Apple paspabortana apxutekTypbl 6€30MacHOCTH, KOTOPble OTBEYaloT
YHUKaNbHbIM TPe60oBaHUAM MOBU/bHbIX YCTPOMNCTB, 4aCOB, HAaCTO/bHbIX KOMMbIOTEPOB 1
[LOMalLHNX aKkCecCcyapos.

Kaxpoe ycTpoicTeo Apple npeactaBnsetr coboil CUCTEMY, COCTOSALLYO U3 TPOrPaMMHOro
obecrnevyeHuns, o6opyaoBaHus U ciyx6. CnaxeHHas paboTa BCeX KOMMOHEHTOB
obecneynBaeT BbICOKYO 6€30MacHOCTb U MPO3PayYHOCTb MCMOMb30BaHMA, a Takxe
KOHOUAEHLMANbHOCTb IMYHbIX AaHHbIX. HanpumMmep, B OCHOBE KPUTUYECKU BaXKHbIX
GYHKLUMIN Be3onacHOCTK nexaT paspaboTaHHble Apple annapaTHble cpeacTea. A
nporpamMmMHblie cpeacTBa 3allnTbl MPU3BaHbl o6ecneynTb 6€30NacHOCTb onepaLnoHHOM
CUCTEMbI U MPUNOXEHUN CTOPOHHUX pa3paboTymkoB. HakoHel, cny>6bl obecneymBatoT
paboTy MexaHn3ma 6e30MacHOro 1 CBOEBPEMEHHOro 0O6HOBIEHUSA MPOrPaMMHOro
obecnevyeHnsi, BHOCAT BKJ1ad B 6€30MacHOCTb 9KOCUCTEMbI MPUMOXEHUI, a TakXe genatoT
paboTy B UHTEPHETE 1 COoBeplUeHMe nnaTexel npolie n 6e3onacHee. B pesynbtaTte
ycTponcTea Apple 3awmnwaoT He TO/IbKO CaMO YCTPOMCTBO U AaHHble HAa HEM, HO U BCO
3KOCUCTEMY, BK/lOYas AEeNCTBUS NOSb30BaTeNs HA YCTPOMCTBE, UCMO/b30BaHNE CeTen n
OCHOBHbIX UHTEPHET-CNyX6.

Mpwn pa3paboTke CBOUX MPOAYKTOB Mbl 3a00TMMCS He TONbko 06 MX NPOCTOTE,
MHTYUTUBHOCTU N PYHKLMOHANBHOCTHU, HO 1 0 6e3onacHocTU. OCHOBHble GYHKLNMK
6e30MacHOCTU, HanpuMep annapaTHoe WndpoBaHMeE YCTPOMUCTB, HEBO3MOXHO
OTKNI04YMTb Mo owmnbke. Opyrue dyHkumKn, Takme kak Face ID n Touch ID, obnervatot
ncrnonb3oBaHMe yCTpolcTBa 6narogaps ToMy, 4To obecneymnBaTb ero 3alMTy CTaHOBUTCA
npote 1 ygobHee. A NOCKOJIbKY MHOTUE U3 3TUX GYHKLMIA BKIKOYEHDbI MO YMOJTYaHUIO,
nonb3oBaTtenam u NT-oTaenam He HYXXHO BbIMOJIHATb C/TIOXHYI HAaCTPOWKY.

B paHHbIX MaTepuanax NpeacTaB/ieHbl CBEAEHMS O peann3aunm TEXHONOTUM N GYyHKLWA
obecneyeHuns 6esonacHocTn B Nnnatpopmax Apple. OHU Takxke MOMOTYyT opraHusaumam
06beAMHUTD TEXHONOTMK N GYHKLUMN 6e3onacHocTK nnaTtdopmbl Apple co cBonMM
BHYTPEHHMMU NONUTMKaAMKN U NpoueaypamMun ans yooBJeTBOPeHUs CBOUX 0CObBbIX
notpebHocTel B o6nacTu 6e3onacHoCTu.



MaTepuanbl COCTOAT U3 Cnefyowmnx TeMaTu4eCcKnx pasoenos:

- AnnapaTHble ¢yHKLUMUU 6e30MacHOCTU N BUoMeTpuveckme cucTemMbl. HYumn
M annapaTHoe obecneyeHne, Ha OCHOBE KOTOPbIX CTPOUTCSA cucTeMa 6e30MacHoOCTuU
ycTponcTts Apple, B Tom uncne ynn Apple, Secure Enclave, kpuntorpadpuyeckme moaynu
n 6uomeTpuyeckas ayTeHTUdumKaums.

- besonacHocTb cucTteMbl. IHTerpupoBaHHble annapaTHble U NMporpaMMHblie QYHKLNU,
KoTopble ob6ecneymBatoT 6e30nacHyto 3arpysky, obHoBeHne 1 Tekywyto paboTy
onepaunoHHbIX cuctem Apple.

- WnopoBaHMe U 3alimTa aHHbIX. APXUTEKTYPHbIE pelleHns, KOTopble 3aliuLaoT
[JaHHble NoNb3oBaTenNs B C/iyyae NoTepu UM Kpaxknu yCTPOIMCTBa, a Takxxe B clyvae,
€C/N JaHHble NbiTaeTca UCMOSIb30BaTb UM U3MEHUTb MOCTOPOHHUIN YenoBekK
NNV HepaspeLleHHbIN npoLecc.

- Bbe3onacHOCTb NpUIOXeHUN. MNMporpaMmMHoe obecnedyeHne n cnyxbbl, KOTopble
3aLUMLLLAOT 9KOCUCTEMY MPUNTOXKEHUN N 06ecneynBaloT BO3MOXHOCTb 6€30MacHoM
paboTbl NPUNOXEHUI 6e3 HapyLeHNs LLeNOCTHOCTM NnaThopmbl.

- besonacHocTb cnyx6. Cnyx6bl Apple ona noeHTndmUKaLum nonb3oBaTenen,
yrnpaBfieH1a naponsaMu, onnaTbl MOKYMNOK, CBA3M U NMOUCKa NPOMNaBLWMX YCTPONCTB.

- besonacHocTb ceTu. CTaHgapTHble oTpac/eBble ceTeBble MPOTOKO/bl, KOTOPbIE
o6ecneuynBaloT HafeXHY ayTeHTUDUKALMIO U WNPPOBaAHWE daHHbIX BO BpeMs
nepenauu.

- Bbe3onacHocTb KoMnJiekTa pa3paboTumnka. «KOMMIekTbl» NPorpaMmMHbIX cpes aas
6€e30MacHOro 1 KOHGUAEHLMaNbHOro yrnpasieHns 4OMOM U MeadaHHbIMU, a Takxe
ON9 npefocTaBneHna gocTtyna K GyHKLUUAM YCTPONCTB U cnyx6 Apple npunoxeHnsam
CTOPOHHUX Pa3paboTUYMKOB.

- besonacHoe ynpaBneHue ycTponcTBamu. CpeacTsa, KOTopble MO3BONSIOT
ynpaensaTb ycTponcTBamMum Apple, moMoratoT NpegoTBpaTUTb HECAHKLMOHMPOBAHHOE
MCrnosib30BaHWe YCTPOMCTB M BbIMOMHUTL yaaneHHoe CTUpaHue B criyyae notepu uam
KpaXu ycTpolicTBa.
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besonacHocTb nnatdopmbl Apple

be3sonacHocTb nnatdopmbl Apple: BBegeHue

KomnaHuga Apple genaet Bce BO3MOXHOe AN 3allUTbl KTMEHTOB, Npefnaras nepenosble
TexHonornm obecrneyeHns KOHPUAEHUMaNbHOCTN U 6€30NacHOCTM A5 3alMUThl
nepcoHanbHON MHPOPMaLMK, a TakXKe KOMMIEKCHbIe MeToAbl ANS 3aLLnThI
KOpNopaTMBHbIX AaHHbIX B KOprnopaTuUBHOM cpefe. KomnaHua Apple BHeapuia nporpaMmmy
Apple Security Bounty ans noowpeHus nccnegosateneil, KoTopble 3aHUMATCH NOUCKOM
ysi3BUMOCTeN ee cucTteM. MNogpobHee o NnporpamMme 1 KaTeropusax Bo3HarpaxxaeHui:
https://developer.apple.com/security-bounty/.

Y Hac ecTb cneunanbHas KOMaHaa no 6e30NacHOCTM, KOTOpas OTBeYaeT 3a NOALAEPXKKY
BCex NpoayktoB Apple. 3Ta KoMaHga NpoBOAMT ayguT 6€30MacHOCTM U TECTUPOBaAHME
NpPoAyKTOB, KaK Haxo4alWmMXcs B CTaanum pa3paboTku, Tak 1 BbiNyLWEeHHbIX. KoMaHga

Apple npepgocTaBngeT He06Xo4NUMbIE MHCTPYMEHTbI, MPOBOAUT 06yYeHne 1 akTUBHO
oTcnexuBaeT HOBble Yrpo3bl U COOBLLEHMA O HOBbIX NpobnemMax 6e3onacHocTn. KoMmnaHus
Apple aBngaetca yuneHoM dopyma FIRST, KoTopbii 06beanHSAET rpynnbl Mo 6e30nacHOCTU U
pearMpoBaHUO Ha MHUMUOEHTDI.

Apple npogonxaeT pacWNPATb rpaHnLLbl BO3MOXHOIo B o61actu 6e3onacHocTH

1 KOHOUMAeHUManbHoCTU. Apple ncnonb3ayeT cUcTeMy Ha KpucTtanne cobCcTBeHHOM
pa3paboTku BO BCeM NMHeNKe NpoaykToB — oT YacoB Apple Watch go iPhone, iPad 1 ynnos
cepun M Ha Mac. OTa cuctema obecrneymBaeT He TONIbKO BbICOKYIO BbIYUCIUTENbHYIO
MOLLHOCTb, HO M NepenoBble dyHKUUKM Be3onacHocTU. Hanpumep, ynn Apple obecneymBaet
paboTy 6esonacHoOI 3arpy3ku, 6MOMETPUYECKON ayTEHTUDUKALUM N TEXHONOIMN 3aLLNUTDI
OaHHbIX. KpoMe Toro, dpyHKUmMM 6esonacHocTu, obecrnedynsaeMbie Yynnom Apple, Bknoyas
3alMTY LLEeNOCTHOCTM S4pa, KoAbl ayTeHTUPMKALMKM yKasaTens n ObiCTpble orpaHnyeHuns
pa3pelweHnii, noMoratoT NPeaoTBPaTUTb PacnpPOoCTPaHEHHbIe CLeHapum B3sioMa.

[axke ecnu 3/10yMblLLIEHHMKY BCe Xe yaacTcs 3anyCcTUTb Kof, BCTPOEHHble GYHKLNMK
3HAYUTENIbHO CHU3AT ylepb oT aTaku.

YT00Obl MakCMManbHO 93¢0 GEKTUBHO NCMONb30BaTb 0OLWNPHbIE GYHKLMN 6e30MacHOCTH,
BCTPOEHHbIe B HaWu nNaaTtopMbl, KOMAAHNUAM peKOMeHAyeTCcs NpoaHanm3npoBaThb
CBOW NoNUTUKKN B obnactu T n 6e3onacHOCTU 1 ybeanTbecs, YTO OHM 3a4eNCTBYIOT
BCE& BO3MOXHOCTM MHOTOYpPOBHEBOW CUCTEMbl 6€30MacHOCTH, NpenaraemMble 3TUMU
nnatdopmamu.

NHdopMaLmio 0 TOM, Kak coobLmTb 0 Npobnemax B Apple n nognucatbca Ha yBegOMIIEHNA
o 6esonacHocTu, Bbl HallgeTe Ha cTpaHule O6pauleHne B Apple no nosony npo6niem c
6e30MacHOCTbIO UM KOHOUAEHLWANbHOCTbIO.

Mo y6exxpeHuto Apple, KoHPUaEHUNANbHOCTb — OAHO U3 OCHOBHbIX NpaB

yenoeeka, Nnoatomy Apple npepnaraeT MHOXeCTBO HAaCTPOEK U MHCTPYMEHTOB,

C NMOMOLLbIO KOTOPbIX MOJSIb30BaTENIN MOTYT PeLnNTb, KakK U Korga npuioXXeHus MoryT
Mucnosb3oBaTb MHPOPMALMIO, a TaKXKe Kakaga nHpopmauug MoXxeT ObiTb NepepaHa.
JononHuTenbHble cBegeHUs o nogxoae komnaHum Apple K KOHUAEHLNANbHOCTH,

0 HacTpolikax KOHOUAEHLUMANbHOCTU Ha ycTpolicTBax Apple, a Tak)xe o nonnTuke
KoHdupeHumanbHocTu Apple MOXHO HaliTu no agpecy https://www.apple.com/ru/privacy.

lMpumeyaHmne. ECNn He ykasaHO MHOE, B 3TOM AOKYMEHTE OMNMCaHbl cnegytoline Bepcun
onepaunoHHbix cnctem: i0S 18.1, iPadOS 18.1, macOS 15.1, tvOS 18.1, watchOS 11.1
n visionOS 2.1.


https://security.apple.com/bounty/
https://www.first.org
https://www.first.org
https://support.apple.com/102549
https://support.apple.com/102549
https://www.apple.com/ru/privacy
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AnnapaTHble pyHKLUN 6e30nacHOCTU U
6nomMmeTpuyYecKkmne cCUCTeMbl

O630p annapaTHbIX PYHKLUN 6e30nacHOCTU

[Ons 6e3onacHoi paboTbl MO HeobxoaMMO annapaTHoe obecnevyeHne Co BCTPOEHHbIMU
dYHKUMAMM Be3onacHoCcTU. IMeHHO nNoaToMy Ha ycTponcTeax Apple ¢ iOS, iPadOs,
macOS, tvOS, watchOS n visionOS ¢yHKLUMN 6&30MacHOCTU BCTPOEHbI B MPOLLECCOp.

K 3TuM ¢dyHKLMAM OTHOCUTCS LeHTpasbHbIN npoleccop, obecnevynBatolmnii paboTty
dYHKLUMN 6€30MacHOCTM CUCTEMDI, @ TakXXe O0MOMHUTENbHbIN BblAENTIEHHbIN YMM, KOTOPbIN
oTBeYaeT ToNbKo 3a GYHKLNM, CBA3aHHble ¢ 6e30nacHOCTbI0. AnnapaTHble cpeacTBa
6e30MacHOCTM cnefyoT NPUHUMIY NOALEPXKN OrpaHUYeHHOro Habopa GyHKLWIA, KOTopble
onpeaensoTcsa No oTAeNbHOCTH, YTOObl MUHUMM3NPOBATb aTakyeMyto obnacTb. Takue
KOMMOHEHTbI BK/lOYatoT 3arpysoyHoe M3Y, koTopoe 3agaeT annapaTHbI KOpeHb JoBepus
ons 6esonacHon 3arpysku, BoiaeneHHble mogynu AES ang addekTmBHoro n 6esonacHoro
wnopoBaHms n pacwndpoBku, a Takxxe Secure Enclave. Secure Enclave — 3T0 KOMMOHEHT
cucTeMbl Ha kpuctanne (SoC) Apple, BCTpoeHHbI Bo Bee iPhone, iPad, Apple TV,

Apple Watch, Apple Vision Pro n HomePod HOBbIX NOKONEHU, a TakXXe B KOMMbioTepbl Mac
c yunom Apple nnn ynnom 6esonacHocTn Apple T2. Secure Enclave nocTpoeH No ToMy

Xe MPUHLUMY, YTO U BCS CUCTEMA Ha KpUCTanie: OH COAEePXUT COBCTBEHHOE ANCKPETHOe
3arpy3oyHoe M3Y n cobcTBEHHbIN AnckpeTHbIn moaynb AES. Secure Enclave obecneynBsaet
6e3onacHoe co3faHue N XpaHeHne Kyeln, HeobxoanMbIX Ons WUPPOoBaHMA XpPaHALLIMXCS
Ha YCTPOMCTBE JaHHbIX, a TakXe 3aliuaeT 1 obpabaTbiBaeT 6UOMeTpMYecKme gaHHble
ans Optic ID, Face ID u Touch ID.

LLndpoBaHme xpaHMnuLLLa A0MXKHO BbIMOMHATHCA 6bICTPO N 3ddeKTUBHO. Mpu 3TOM

He O0/KHbl packpblBaTbCs Te AaHHble (MW gaHHbIe K/1H04el), KOTOpble UCMOJb3yoTCo

019 NMOCTPOEHUs OTHOLWEHUIN B KpUNTOrpadmnyeckon cuctemMe ¢ Kitovyamu. AnnapaTHbii
Mopaynb AES pellaeT 3Ty 3agady, BbiNoHASA 6biCTpoe WNdPpPoBaHME N pacMPpPoOBKY

1o Mepe 3anucu uam 4TeHus gannos. Heobxognmble faHHble KoYen nepenatoTcs no
cneunanbHoMy KaHany us Secure Enclave B Mmoaynb AES, He packpbiBag aTy nHbopmaymio
npoLueccopy NpUIoXeHnin (MNn LeHTpanbHOMY NpPoLLeccopy) Wan Bcel onepauoHHON
cucTeme. 3T0 NOMoOraeT PyHKLMN 3alWMTbl aHHbIX U TexHonorun FileVault komnaHum Apple
3aWnUTUTb Galinbl NoNb3oBaTeNel, He packpbiBas OO/IFTOBPEMEHHbIE KI0UYM WKUHPOBaHMA.



KomnaHuga Apple paspaboTtana 6e3onacHyto 3arpysky, 4tobbl 3alUTUTb NPOrpaMMHOe
obecnevyeHne caMblX HU3KUX YPOBHEN OT B3/IoMa M 4YTOGbI MpU 3amnycke 3arpyxanocb
TONIbKO [ OBEpPEHHOe NporpamMmHoe obecrneyeHne onepaLMoHHON cucTeMbl, paspaboTaHHoe
Apple. B ocHoBe 6e30MacHOM 3arpy3ku NeXXnT NOCTOSHHbIN Kog 3arpy3o4Horo [13Y,
KOTOpPbI 3akNafblBaeTCs B NpoL,ecce N3roToBNeHUsS CUCTEM Ha KpucTanne Apple un
Ha3blBaeTCa annapaTtHbiM KopHeM gosepus. Ha Mac ¢ ymnom T2 Lenoyvka AoBepus
6e3onacHol 3arpy3kn macOS HauMHaeTcs ¢ ymna T2. (Mun T2 n Secure Enclave Takxe
BbINMOJIHAIOT COOCTBEHHYIO 6e30MacHyto 3arpysky, UCMonb3ys co6CTBEHHOE 3arpy3oyHoe
M3Y — 3To TOYHbIN aHanor 6e3onacHoNn 3arpy3kun YNMNoB cepum A n cepumn M.)

Secure Enclave obpabaTtbiBaeT gaHHble rnas, 1L, U 0TNevyaTKoB NanbleBs, NOMyYeHHble

oT ceHcopoB Optic ID, Face ID u Touch ID Ha ycTpolicTBax Apple. Taknum ob6pasom
obecneynBaeTcs 6e3onacHasa ayTeEHTUOUKALNSA C COXPaHEHNEM KOHDUOEHLUNANbHOCTH
BnomeTpuyeckux gaHHblx. Nonb3oBaTenn Takxxe MOryT UCNONb30BaTb 6osiee AfINHHbIE

M CITOXHble Napofin U Koa-naponun ans nosbieHns 6e30nNacHOCTU, MPU 3TOM BO MHOTMUX
cuUTyaumax NpoaosiKaa UCnofb3oBaTb ObICTPYIO ayTeHTUDUKALMIO A9 AOCTYyNa K GYHKLUAM
M coBeplieHnda NOKynok.

be3onacHOCTb cncTeM Ha Kpuctanne Apple

PaspaboTaHHble Apple Ynnbl GopMUPYIOT OBLLYI0O apXUTEKTYpPY BCex npoayktos Apple:
oHu pabortatoT B iPhone, iPad, Mac, Apple TV, Apple Watch n Apple Vision Pro. Yxe 6onee
OecaTtn net pa3paboTymkm ymnoB Apple MMPOBOTO Klacca 3aHMMaKTCA CO34aHNEM

M COBEpPLUEHCTBOBAHMEM CUCTEM Ha KpucTtanne Apple. PesynbtaTtoM aT0olh paboThl cTana
MaclwTabupyemas apxutekTypa ang nobbix yCTPONCTB, KOTOpaa 3aHMMaeT Begylime

B OTpacnau nosuuum B obnactm obecnevyeHms 6esonacHocTu. 3Ta obw,as ocHOBa

ans GyHKUMIM cncteMbl 6e30MacHOCTM cTala BO3MOXHOM 6n1arogaps TOMy, 4TO KOMMaHUs
cTana Npon3BOANTb COBCTBEHHbIE YMMbl /19 CBOEro NporpaMMHoOro obecneyeHus.

Yun Apple paspaGoTaH 1 N3roTOBMEH CreluManbHO oas peannsaumm cnemyoLlmx
BO3MOXHOCTel cucTeMbl 6€30MacHOCTU:

DyHKUMA A10 A11, S3 A12-A14 A15-A18 M1 M2-M4
S4-S9

Sawuta 9 9 9 9 9 9

LLefIoCTHOCTH

anpa

BbicTpble ° Q Q Q Q Q

orpaHuyeHus

paspelweHuni

3awuTa o o 9 9 o 9

LefIoCTHOCTH

CUCTEMHOIO

conpoueccopa

Koapi o o 9 9 o 9

ayTeHTUdMUKaLmum
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YpoeeHb sawntel @ Q Q (%] (V] [ %]

cTpaHuL o om
npumevaHve 1 npumevaHue 2
HUXe. HUXe.
MokuTop © © © 9 © 9
3aWmTbl Tabnuubl c
M.
cTpaHuL
npuMmedaHune 2
HUXe.

MpumeyarHue 1. MoHUTOP 3aWMTbl Tabnuubl cTpaHul, (SPTM) nogaep)Xneaerca B cucteMax
Ha kpuctanne A15 n HoBee, a Takxke M2 n HoBee. OH 3aMeHSAET YPOBEHb 3aLLNTbI CTPAHUL,
Ha nogaepXuBaeMbix NnaTthopmax.

lMpumeyaHue 2. YpoBeHb 3aWnTbl cTpaHul, (PPL) 1 MOHUTOP 3alnTbl TabNKULbl CTpaHUL,
(SPTM) TpebytoT BbIMOMHEHUS TONbKO MOAMUCAHHOIO M HaJeXHOoro Koga Ha Bcex
nnatdopmax, kpome macOS (cuctema macOS paspaboTaHa o9 BbIMONHEHUs Nt06Oro
Kopga). Bce ocTanbHble MHCTPYMEHTbl 6€30NacHOCTU, B TOM YMUC/e 3almTa Tabnuy,
CTpaHuL, MPUMEHSIOTCSA Ha BCex Nofaep>XXnBaeMbix nnathopmax.

Yun Apple TakK>XXe N3roToBJieH crneunanbHO ANnga peann3aunmn cnenyrowmx BO3MOXHOCTEN no
3alnTe OaHHbIX.

DYHKUMSA A10, A11 A12-A18
S3 S4-S9
M1-M4
TexHoNorus sawmTbl Q Q

3aneyvaTbiBaHueM knoyen (SKP)

recoveryOS — faHHble BCex Q Q
KNacCoB 3allMTbl 3aLMULLEHDI

PexnMbl 06HOBNEHUS NPOLWNBKIN ° Q
yCTPONCTBA, ANArHOCTUKN U

06HOBNEHMS — 3allULLeHbl AaHHble

knacca A, BucC
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Secure Enclave

Secure Enclave — 3To BblgeneHHas 3aliMeHHas nogcMcTteMa B HOBeENWNX Bepcuax iPhone,
iPad, Mac, Apple TV, Apple Watch, Apple Vision Pro n HomePod.

0630p

Secure Enclave — 270 BblgeneHHas 3alnieHHaa nogcuctemMa, BCTPOEHHas B CUCTEMY
Ha kpucTtanne Apple. NMogcuctema Secure Enclave nsonnposaHa oT OCHOBHOIO
npoueccopa ans obecnevyeHnss 4ONONHUTENbHOIO YPOBHS 3alMTbl U NpefHa3HayvYeHa
0115 3alKMTbl KOHOUAEHLUMaNbHbIX AaHHbIX NOSIb30BaTENs Aa)ke B cilyyae B3/ioMa sgpa
npoueccopa NpuaoXeHun. 3ta nogcmcTeMa NoCTpoeHa No TOMY Xe MPUHLKUMY, 4YTO U
BCS CMCTeMa Ha KpucTanne: 3arpysodHoe N3V 3agaeT annapaTHbI KOPEHb O0BepuUs,
Mopaynb AES oTBeyvaeT 3a apPpeKkTUBHbIe N Be3onacHble KpunTtorpaduryeckme onepaumu,
a namaTb 3awmuweHa. HecMoTpsa Ha To, 4To Secure Enclave He MeeT cO6CTBEHHOIMO
XxpaHunuuwa, Secure Enclave ncnonbayet MexaHn3am 6e30MacHOro xpaHeHus nHGopMaLlnm
B MOAKJ/IIOYEHHOM XpaHunuuie otaenbHo ot ¢new-namatu NAND, ncnonbsyemMol
NnpoL,eccopoM NPUNOXKEHNUN N oNepaLnoOHHON CUCTEMON.

dnew-namsatb NAND Mamate DRAM

!

KoHTponnep namstu
A

ORew-KOHTPONNEP >
NAND

Mpoueccop NpunoXxeHui t
Mopaynb AES 4>

A
v

LT T T LY P 2

FeHepaTop UCTUHHBIX
cryyaliHbIX yncen
(TRNG)

Moaynb AES Secure v
Enclave
Mogaynb 3alnTbl

L o 4
Conpoueccop naMaTH

Secure Enclave
Akcenepatop

OTKPbITOrO K/oya
(PKA)

Secure Enclave

Cucrtema Ha kpucTanne

3awmiueHHoe
SHeproHesasucumoe
XpaHuuLLe
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Secure Enclave npenctaBnsget coboi annapaTHbI KOMMOHEHT 6ONbWNMHCTBA BEPCUIA
iPhone, iPad, Mac, Apple TV, Apple Watch, Apple Vision Pro n HomePod, a unMeHHo,
nepeyYncneHHbIX HUXe Moaenen.

- Bce Mmopgenu iPhone HauynHaga c iPhone 5s u HoBee;

- Bce Mmopenu iPad HaunHas ¢ iPad Air 1 HoBee;

- BCe KoMmnbtoTepbl Mac ¢ ynnom Apple;

- KomnbtoTepbl MacBook Pro ¢ Touch Bar (2016 r. u 2017 r.) 1 yunom Apple T1;
- BCe KoMnbtoTepbl Mac ¢ npoueccopoM Intel n ynnom 6esonacHocTu Apple T2;
- Bce mogenu Apple TV HaunHada ¢ Apple TV HD n HoBee;

- Bce mopenu Apple Watch HaumHasa ¢ Apple Watch Series 1 n HoBee;

- Apple Vision Pro;

- BCce mogenu HomePod.

Conpoueccop Secure Enclave

Conpoueccop Secure Enclave o6ecneyrBaeT OCHOBHYO BbIYUCAUTENbHYIO MOWHOCTb AN
Secure Enclave. B uenax HagexHon nsondumm conpoueccop Secure Enclave ncnonbsyetcs
MUCK0YMTENbHO cucTeMol Secure Enclave. 9To no3BonseT NpeaoTBpaTUTb aTaku no
CTOPOHHWM KaHanaM c NpuMeHeHneM BPeaoHOCHOro NporpaMMHoOro obecnevyeHus,
KOTOPOE UCMOJb3yeT TO Xe A4P0 BbIMOSIHEHUS, YTO U aTakyeMoe LieneBoe nporpaMmMHoe
obecneyeHue.

Conpoueccop Secure Enclave ncnonbsyet Bepcuto mukpoaapa L4, nopaboTaHHYto
KomMmnaHuen Apple. OHo no3BongeT eMy adpPpeKkTUBHO paboTaTb Ha Bonee HNU3KOM

TaKTOBOM YacCToTe, YTO No3BoNdeT 3alluTUTb ero OT aTak, HanpaB/eHHbIX Ha U3MeHeHne
TaKTOBOM YacTOTbl U NUTaHMA Npoleccopa. HaumHada ¢ A11 n S4 conpoueccop

Secure Enclave Bknto4aeT Moayib 3aWMUTbl NaMSATU U 3alNPPOBAHHYIO NaMsATb C
dYHKUMAMU aHTUNOBTOPA, 6e30NacHyo 3arpy3Ky, OTAEeNbHbIA FeHepaTop CryYalHbIX YMcen
M cobcTBEHHbIM Moaynb AES.

Moaynb 3aWnTbl NaMATU

Secure Enclave pa6oTaeT B BbiaeneHHol ob6nactu namatn DRAM ycTpolicTea. 3alluleHHas
namsaTb Secure Enclave nsonuposaHa oT npoL,eccopa NpunoXeHUn ¢ NoOMOLLLbIO
HECKONIbKUX YPOBHEN 3aLLUTDI.

Mpun 3anycke ycTpoicTBa 3arpysoyHoe M3Y Secure Enclave reHepupyeT cny4anHbii
KPaTKOBPEMEHHbIN K04 3aWMTbl NAaMATH AN MOAYNS 3aWwmTbl naMaTu. Kaxabin pas,
korga Secure Enclave BbiMoNHSET 3annchb B CBOIO BbleNeHHY0 o61acTb NaMaT, MOAY/b
3aWMTbl NaMATU WndpyeT COOTBETCTBYOWMI 610K NaMATU C MOMOLLbIO WKdPOBaHMUS
AES B pexume Mac XEX (xor-encrypt-xor), a Takxe BblYUCNFeT Ter ayTeHTudbunkaumnm
Koda ayTeHTUdMKaunm coobuieHns Ha ocHoBe Wnopa (CMAC) ans namatu. Moaynb
3alMTbl NAMATU XPaHUT Ter ayTeHTUdUKaLMn BMecTe ¢ 3alimdppoBaHHOM NamaTbio. Korga
Secure Enclave BbinonHgeT YTeHUEe U3 NamMaTu, MOLY b 3alLUTbl MaMAaTV NPOBepPSEeT Ter
ayTeHTuduKaumm. B cnyyae coBnageHus Tera Moayb 3alMTbl NamMaTy pacwndpoBbiBaeT
6nok namsatu. Ecnu Ter He coBnagaeT, MOAY/b 3alWMTbl NaMATU coobLLaeT conpoLLeccopy
Secure Enclave 06 owmnbke. Mocne ownbkn ayTeHTUGMKaLMM NaMaTu cuctema Secure
Enclave octaHaBnnBaeT NpmMeM 3anpocoB A0 Nepesarpyskn CUCTEMDI.
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HauunHas ¢ cucteM Ha kpucTanne ¢ npoueccopamu Apple A11 n S4, moaynb 3aWmThl
namMaTn obecneymBaeT 3awWmnTy namatn Secure Enclave ¢ nomoulblo MexaHM3ama
aHTUnoBTopa. [lnsd npenoTepalleHns NOBTOPHOM OTNPaBKM KPUTUYECKN BaXKHbIX
JaHHbIXx 6€30MacHOCTN MOAY/b 3aWMTbl NAMATU XPaHUT YHMKaNbHOE 04HOPAa30BOe
4YMCo, Ha3blBaeMoe 3Ha4YeHneM QyHKLMM aHTMNoBTOpa, ANs 61oka NnaMsTn BMecTe

C Terom ayTeHTUdUKaumn. 3HavyeHne PyHKLMUM aHTMNOBTOPA NUCMOMb3yeTCcsl B KavyecTBe
[OOMONIHUTENbHON Nonpaeku ans tera ayteHTudukaumm CMAC. 3HayeHns GyHKLMN
aHTMNOBTOPa A4/19 BCex 6/10KOB NaMsATK 3allMLLeHbl C MOMOLLbIO AepeBa Le/IoCTHOCTH,
KOpEeHb KOTOPOro HaxoAUTCS B BbiaeneHHon namatn SRAM B Secure Enclave. Mpwu
BbIMOSIHEHUM OMnepaLmnii 3annMcu Moay/b 3aWMTbl NAaMATU 0O6HOB/ISET 3Ha4YeHNe QYHKLNK
aHTUMNOBTOPA U KaXkabll YPOBEHb AepeBa Le/loCTHOCTU A0 YPOBHS namMaTn SRAM.

Mpwn BbINOHEHMW OMepaunin YTEHUS MOAY/b 3aLLUTbI NAaMATU MPOBEPSET 3HaYEeHNe
YHKLMM aHTUNOBTOPA U KaX[Obli1 YPOBEHb AepeBa LLeNIOCTHOCTU A0 YPOBHS NaMaTn
SRAM. HecooTBeTCTBUS 3HAYEHUI GYHKLMN aHTUNOBTOpa obpabaTbiBatoTca Tak Xe, Kak
HEeCOOTBETCTBUA Tera ayTeHTUdPmnKaLmn.

B cuctemax Ha kpuctanne Apple A14, M1 nnn HoBee Moay/b 3alUTbl NAaMATH
noafepXuBaeT ABa AMHAMUYECKUX KITtoYa 3alnTbl namMaTu. MepBblil Mcnonb3yeTcs ang
OaHHbIX, K KOTOPbIM MMeeT AocTyn Tonbko Secure Enclave, a BTopon ucnonb3yetcs ans
[OaHHbIX, K KOTOPbIM TakXe MMeeT A0CTYN 3alULLEHHbIA HEMPOHHbIA MOOY b.

Mopaynb 3alWnTbl NaMsATU SBNISETCA BCTPOEHHbIM 1 Npo3padHbiM Ana Secure Enclave.
Secure Enclave BbinonHseT onepaunn 4yTeHnda n3 NnaMaTn N 3annMcmM B NamM4aTb Tak,

KaK ecnu 6bl 3T0 OblNa 0O6blYHasA He3alwKnppoBaHHas naMaTb DRAM, Torga kak

BHellHeMy HabnogaTento BHe Secure Enclave gocTynHa Tonbko 3awindpoBaHHas u
ayTeHTUdUUMPOBaHHAg Bepcus namMaTu. 3a cyeT aToro obecneymBaeTcs HagexHas 3awWwmTa
namatu 6e3 yuiepba Nnpors3BoaUTENbHOCTM UMM CITOXHOCTU NPOrpaMMHOro obecrneyeHus.

3arpy3o4Hoe lN3Y Secure Enclave

B cocTtaB Secure Enclave BxoguT cneunanbHoe 3arpysoyHoe M3Y Secure Enclave.
AHanoru4Ho sarpysovHomy M3Y npoueccopa NPUNOXEHUI, 3arpysoyHoe M3y
Secure Enclave npepgcrtaBnget coboi NOCTOSIHHbIN KOA, KOTOPbIN 3agaeT annapaTHbIf
KopeHb goBepua ang Secure Enclave.

Mpwn 3anycke cucteMbl 3arpy3ymnk iBoot HasHavyaeT Secure Enclave BbigeneHHyto

obnactb namaTu. MNepepn ncnonb3oBaHMeM NamMaTh 3arpysoyHoe M3Y Secure Enclave
MHULMANN3npyeT Moaysb 3alnTbl NaMaTu Ana obecrnedyeHus Kpuntorpadnuyeckom salmTbl
3awmuLeHHon obnactu namaTtu Secure Enclave.

3aTeM npoueccop NpUIoXeHU oTnpasBnseT B 3arpysoyHoe MNM3Y Secure Enclave obpas
sepOS. MNocne konupoBaHug obpasa sepOS B 3awWMLLEHHYO NamMaTb Secure Enclave
3arpy3oyHoe M3Y Secure Enclave npoeepseT kpuntorpadmnyeckmin xelw 1 nognucb obpasa
0119 NOATBEPXOEHMS TOro, YTO YyKasaHHOe nporpaMmHoe obecneveHune sepOS paspelleHo
3anyckaTb Ha 3ToM ycTponcTBe. Ecnn o6pas sepOS nMeeT COOTBETCTBYIOLLYO NMOAMNUCH
019 3anycka Ha ycTpolcTBe, 3arpysoyHoe M3Y Secure Enclave nepenaeT ynpasneHue
nporpamMmHomy obecnevenuto sepOS. 3arpysoyHoe M3Y Secure Enclave paspaboTaHo
Takum o6pasom, YTobbl NpenoTBpPaTUTh AaNibHenllee ucnosib3oBaHue Secure Enclave

[0 crieaytolLero cbpoca ymna, ecnm Nnoannucb HeJencTBuTesNbHa.

B cuctemax Ha kpucTtanne Apple A10 1 HoBee 3arpy3oydHoe M3V Secure Enclave 6nokupyert
xelw sepOS B npegHasHa4YeHHOM A1 9TOro peecTpe. AKceniepaTtop OTKPbITOro KJt4a
MCMoNb3yeT 3TOT Xel Ans K/Yen NpUBA3KN K onepaunoHHON cucteme.
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MoHuTop 3arpy3ku Secure Enclave

B cuctemax Ha kpuctanne Apple A13 n HoBee B Secure Enclave BcTpoeH MoHUTOpP
3arpysku, NnpefaHa3HavYeHHbl a1 coXxpaHeHUs BbICOKOTO YPOBHS LLeNIOCTHOCTM Xella
3arpy>eHHoro nporpaMmHoro obecnevyeHms sepOS.

Mpwn 3anycke cucTeMbl KOHPUIypaLms 3aWmTbl LLeIOCTHOCTM CUCTEMHOrMO conpoLleccopa
(SCIP) Secure Enclave nomoraet npegoTeBpaTUTb 3anyck conpoueccopom Secure Enclave
noboro Koga, KOTopbIN OTNAMYaeTCs OT MMetollerocs B 3arpysodyHom M3V Secure Enclave.
MOHUTOP 3arpyskn NoMoraeTt NpeaoTBpaTUTb NPIMOe U3MEHEHME COMPOLLeCCOpPOoM Secure
Enclave koHourypaumm SCIP. YTo6bl coenaTtbh 3arpy>XeHHoe nporpaMmMHoe obecneyeHue
sepOS ncnonHgeMbiM, 3arpysovHoe M3Y Secure Enclave otnpasnseTr MoHUTOpPY 3arpy3ku
3anpoc ¢ ykasaHMeM agpeca u pasMepa 3arpy>xeHHoro nporpaMMHoro obecnedeHus
sepO0S. MNocne nony4veHus 3anpoca MoHUTOpP 3arpyskn cbpacbiBaeT conpoLueccop

Secure Enclave, xewupyet 3arpyxeHHoe MO sepOS, obHoBngeT HacTpoinku SCIP, 4ToObl
pa3pewnTb BbinosiHeHNe 3arpyxxeHHoro MO sepOS, a 3aTeM 3anyckaeT BbINOJIHEHNE

B HOBOM 3arpy>eHHoM kopge. 1o Mepe 3arpy3ku cMCTeMbl 3TOT Xe NpoLecc NpMMeHaeTcs
K HOBOMY McnonHgeMoMy koay. Kaxabihi pas MoOHUTOpP 3arpy3kn 06HOBNAET BbiMNOMAHAEMbIN
Xelll npouecca 3arpyskn. MoHUTOpP 3arpy3ku Tak)Ke BK/t0YaeT B BbIMOMHAEMbIN Xell
KPUTUYECKM BaXKHble MapamMeTpbl 6e30MacHOCTH.

Mo 3aBeplieHnn 3arpy3kn MoHMUTOP 3arpy3kn GUHaANM3nNpyeT BbINOMHAEMbIN XeLl

M OTMNpaBnseT ero B akcenepaTop OTKPbITOro K/to4va, KOTOpPbI OyaeT NCnosib30BaTb 3TOT
Xell a5 K4Yen NpuBSs3Kn K ornepaumnoHHon cucteMe. 3ToT npoLlecc paspaboTaH ang
TOro, YToObl MPUBA3KY KJIOYEN K ONepaLnoHHON CUCTEME He yaanoch 060MTU gaxe B
c/lyydae Hanmuums ys3BUMOCTK B 3arpy3odHoMm M3Y Secure Enclave.

FeHepaTop UCTUHHbBIX C/TyYalHbIX Ynucen

FeHepaTop UCTUHHbIX crydaliHbix Ymcen (TRNG) ucnonbsyeTcs Ons reHepupoBaHus
3alMLLEHHBIX ClyYalHbIX AaHHbIX. Secure Enclave ucnonbsyet TRNG kaxpgblii pas,
Korpa TpebyeTcs creHepupoBaThb C/yYalHbIn KpunTorpaduyeckuin KoY, HavyanbHbIN
OUT cryYaliHoro KJt4a UamM gpyro aHTPONUIMHO 3aKOANPOBAHHbIN an1eMeHT. B ocHoBe
TRNG nexaT HeCKOMbKO KOMbLLEBbIX FEHEPATOPOB, CUIHAN KOTOPbIX o6pabaTbiBaeTcs
reHepaTopoM CTR_DRBG (anroputm Ha ocHOBe 6/104HbIX WWMPPOB B peXMME CHETYMKA).

KopHeBble Kpuntorpagpunyeckue Knoum

Secure Enclave conepXuT KOpHEBOI KpUNTorpadmuveckunin Koy yHUKanbHoOro
noeHTuoumkatopa (UID). UID aBngeTcs yHMUKaANbHbIM AN1S KaXXA0r0 OTAE/IbHOIO YCTPONCTBA U
He CBA3aH C KakKMM-IM60 ApYrMM UOEHTUGUKATOPOM Ha YCTPOMUCTBE.

CnyyaiiHo creHepupoBaHHble UID BLIMBaAOTCS B CUCTEMY Ha KpUCTanie BO BpeMs
npounsBopncTea. HaunHaa ¢ cuctem Ha kpuctanne A9, UID reHepupyeTtcs ¢ nomoubio TRNG
Secure Enclave Bo BpemMs NponM3BOACTBA M 3aMUCbIBAETCS Ha NMaBKUX NepeMblykax C
NOMOLLbIO MPOrpaMMHOTIO MpoLLecca, UCNOMHIEMOro NoNIHOCTbIO B Secure Enclave. 3T1oT
npouecc genaet UID HeBMAMMbBIM 3a NpeaenaMn yCTponcTea BO BpeMs Npon3BOACTBa,
NO3TOMY AOCTYM K HEMY M XPaHEHMI0 B HEM He ByayT umeTb HU Apple, HX ee NoCTaBLWMKN.
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sepOS ucnonbsyet UID gng 3awmtbl cekpeToB ycTponcTea. UID obecneymBaeT
BO3MOXHOCTb KpUNTOrpadmnyeckomn npmuBa3KN gaHHbIX K KOHKPETHOMY YCTPOMCTBY.
Hanpumep, UID BXOAUT B Mepapxuto Kto4en, NCNonb3yeMbix s 3awmTbl Ganfiosomn
CUCTEMbI, MO3TOMY Npu GU3nNYeckoM nepemMelleHnm namatnm SSD M3 ogHOro ycTpoincTBa B
apyroe ¢aiinbl CTaHOBATCSA HEQOCTYMNHbI. K 3alMLLEHHBIM CEKPETHbIM AaHHbIM KOHKPETHbIX
YCTPONCTB Takxe oTHocsATca aaHHble Optic ID, Face ID n Touch ID. Ha Mac aToT ypoBeHb
WndpoBaHNS UCNOSb3YEeTCS TONbKO AN MOSIHOCTbIO BHYTPEHHEro XpaHunuLa, CBI3aHHOro
c mogynem AES. Hanpumep, BHELLIHME YCTPOMCTBA XpaHeHUs, nogkitoveHHble yepes USB,
M XxpaHunuuwa Ha ocHoBe PCle gng Mac Pro 2019 r. He 3awndpoBbiBalOTCS 3TUM cnocobom.

B Secure Enclave Takxxe umeetcs ugeHTudumkaTop rpynnbl yctponcTts (GID), KoTopbii
ABngeTcs obWMM ONS BCeX YCTPOWCTB, rAe UCMNOoNb3yeTcs onpefeeHHas cucteMa Ha
KpucTanne (Hanpumep, Ha BCcex yCTponcTBax ¢ npoueccopoM Apple A15 ncnonb3yetcs
oAuHakoBbin GID).

NoeHTnounkatopsl UID n GID HepgocTynHbl Yepes Joint Test Action Group (JTAG) u apyrue
nHTepdelncobl oTnagku.

Mopynb AES Secure Enclave

Mopaynb AES Secure Enclave npeactaenget cobolt annapaTHbli 6/10K, KOTOPbIN BbINOMHSAET
cUMMeTpUYHoe WwindpoBaHne Ha ocHoBe Wwnodpa AES. Moaynb AES mnckovaeTt yTeuky
MHbOPMaL MM NOCPEACTBOM aHanMsa TakTOBOM YacTOTbl M CTaTUYECKOro aHann3a NnuTaHus
(SPA). B cuctemax Ha kpuctanne A9 n Hoeee moaynb AES TakXXe cOOep>XUT KOMMOHEHTbI
NPOTUBOAENCTBMA ANHAMUYECKOMY aHann3y nutaHusa (DPA).

Mopaynb AES noggep>XnBaeT annapaTHble U NporpaMMHbie KoY. AnnapaTHble Koun
nony4atTtcsa U3 naeHtndukatopor UID nnm GID Secure Enclave. 3Tu kKno4m ocTatoTca B
mogayne AES 1 He BugHbI Ja)e nporpaMmMHoMy obecneyeHuto sepOS. HecMoTpsa Ha TO, 4TO
nporpamMmMHoe obecrnevyeHmne MOXET 3anpoCuTb onepaunmn WndpoBaHna U pacMPpoBKHU

C UCMNOMb30BaHMEM annapaTHbIX Ko4Yel, OHO He MOXET U3BeYb CaMu KJTOYN.

B cuctemax Ha kpuctanne Apple A10 n HoBee mogynb AES coaepXut 61okmupyemble
HavanbHble 6UTbI, KOTOPblE UBMEHSIOT KJI0UKN, NONyYeHHble U3 nageHTnéukatopos UID mnm
GID. TakuMm obpasomM obecrneymBaeTcs YCNOBHbIM AOCTYN K AaHHbIM B 3aBUCMMOCTU OT
pexuma paboTbl ycTponcTa. Hanpumep, 61okmMpyeMble HavabHble GUTbI UCNOMb3YIOTCS
ANns Toro, 4To6bl 3aKPbITh JOCTYN K AAaHHbIM, 3alLULLEHHbBIM NapoaeM, Npu 3arpyske B
pexume o6HoOBNEeHMa npowmneky ycTponctea (DFU). MoapobHee cMm. B paspene Kopa-
naponn n naponu.

Mopgynb AES

B kaxaoM ycTtpoinctee Apple c conpoueccopom Secure Enclave nmeetcs
creumanmn3npoBaHHbIA KpunTorpaduveckmnin mopynb AES256 («moaynb AES»),
KOTOPbIA BCTPOEH HEMOCPEACTBEHHO B KaHan NpsiMoro goctyna Kk namatn (DMA) Mmexay
aHeproHesasucumon eonew-namatbto NAND M OCHOBHOM CUCTEMHON NaMAaTbio ANns
NoBbIlEeHNs 30 PEKTUBHOCTU WMdpPoBaHua dannos. Ha ycTponcTeax c NpoLEeccCopom
A9 nnn 6onee HOBbIM NpoLEeccOpoM cepun A nogcuctema dnew-naMmaTM HaxoouTCs

Ha N30/IMPOBAHHON WNHE, KOTopas nosyyYaeT 4OCTYN K NaMATU C MNOJIb30BaTENbCKUMMU
OaHHbIMW TONIbKO Yyepes kKpuntorpaduyeckmih mogynb DMA.
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Bo Bpemsa 3arpysku sepOS c nomouibio TRNG reHepupyeT cryyaliHblil KpaTKOBPEMEHHbIN
KJI0Y 419 ynakoBku Knto4va. Secure Enclave nepepgaet aToT kntod B Moaynb AES no
Bblae/IeHHbIM NPOBOAHbIM KaHanam. 3Ta Mepa HanpaB/ieHa Ha To, YToObl NpeaoTBPaTUTL
AOCTyn K HeMy ntoboro nporpaMMHoro obecneveHus BHe Secure Enclave. 3atem sepOS
MOXET MCMOMb30BaTb 3TOT AMHAMUYECKUI KJTtoY N9 YNakoBKM, YTOObl ynakoBaTb K/O4n
dalinos ang MCNob30oBaHUA ApanBepoM GalifioBoN CUCTEMbI NPOoLLecCcCopa NPUNOXEHUN.
Korga nopanBep $ainoBoi CMCTEMbI BbINOMHAET YTeHne daina uam 3annucb B HEro, oH
OoTNpaBnsgeT ynakoBaHHbIN KoY B MoayNb AES, KOTOpbI, B CBOIO OYepefb, pacrnakoBbiBaeT
ero. Mogynb AES HuKorga He packpbiBaeT AelindpoBaHHbIN K04 NporpaMMHoOMY
obecneyeHuo.

lMpumevaHmne. Moaynb AES otoeneH ot Secure Enclave n moayns AES noacucTemsl
Secure Enclave, Ho ero pa6oTta TecHo cBsizaHa ¢ Secure Enclave, kak nokasaHo panee.

Secure Enclave = —--ee-

CucteMHas namaTb
npoueccopa Mopynb AES PIR—
NPUNOXEHWA

Mpamoi 4oCcTyn K NaMaTm

npoueccopa (DMA)
®new-namats NAND

AKcenepaTop OTKPbITOro Kjto4a

AkcenepaTop oTKpbITOro knto4a (PKA) — 210 annapaTHbI 6/10K, KOTOPbIM BbINOMHSAET
acnuMMeTpuYHble Kpuntorpaduveckue onepaummn. PKA nogoepxmsaeT anropuTmbl
nognucu n wndpoaHug RSA n ECC (kpuntorpadust Ha OCHOBE 3IMMTUYECKUX KPUBbBIX).
PKA npoTMBOCTOMUT yTeukaM MHOpMaL MM n3-3a aTak Ha OCHOBE aHanM3a TakTOBOW
YacTOTbl M aTak NO CTOPOHHMUM KaHanaM, Takmx kak SPA 1 DPA.

PKA nognoep>XuBaeT NnporpaMMHble 1 annapaTHble Kto4vn. AnnapaTHble KoY Nony4vatoTcs
n3 npoeHtndunkatopos UID nnm GID Secure Enclave. 3T1u kntouum octatotca B PKA 1 He BUAHbI
Oaxke nporpaMmHoMy obecnedeHuto sepOS.

HauunHas ¢ cucteM Ha kpucTanne ¢ npoueccopamu Apple A13, maTemaTuyeckas
npaBubHOCTb peanusaunn wndposaHus PKA aenseTca gokasaHHoW 6narogaps
npMMeHeHMI0 MeToL0B popManbHON NPOBEPKM.

B cuctemax Ha kpuctanne Apple A10 1 HoBee PKA nogaep>XnBaeT Ktoum NpuUBA3KHn

K onepauuoHHOM cucteMe. 3Ta TEXHONOrMS Ha3blBAaeTCo 3allMTONM 3arnedyaTblBaHUEM
kntoyen (SKP). Takune kno4m reHepumpytoTcst Ha ocHoBe coveTaHusa UID ycTpoicTea

1 xelwa nporpaMMHoro obecneyeHunsa sepOS, KOTOpOe BbINONHAETCS Ha YCTPONCTBE.

B cuctemax Ha kpucTtanne Apple A13 1 HOBee 3TOT Xell NpefocTaBngeTCs 3arpy304HbIM
M3Y Secure Enclave nnn MoHntopom 3arpysku Secure Enclave. Kntoun npueaskm K
onepaLnoHHON CUCTEME TakXe MCMNOoMNb3yTcs ans nposepkn Bepcumn sepOS npu otnpaske
3anpocoB K onpeneneHHblM cnyx6am Apple n ons noBblWEHNS YPOBHS 3alMTbl AaHHbIX,
3alMLLEHHBIX KOA-NapoaeM, noMoras NnpefoTBpaTUTb AOCTYN K AaHHbIM K/tOYen, ecnn B
CUCTEMY BHECEHbl KPUTUYECKN BaXKHble M3MeHeHUst 6e3 aBTopusaummn Nob3oBaTens.
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3alumLLeHHOe 3HeproHe3saBMcUMoe XpaHunuile

Secure Enclave ocHallaeTcs BblaeneHHbIM 6€30nacHbIM 9HEProHe3aBUCUMbIM
YCTPONCTBOM XpaHeHus. [ng Noakatlo4YeHnsa 3alMULEHHOr0 3HEProHe3aBMCUMOro
XpaHunuuwa K Secure Enclave ncnonb3yeTtcs BbigeneHHas wuHa 12C, noaTtoMy AOCTyn K
XpaHunuuy nmeet Tonbko Secure Enclave. KopHu Bcex kntoyen wWndpoBaHnsa gaHHbIX
nonb3oBaTesieln aHTPOMUIHO 3aKOAUPOBAHbI U XPaHATCSA B 9HEProHEe3aBUCUMOM
xpaHunuuwe Secure Enclave.

Ha ycTpolicTBax ¢ cucteMamu Ha KpucTtanne A12, S4 1 HoBee AN XpPaHEHUS SHTPOMUNHO
3aKOAMpPOBaHHbIX 31IEMEHTOB conpoueccop Secure Enclave o6begnHgeTca B napy

C KOMMOHEHTOM 3almuLeHHoro xpaHunuuwa. CaMm KOMNOHEHT 3alMULEeHHOro XpaHunumua
COAEPXUT HemaMeHseMbllh kog M3Y, annapaTHbIl reHepaTop clly4YailHbix Yncen,
YHUKanbHble KpunTorpapuyeckme KatoUYn yCTPONCTB, KpunTorpadmuyeckne Moaynm

N yHKUMIO 0OHapyxXeHns Gru3nMyeckoro BMeLwaTenbCcTBa. [ng B3aMMoaencTBumS

apyr ¢ apyrom Secure Enclave n KOMNOHEHT 3aLLULLEHHOIO XpaHUAULLA UCMONb3YIOT
3aWNdPOBaHHbBIA U ayTEHTUPULMPOBAHHbIA NPOTOKOS, MPEAOCTaBASAOWMIA SKCKIO3UBHbIN
LOCTYN K 9HTPOMMUIAHO 3aKOANPOBAHHbIM 3/1EMEHTAM.

YcTpoicTBa, KOTOpble BbiNyLWeHbl BriepBble oceHbto 2020 roga nnam nosxe, oCHaleHbl
KOMMOHEHTOM 3alLULLEHHOIrO XPaHWUAMLL,a BTOPOro NOKONEHMS. B KOMMOHEHT 3alLMULLEHHOrO
XpaHunuia BTOPOro nokoneHns fobasneHbl 3almieHHbie XpaHuamLLa c4eT4YmMKoB. B
KaXKA0M 3alMLLEHHOM XPaHUMLLE CHETUMKOB XpaHATCa 128-6UTHOe cryvyaiHoe 3HavyeHune
(«conb»), 128-6MTHOE NPOBEPOYHOE 3HAYEHNE KOO-Napons, 8-GUTHbIN CYETUYUK U
8-6MTHOE 3HaYeHNe MakCMMalbHOro KOIMYecTBa NonbiToK. [N AOCTyNa K 3aWULLEHHbIM
XpaHUMLWaM CYETYMKOB UCMONb3yeTcs 3alndpOoBaHHbIA U ayTEHTUOULMPOBAHHbIN
NPOTOKO.

3allyMLLEeHHbIE XpaHUULLA CYETYMKOB COAEPXKAT SHTPOMUNHO 3aKOAMPOBaHHOe

3HayvyeHune, Heobxogmnmoe s pas3boKMPOBAHMSA NONb30BATE/IbCKMX OAaHHDbIX,
3alMULEHHbIX Koa-naponeMm. [1nsg gocTtyna K 3TUM Nosib30BaTe/IbCKMM AaHHbIM TpebyeTcs
obbeguHEHHbIN B Nnapy conpoueccop Secure Enclave, koTopbii nony4yaeT npaBuiibHoOe
SHTPOMNUINHO 3aKOAMPOBaHHOE 3HaYeHNe Ha OCHOBe Kof-napond nonb3osatensd n UID
Secure Enclave. Kog-naponb nonb3oBaTenst Heflb3s y3HaTb MyTEM MHOMOKPATHbIX MOMbITOK
pa3bnokmnpoBaHuMs, COBepLIaeMbiX U3 NI0OOro NCTOYHMKA, OT/IMYHOIO OT conpoLeccopa
Secure Enclave, koTopbihi 06beauHeH B Napy. ECnm npeBbilleHOo KOMYeCcTBO NMOMbITOK
BBOAA kog-naponga (Hanpumep, 10 nonbiToK Ha iPhone), KOMMNOHEHT 3alLULLEHHOro
XpaHunuu,a 6e3B03BpaTHO CTUPAET AaHHble, 3aliMLULEeHHble KOoA-NaposieM.

[ns cospgaHunsa 3almULEHHOr0 XpaHuimuLa cyetTumnka conpoueccop Secure Enclave
OTNpaBAseT KOMMNOHEHTY 3alMLUEHHOr0 XPaHUIMLLa SHTPOMUNHO 3aKOAMPOBaHHOEe
3HaYeHMe Ko4-naposis U 3HaYeHUe MakCUMasbHOTro KOJIMYecTBa MonbiTOK. KOMMNOHEHT
3alULLEHHOMO XpaHUNLLA reHepupyeT cnyvyanHoe 3HadYeHune («Conb»), UCMONb3ys
COBCTBEHHbIN reHepaTop Clly4YanHblX Yncen. 3aTeM OH noslydaeT NpPoBepoYHOe 3HavYeHne
KOA-naposia U 9HTPOMUIMHO 3aKOAUPOBAHHOE 3HaYeHMe 3alUULLEHHOTr0 XpaHunumLLa 13
npenocTaBNeHHOro aHTPOMNUNHO 3aKOAMPOBAHHOIO 3HAYeHMS KOA-Naposs, YHUKaNIbHOIo
KpunTorpadmnyeckoro Ko4a KOMMOHEHTa 3alMWEeHHOro XpaHuImia u cny4anHoro
3Ha4YeHus («conb»). KOMMOHEHT 3alWMNLLEHHOrO XPaHUInWa NHNUNann3npyeT
3aliMULEHHOE XPaHUULLLE CYeTYMKa C KonyecTBoM «0», NpenocTaBleHHbIM 3HaYeHNEM
MaKCMUMasIbHOro Konm4yecTBa NOMbITOK, MOSy4YEeHHbIM NPOBEPOYHbIM 3Ha4YEeHNEM KO-
napons 1 cry4YamHbiM 3Ha4YeHUEeM («Ccosib»). 3aTeM KOMMOHEHT 3alULLLEHHOrO XpaHuanua
BO3BpallaeT B Secure Enclave creHeppoBaHHOE SHTPOMNUIAHO 3aKOAUPOBAHHOE 3HAaYeHMe
3alMLLEHHOr0 XpaHuImua.
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[nga Toro 4tobbl No3gHee U3BeYb SHTPOMUNHO 3aKOAMPOBAHHOE 3HaYeHMe 3alMLLEHHOro
XpaHunumLa U3 3allMieHHoro XxpaHunuila cyetymka, Secure Enclave otnpasnser
KOMMOHEHTY 3aLULLEHHOro XpaHUIuLLa SHTPOMUIHO 3aKOAMPOBaHHOE 3HaYeHne
Kom-napons. CHayana KOMMOHEHT 3alWMLLEHHOro XpaHunuLLa yeennmyinBaeTt sHavyeHune
cyeTyMKa Ond 3alWmieHHoro xpaHunuwa. Ecnv ysennyeHHoe 3aHavyeHne cueTyumka
npesblllaeT 3HaYeHNne MakCUMasbHOTo KONTMYEeCTBa MNOMbITOK, KOMMOHEHT 3alMLEHHOro
XPaHUNML,a NoMHOCTbIO CTUPAEeT 3allulleHHOe XpaHuIuLle cyeTynka. Ecnm makcumanbHoe
KONIMYECTBO MOMbITOK HE AOCTUTHYTO, KOMMOHEHT 3allULLEHHOro XpaHUnuila nbiTaeTcs
nony4YnTb NPOBEPOYHOE 3HaYeHNe KOA-Mapons U SHTPOMNUINHO 3aKOAMPOBaHHOE 3HaYeHne
3alMLULEHHOro XpaHunumia ¢ MoMOLLbIO TOrO Xe afiropuTMa, KOTOpbI MCMob3oBasncs

0718 CO34aHMa 3allMLLEeHHOro XpaHunuia cyetymka. Ecnm nonyyeHHoe nposepoyHoe
3HaYeHWe KOO -Mapons coBnagaeT C COXpaHeHHbIM NPOBEPOYHbIM 3HAYEeHNeM Koa-napons,
KOMTMOHEHT 3allULLLEHHOT0 XpaHuuniiLa BO3BpallaeT SHTPOMUMNHO 3aKOAMPOBaHHOE
3HaYeHWe 3allnLLeHHOro xpaHunuila B Secure Enclave n c6pacbiBaeT cyetuymk go O.

KopHU Kkntoyen, KoTopble NCMONb3YOTCA A4 4OCTyNa K 3alMLWEHHbIM NaponieM AaHHbIM,
3HTpOﬂI/II7IHO 3aKoanpoBaHbl U XpPaHATCA B 3alNLLEHHbIX XPaHUIUwax c4eT4nKoB.
MonpobHee cM. B pasgene O630p 3alLUTbl AaHHbIX.

3aluueHHoe aHeproHe3aBUCMMOE XPaHUNLLLE UCTMONb3yeTcs /19 BCEX CNYyXO
aHTunoBTopa B Secure Enclave. Cnyx6bl aHTUNoBTOpa B Secure Enclave ncnonbsytoTcs
019 aHHYNALUUM JaHHbIX B cly4Yae coObIiTUIN, KOTOPble OTMeYatoT rpaHuLLbl aHTUMOBTOPA,
BK/OYaa cnegylolme cutyaumm (HO He orpaHN4YMBasCb NUMN):

+  W3MEeHeHMue Koa-napons;
- BKJtoYeHMe unu BblkntoveHne Optic ID, Face ID nnum Touch ID;

- pobaBneHue unm yganeHune pagyXxku rnasa gnsa Optic ID, nnua gns Face ID
Wnn otnevaTtka nanbua gns Touch ID;

+ cbpoc Optic ID, Face ID nnu Touch ID;
- pobaBneHune unu yganeHue kapTol Apple Pay;
« CTWpaHMe BCEro KOHTEeHTa M HacTpoek.

B apxutekTypax 6€3 KOMNOHEHTa 3alLULLEHHOIO XPaHUINLLLA o8 NPpenocTaBneHns
6e3onacHoro xpaHunuuwa conpoueccopy Secure Enclave ncnonbsyetcs EEPROM
(anekTpuyeckn ctupaemas nporpaMmMmpyemMas NnocTosiHHas NnamsiTb). AHaNOrM4YHO
KOMMOHEHTaM 3allnLLEeHHOro XxpaHmnumuia namate EEPROM nogkntovyaetcsa K Secure Enclave
W 0OCTYMHa TONbKO U3 HEro, 04Hako OHa He COOEPXMUT BblAeNEeHHbIX annapaTHbiX GYHKLUNRA
6e30MacHOCTU, He rapaHTUPYeT SKCKIO3UBHbIA LOCTYN K SHTPOMUAHO 3aKOAMPOBaHHbIM
aneMeHTaM (3a UCK/IOYEHNEM XapaKTePUCTUK GU3NYECKOro MOOKII0YEHNS) N He
npegocTaBnseT GYHKUMIA 3alLULLEHHOTO XPaHUINLLA cYeTYMKa.

3alWnLEeHHbIN HEMPOHHbBIN MOoAYb

Ha Apple Vision Pro 3alunlieHHbI HEMPOHHbIN Moayb Npeobpa3syeT nsobpaxxeHus

B MaTeMaTuyeckue npencTaBneHunsa rnas nosib3oatens. Ha yctponcteax ¢ Face ID

(He ¢ Touch ID) 3awWMLEHHbIN HEMPOHHbIN MOAYb NpeobpasyeT ABYMepPHble n3obpaxkeHuns
M KapTbl rNy6uHbl B MaTeMaTuyeckme npencTaBfeHns nuua nofibsoBaTens.
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B cuctemax Ha kpucTtanne c npoueccopamu Apple ¢ A11 no A13 3alULLEHHbBIA HENPOHHbBIN
Mopynb BCcTpoeH B Secure Enclave. [1ns o6ecrneyeHuns BbICOKOW NPON3BOAMUTENBHOCTH
3alUULLEHHbI HEMPOHHBI MOAY/b UCMNOMb3YyeT NPAaMoi gocTyn Kk namatn (DMA). Moaynb
yrnpasneHus namsTbio BBoga-Bbieoga (IOMMU) B anemeHTe ynpaBneHus aapom sepOS
OorpaHu4ymMBaeT BO3MOXHOCTb NPSIMOro JOCTyna TO/bKO paspeLlleHHbIMKU obnactamm
namMsTun.

HauunHas c cuctem Ha kpuctanne A14, M1 n HoBee 3awmuieHHas cucteMa Neural Engine
peannayeTcsa Kak 6e3onacHbiii pexum B cucteme Neural Engine npoueccopa NpuioXeHun.
BblaeneHHbI annapaTHbIi KOHTponiep 6e30MacHOCTY NepektovaeTca Mexay 3agadamMmu
npoueccopa npunoxeHun n Secure Enclave, c6pacbiBag COCTOAHME HENPOHHOIO Moy NA
Npun Kaxxnonm TpaH3akunm ans 3awmnTbl gaHHbix Optic ID unn Face ID. BbigeneHHbii Moayb
BbINMOJIHAET WMUPPOBaAHME NaMATU, ayTEHTUDUKALMIO U yNpaBieHne gocTynom. B 1o

XXe BpeMsi OH UCMNOo/b3yeT OTAEe/bHbIN KpUnTorpabmnyecknii Koy 1 guanasoH namaTu

0N orpaHnYeHns BO3MOXHOCTEN AoCcTyna 3alWMiLEeHHOr0 HEMPOHHOT0 MOAY A TONbKO
paspeleHHbIMK 06/1aCTAMU NaMAaTu.

MOHUTOPbI NUTAHUA U TaKTOBOM YacCTOThI

Bce aneKTpoHHble KOMMNOHEHTbI paspaboTaHbl Ana paboTbl B OrpaHUYeHHOM Auana3oHe
HanpsaXXeHMs 1 4YacToTbl 9N1EeKTPMUYECcKOoro Toka. Bbixoa 3a npepensl paboyero gunanasoHa
MOXET NpUBeCTU K c609M B paboTe a/1eKTPOHHbIX KOMMOHEHTOB 1 nocrenytolemMy obxoay
cpencTe obecnevyeHnsa 6esonacHocTn. Secure Enclave ocHalaeTca MUKpoCcXxeMammu

019 KOHTPONS HanpaXeHns. 3TN MUKPOCXEMbI MOMOTraloT COXPaHATb XapakTepPUCTUKN
3N1eKTponMTaHua B npegenax paboyero gnanasoHa. Paboynin ognanasoH TakMx MUKPOCXEM
HaMHoOro 6onblue, YeM y OCTalbHbIX KOMNOHEHTOB Secure Enclave. Mpu o6Hapy>XXeHUK
3anpeLleHHoro pexmnma paboTbl TakTOBble reHepaTopbl Secure Enclave aBToMaTnyecku
OCTaHaB/MBAOTCA M He NepesanyckalTcs 40 creaytolLero copoca CMCTEMbl Ha KpucTanne.

0630p pyHKUUN Secure Enclave

MpumeyaHue. YcTponcTea ¢ unnamu A12, A13, S4 n S5, BnepBble BbiMyL,EHHbIE OCEHbIO
2020 ropa, ocHalleHbl KOMMNOHEHTOM 3alULLEHHOIO XpaHuAuwa 2-ro nokoneHus, a bonee
paHHMe YyCTPOMCTBa Ha OCHOBE 3TUX CUCTEM Ha KpUCTanae oCHalleHbl KOMMNOHEHTOM
3alMLULEHHOro XpaHunuuia 1-ro NnoKoneHus.

Cuctema Ha Mopaynb 3awunTbi 3awmnuieHHoe Mopaynb AES PKA

Kpuctanne namsaTu XpaHunuuwe

A8 WndposaHune n EEPROM Oa Het
ayTeHTUdUKaums

A9 WnoposaHue n EEPROM 3awmTa DPA La
ayTeHTUbMKaums

A10 WndposaHue n EEPROM 3awmTa DPA 1 Kno4n npneasku
ayTeHTudunKaums 6noknpyemble K ornepaunuoHHOW

HayasnbHble GUTHI cucteme

A1 WnoposaHue, EEPROM 3awmTa DPA 1 Knto4n npueasku
ayTeHTUdMKaums 6nokupyemble K onepaunoHHoW
N MexaHusm HayvasbHble 6UTbI cucteme
aHTMNoBTOpa

besonacHocTb nnatdopmbl Apple
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Cucrtema Ha
Kpuctanne

A12 (ycTpoicTea
Apple, BbinyLLeHHblE
0o oceHn 2020 r.)

A12 (ycTpoicTtea
Apple, BbiNyweHHble
nocne oceHu

2020 r.)

A13 (ycTpoiicTBa
Apple, BbiNyweHHble
0o oceHn 2020 r.)

A13 (ycTpouncTBa
Apple, BbinyLweHHble
nocne oceHu

2020 r.)
A14-A18
s3
s4

S5 (ycTpoicTea
Apple, BbiNyweHHble
0o oceHn 2020 r.)

S5 (ycTpoicTea
Apple, BbiNyLWweHHble
nocne oceHu

2020 r.)

S6-S9

T2

M1-M4

Mopynb 3awWumThbl
namMsaTun

WndposaHue,
ayTeHTUdumkKayms
N MexaHusm
aHTUMoBTOpa

WndposaHue,
ayTeHTUdUKauma
N MexaHusm
aHTUNoBTOpPa

UndposaHue,
ayTeHTudunKauma
N MexaHusm
aHTUNoBTOpa

WnoposaHue,
ayTeHTUbMKaums
N MexaHusm
aHTMNoBTOpa

WnoposaHue,
ayTeHTUdMKaums
N MexaHusm
aHTMNoBTOpa

WnoposaHue n
ayTeHTUdMKaums

WndposaHue,
ayTeHTUduUKauma
N MexaHusm
aHTMNoBTOpPa

UndposaHue,
ayTeHTudunKauma
N MexaHusm
aHTUMNoBTOpa

WnoposaHue,
ayTeHTUbMKaums
N MexaHu3m
aHTMNoBTOpa

WnoposaHue,
ayTeHTUdMKaums
N MexaHusm
aHTMNoBTOpa

WnoposaHue n
ayTeHTUdMKaums

WndposaHue,
ayTeHTUdmKayms
N MexaHusm
aHTUMoBTOpa

3awmuweHHoe
XpaHunuuwe

KomnoHeHT
3alNLLLEHHOrO
XpaHunuuwa 1-ro
NoKoneHuns

KomnoHeHT
3alMLLEHHOTO
XpaHunuuwa 2-ro
NoKoNeHuns

KomnoHeHT
3alnLLLEeHHOro
XpaHunuuwa 1-ro
noKoneHus

KomMnoHeHT
3alWMLLEHHOTO
XpaHunuuwa 2-ro
noKoneHns

KomnoHeHT
3alMLLeHHOro
XpaHunuuia 2-ro
nokoneHus

EEPROM

KomnoHeHT
3alnLLEHHOrO
XpaHunuuwa 1-ro
NoKoneHuns

KomnoHeHT
3alnLLLEeHHOro
XpaHunuuwa 1-ro
NoKONeHns

KomMnoHeHT
3alMLLEHHOTO
XpaHunuuwa 2-ro
noKoneHns

KomnoHeHT
3alMLLeHHOr0
XpaHunuuia 2-ro
nokoneHus

EEPROM

KomnoHeHT
3alnLLLEHHOrO
XpaHunuuwa 2-ro
NoKosneHuns

Mopynb AES

3awmnta DPA
6nokupyemble
HavanbHble 6UTbI

3awmnTta DPA
6noknpyemble
HavanbHble 6UTHI

3awmTa DPA 1
6noknpyemble
HayasnbHble 6UTbI

3awmTa DPA 1
6noknpyemble
HayasnbHble 6UTbI

3awmTa DPA 1
6noknpyemble
HavanbHble 6UTbI

3awmnta DPA
6noknpyemble
HayvasbHble GUTbI

3awmnTta DPA 1
6nokupyemble
HavanbHble 6UTbI

3awmTa DPA 1
6noknpyemble
HayasnbHble 6UTbI

3awmTa DPA 1
6noknpyemble
HayasnbHble 6UTbI

3awmTa DPA 1
6noknpyemble
HayanbHble 6UTbI

3awmTa DPA 1
6nokupyemble
HayvasbHble GUTHI

3awmnTta DPA n
6noknpyemble
HavanbHble 6UTHI

PKA

Kno4n npueasku
K ornepaunoHHOM
cucteme

Kno4n npueasku
K onepaunoHHO’
cucteme

Kntoun npmneasku

K onepaunoHHO’
cucTteMe u MoOHUTOpP
3arpysku

Knto4n npueasku

K onepaunoHHO’
cucTeMe U MOHUTOP
3arpysku

Knto4n npueasku

K onepauMoHHON
cucTeMe U MOHUTOP
3arpysku

Na

Kno4n npueasku
K onepaunoHHO’
cucteme

Kntoun npmneasku
K onepaunoHHO’
cucteme

Kno4n npueasku
K onepaunoHHOM
cucteme

Knto4n npueasku
K onepaumoHHON
cucteme

Kno4n npueasku
K onepauMoHHON
cucteme

Kno4n npueasku

K ornepaunoHHO’
cucTeMe U MOHUTOpP
3arpysku
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Optic ID, Face ID n Touch ID

Be3onacHoCTb BUOMETPUYECKUX AaHHbIX

Kon-naponu v naponun KpUTUYECKM BaXKHbl A9 6esonacHocTu ycTpoiicTe Apple. B To xe
BpeMs ya06HbIN OCTYN HEManoBa)eH O Tex, KTo obpallaeTcd K CBOMM YyCTPOMCTBAM
6onee cTa pas B AeHb. BuomeTpuyeckas ayTeHTUGMKALMSA NoOOePXKMBaeT 6e30NacHOCTb
HaOeXXHoro KoA-naponsa v gaxe noBblllaeT ee YPOBEHb, Tak Kak He TpebyeT py4yHOro
BBOJA, M BMECTe C TeM No3BoJseT 6bICTPO pa3bnokMpoBaTb YCTPOUCTBO MO OTnevaTKy
nanbua nnu npocto B3rnaoom. Optic ID, Face ID n Touch ID He 3aMeHsOT Naposib

WM KOA-TMapo/b, HO B 6OMbLWIMHCTBE CNyYaeB Nosib30BaTbCs UMUK Mpolle 1 yaoobHee.

ApxnTekTypa buomeTpunyeckon 6esonacHocTn Apple ocHoBaHa Ha CTPOroM pasaeneHunn
OTBETCTBEHHOCTU Mexay buomMeTpuyeckmm ceHcopoM u Secure Enclave, a Takxe

Ha 6e30MacHOM coefMHeHUM Mexay HUMKU. CeHcop dukcupyet GuomeTpumuyeckoe
nsobpaxeHne n 6esonacHo nepepaet ero B Secure Enclave. B npouecce perncrpauum
Secure Enclave obpabaTtbiBaeT, WndpyeT n COXpaHIeT AaHHble COOTBETCTBYIOLLNX
wabnoHoB Optic ID, Face ID n Touch ID. MNpu conoctaBneHnn Secure Enclave cpaBHuBaet
BXO[HblE JaHHble, NOsly4aeMble OT BUOMETPUYECKOro CEHCOPaA, C COXPaHEHHbIMU
wabnoHamu, 4ToObI ONpenennTb, crenyeT M PasboKMpPoBaTb YCTPONCTBO UM OTBETUTD,
4YTO coBMnageHne HanpgeHo (onsa Apple Pay, NpunoxeHuii n gpyrux BapuaHToB
ncnonbsoBaHug Optic ID, Face ID, n Touch ID). OTa apxutekTypa nogaepxmBaet
YyCTPOICTBA, OCHalLeHHble Kak CeEHCOpOoM, Tak n Secure Enclave (Hanpumep, iPhone,
iPad, MHormne komnbtoTepbl Mac 1 Apple Vision Pro), a Tak)xe BO3MOXHOCTb GU3NYECKN
BbIAENNTb CEHCOP Kak nepndeprinHoe yCTPOMCTBO, KOTOpOe 3aTeM B6e3onacHo
obbenunHsaeTca B napy ¢ Secure Enclave Ha Mac ¢ ynnom Apple.

Be3onacHocTb Optic ID

TexHonorus Optic ID o6ecneynBaet 6e30MNacHy0, UHTYUTUBHO MOHATHYIO ayTeHTUdUKALMNIO
Ha OCHOBE YHWKaNbHOCTU pafy>XHoM 060104YKN rnas Kaxagoro yenoseka. OHa paboTaet
6narogapsa MoOLLHOW CMCTEMe CBETOAMOA0B, OTCNeXMBatoLWEN OBMXKEHUS ras,

M MHbpaKpacHbIM KaMepaM A/19 3annucu OBUXEHUI rnas, BCTpoeHHbIM B Apple Vision Pro.
BesonacHoe ong rnas nanydyeHune B 6nmxHen MK-obnactu cnekTpa ¢ NpoOCTPaHCTBEHHO-
BpPeMeHHbIM MOAYNNMPOBaHMEM MoACcBeYMBaeT rnas nofb3osaTens, 4Tob6bl KaMmepbl

Apple Vision Pro mornu caenatb naobpaxeHus pagy>xHo o60n104kn. 3aTeM caenaHHble
n3obpaxeHna oTnpasnaTca Ans o6paboTkm B Secure Enclave 1 3alimeHHbIN HENPOHHbIN
MoAynb, rae oHn npeobpasyloTcd B MaTeMaTuU4Yeckoe npeacTaBieHne, NCnosblyemMoe

ONs peructpaunm.

TexHonorus Optic ID:

+  MOXeT paboTaTb C MATKMMM KOHTAKTHbIMW IMH3aMK U ONTUYecKUMn BCcTaBkamu ZEISS,
NCNoMb3yeMbIMUN A9 KOPPEKLUU 3peHuns;

+  MOATBEpXAaeT BHUMaHMe Nonb3oBaTena 6narogaps oTCneXxXmnBaHuto B3rnana
n obecneuymBaeT HageXHYl ayTeHTUduMKaLmo ¢ HM3KOWN Jonemn NoXHbIX COBI'Ia,EI,eHVIVI;

+  NpepoTBpallLaeT nepexeaT CUrHana afieKTPOHHbIMU U GU3MYECKMMN crocobamu.
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Korga nonb3oBaTenb pasbnokupyet Apple Vision Pro cBouMn rnasamu, Optic ID
3agencTByeT HepoceTn, YTobbl MOATBEPAUTL COBMaAEHNE N UCKIIOUYMTb NepexsaT
CUrHana. dTa TeXHOJI0rMsg aBToMaTMYeCcKu aganTupyeTcs K MeHSIOLWMUMCS YCITOBUAM,
06HOBNASA 3aPErnNCTPUPOBAHHBIN AN1% NONb30BaTeNs WabnoH Nocse KaXxaoi ycnewHom
ayTeHTUdUKauMm. 3To NoMoraeT NoOBbICUTb Ka4yecTBO paboTbl Optic ID B pasnmyHbIxX
YCIOBUAX OCBELLEHMS, MPU KOTOPbIX BUANMAS YaCTb Pafy>XHOM 060/104KN rNa3a u pasmep
3payvka MOTyT MeHSATbCS.

Korpa nonb3oBaTtenb pasbnokupyet Apple Vision Pro, B LeHTpe nona 3peHns nosfb3oBaTens
oTobpakaeTcs Xxopowo 3aMeTHbIN 3Havok Optic ID. Mocne ycnewHon pasbnokMpoBKM

(vnun BO BpeMs ayTeHTUdUKaumm B npunoxeHmnn) Optic ID nocTosaHHO cneguT 3a TeM, 4ToObI
rnasa nosb3oBaTens 66N BUOHbI KaMepaM ANS 3anUCU OBUXEHWUI rNas, BCTPOEHHbIM

B Apple Vision Pro.

Ecnu npu ganbHeleM HOLWEHMN YCTPOMCTBa BO3HMKAET HE06XOANUMOCTb NMOBTOPHOM
ayteHTudukaumn, Optic ID ncnonbsyeTt AN Hee gaHHble 3TOr0 OTCAEXMBaHUS.

be3onacHocTb Face ID

Monb3oBaTesnto 4OCTAaTOYHO B3r/IIHYTb HA CBOe YCTPOMCTBO, U Face ID BbInONHUT
6e3onacHyto pa3bnokmpoBky yctponctea Apple. UHTYUTUBHO NoHATHas 6e3onacHas
ayTeHTUndUKaLns BbINOAHAETCS ¢ NoMoLlblo Kamepbl TrueDepth, KoTopasd TOYHO pacnosHaeT
reoMeTpuio nuua, 3agencTBys nepenoBbie TexHonornun. Face 1D 3agencTByeT HenmpoceTu
0N pacrnosHaBaHWg BHMMaHUSA NoAb30BaTeNs, CONOCTaBAeHNS NnLa U NPeaoTBpaLLEHUS
HeCaHKLMWOHMPOBAHHOIO AoCTyna. 3To AaeT BO3MOXHOCTb pa3bnokmnposaTth TenedoH
B3rn440M, ga)ke nNpu UCrnonb3oBaHUN YCTPOMCTB B Macke, eC/in OHM NoAAepXMBatoT

Takyto BO3MOXHOCTb. Face ID aBToMaTnyeckn agantTupyetcs K USMeHeHUsIM BHELHOCTH
nonb3oBaTend 1 TWaTeNbHO COXpaHsaeT KOHPUAEHLUNaNbHOCTb 1 6€30NacHOCTb
ONOMETPNYECKNX OAHHbIX.

®yHkumMa Face ID co3gaHa O Toro, 4Tobbl YCTPOMCTBO akKTUBMPOBANOCh TOMbKO B

TOM C/ly4Yyae, ec/in Ha Hero HanpasfeH B3rngag nonb3osatens. OHa TakXe CNyXuT and
HageXHoM ayTeHTMdUKaLnm ¢ HU3KOWN A0/1eil OWNBOK M NpeaoTBpaLLeHNs 3NEKTPOHHbBIX U
dun3nyeckmx cnocoboB HeCaHKLUMOHMPOBAHHOIO AoCTyna.

Kamepa TrueDepth aBToMaTnyecku BbINOMHSAET MOUCK NMLA NOMb30BaTeNs, KOraa
nonb3oBaTesb BbIBOAUT U3 pexmnma cHa ycTpoiicTtBo Apple ¢ Face ID, nogHumMmas ero

WK Kacasdcb aKkpaHa, nMbo Korga Ha yCTPONCTBe 3anpalunBaeTcs naeHTudukaums
nonb3oBaTens ANs oTobpaxkeHnsa BXOAsSLWEro ysegomMneHus, nnbo korga ayteHTudukaums
c nomolubto Face ID 3anpalunBaeTcs NpUIoXeHUeM ¢ noaaepxxkom aton pyHkumm. Korga
nnuo obHapyxeHo, Face ID noaTBepxpaeT BHUMaHWE NoNb30BaTeNsd U ero HaMmepeHue
pa3bnokMpoBaTh YCTPONCTBO, pacno3HaBas OTKPbITbie rfasa u B3rnan, HanpasneHHbIN
Ha ycTpoicTBeo. [1ng noaaepxku YHMBepcanbHOro goctyna nposepka BHUMaHua Face ID
BblK/toYaeTcst Npu akTnBaumm VoiceOver, a npy HEOB6XOANUMOCTHU 3TY GYHKLMIO MOXHO
BbIK/IIOYMTb caMocToaTenbHo. MNpun ncnonb3osaHun Face ID B Macke Bcerga Tpebyertcs
pacno3HaBaHWe BHUMaHUS.
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Korpa kamepa TrueDepth noaTBepxagaeT NpuUCyTCTBME NNLLA U BHUMaHME NOJb30BaTeNd,
OHa NpoeunpyeT U CYMTbIBAET ThiCAYN MHOPaKPACHbIX TOYEK [J19 COCTaBNeHUs KapThbl
rny6uHbl N1MLa, a Takxe co3faeT AByMepHoe UHdppakpacHoe nsobpaxeHne. Ha ocHoBe
3TUX QaHHbIX CO3aaeTcs NocnenoBaTelbHOCTb ABYMEPHbIX M306paxeHnn n KapT rnyo6uHbl,
KoTopble 3almuwatoTcsa undpoBon nognucbio U oTnpasnsaioTcd B Secure Enclave. Ong
npenoTBpaLLeHNsa 3NeKTPOHHbIX N GU3NYECKUX CNOCOBOB MOLEHHNYECTBa KamMepa
TrueDepth pacnonaraeT nocnenoBaTefnibHOCTb ABYMEPHbIX M306paXK€HUN U CHUMKOB KapT
rny6uHbl B cNy4YanHoOM nopaake, a Tak)ke NpoeuupyeT C/lyYyalHylo CXeMY, YHUKaNbHYIO
0N gaHHoro yctponcTea. OguH U3 91eMeHTOB 3aliMLULEeHHOro HEMPOHHOIro Moay s,
6e3onacHOCTb KoToporo obecnevnBaetcs Secure Enclave, co3gaet MateMaTnyeckoe
npepctaBsieHNne aTUX OaHHbIX U CpaBHUBaeT ero ¢ gaHHbIMU 3aperncTpmupoBaHHOIo

nmua. 3T gaHHble SBNAIOTCS MaTeMaTUYeCKUM NpeacTaBleHneM numua nosb3oBaTens,
cdoTorpadmpoBaHHOIro Nog Pas3iMYHbIMU YriaMu.

Be3sonacHocTtb Touch ID

Touch ID — 3To cucTeMa CYMTbIBaHUS OTneYaTka nasbla, KoTopas yckopseT 1 ynpolaeT
npouecc 6e3onacHoro 4ocTtyna kK ycTpolicteaM Apple ¢ noaaepxkoit aToi GyHKLUK.
3Ta TEXHONOrMa CYMTbIBAET oTneYaTky NanblLes nom Nto6biM yrinoM. Mpu Kaxxaom
MCMO/MIb30BaHMM AaTUYMK BbiABNSAET OOMONHUTENbHbIE MEePeKpbiBaloWMecs y3/10Bble TOYKM,
pacwunpsas 6asy gaHHbix 06 oTrneyaTkax nasblLies nosb3oBaTens.

YctpoiictBa Apple ¢ ceHcopoMm Touch ID MoXHO pa3b6ioKMpoBaTb C MOMOLLbIO OTNeYyaTKa
nanbua. Touch ID He n3basngeT oT HEO6XOAUMOCTM B KOA-MNaposie YCTPOUCTBA UK naporne
nonb3oBaTensd, KOTOPbIA No-NpexHeMy TpebyeTcsa BBOAUTL Noc/ie 3arpysku, nepesarpysku
yCTPONCTBa Unu Bbixoga U3 cuctembl (Ha Mac). B HekoTopbix npunoxenusx Touch ID
MOXeT MCMOoMb30BaTbCs BMECTO KOA-Maposig yCTPOMCTBA UM Naposs nofb3oBaTens,
Hanpumep ans pasbtnoKMPOBKN 3alLMLLEHHbBIX MAPONEM 3aMeTOK B MPUIOXEHUN
«3aMeTkn», AN pa3broKMPOBKN CANTOB, 3aLLULLEHHbIX MPW MOMOLLX CBS3KWN KIIOYEN,

a Tak>ke BMECTO Maposiein B NogaepXXnBaemblX NpunoxeHunsx. OgHako B HEKOTOPbIX
cnyyasax obs3aTenbHbIM 9BNSETCS UCMOMb30BaHWe KOA-Napoas yCTPOMCTBa UK napons
nonb3oBartens. Hanpumep, aTo HEOH6XOAMMO 019 UBMEHEHUS CYLLECTBYIOLWLErO Kog-napons
YCTPONCTBa UM Naposfis Nofb3oBaTens, a Takxxe A9 yoaneHus 3aperncTpupoBaHHbIX
oTrneyaTKoB NasbLEB UM COXPaHEHUS HOBbIX OTMEeYaTKOB.

Korga gaTymMk oTnevyaTkoB MafblieB pacrno3HaeT NPMKOCHOBEHME Nanbla, OH cKaHupyeT
naneL, ¢ MOMOLLbIO YCOBEPLIEHCTBOBAHHOW MaTpuUL,bl U OTNpaBAseT nsobpaxeHue B
Secure Enclave. KaHan, ncnonb3syemblii 4na 3alimMTbl 9TOF0 COeAUHEHUS, 3aBUCUT OT
TOro, BCTpoeH Nun ceHcop Touch ID B ycTpoincTBo ¢ Secure Enclave nnu pacnonoxeH B
oTAenbHOM nepndepunHoM ycTponcTBe.

B npoliecce BeKTopMn3aL MM CKaHUPOBAHHOIO oTneYyaTka nanblia Ang aHanamsa aTo
pacTpoBoe M306paXKeHe BpeMeHHO coxpaHsaeTcd B 3alndpoBaHHOM yYacTke naMaTtu
Secure Enclave, a 3aTeM ygansgetca. AHann3 BbIMOMIHAETCA NyTEM CONOCTaBNeHUA
OYroBbIX NanuAspPHbIX Yy30POB, MPU KOTOPOM M3Yy4atoTCs TOJSIbKO HEKOTOPble pparMeHThl,
YTO He NO3BOJIAET BOCCTAHOBUTb GakTUYECKUIA OTneYaTok nasblia Nosb3oBaTesns.

Mpw perucTpaunm nonyvyeHHaa KkapTa y3noB coxpaHaeTcsa B 3alindpoBaHHON popme,
KOTOPYI MOXET NpoynTaTb TONbkKo Secure Enclave, npnyemM oHa O40CTynHa TOMbKO B BUaeE
WwabnoHa A9 cpaBHEHUS NPU AanbHENLLINX CONOCTaBNEHUAX U HEe COAEePXUT Kakon-nn6o
MHPOpPMaL KN, Ha OCHOBE KOTOPOI MOXHO YCTaHOBUTb IMYHOCTb. OTU JaHHble HUKOTraa
He nokupatoT ycTpolcTtBa. OHM He oTnpasnstoTca B Apple 1 He BKJIl0YalOTCS B pe3epBHble
KOMuu ycTponcTea.
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BcTpoeHHadq 3awmTa KaHana Touch ID

BcTpoeHHbI ceHcop Touch ID o6MeHnBaeTca gaHHbiMK ¢ Secure Enclave no wuHe
nocnenoBaTesbHOro nepudepurinHoro nHTepodenca. Mpoueccop He MOXET NMPOYNTaATb 3TU
OaHHble, @ NPOCTO NepeHanpaBngeT nx conpoueccopy Secure Enclave. [lna wudpoBaHua n
ayTeHTUOUKALMM 3TUX JaHHbIX MCMONb3yeTCs KJloY ceaHca, KOTOpbI COrlacoBbliBaeTcsa C
nomoLbto obLLero kf4Ya, HasHa4aeMoro Npu NPOn3BOACTBE KaxaoMy ceHcopy Touch ID
M cooTBeTCcTBYyloWEeMYy eMy Secure Enclave. O6wumin knto4y kaxgoro ceHcopa Touch ID
ABNSIETCS HAOeXHbIM, C/ly4allHO CreHepUpPOBaHHbIM U YHUKasbHbIM. [Tpy 06MeHe Kto4YoMm
ceaHCa UCMonb3yeTcs anropuTM 3aumnThbl ktova AES: 06e CTOpOHbI NPeaoCTaBASoT
CNyYalHbIi KoY, KOTOPbIN 3adaeT KoY ceaHca U UCMOob3yeT TPaHCMNopTHoe
wndpoBaHne, bnarogapsa yemy obecnevmBaeTcsd ayTeHTMOUKaLNA U KOHOUAEHLNANBHOCTb
(c nomowbio AES-CCM).

Magic Keyboard ¢ Touch ID

KnaBunaTtypa Magic Keyboard ¢ Touch ID (1 knaBnaTtypa Magic Keyboard ¢ Touch ID

M UMPOBON NaHeNblo) — 3TO BHELHSA KNaBnaTypa ¢ ceHcopoM Touch ID, koTopas
nogkntoyaeTca K Mac ¢ ynnom Apple. Knaenatypa Magic Keyboard ¢ Touch ID cny>xut
6uomeTpuyecknm cuymTbiBaTenemMm. OHa He XpaHUT BuomMeTpuyeckmne WabaoHbl,

He BbINOJIHAET OBMOMETPUYECKOe conocTaBieHne n He obecrneynBaet cobnogeHune
nonutuk 6esonacHocTu (Hanpumep, He TpebyeT BBECTM Naposib, ecnm pa3biokMpoBka

He BblNosiHANach B TeveHue 48 yacoB). [Nepen ncnonb3oBaHnemM ceHcop Touch ID Ha
knaesmatype Magic Keyboard ¢ Touch ID Heob6xogumo 6e3onacHo o6beguHUTL B Napy

¢ Secure Enclave Ha Mac. NMocne atoro Secure Enclave cMOXeT BbIMOHATb PerncTpaLmio m
cornocTaBfieHMe, a Takxxe obecneymBaTb cobntogeHne NoaNMTUK 6e30nacHOCTU Tak Xe, Kak
M ONns BCTpoeHHoro ceHcopa Touch ID. Ecnu koMnbtloTep Mac noctaBnsgeTcsa ¢ KnaBuaTypon
Magic Keyboard ¢ ceHcopom Touch ID, Apple BbinonHAeT co3gaHne napbl Ha 3aBode-
mnsrotosutene. Npu HeEOHBXOAMMOCTM NOSb30BAaTENb TakXXe MOXET BbIMOMHUTb Co3aaHne
napbl. Knaemnatypy Magic Keyboard ¢ Touch ID MoxHo 6e3onacHo 06beanHUTL B napy
TONbKO C OQHUM KOMMbloTEPOM Mac 3a pas, HO KoMnbloTep Mac MOXeT nogaepxmeaTb
3alMLLEHHbIe Napbl C NATbIO pa3IMYHbIMK KnaBuaTypamn Magic Keyboard ¢ Touch ID.

KnaBunaTtypa Magic Keyboard ¢ Touch ID n BcTpoeHHble ceHcopbl Touch ID coBMeCTUMBbI.
Ecnn oTneyvaTok nanbLa, KOTOPbI Gblf 3aperucTpupoBaH Ha BCTPOEHHOM B Mac ceHcope
Touch ID, cunTbiBaeTca knasmatypoit Magic Keyboard ¢ Touch ID, To Secure Enclave Ha
KoMnbloTepe Mac ycrnelwHo obpabaTbiBaeT coBnageHue, 1 Haobopor.

[na nogaep>XKu 3aluLLeHHOro co3fgaHns napbl U, cnefoBaTenibHO, CBA3U MexXay

Secure Enclave koMmnbtoTepa Mac 1 knasuaTtypoi Magic Keyboard ¢ Touch ID
KNnaBmaTypa OCHallleHa annapaTHbIM 610KOM akcenepaTtopa oTKpbiToro knto4da (PKA) gna
obecneyeHuss cepTudmKaLnum 1 annapaTHbIMU Kt0YaMKN A5 BbINOJHEHUS HEO6X0OMMbIX
Kpuntorpadumyecknux npoLeccos.
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3alwuu,eHHoe cosgaHue napbl

Mpexnae 4yem ncnonb3oBatb Touch ID Ha knaBnaTtype Magic Keyboard ¢ Touch ID,
Heobxogumo 6esonacHo o6beanHUTDL ee B napy ¢ Mac. [lng Toro 4to6bl co3paTth napy,
Secure Enclave komnbtoTepa Mac 1 6nok PKA knasuatypbl Magic Keyboard ¢ Touch ID
06MeHMBaOTCA OTKPbITbIMU KJt04aMKU C KOPHEM B JOBEPEHHOM cepTudumkarte Apple.
OHM ucnonb3yloT annapaTHble cepTUDUKALLMOHHBIE K/TIOUYM 1 BPEMEHHbIN kntoy ECDH
ona 6esonacHoro noaTeep)XaeHua nageHtTuéukaunm. Ha Mac aTu gaHHble 3awmiLaeT
Secure Enclave; Ha knaBuaType Magic Keyboard ¢ Touch ID aTu gaHHble 3awnuwaeT
6nok PKA. NMocne 3aunu,eHHOro co3aaHna napbl Bce gaHHble Touch ID, nepenaBaemMblie
Mexnay Mac u knasuaTtypoit Magic Keyboard ¢ Touch ID, wneopytoTcs ¢ noMoLbio
AES-GCM, ucnonbsysa 256-6uTHble KNO4YM U AnHaMmuveckme knoun ECDH, koTopble
3apencTBytoT Kpusyto NIST P-256 Ha OCHOBe COXpaHEeHHbIX UOEHTUDUNKATOPOB.
MoppobHas nHbopmaLumnsg 06 NCNOb30BaHUM KNaBnaTypbl B 6eCNpoBOgHOM pexunme
npueoauTca B pasnene besonacHocTb Bluetooth.

bes3onacHoe noaTBepXAeHUEe HaMepeHUus co3gaTb napy

Mepepn nepBbiM ncnonb3oBaHnemM Touch ID ong coBeplieHNa HEKOTOPbIX AENCTBUN,

B TOM YMClie nepep perucrpaumnein HoBoro otneyaTka nanblia, Nofb3oBaTeNb OO/KEH
noaTBEPAUTb CBOE HaMepeHne ncrnonb3oBaTb knasnatypy Magic Keyboard ¢ Touch ID

¢ KomnbtoTepoM Mac. 115 aToro TpebyeTcs BbINOJHUTL PU3nYeckoe gelnictene. Hameperue
nofb3oBaTens NoATBEPXAAETCs, eCNu Nofb3oBaTeNb ABaXAbl HAXUMaET KHOMKY NUTaHUs
KoMMbloTepa Mac npu noseBneHMn 3anpoca B Nofb30BaTeNbCKOM MHTepdence Ui ecnu
OblNn yCcrewHo conocTaBieHbl OTNeYaTKM NanbLeB, paHee 3aperncTpmpoBaHHbie Ha Mac.
Mogpob6Hee cM. B paspene besonacHoe NoaTBEPXAEHME HAMEPEHUS U MOOKIIOYEHNS K
Secure Enclave.

TpaH3akuuun Apple Pay MOXXHO aBTOpM30BaTb C NOMOLLbO conocTaBneHmns Touch ID
UNn BBOAA Napons nonb3osatens macOS 1 oBOMHOro Ha)XaTua Ha kHonky Touch ID Ha
Magic Keyboard ¢ Touch ID. MocnegHum cnocoboMm nosib3oBaTeslb MOXeT NoATBEPAUTb
HamMmepeHune gaxe 6e3 conocTtaBneHua Touch ID.

3awmTa KaHana knasuatypbl Magic Keyboard ¢ Touch ID

[nsa Toro 4tobbl NOMOYb obecnevnTb 6€30NacHOCTb KaHana CBSA3U MeXAy CEHCOPOM
Touch ID Ha knaBunaType Magic Keyboard ¢ Touch ID n conpoueccopom Secure Enclave
ob6beAnHEHHOro B Napy KoMnbtoTepa Mac, TpebyeTtcs crnegytouwee:

- 3awumilieHHoe co3gaHue napbl Mexay 6n1okom PKA knaBnaTtypbl Magic Keyboard ¢
Touch ID n conpoueccopom Secure Enclave, kak onuMcaHo Bbille.

- besonacHbin kaHan Mexay knasnatypoi Magic Keyboard ¢ ceHcopom Touch ID n ee
6nokom PKA.

besonacHbIi kKaHan Mexay knaematypon Magic Keyboard ¢ ceHcopom Touch ID u ee
6nokomM PKA HanaxunBaeTcs Ha 3aBOfe-N3roToBMTENE C UCMONb30BAHMEM YHUKAIbHOTO
Kntoya, obwero ong knaemaTypbl 1 6110ka. (3TOT MeTof TakXXe UCnonblyeTcs Ans
cosgaHusa 6esonacHoOro kaHana mMexay conpoueccopom Secure Enclave komnblotTepa
Mac 1 BCTPOEHHbIM B KOMMbIOTEP CEHCOPOM (3TO OTHOCUTCS K KOMMbloTepam Mac

CO BCTPOeHHbIM Touch ID).)
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Optic ID, Face ID, Touch ID, naponu n kog-naponu

YT06bl cnonb3oBaTb Optic ID, Face ID nnu Touch ID, He06x0AMMO HAaCTPOUTb
obsizaTenbHoe TpeboBaHMe Napoa UK Kog-napons anaa pasbokMpoBKM YCTPOMCTRA.
Ecnu ogHa M3 aTUX TEXHONOI M HaxoOMUT COOTBETCTBME, YCTPOMUCTBO pasbnokmpyeTcs,

He 3anpalnBas Nnaposb UM Koa-napob. OTO NOBbIWAET paLMOHaNbHOCTb UCMO/Ib30BaHUS

6onee ANIMHHOTO U C/IOXHOIO KOA-Napos UKW Napors, MOCKOJbKY ero He HY>XHO

Oynet BBOAUTb cnumwkoM vacTto. Optic ID, Face ID 1 Touch ID He 3aMeHSA0T Naposib

WY KoA4-Naposib Nonb3oBaTens, HoO obecneynBatoT Nerkuii [OCTyn K yCTPOMCTBY

B pPa3yMHbIX FpaHuULax 1 BPeMeHHbIX pamMKax. 3TO BaXKHO, MOCKO/bKY HaAEXHbI Maposb

NN KoO-naposib CNyxXunT OCHOBOM AN KpVII'ITOFDaCbVI“IeCKOVI 3aWNnTbl AaHHbIX NOoJib30BaTesNsd

Ha iPhone, iPad, Mac, Apple Watch nnu Apple Vision Pro.

CuTtyauuun, Korga Heo6xogum BBoJ, KoA-naponsa uam napons

B no6oe Bpemda BMecTto Optic ID, Face ID nnun Touch ID nonb3oBaTenb MOXET BBECTU
naposb UNn Kog-napoJsib, HO B HEKOTOPbIX cly4asx buomeTpmuyeckas ayteHTudumKaLms
He paspelleHa. Beog napons nnmn Kkog-naposns Heob6xo4Mm B Cneayowmnx cnyyvasx,
Tpebywumx ocobbix Mep 6e30MacHOCTU:

« 06HOBNEHMe NporpaMMHoro obecnevyeHns;

«  CTUpaHMe COOepPXMUMOro U HacTpPoek YCTPOMNCTBA;
«  MNPOCMOTP WU U3MEHeHMe HacTpoeK Koa-napons;
+ yCTaHOBKa npodunen KoHGUrypauumm;

« pasbnokupoBaHune naHenn «KoHduaeHUnanbHoCTb 1 6€30nacHOCTb» B CUCTEMHbIX
HacTpoiikax Ha Mac (macOS 13 unu HoBee);

+  pas3bnokupoBaHue nNaHenn «3awmta n 6e3onacHocTb» B CUCTEMHbIX HacTpoOMKax
Ha Mac (macOS 12 unn 6onee paHHue Bepcun);

«  pasbnokupoBaHue naHenn «fonbsoBatenu n rpynnbl» B CUCTEMHbIX HAacTponKax
Ha Mac (macOS 13 nnn HoBee; ecnu BKAtoYeHa pyHKUMs FileVault);

- pasbnokunpoBaHue naHenn «lMonb3oBaTtenu n rpynnbi» B CUCTEMHbIX HAaCTpPOMKax
Ha Mac (macOS 12 unn 6onee paHHUe Bepcuun; ecnu BkaoyYeHa dyHkuma FileVault).

Kopa-naponb unu naposb Takxe TpebyeTcs, ec/iv YCTPOUCTBO HaXo4MUTCA B O HOM
M3 crefyloLLnx COCTOAHNUN:

«  YCTPOWCTBO TOJIbKO YTO BKJIIOYEHO UMK Nepesarpy>XeHo (He OTHOCUTCS
k Apple Vision Pro, Ha KoTopoM BKtoueHa pyHKUMS «iPhone psgom BkaovaeT
Optic ID»);

< nonb3oBaTenb Bbllen U3 yquHon 3anmcu Ha Mac (unu ewe He BOLEN B Hee);

«  MoNb30BaTe/Nb HE BbIMOMHAN Pa3b/IOKMPOBKY YCTPOMCTBA Ha NMPOTAXeHUN bonee
48 4yacos;

- noJfib3oBaTesflb He BBOAW/ Naposib UK KOA-Napob Ans pasbioKMpoBKN yCTPONCTBA
6onee 156 yacoB (6,5 cyToK) U He ncnonb3oBan GUOMETPUYECKYD ayTEHTUOUKALNIO
Ons pasbnokMpoBKKM ycTpoicTea 6onee 4 4yacos;

«  YCTPOWCTBO MOJyYNsIo KOMaHAy yAaneHHon 610KMPOBKY;
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+ Monb3oBaTeslb OTMEHW BblK/IlOYEHUE YCTPONCTBA UM paboTy GYHKLMU « DKCTPEHHbIN
BbI30B — SOS» nNyTeM HaxaTus 1 yaep>XKaHus 0O4HOBPEMEHHO OLHOW 13 KHOMOK
rPOMKOCTMU U KHOMKK «CoH/MpobyxaeHne» B TeYeHne ABYX CeKYHA, a 3aTeM Ha)xaTus
KHOMKN «OTMEHUTb»;

«  BbIMNO/IHEHO 5 Heyaa4YHbIX NOMbITOK COMNOCTaB/IEHMS AaHHbIX BMOMETPUYECKON
ayTeHTUdUKauum (Ho ang ynobcTBa Nosb3oBaTeNs YCTPONCTBO MOXET NMPeanoXnTb
BBECTU Naposib UM KOA-Naposib BMECTO UCMOMIb30BaHUA BMOMETPUYECKUX OAaHHbIX
M rnocfie MeHbLLEero KoiM4YecTBa HeyaauHbIX MNonbITOK).

Korga Ha iPhone BkntoueHa ¢yHKUNA Face ID B MacKe, elo MOXHO BOCMO/Ib30BaTbCH
B TeyeHue 6,5 4 nocne ogHOro U3 cnegyowmx 4encTBuii Nonb3oBaTens:

- yCMewHoWn nonbiTKn conocTaBneHusa Face ID (B Macke unu 6e3 Hee);
«  yCMelwHOoW NpoBepKnN Koa-naposns, BBEAEeHHOro Ha yCTpoNCTBe;
+  pasbriokMpPOBKM YCTPOMUCTBA C NOMOLLblo YacoB Apple Watch.

Mocne nob6oro 13 aTux gencTeunii nepuon pabotbl PyHKLMN NpoasieBaeTcs
Ha cnepyouwmne 6,5 u.

Korga Ha iPhone, iPad, HoyTOyke Mac ¢ Touch ID unn Apple Vision Pro BkntoveHa
dyHkuma Optic ID, Face ID unn Touch ID, ycTpolicTBO HEMeAeHHO BokmpyeTca

npu HaxxaTum KHonku «CoH/MpobyxaeHne» (Mpu ee Hanuyum) n 61oKUPYyeTCs Kaxkabli
pa3 npu nepexone B pexum cHa. MNpu ncnonbzosanumn Optic ID, Face ID nnn Touch ID
TpebyeTcs ycnewHoe conocTtaeneHne (nMb6o BBOA Napois UK Kog-napons) Npu Kaxgom
BbIXO4Ee N3 pexuma cHa.

BepoaTHOCTb TOro, YTO CNy4YanHbin YenoBek pa3bnokupyet iPhone, iPad

nnu Apple Vision Pro ¢ nomouwbto Optic ID nnu Face ID, coctaBnseT meHee 1k 1 000 000 —
Jaxe ecnu BkntoveHa ¢pyHkumns «Face ID B macke». [ng iPhone, iPad n Mac ¢ Touch ID,
a TakXXe YyCTPOWNCTB, 06beanHeEHHbIX B Napy ¢ knaBnatypon Magic Keyboard c ceHcopom
Touch ID, BepossiTHOCTb cocTaBnsgeT MeHee 1K 50 000. OTa BepoATHOCTb BO3pacTaer,
€CNN 3aperncTpnupoBaHoO HECKOIbKO oTneYyaTkoB nanbues (4o 1k 10 000 npu naTtu
oTnevaTkax) UM BapuaHToB BHelwHocTu ang Face ID (o 1k 500 000 npu aByx
BapuaHTax). ng gononHuTenbHol 3awmTtbl dyHKumm Optic ID, Face ID u Touch ID
pa3pelatoT BbIMOMHUTb TONMbKO 5 HeyAauHbIX NOMbITOK CONOCTaBAEHUS, NOC/e Yero

AN 0oCcTyna K yCTPONCTBY UM YYETHOM 3anucu nonb3oBaTtens notpebyeTcs BBeCTU
naposb unn Kkog-naponb. B cnyyae ¢ Face ID BepoATHOCTb OWNOGOYHOIrO CONOCTaBNEHUS
Bbille, €Cnu:

« Yy noNb3oBaTens ecTb 6G/M3HeL, NN MOXO0XMIN Ha NoNb30BaTeNs POACTBEHHUK, Hanpumep
OpaT unn cecTpa;

- dyHKUMeln nonb3ytoTcsa Aetn Ao 13 net (MoTOMy YTO OTAIMYUTENbHbIE YEPTbl ML elle
dopmupytoTcs).

B aTux cnyyasax BepossTHOCTb elle 60/blie noBbllWaeTcs, korga nucnonb3yetca Face ID
B Macke. TeM, KTO 6eCnokonTca 0 TakoM oWnbo4YHOM conocTaBneHnmn, Apple pekomeHayet
MCNONb30BaTb ANg ayTeHTUudUKaunum Kog-naposnb.
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Be3onacHocTb conocTtasnenuns Optic ID

Optic ID conocTaBnseT cBOM AaHHble C NOAPOOHON CTPYKTYPON paayXHoOM 060/104KMK
rnasa B 6nmxHelnt MK-obnacTtu cnekTpa, BbISBNAS YHUKaIbHble PUCYHKWN, HE3AaBUCUMDbIE

OT MUrMeHTaLUMn paay>KHOM 060/104KN. DTa TEXHOIOMNS 3aliulieHa oT nepexeaTta CMrHana
6narogapsa NPUMEHEHUIO CNIOXHbIX HelpoceTel, KOTopble aHaNM3MpPYT NOAJUHHOCTD
pany>XHo 060/104KN FNa3a U okpyXxatolle obnacTu.

Mpu HacTpolike Optic ID 6e3onacHoe A4 rnas uany4dyeHue B 6nnxHen MK-obnactu cnekTpa
C NPOCTPaHCTBEHHO-BPEMEHHbIM MOAYMPOBAaHNEM MOACBEYMBAET rN1a3 Nosib3oBaTens,
4yTO06bI KaMepbl Apple Vision Pro Mornu coenaTb n3obpaxeHusa pagy>XHo o6ono4kun. 3atem
cAenaHHble n3obpaxxeHns oTnpaensdTcs ang obpaboTkm B Secure Enclave v 3aliueHHbIN
HEMPOHHbIN MOAY/b, FOe OHU NpeobpasyoTca B MaTeMaTM4YecKoe NpeacTaBieHue,
ncnonb3yemMoe ana perucrtpaumun. Korga nonb3oBaTtenb pas3briokupyet yCTPOUCTBO

UNN NpoxoauT ayTeHTudukaumnto ¢ nomoulbto Optic ID, BbinoNHAETCA Takasa e nomnbiTka
CconocTaB/ieHMs pany>XHo 060M104YKM rnas3a c 3aperncTpMpoBaHHbIMU BUOMETPUYECKNUMN
OaHHbIMU.

KomnaHuga Apple paspaboTtana cneunanbHble HEMPOCETU U HacTpPouUsIa aliropPUTMbI
pacno3HaBaHus paay>XHoi 060104YKN, UCroNb3oBaB 6onee MunInapaa N3obparKeHun.
[na cbopa aTnx nzobpaxeHuii B 6nunxHen MK-obnactn cnektpa 6bi1M NpUBReYeHbl
nobpoBonbLbl, AaBLIMe cBOe MHPOPMUPOBaAHHOE cornacue. 3aTeM U3 006POBOSbLEB

CO BCero Mmpa komnaHusa Apple cobpana penpe3eHTaTUBHYO Fpynny noaen,
npencTaBAsAlLLINX BCE BO3MOXHble BapuaLuun nona, Bo3pacTta, aTHUYECKOro
NPOUCXOXAEHNS U APYrnx ¢akTopoB.. MNpn He0B6XOAMMOCTM OXBaT UCCNedoBaHN
pacwupsncs, 4Tobbl o6ecnevynTb BbICOKYIO CTEMEeHb TOYHOCTU A8 Ntobbix Nofb3oBaTenen.

Optic ID moxeT paboTaTb C MArTKMMU KOHTAKTHbIMM JIMH3aMWN N ONTUYECKMMWN BCTaBKaMu
ZEISS, ncnonbayemMbiMu g Koppekumn 3apeHns. CneymanbHo co3gaHHas HEMpPOCeTb
pacno3HaeT 1 npefgoTBpallLaeT NonNbITKM MOLWEHHNYECTBA, He NO3BONAsA pa3bnokmMpoBaTb
YyCTPOMCTBO Npu noMowm doTorpacduin unm macok. OaHHblie Optic ID, B TOM Yncne
MaTeMaTu4yeckue npefcTaBneHnsa rnas nofib3osartens, 3awndpoBaHbl U 4OCTYMHbI
Tonbko Mooy Secure Enclave. 3Tu gaHHble HUKorga He nokuaatoT ycTpoicTBa. OHU He
oTnpasBnsatoTca B Apple U He BK/OYalOTCS B pe3epBHble KOMUKN YyCTPONCTBa.

Mpu 06bIYHOM UCMONb30BAHMM YCTPOWCTBA ONpefeneHHblie faHHble Optic ID coxpaHatoTcs
B 3alIMPPOBAHHOM BUe TONbKO A9 UCMNofib30BaHMe Secure Enclave. K aTUM gaHHbIM
oTHOCATCA:

« MaTemMaTuyeckue npeacTaB/ieHNs rnasa nofb3oBaTens U ero paay>XHo 060104KH,
paccuyMTaHHble NpU perucTpaunu;

< MaTemaTuyeckue NpencTaBieHUs rnasa nosb3oBaTens U ero pagy>xXHon 060104k,
paccymMTaHHble MPU HEKOTOPbIX MOMbITKax pa36nokuposku, ecnm Optic ID cumTaeT mx
nofiesHbIMK aNng 6oiee TOYHOro conocTaBneHns B yayuieM (Hanpumep, n3obpaxeHus
C Nyyllei BUAMMOCTbIO pady>XHOM 060104KM UK APYTUM PasMepoM 3payka).

M3o06paxkeHunsa rnasa, caenaHHble B Xo4e 00blYHOr0O MCMO/Ib30BaHNSA YCTPOMCTBA,

He COXPaHsTCA; OHWM HEMeJIeHHO yaansaioTcs nocne pacyeta MaTeMaTUYeCcKoro
npencTtaBneHns B Lensx perncrpauunm B Optic ID nnn cpaBHeHUs ¢ 3apermcTpupoBaHHbIMU
naHHbiMK Optic ID.
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be3onacHOCTb conocTaBneHus nuua

ConocTaBneHue nuua BbiNonHaeTcs BHyTpKU Secure Enclave ¢ ncnonbsoBaHnem
HelpoceTeMn, cneumanbHO 0By4YeHHbIX ANns aTol 3aga4m. Komnanus Apple paspaboTana
HenpoceTn O/ CONOCTaBNEHUs NN, Ha OCHOBe 6onee MUnNNMapaa n3obpaxxeHuin, BkoYas
nHopakpacHble (MK) nsobpaxeHns n KkapTbl F1y6UHbI, COGpaHHble B Xo4e nccnenoBaHni,
KOTOpble MPOBOAUMANCH C MHGOPMUPOBAHHOIO COrnacusa y4acTHUKoOB. 3aTeMm, paboTas

c pobpoBonbLaMu co BCero Mnpa, komnaHusa Apple cobpana penpeseHTaTUBHYIO

rpynny ntoaen Ha oCHOBe MnoJsa, BO3pacTa, 3THUYECKOro MPOUCXOXAEHMUS U APYTnX
dakTopoB. Mpn HEOOXOAMMOCTM OXBaT UCCIeA0BaHMN pacMpsancs, YTobbl obecne4ynTb
BbICOKYIO CTEMEeHb TOYHOCTM A8 Nobbix nonb3oBaTenen. OyHkums Face ID pacnosHaet
nonb3oBaTenel B rofloBHbIX ybopax, wapdax, ¢ KOHTaKTHbIMU IMH3aMU, B O6bIYHbIX OYKaX
M MHOTUX BUOax CONMHUEe3alnTHbIX 04KOB. Face ID TakxXe noggepxuBaeT pa3bioknpoBky
B Macke Ha ycTpoicTBax iPhone, HaumHas c iPhone 12 n iOS 15.4 nnun HoBee. Kpome

TOro, oHa paboTaeT B NOMeLLEHNN, HA OTKPbITOM BO3AYyXe U Aaxe B NMOJIHOW TEMHOTE.
JononHuTenbHas HelpoceTb, 0byyYeHHas Ans pacrno3HaBaHMa U NpeaoTBpaLLeHNs
MOLUEHHMYECTBa, 3alluLLaeT OT NOoMbITOK pa3bioKMpoBaTh YCTPONCTBO NPU NOMOLWM
doTorpaduint unn macok. [aHHble Face ID, B TOM YyMcne MaTeMaTU4YecKue nNpeacTaBfieHus
nnua nonb3oBaTens, 3awmndpoBaHbl U [OCTYMNHbI TONbKO Mogynto Secure Enclave.

3TW OaHHble HMKOMAa He nokupaatT ycTponcTBa. OHKM He oTnpaBnatoTcs B Apple 1 He
BKJIlOYAOTCA B pe3epBHble Konuu ycTpoiicTea. MNpn 06bIYHOM UCMONb30BaHMUM YCTPOMUCTBA
cnepywouwme gaHHble Face ID coxpaHsloTCa B 3alLMPpPoOBaHHOM BuAe TOMNbKO A
ncnonb3oBaHuga Secure Enclave:

- MaTeMaTuyeckue npencTaBieHNs nuLa Nofb3oBaTens, paccymTaHHble Npu
perucrpaunu;

+ MaTemMaTuyeckue npepcraBsieHUs nnua nob3oBaTens, pacCYnTaHHbIe BO BpeMS
HEKOTOPbIX MNOMbITOK pa3bnoknposBkK, ecnu Face ID cymTaeT Ux NonesHbIMU a4
MOBbILWEHNA TOYHOCTU COMOCTaBNeHMs B ByayLieMm.

doTorpadun nuua, caenaHHble B Xxo4e 06bIYHOro MCMONb30BaHNS YCTPOICTRA,

He COXPaHATCH; OHW HEMEAIEHHO yOansioTCcs nocne pacyeta MaTeMaTU4eCcKoro
npencraBfeHnsa B Lensax pernctpaymm B Face ID nnm cpaBHEHUS C 3apermncTpupoBaHHbIMMU
naHHbIMK Face ID.

MoBbiweHne adpdpeKTUBHOCTU conocTaBneHusa Face ID

YT0ObI NOBLICUTb 3D PEKTUBHOCTb COMOCTAB/IEHNS N CNIegUTb 3a €CTECTBEHHbIMMU
M3MEHEeHNIMUN BHELIHEro Bmaa nonb3osatens, Face ID nepunogmnyecku gononHaer
COXpaHeHHble MaTeMaTuyeckmne npeacrasneHnd. Nocne ycnewHoro conocrasneHuns

Face ID MmoXeT ncnonb3oBaTb 3aHOBO pacCYMTaHHOE MaTeMaTuU4yecKoe npencrasieHne
(ecnu ero ka4ecTBO 4OCTAaTOYHO BbICOKO) B TeYEHME OrPaHUYEHHOro Yncrna
[OOMONIHUTENbHbIX COMOCTAaB/IEHWNI, NMOC/e Yero 3TK AaHHble yaansatoTca. OgHako ecnu

Face ID He pacno3HaeT nonb3oBaTens, HO Ka4eCTBO COMNOCTaBAEHMNS Bbille ONpeaeneHHoro
nopora, a cpasy nocne HeygayHoro conocTaBfeHus Nofb3oBaTeNlb BBOAUT KOA-Mapoib,
Face ID penaeT HOBbI CHUMOK M JOMNOJIHAET 3aperuMcTpupoBaHHble aaHHble Face ID
3aHOBO pacCUYMTaHHbIM MaTeMaTU4YeCKMM npencTaBeHnemM. 3T HOBble faHHble Face ID
yOandiTcs No Mepe ycTapeBaHusa 1M Noc/ie OrpaHMYeHHOro Yyncna conocrtasneHumin. OHun
Takxe yganstoTcsa npu cbpoce Face ID. bnarogapsa aTum mMexaHuamam gononHeHusa Face ID
npoposxkaeT paboTaTb C MUHUMYMOM OWKMBOK Aaxke Npu 3Ha4YNTENbHbIX UBMEHEHUAX NNLA,
TO eCTb eC/I1 NOoNb30BaTeNb OTPACTUT Unu cbpeeT 6opoay NMHG0O HaHEeCeT MaKUsX.
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Ucnonb3oBaHune Optic ID, Face ID u Touch ID

Cnocobbl paboThbl Kto4Yel 3aWnTbl AaHHbIX Ha YCTPOMCTBE 3aBUCAT OT TOrO, BKJIIOYEHDI
MK BbikNtoYeHbl dyHKUKMM Optic ID, Face ID n Touch ID.

Pa36n10KMpoBKa yCTPOMCTBA UM YYETHOWN 3annucu nosib3oBaTens

Ecnu dyHkums Optic ID, Face ID nnu Touch ID BeikstoYeHa, To npu 6110KMPOBKE YyCTPOMCTBA
WX YYETHOM 3anmciu KJI0YM BbICLLEro Kfacca 3aluTbl JaHHbIX, XpaHauimecsa B Secure
Enclave, ygpanatoTca. [locTyn K dannam u afeMeHTaM CBA3KW KJIlo4Yel aToro knacca
OTCYTCTBYET, NMoKa Nnofib3oBaTeNlb He pa3bioKMPYyeT YCTPOMUCTBO UMM YUYETHYIO 3aMnCh,
BBeAA Naposb UM KOA-Naponb.

Korga ¢yHkuma Optic ID, Face ID unn Touch ID BktoYeHa, KNo4n He ygansaoTcs

npun 610KNPOBKE YCTPONCTBA UM YYETHOM 3anncu; BMECTO 3TOr0 OHM 3allunLLaoTCS
Kt04OM, BblgeneHHbiM ansa nogcuctembl Optic ID, Face ID nnm Touch ID B Secure
Enclave. Ecnu nonb3oBaTenb NbiTaeTcsd pa3bnokMpoBaTb YCTPOUCTBO U YYETHYIO
3anucb U YCTPONCTBO pacrnosHaeT ycrnelwHoe ConocTaBieHne, OHO nNpegocTaBnseT
KoY A9 A0CTyna K KNto4yaM 3alnTbl JaHHbIX, M YCTPONCTBO UKW yYeTHasa 3anuchb
pa3bnokupytotca. 3Ta npouenypa obecneymBaeT OOMNOMHUTENbHYIO 3aLLUTY, MOCKOMbKY
0N pa3bnoKMpPoOBKN YCTPONCTBa TpebyeTca B3aMMoOecTBmMe NoACUCTEMbI 3aLlUTbl
OaHHbIX ¢ nogcucTtemont Optic ID, Face ID unu Touch ID.

Mpwn nepesarpy3ke ycTponcTBa knto4um, Heobxoaumble Optic ID, Face ID nnu Touch ID
019 pa3bnoKMpoBKM YCTPONCTBA UIN YYETHOM 3anucu, yTpaumeatotca. Secure Enclave
yhanseT aTu Kn4m nocne noboi cuTyaumm, B KOTOPoK TpebyeTcs BBECTM Naposb
VN KOA-Napo/ib.

3awmTa noKynok ¢ nomoulbto Apple Pay

Optic ID, Face ID n Touch ID Tak)e MOXHO ncrnonb3oBaTb ¢ Apple Pay, 4Tobbl nerko
1 6e30nacHoO coBepllaTbh NOKYMNKM B MarasmHax, B NpUI0OXeHUsIX U Ha calTax.

- WcnonbsoBaHue Face ID B MarasmHax. Ytobbl aBTOpU30BaTb NaaTeX B MarasuHe
nocpenctsoM Face ID, nonb3oBaTenb CHavana o/kKeH NoaTBepanTb CBOE HaMepeHue
NPoOn3BeCTN onnaTy, ABaXAbl Ha)xaB 6O0KOBYIO KHOMKY. [IBOMHOE HaXaTue CNyXxuT
NoATBEPXAEHMEM onnaTbl. 3To pU3MYecKoe AelCTBME HanpsaMyto NepedaeTcs B
Secure Enclave, 1 ero HeBO3MOXHO CbIMUTUPOBATb C MOMOLLbIO BPEAOHOCHOTO
npouecca. 3aTeM Nosib3oBaTeNb NPOXOAUT ayTeHTUdMUKaLno nocpencTeom Face ID,

a TO/IbKO MOTOM MOAHOCUT YCTPOMUCTBO K TepMUHANy 6eckoHTakKTHOM onnatbl. Ecnu
nocne ayteHtuédukauum nocpenctesom Face ID nonb3oBaTesnb pelwaeT BbiOpaTh Apyroe
nnatexHoe cpencTso ans Apple Pay, oH fo/XXeH 3aHOBO NPONTU ayTeHTUdMKALMIO, HO
6€e3 NOBTOPHOr0O ABOMHOI0 HaXaTus 6OKOBOW KHOMKMU.

- WcnonbsoeaHue Optic ID n Face ID B npunoxeHuax n Ha canTax. Ong nnatexen
B MPUIOXEHMAX U Ha canTax Nosb3oBaTeslb NOATBEPXAAEeT CBOE HaMepeHue
NPOM3BECTU NNaTeX, ABaXkAbl HAXXMMaa 60KOBYI KHOMKy (Ha iPhone unu iPad)
NUnu BepxHtot KHonky (Ha Apple Vision Pro), a 3aTemM npoxoguT ayTeHTUdmUKaLumo
nocpenctesoM Optic ID nnu Face ID, 4To6bl NoATBEPAUTL NNaTeX. Ecnu TpaHsakuus
Apple Pay He 3aBepliaeTcsa B TedeHMe 60 cekyHp nocne ABONHOro HaxaTus 60KoBOW
NNV BEPXHEN KHOMKW, NoIb30BaTeNb A0MXEH 3aHOBO NOATBEPANTb CBOE HAMEpeHMue
NMPOM3BECTU NNaTeX, CHOBa HaxkaB OOKOBYIO UM BEPXHIOK KHOMKY ABa pasa.
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«  WcnonbzoBaHne Touch ID. B cnyyvae Touch ID nonb3oBaTenb NoaTBepXaaeT naaTex,
NpUIoXmuB naney kK ceHcopy Touch ID. OnnaTta coBepliaeTcs Nocne yCrnewHoro
cornocTaBNeHns oTnevyaTka nonb3oBaTens.

MUcnonb3oBaHue API, npenocTaBfeHHbIX CUCTEMON

CTOpPOHHME NPUNOXEHNS MOTFYT ncnonb3oBaTb APIl, npenocTaB/iieHHble CUCTEMON,
4YTO6bI TPEOOBATb y NONIb30BATENA NPOUTU ayTeHTUbMKaumo ¢ nomoubto Optic ID,
Face ID, Touch ID, napons unun kog-napons. MpunoxeHus, nogaepxmsatowme Touch ID,
aBTOMaTM4yecku nogaepxmneatoT Takxe Optic ID n Face ID 6e3 4OMNONHUTENbHbIX
naMeHeHun. Mpu ncnonbzoeaHmn Optic ID, Face ID nnu Touch ID npunoxeHune
nony4yaeTt MHGopmMaumio TONbKO O TOM, YCMNELLHO NN BbINOJIHEHA ayTeHTUdUKaLuns;

OHO He nmeeT gocTtyna k Optic ID, Face ID, Touch ID nnn gaHHbIM, KOTOpPble CBA3aHbl

C 3aperucTpupoBaHHbIM Mosb3oBaTeNeM.

3almMTa 3/1IeMeHTOB CBA3KU K/lo4Yen

Optic ID, Face ID nnn Touch ID Tak)Xe MOXHO MCMONb30BaTb 4719 3alMTbl 06bEeKTOB CBSA3KM
KNntoyel: B aTOM criyyae Secure Enclave pa36nokupyeT 06bekTbl CBA3KM KOYEN TONIbKO
npu ycnewHoM conocTaBfeHMn nmbo BBoAE KOA-Napois yCTPONCTBA UM Napos y4eTHON
3anucu. C nomoubto APl paspaboTuynku NpUIoXKeHUn MOTYT NPOBePSATb, YTO Nofb3oBaTeNb
yCTaHOBM Napo/b UK KOA-Maposib, npexae 4yem TpeboBaTb ncnonbsoBanuga Optic ID,
Face ID unu Touch ID nn6o BBOOa napona unmn kog-naponsa ana pasbnokMposkn o6bekToB
CBA3KW Ktoyel. PazpaboTymkamM NpunoXeHnii OOCTYMHbI Crieayoline BO3MOXHOCTH.

- 3anpewaTb NPUMEHEHNE Naponsa NPUNOXEHUs NN KOA-NapoNs yCTponCcTBa Ans
BbIMOJIHEHNSA onepaunii, ucnonbaytouwmx APl ayteHTudumkaummn. OHM MOryT 3anpallimBaTb
noaTBepXAeHne perncTpaunm nonb3oBaTens, pa3pewas ncnonbsosaHne Optic ID,

Face ID unn Touch ID B ka4ecTBe BTOPOro paktopa ayTeHTUPMKALMN B MPUNTOXKEHUSNX,
Tpebyrouwmx ocobbix Mep 6e30MacHOCTMU.

+ TeHepupoBaTb U UCMOMb30BATb KOYMN Kpuntorpadum Ha oCHoBE 3ANUNTUYECKUX
kpuBbix (ECC) BHYTpu Secure Enclave, koTopble MOryT 6biTb 3alLMLLEHBI NOCPELCTBOM
Optic ID, Face ID nnu Touch ID. Onepauun ¢ aTUMK KitoHMaMu BCerga nponsBoasaTcs
BHYTpK Secure Enclave nocne Toro, kak Secure Enclave aBTopusyeT nx ncrnosb3oBaHue.

CoBeplueHUe n aBTopmnsaumsa NoKynok

Monb3oBaTenu Takxe mMoryTt HacTpouTb Optic ID, Face ID unn Touch ID, 4To6bI
noaTBepXaaTb Nokynku B iTunes Store, App Store, Apple Books n gpyrux cepsucax

6e3 BBOAa napona ceoero AkkayHta Apple. Mpu coBeplueHnn nokynok Secure Enclave
nposepsdeT pakT bMoMeTpuYeckon ayTeHTUdMKaummn, a 3atemM BblgaeT kntounm ECC, koTopble
MCMonb3oBasMCb ANs NoANUCKM 3anpoca MarasmHa.

BNOKUPOBKa U CKPbITUE NPUTOXEHUN

Ha ycTpoiicteax ¢ iOS 18 nu6o iPadOS 18 nnn HoBee MOXHO Ucnonb3oBaTb Face ID
n Touch ID pns poctyna K NpUAoXKeHUsIM, KOTOpble Nosib3oBaTesNb pelmns 3abnoknpoBaTb
NN CKPbITh.
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be3onacHoe noaTBepXAeHne HaMepeHUsa U NOAKNYEHUS K
Secure Enclave

Be3onacHoe noaTeBepXaeHNne HaMepeHns — 3To crnocob noaTBepPXKAeHUa HaMepeHus
nonb3oBaTtens 6e3 Kakoro-nMbo B3aMMoaencTBMa C onepaLnuoHHOM CUCTEMON UK
npoLeccopoM nNpunoxeHun. NMoaxknoyeHne — GU3NYECKUI KaHan CBA3U MexXay
dunsmnyeckom kHomnkom n Secure Enclave. 3ToT kaHan ecTb B C/ieAyOLWMX YCTPONCTBAX:

- Bce Mmogenu iPhone HaunHaga c iPhone X n HoBee;

- Bce Mogenu iPad HaunHas c iPad Air (4-ro nokoneHus) 1 HoBee;

- BCe KoMnbloTepbl Mac ¢ unnom Apple;

- Bce Mogenun Apple Watch HaunHas ¢ Apple Watch Series 1 n HoBee;
- Apple Vision Pro;

C noMolLLblo 3TOro KaHana nonb3oBaTenn MOryT NoATBEPAUTb CBOE HaMePEeHUe COBepLLINTb
[0eNCTBUE, YTO He MOXEeT Moanenarth Aaxe nporpaMmHoe obecrnedeHune, 3anylieHHoe
C NpaBaMun YPOBHS KOPHS Uu agpa.

3Ta PyHKLMS UCronb3yeTcs ANg NOATBEPXAEHUS HaMepPEHUS Nonb3oBaTens

npu coBepleHnmn TpaH3akumii Apple Pay 1 npu 3aBeplueHnn o6beanHEHNs KnaBnaTypbl
Magic Keyboard ¢ Touch ID B napy ¢ komnbtoTepom Mac ¢ ymnom Apple. NMonb3oBaTtenb
noATBEpPXAaeT CBOe HaMepeHMe, ABaXAbl HaXXMMas COOTBETCTBYOLLME KHOMKMW MO 3anpocy
nonb30BaTeNbCKOro HTepdelica:

+  BepXHII KHomnky Ha Apple Vision Pro (gns Optic ID);
- 6okoBYyl KHOMKY Ha iPhone nnu iPad (gns Face ID);
- [aTyuk oTrnevaTka nanbua (Ha yctpoictBax ¢ Touch ID).

AHanorn4yHbln MexaHnsM, OCHOBaHHbIN Ha Secure Enclave n npowuske T2,
nogaepxunBaetcsa Ha mogensx MacBook ¢ unnom 6esonacHocTu Apple T2 n 6e3 Touch Bar.

AnnapaTHoe oTKI4YeHne MUKPOopOHa

Ha Bcex HoyTbykax Mac c unnom Apple n Hoytbykax Mac ¢ npoueccopom Intel n ynnom
6e3onacHocTu Apple T2 nmeetca GyHKLMS annapaTHOro OTK/IOYEHUSs, KOTopas Bbik/lo4YaeT
MUKPOGDOH NMpu 3akpbITUK KpbiwKK. Ha Bcex 13-atonmoBbix MacBook Pro n MacBook Air
c ymnoMm T2, a Takxe Ha Bcex HoyTbykax MacBook ¢ yunom T2, BbiNyLWEHHbIX

B 2019 rogy vnu nosxe, n Hoytbykax Mac ¢ yumnom Apple aTo OTKIOUYEHME pPeann3oBaHoO
WCKJ/IIOYMTENBHO Ha annapaTHOM ypoBHe. AnnapaTHoe oTkJ/toYeHne 6bino paspaboTaHo
ans Toro, 4tobbl NporpaMMHoe obecnevyeHne — gaxe Cc NpaBaMn YPOBHS KOPHS UK
anpa B macOS, a Takxe nporpaMmMHoe obecneyeHne Ha ymne T2 unm nHag npowmneka —
He MOrN0 UCMNob30BaTb MUKPODOH, eCnn KpbillKa 3akpbiTa. (ANnapaTHoe oTKA4YeHne
KamMepbl He BbIMOMHAETCS, MOCKOMbKY NMPWU 3aKPbITON Kpblllke BCe ee none o63opa 1 Tak
MOJIHOCTbIO MEPEKPHLITO.)

Mopenu iPad 2020 r. n HOBee TakXXe NOALEPXMBAIOT annapaTHOe OTK/OYEHNE MUKPOGdOHa.
Ecnn Ha iPad HageT 4yexon MFi (B TOM yncne ns Tex, 4to npogaet Apple), a BepxHss
KpbllWKa 3aKpbiTa, MUKPOPOH OTKI/IIOHAETCS Ha annapaTHOM ypoBHe. OTa Mepa Hanpas/eHa
Ha To, YToObI NpeaoTBPaTUTL ayamonepenayvy AaHHbIX ¢ MUKPOdPOHaA NPOrpaMMHOMY
obecneyeHuUto, B TOM Ynucne ¢ npaBaMun ypoBHS KOpHS unan agpa B iPadOS nnu npowmekmn
noboro gpyroro ycTponcTea.
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MeToabl 3alnTbl, yKa3aHHble B 3TOM pasfesfie, peasn3oBaHbl HaNnpPsaMyto C MOMOLLLbIO
annapaTHon NOTNMKnN B COOTBETCTBUN CO Cﬂe,ﬂ,y}OLLI,EI‘;I I'IpI/IHLI,VII'IVIaJ'IbHOl‘;I cXemom:

TakTOBbIV CUrHaN Ha

TaKTOBbIN CUTrHan
Biniouerne MWKPODOH MK KaHanbl
MUKpodoHos Wi AaHHBIE nepeaayn AaHHbIX Ha
[aTymkun KpbiwKm MUKpodOoHa
Noruka —eee . CUCTEMY Ha KpUCTane,
(oaMH KaHan — B 3aBUCUMOCTHU OT
npogykrta

Ha ceHcop) (oauH kaHan poay

Ha MUKPODOH)
TakTOBbIV CMrHan uan
[aHHble MUKpodOHa

(0AMH KaHan Ha MUKPOGOH)

B KaXaoM npoayKTe, KOTOPbIA OCHalleH annapaTHol 6/10KMPOBKON MUKpPOodOHa, oAuH
MM HECKOJbKO AAaTYMKOB KPbIWKK 0OHapY>XXMBaOT GpuU3nMveckoe 3aKpbiTMe KPbILKK

MNKN Kopriyca no $pU3nYecknM xapakTepucTtmkamMm B3aMMoaencTemna (Hanpumep, gatynk
addekTa Xonna nnm gaTymk yrna Hak/loHa WapHUPHOro coeanHeHuns). O0na oaT4ynkos,
Tpebylowmx KanmbpoBKKM, NapaMeTpbl 3agatoTcs Npu NPoM3BoOACTBE YCTPONCTBA, a
npouecc kannbpoBkn NpegycMmaTpmBaeT HeobpaTUMytO annapaTHY 610KMPOBKY M0ObIX
nocnenyoWmx M3SMeHeHN BaXKHbIX NapaMeTpoB gaTtynka. Taknme gaTynmku BblgatoT NpsSMo
annapaTHbI CUTHaM, KOTOPbIA NMPOXOAUT Yepes NPoCcTol Habop annapaTHbIX OrMYecKmnx
onepaunii, KOTopbli HEBO3MOXHO NMepenporpaMmMumpoBaTb. dTa lormka obecnevymsaer
yCTpaHeHMe NOXHbIX cpabaTbiBaHMN, rMCTepesunc u/unu sagepxky oo 500 Mmc nepep,
OTK/II0YEHMEM MUKPOPOHa. B 3aBUCMMOCTK OT NpoayKTa STOT CUIHaN peannsyetcs OgHUM
M3 OBYX CNOCO6O0B: MO0 OTKIOYAEeTCA KaHan nepegaym gaHHbIX Mexay MUKPOPOHOM

M cuctemMol Ha kpuctanne (SoC), nnbo oTko4YaeTca OANH U3 KaHaNoB BBoAa MUKPodOHa,
obecneymBaloWmMx ero akTMBHOCTb, HANPUMeEpP NNHUSA Nepefayn TaKTOBbIX CUTHAIOB

WMNN aHaNOrMYHbIN 3/IEMEHT ynpaBneHus.

Skcnpecc-KapTbl C pe3epPBHbIM NMUTAaHUEM

Ecnu iOS He 3anyckaeTcs M3-3a Toro, 4to iPhone TpebyeTtca 3apagka, BO3MOXHO,

B aKKyMYNSTOpE elie 0CTaNoch 4OCTAaTOYHO SHEPrun s NOALEPXKKN TpaH3aKLui
akcnpecc-kapT. MNogaep>xxueaemblie yCTpolicTBa iPhone aBToMaTnyecku noanepxnsanoT
3Ty QYHKLMIO A9 CNefyoLmx KapT:

- MnaTeXHble UM TPaHCMOoPTHbIe KapTbl TUMa Express Transit;
- KapTbl 4OCTyNa C BK/OYEHHbIM 3KCMNpecc-pexuMom.

Ecnu npu HaxaTum 6OKOBOW KHOMKM 0ToGpaxkaeTca 3Ha4Y0K akkyMynatopa, aTo

O3Ha4aeT HU3KUI YPOBEHb 3apsaa; TEKCT yKa3blBaeT Ha TO, YTO aKCMpecc-kKapTa rotoea

K ncnonbsoBaHuto. KoHtponnep NFC BbIMoNHAET TpaH3aKLUMM 3KCNpecc-KapT Ha Tex Xe
yCNoBUAX, KOTOpble AENCTBYIOT Npu 3anyweHHol cucteme iOS, ogHako Npu NpoBeaeHUN
TaKMX TpPaH3aKLWI BblAaloTCA TO/IbKO TakKTU/bHblE YBEAOMIEHUS (BU3yanbHOe
yBeOoMJieHne oTcyTcTByeT). Ha iPhone SE 2-ro nokoneHus otobpa>eHne BbIMoMHEHHbIX
TpaH3aKLUUi Ha aKpaHe MOXET 3aHATb HECKO/IbKO CeKYHA. 3Ta GYHKLMUA HedoCTymnHa, ecnu
BbIMOSIHEHO CTaHAAPTHOE BbIK/IIOYEHNE YCTPOMCTBA NO MHULIMATMBE NoMb30BaTeNs.
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Bbe3onacHOCTb cuctembl

O630p 6e30MacHOCTU CUCTEMDI

MexaHn3m obecrevyeHns 6e30NacHOCTU CUCTEMDbI, KOTOPbIA OCHOBbIBAETCS HAa YHUKabHbIX
BO3MOXHOCTSAX YCTPOMCTB Apple, oTBeYaeT 3a KOHTPO/Ib 40CTyNa K pecypcam

cucTeMbl Ha ycTpolicTBax Apple 6e3 yuiepba ang ynobctea nonb3oatenein. MexaHusm
obecneyeHns 6esonacHoOCTN cucTeMbl 06beauHsaeT B cebe npolecc 3arpyskn, o6HoBNeHNE
NporpamMMHOro obecneyeHmna 1 3aliUTy BbIYUCIUTENbHbBIX PECYPCOB CUCTEMbI, TaKUX KakK
npoueccop, NamMaTb, ANCK, NPporpaMmMHoe obecrneyeHne N CoXpaHeHHble JaHHble.

CaMble HOBble BepCcun onepaunoHHbIX CNCTeM Apple ABNAIOTCA caMbiMU 6e30nacHbIMU.
Ba>kHbIM KOMNOHEHTOM 6e3onacHocTu Apple aBndeTcsd 6e3onacHas 3arpyska, kotopas
3alMLLaeT CUCTEMY OT 3apakeHUsi BpeoHOCHbIM NMporpamMmMHbIM o6ecrneyeHnemM Bo
BpeMs 3arpysku. besonacHas 3arpyska HauyMHaeTCcs C YyMna 1 3aTeM Npopgoxaercs

no uernoyke goBepus, obbeauHaowen pasnmyHbie moaynu MO. Kaxablh an1eMeHT Lenodkun
rapaHTUpyeT, YTo creayowmn afeMeHT paboTaeT Hagnexalium obpasom, U Nnb nocne
3TOro nepepaeTt eMy ynpaeneHune. 9Ta MoaeNlb 6e30MacHOCTM NOAAEPXKMBAET HE TONbKO
CTaHOapTHYO 3arpysky ycTponcTs Apple, HO 1 pasfnyHble PeXnMbl BOCCTaHOBNEHUS

1N CBOEBpPEMeHHOro o6HoOBNEeHNs Ha ycTpolcTBax Apple. Takne nogKoMMOHEHTbI, Kak
Secure Enclave, Tak)e BbINOJIHAOT COGCTBEHHYO 6e30MacHyo 3arpysky. 3To noMoraet
rapaHTUpoOBaTb, YTO OHU 3arpyXaloT TONbKO 3aBefoMo 6e3onacHbii koa Apple. Cuctema
obHoBNeHUa paspaboTaHa oNnsg npenoTBpalLeHns aTak Yepes NoHUXKXEHMEe BEPCUn, Tak
4YTO 3/10YMbILWNEHHUK HE MOXET YCTaHOBUTb Ha YCTPOMUCTBE NpeablayLLyto BEPCUIO
onepaLnoHHOM cucTeMbl (KOTOPYIO OH YMeEEeT B3flaMbiBaTb) A1 KPaXKy NOJSib30BaTENbCKUX
OaHHbIX.

YcTpoiicTtBa Apple Take OoCHallleHbl cpeacTBaMu 3alMTbl Ha aTanax 3arpys3ku u
BbIMOMIHEHUS, KOTOpble 06ecneynBaloT UX LLEeNOCTHOCTb B NpoLecce Tekyllen paboTbl.
Yunbl Apple B iPhone, iPad, Mac c unnom Apple, Apple Watch, Apple TV, Apple Vision Pro
1 HomePod dopMupyloT 06LLYI0 apXNUTEKTYPY, 3aLLULLAIOLLYI0 Le/TOCTHOCTb OonepaLmnoHHo’
cucteMbl. KpoMe Toro, B macOS ecTb paCLIMPEHHbIN HacTpanBaeMblil Habop byHKLUN
3alNTbl, KOTOPbIEe CMewumManbHo NpeaHasHayYeHbl 419 BblYUCAUTENbHON Moaenn Mac,

1 BO3MOXHOCTEN, Nogaep>XXnBaeMbix Ha Bcex annapaTHbIX nanatpopmax Mac.
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Mpouecc 3arpys3ku gnsg iPhone u iPad

Ha ka>aoM aTane 3arpy3ku UCMosb3yoTCs KOMMOHEHTbI, KOTopble noanucaHbl Apple

C Ucnonb3oBaHneM KpunTorpadbmnyeckmx MeToaoBs A4 rapaHTUmM LLeIOCTHOCTU U TOro,
4yTOb6bI 3arpy3ka NpoaosxKanach TO/bKO NMoc/e NPoBepKu Lienoyvkn aoesepus. Cpean
3TUX KOMMOHEHTOB — 3arpy34ymMky CUCTEMbI, AP0, pacluMpeHunsa aapa 1 NpolunBka ang
HEeMOOY/IMPOBAHHOW Nepenayn no CoToBon cetn. ATa 6e3onacHas nocnenoBaTe/bHOCTb
3arpy3ku npegHasHavyeHa ong 1oro, Ytobbl y6eanTbcs, YTO B HU3KOYPOBHEBOE
nporpamMmHoe obecrnevyeHune He 6biIM BHECEHbl U3MEHeHus.

Cpasy nocne Bkato4eHus iPhone u iPad npoueccop NpMIoXeHUn NCNOMHAET Kop,
3arpy3oyHoro M3Y, KoTopoe JOCTYMNHO TOMbKO A1 YTEHUSA. DTOT MNOCTOSHHbIN Kof,
Has3blBaeMblW annapaTHbIM KOPHEM JOBEPUs, 3aKnafblBaeTcs B NPOLLecCe U3roToBeHuns
ymna u cumTaeTcs 6e30roBopoYHO HagexHbiM. Kop 3arpysovHoro M3Y cogepxuT
OTKPbITbIN K/I0Y KOPHEBOI O LleHTpa cepTudukaumm (LLC) Apple. Mepep BbiNnoNIHEHMEM
3arpy3ku yCTPOMCTBO UCMO/b3YeT 3TOT KJItoY, YTOObl MPOBEPUTH, MOANNCAH NN 3arpy34mnkK
cucTeMbl iBoot komnaHuen Apple. 9ToT aTan aBngeTcs NepBbiM 3BEHOM LLeNOoYKN O0BepuUs,
KaXxJ0e 3BeHO B KOTOPOI NpOBepPSsieT, MoANMCcaHo n cnepytolee 3BeHO komnaHuen Apple.
Korpa iBoot 3aBepluaeT cBou 3agayvn, oH NpoBepsaeT 1 3anyckaeT aapo i0OS nnum iPadOS.
Ha ycTpoiicteax ¢ A9 unu 6onee ctapbiM npoLeccopomM cepun A nobasnseTcs eule oguH
aTan: 3arpy3oyHoe MN3Y 3arpyxaeT 1 NpoBepsaeT HU3KOYPOBHEBDIM 3arpy34nk, KOTOPbIN

B CBOIO oYepenb 3arpyxxaeTt 1 nposepseT iBoot.

B cnyvyae Heygauu npu nNpoBepKe crnefylolmnx aTanos ganbHenlne oencTemns CUCTEMbI
3aBUCAT oT o6opyaoBaHus.

- Boot ROM He moxeT 3arpy3nTb LLB (Ha 6os1ee CTapbiX yCTPOKMCTBAX): PEXUM
0oOHOBNEHMS NpoLlwmnBkK ycTpoinctea (DFU).

- Hu3KoypOBHEBDbIN 3arpy34nKk Uam iBoot: pe>xxum BOCCTaHOBEHNSA.

B nto6oM 13 aTux cnyyaes HeobXo0AMMO NOOKAOYUTL YyCTpolicTBO K Finder (B macOS 10.15
n HoBee) unu iTunes (B macOS 10.14 n 6onee paHHUX Bepcuax) Yyepe3 USB n BoccTaHOBUTL
3aBOACKME HACTPOMNKMU.

[ns orpaHnyeHnsa gocTyna K Noib30BaTeIbCKUM LaHHbIM B Pa3HbIX PEXMMax ConpoLeccop
Secure Enclave ncnonb3yet peecTp npouecca 3arpy3ku (BPR), koTopbii 06HOBAsIETCA
nepepn nepexonoM B cneayowme pexmmsl:

« PexuM 06HOBEHUS NMPOoLLIMBKK yCcTporicTBa (DFU). YcTaHaBnmMBaeTcs 3arpy3o4Hbim M3Y
Ha YCTPOWCTBax C CUCTEeMOM Ha KpucTtanne Apple A12 nnu HoBee.

«  PexuM BoccTaHoB/ieHMs. YCTaHaBnMBaeTcs iBoot Ha yCcTpolcTBax ¢ CUCTEMOMN Ha
kpuctanne Apple A10, S2 nnn HoBee.

Ha ycTpoiicTBax ¢ NoAaepXKoii COTOBOM CBA3M NoACcUCTEMA HEMOAYTIMPOBAHHOM
nepeaayun No COTOBOW CeTu 3anyckaeT AOMNONHUTENbHbIN Npouecc 6e30nacHoMn 3arpysku
C MCMonb3oBaHMeM NoANMCaHHOro NPorpaMMHOro obecnevyeHns U Knoden, NpoBepeHHbIX
NpPOLLeCCOPOM HEMOAYNNMPOBaHHO Nepenayun.

Secure Enclave Takxe BbinonHseT 6e30mnacHyto 3arpysky, Kotopas npoBepseT, YTo
crieumannanpoBaHHoe nporpaMmmHoe obecneyeHne (sepOS) NpoBepeHo U NognncaHo
KoMnaHuen Apple.
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Peanu3sauuga iBoot, 6esonacHas gag namMaTtu

Ha yctpoiictBax ¢ iOS 14, iPadOS 14 n HoBee KoMnaHusa Apple nameHuna naker
MHCTPYMEHTOB KoMnunsTtopa C ong cosgaHns sarpyaymka iBoot, 4Tob6bl NoBbICUTD
YpPOBEHb ero 6e3onacHoCTU. I3MeHeHHbIN NakeT MHCTPYMEHTOB peasinsyeT Kof, KOTOPbIN
HanpaBsJ/fieH Ha To, YTobbl n3bexaTb NpobnemM ¢ 6e30MacHOCTbIO NaMATU U TUMOB, KOTOPble
06bl4YHO BO3HMKAIOT B MporpamMmax, HanmcaHHbIX Ha a3blke C. Hanpumep, aTo noMoraet
npeaoTBPaTUTb OOMbLUNHCTBO YA3BUMOCTEN CNeayowmX KNaccoB:

« [pepoTBpalleHue nepenosiHeHNa NaMaTU: NMPU 4OCTYNe K NaMsaTU BbIMOIHSETCS
npoBepkKa TOro, 4T1o BCe yKa3aTesim coaep>XXaT cBeeHnsda O NnpuBga3Kax.

- [lpepoTBpallLeHMe NCnonb3oBaHuns y9I3BVIM0CTEI‘/II Ky4yn nytemMm oTaeneHunsa gaHHbIX
Ky4n OT ee MeTaaHHbIX N TOYHOIro onpepgeneHna ycnoamﬁ BO3HUKHOBEHUA OI.IJVI6KV|,
HanpuMmep [0BOMHOI0 BbiICBOGOXAEHMS.

- [llpenoTBpalleHne cMelleHusa TUNoB 6rarogapsa ToOMy, YTO BCe yKasaTenu cogepxaTt
cBefleHUs o TUMe cpefbl BbIMOIHEHUS, KOTOPbIe NPOBEPSAOTCA BO BPEMS BbINOSIHEHMS
onepauuii npuesedeHNs ykasartens.

+ [lpepoTBpalleHe CMeLleHns TUNoB, BbI3BaHHOIO owmnbkamMm Ncnonb3oBaHUs Nocne
BbICBOOOXAEHMS, NyTEM OTAENEHNS BCEX onepau.m‘/'l ONHaMnN4yecKoro BblgeneHnd namMmdaTm
no CtTatTn4eCckKoMy Tuny.

OTa TexHonorma goctynHa Ha iPhone ¢ ynnom A13 Bionic n HoBee, a Takxe Ha iPad
c yunom A14 Bionic 1 HoBee.
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Mpouecc 3arpy3ku KkomnbtoTepa Mac ¢ unnom Apple

Mpu BKNOYEHUN KoMMbloTepa Mac ¢ YyunoM Apple oH BbINOIHAET MNPOLLECC 3arpysKku,
KOTOPbI 04YeHb MOX0X Ha npoLecc 3arpy3kn iPhone 1 iPad.

3arpysouHoe M3Y npoeepsieT noanMch
HU3KOYPOBHEBOIO 3arpy3ymnka

!

HW3KoypOBHEBbIN 3arpy34mK NPoBepseT
NOAMUCU CUCTEMHbBIX MPOLLINBOK

l 3arpysouHoe M3Y

Secure Enclave

Secure Enclave . nony4yaet cnyvanHole
nognuceiBaeT L Hwn3koypoBHeBbIN 3arpysuuk nposepset yucna nonce

NOANTUKY noanuce NoAnUTUKK LocalPolicy nognucb nonuTuKM LocalPolicy
LocalPolicy OT KOMMOHEeHTa
3alMLLEHHOrO

XpaHunuiia

HW3KoypOBHEBbIN 3arpy34mk NpoBepseT
nomnuch iBoot BTOpPOro ypoBHA COrMacHo
nonutuke LocalPolicy

!

iBoot BTOpOro ypoBHs npoeepseT
NOAMNNCU CUCTEMHBIX NPOLWKMBOK MacOS,
KONNeKLUMN 3arpysku agpa
1 BCMOMOraTenbHON Konnekuun aopa
(Npn HEOBXOAMMOCTM), LOBEPEHHOI O
KaLla CUCTEMbI M MOAMUCAHHOIO
CUCTEMHOro TOMa COrnacHo NoanTUKe
LocalPolicy

'

macOS

Yun ncrnonHaeT Koa u3 3arpysoyvHoro M3Y, 4to aBnseTca NepBbiM 3BEHOM LLeNoYKu
nosepwus. Mpouecc 6e3onacHoi 3arpysky macOS Ha koMnbioTepe Mac ¢ umnom Apple
npoBepsaeT He TOMbKO CaM KOf, ONnepaLnoHHON CUCTEMbI, HO U MONUTUKN 6e30NacHOCTH
M gaxke pacluMpeHusa aapa (noanepxXuBaeTcsd, HO He peKoMeHayeTCs), HaCTPOEHHbIe
aBTOPU30BaHHbIMY NOMb30BaTENAMMU.

Mocne 3anycka HU3KOYPOBHEBOIO 3arpysynka OH NpoBepseT NoANUCKU 1 3arpyxaeTt
NMapHYK CUCTEMHYIO NPOWNMBKY ONga a0ep BHYTPU CUCTeMbl Ha KPpUCTanne, Taknx Kak
KOHTPONIepbl XpaHunuLa, gucnnes, ynpaeneHms cuctemMon n koHtponnep Thunderbolt.
Hn3koypoBHEBbBIM 3arpy3ymk TakXKe oTBEYaeT 3a 3arpysky nonutuku LocalPolicy, koTopas
npencTtaengeTt cobon ¢ann ¢ nognucblo conpoueccopa Secure Enclave. B Hell cogepxuTcs
onucaHue KoOHbUrypaumm, BbibpaHHoOM nonb3oBaTeneM Aia 3arpys3kn CUCTEMbI, U NONUTUK
6e30MacHOCTM cpefbl BbiNosHeHMS. CTpyKTypa AaHHbix nonuTtukun LocalPolicy nmeeTt Takoi
e dopmarT, Kak Uy BCex Apyrnx o6bekToB 3arpy3ku, ogHako dain nonnMTUKM nognunucatH
NIOKanbHO IMYHBIM KJIIOYOM, KOTOPbIM A0OCTYNeH Tonbko B Secure Enclave onpegeneHHoro
KOMMblOTEpPA, a He LUeHTpasnbHbiM cepBepoM Apple (kak 06HOBNEHMNS MPOrpaMMHOro
obecneyeHunq).
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[ng Toro 4yTo6bl NpefoTBpPaTUTb MOBTOPHOE BbIMOSHEHWE NPEeabIAYLWMX NONUTUK
LocalPolicy, HN3KOypOBHEBOMY 3arpysunky cliefyeT HalTu 3HayeHne GyHKLUN
aHTUMOBTOPA B KOMMOHEHTE 3allMLLEHHOr0 XpaHunuwa ¢ Secure Enclave. [lns atoro
ncnonbsyetcsa 3arpysoyHoe M3Y Secure Enclave. 3aTeM BbinonHsAETCS NpoBepKa Toro,
coBnagaeT N1 3HaYeHne GYHKLUUM aHTUNoBTOopa B nonnTtuke LocalPolicy co 3HayeHueM
YHKLMM aHTUNOBTOPA B KOMIMOHEHTE 3alMLEeHHOro XxpaHunuwa. 3Ta Mepa Hanpas/eHa
Ha To, YTO6bI NpeaynpPeAnTb MOBTOPHOE NMPUMEHEHNE K CUCTEME CTAapOMN NMOMUTUKMU
LocalPolicy, koTopas, BO3MOXHO, Obl/la paHee HacTpoeHa Ha obecneyeHne 6oee HU3KOro
YPOBHS 3alUUTbl, MOC/E MOBbILEHNS YPOBHSI 6€30nacHOCTN cUCTeMbI. B pe3dynbTaTe
6e3onacHas 3arpyaka Ha koMmnbtoTepe Mac ¢ ymnom Apple nomMoraeT 3alWUTUTb HE TOJNIbKO
OT BO3BpaTa K NpeablaywmM BepcuaM onepaumoHHON CUCTEMDI, HO U OT MOHUXEHUS
YPOBHS MONUTUKN 6e30MacHOCTK.

B nonuTuke LocalPolicy ¢pukcupyeTcs ypoBeHb HacCTpOIKn 6€30MacHOCTU onepaLoHHOM
CUCTEMbI: BbICLINN YypOBEeHb 6€30MaCcHOCTU, CHUXEHHbIN YpoBeHb 6€30MacHOCTU U HU3KUN
ypoBeHb 6€30MacHOCTH.

- Bbicwumii ypoBeHb 6e30r1acHOCTU. B 3TOM pexunume cuctemMa paboTtaeT Tak xe, kak 1 i0S
n iPadOS; nonyckaeTcsa 3arpyska To/Ibko NporpaMMHoro obecneyeHuns, kKotopoe 66110
3aBeloMO Hanbosnee akTyasbHbIM Ha MOMEHT YCTaHOBKMU.

« CHUXEHHbIN ypoBeHb 6e30nacHoCcTU. HN3KOypoOBHEBOMY 3arpy34vmnky npeanmcbiBaetcs
[0BepaTb «rnobanbHbIM» NOANNCAM, KOTOPble MOCTaBNATCA B KOMMNIEKTe C
onepaunoHHOM cnuctemMoin. bnarogapa aToMy Ha KOMMbOTEPE MOXHO MCMNO/b30BaTh
bonee paHHue Bepcun macOS. MNockonbky B cTapbix Bepcuax macOS HensbexHo
NMEITCH HeyCTpaHEeHHble YI3BMMOCTM, JaHHbIA YypoBeHb 6e30MacHOCTM Ha3blBaeTcs
CHUXXeHHbIM. KpoMe TOoro, aToT YpOBEHb MNONNTUKN HEOBX0OAMM A5 NoAOePXKN
3arpysku pacwmpeHun agpa.

«  Huskuii yposeHb 6e3onacHocTy. Ecnu BbiBpaH 3TOT ypoBeHb 6€30MacHOCTH, cucTeMa
paboTaeT TaK Xe, Kak U B peXUMe CHUXEHHOro ypoBHs 6€30MacHOCTU B OTHOLIEHUN
Mcrnonb3oBaHua rnobanbHbIX nognucen ana iBoot n He TONbKO, OHAKO B 3TOM peXxume
iBoot npeanucbiBaeTcs NPUHNUMaTb HEKOTOPbIe 06beKTbl 3arpy3ku, NoanucaHHblie
Secure Enclave ¢ nomoliblo TOro e kJo4a, KOTopbli UCNOMb30BaNcs ANna noanncaHuns
nonutuku LocalPolicy. 3ToT ypoBeHb NONUTUKM NOAAEPXUBAET Co3aaHne, NnoannucaHune
M 3arpysky nonb3oBaTenaMmy cobcTBeHHbIX aaep XNU.

Ecnu nonuTtuka LocalPolicy yka3sbiBaeT HU3KOYPOBHEBOMY 3arpys3ymKy, YTo onepaLmnoHHas
cucTeMa 3anylieHa B peXxunMe BbICLIEro YPpoBHA 6e30MacHOCTU, HU3KOYPOBHEBDIN
3arpysymk nposepseT nepcoHanbHyto nognucb ang iBoot. Ecnun onepaumnoHHas cuctemMa
3anyllieHa B pexmnmMe CHUXEHHOro MM HU3KOro YPOBHSA 6e30MnacHOCTM, NposepseTcs
rno6anbHag noanuch. B cnyvyae BO3HUKHOBEHMA Mt06GbIX OWNMGOK NpU NpoBepKe cuctTema
3arpyxaet recoveryOS ang npegocTaBieHUs BapMaHTOB UCMpaBieHNs OWnB6oK.
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Mocne Toro Kak HU3KOYPOBHEBbLIN 3arpy3yunK nepenaeT ynpasneHne 3arpysyumnky

iBoot, nocnegHuin 3arpyxaeTt napHyt npolwmnsky macOS, Hanpumep: NPOLNBKY AN19
3awmuLeHHon cuctembl Neural Engine, Bcerga BklOUEHHOT0 NpoL,eccopa u apyrue
NPOLWMBKN. 3arpysymnk iBoot Takxxe nposepsaeT MHPpopmMaumio o nonutuke LocalPolicy,
nepenaHHyo eMy HU3KOYPOBHEBBIM 3arpysvynkomM. Ecnm nonntuka LocalPolicy ykasbiBaeT
Ha Heo6XoAMMOCTb HanM4ua BcnomoraTenbHon konnekuum sapa (AuxkKC), iBoot BbinonHser
nouck AuxKC B ¢ainoBoin cucteMe, npoeepseT, 6bi1a N1 oHa nofnucaHa Secure Enclave
C UCTMONb30BaHMEM TOr0 Xe KJto4a, YTo 1 ang nonuTtukn LocalPolicy, a 3aTemM npoBepseT,
coBMajaeT N1 ee xelW C TeM, KOTOpbI XxpaHuTca B nonntuke LocalPolicy. Mocne npoeepku
AuxKC 3arpysuuk iBoot nomeuiaeT ee B naMaTb BMECTE C 3arpy304Hoi Konnekumen aagpa,
npexpae 4emM 3abnoknpoBaTh BClO 061acTb NaMATU, B KOTOPOW HaxoaaTCcs 3arpy3oyHas
Konnekums agpa n AuxkKC, ¢ noMoLLb 3alNTbl LLEeTIOCTHOCTU CUCTEMHOIO conpoueccopa
(SCIP). Ecnu B nonuTuKe yKasaHo, 4To Heobxogmuma konnekums AuxKC, ogHako oHa

He HalgeHa, cucTema npoponxkaeT 3arpysky macOS 6e3 Hee. iBoot TakxXe oTBeyaeT

3a NPOBEPKY KOPHEBOro Xxela nognucaHHoro cuctemMHoro Toma (SSV), 4tobbl ybeauntbea
B MOJIHOM LEeNoCTHOCTMN palifioBON CUCTEMbI, KOTOPYIO OyaeT nogkatoyaTtb 94p0.

PeXxnmbl 3arpyskum komnbtotepa Mac ¢ unnom Apple

Pexxunmbl 3arpysku komnbtoTepa Mac ¢ ymnom Apple onucaHbl ganee.

Pexum CoueTaHue Knasuiu OnucaHue

macOS Korga KoMnbloTep BbIKIOYEH, 1. 3arpy3o4Hoe M3Y nepepaet ynpasnexHune
HaXMWUTe N OTAYCTUTE KHOMKY HM3KOYPOBHEBOMY 3arpys3ymnky.
nuTaxns. 2. HN3KOYpPOBHEBbIN 3arpy3ynk 3arpyxaet napHyio

CUCTEMHYI0 NpoWwunBKY 1 nonntuky LocalPolicy ans
Bbl6paHHON macOS.

3. HN3KOYpOBHEBbLIN 3arpy3ymk pUKCUpyeT B peecTpe
X0[a 3arpysku CBeAeHUs 0 TOM, 4TO OH 3arpyxaeTt
macOS, a 3aTeM nepegaeT ynpasieHne 3arpy3umky
iBoot.

4. iBoot 3arpyxaeT napHyt nNpoLwnBKy onepaLnoHHon
CUCTEeMbI, CTaTUYeCKUIA [OBEPEeHHbIl KILl, AepeBo
YCTPOWCTB U 3arpy304HYI0 KONNEKLUIO Sapa.

5. Ecnu aTo paspeweHo nonutukon LocalPolicy, iBoot
3arpyxaeT BCnoMoraTenbHyto konnekuuio sapa (Aux
KC) co CTOPOHHUMM paclumpeHnsaMn sapa.

6. Ecniv 3TO He Bblk/l0O4YeHOo nonuTukoit Local
Policy, iBoot npoBepsieT KOPHEBON Xew nognucu
NoANNCaHHOro CUCTEMHOrO ToMa (SSV).

MapHaga cpepa Korpga KoMnbloTep BbIK/OYEH, 1. 3arpy3o4Hoe M3Y nepepaet ynpasneHune
recoveryOS HaX>XMWUTe U He OTNyCKauTe KHOMKY HW3KOYPOBHEBOMY 3arpys3umnky.
nuTaxns. 2. HN3KOYpPOBHEBbIN 3arpy3ynk 3arpyxaert napHyio

CUCTEMHYI0 NpowWwnBKy n nonntuky LocalPolicy ans
cpepabl recoveryOS.

3. Hu3koypoBHeBbIV 3arpysumk GUKCUpyeT B peecTpe
X0fa 3arpysku CBeAeHUs 0 TOM, 4TO OH 3arpyxaeTt
napHyto recoveryOS, a 3aTeM nepepaet ynpasneHue
3arpysuuky iBoot ons napHoi recoveryOS.

4. iBoot 3arpyxaeTt napHyt npowunsky macOS,
[LOBEPEHHDbIN K3, LepeBO YCTPOWCTB U 3arpy3oyHyto
Konnekuuio agpa.

5. Ecnu 3arpyska napHoi cpepbl recoveryOS
He ypanacb, npegnpuHUMaeTcs NonbiTka 3arpy3nTb
pesepBHYyto cpepy recoveryOS.
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Pexum CoyeTaHue KnaBuw OonucaHue

PesepBHas Korpa KoMnbloTep BbIK/TOYEH, 1. 3arpysoyHoe MN3Y nepepaet ynpaBneHune
cpefa recovery  ABaXAbl HAXXMUTE U He oTnyckaunTe HM3KOYPOBHEBOMY 3arpysumnky.
0Ss KHOMKY NMUTaHuns. 2. HN3KOYpPOBHEBDIN 3arpy3ynk 3arpyxaeTt napHyio
CUCTEMHYIO NpoLlwmnBKY U nonutuky LocalPolicy ans
cpepbl recoveryOS.
3. HU3KoypoBHEBbIV 3arpysymk GUKCUpyeT B peecTpe
X0[a 3arpysku CBeAEHUs O TOM, YTO OH 3arpyxaeTt
napHyto cpepny recoveryOS, a 3aTeM nepepgaer
ynpaBneHue 3arpysunky iBoot onga cpepnbl
recoveryOS.
4. iBoot 3arpyxaeTt napHyt npowunsky macOS,
[OBEPEHHDbIN K3, LepeBO YCTPOWCTB U 3arpy3oyHyto
Konnekumio agpa.

BesonacHbIN 3arpysuTte cpepny recoveryOS, 1. BoinonHaeTcs 3arpyska cpefbl recoveryOS, kak
pexum Kak onuMcaHo paHee, a 3aTem yKa3aHo Bbllle.
yaepxusaite knasuuwy Shift 2. HaxaTue u yaepxusaHue knasuwm Shift npu sbibope
npu Boibope 3arpy304yHOro Toma. TOMa NPUBOAUT K TOMY, 4TO NpunoxeHune BootPicker

paspelwaet 3arpy3ky macOS B 06bIYHOM pexunme;
KpoMe TOro, 3afjaetcsd nepeMeHHas nvram, koTopas
coobuaeT 3arpysuunky iBoot, 4To He cnepyet
3arpyxatb AuxKC npu cnepyiouei 3arpyske.

3. CncTema nepesarpyxaetcs u 3arpyxaeTcs ¢
Mcnonb3oBaHWEM LLeNeBOro ToMa, ofHako iBoot
He 3arpyxaeT AuxKC.

OrpaHuveHusa gng napHbix cpeg recoveryOS

Ha yctpoiictBax ¢ macOS 12.0.1 unu HoBee Kaxaas HoBas ycTaHaBNMBaeMasi cUcTeMa
macOS Tak>Xe ycTaHaBMBaeT NapHyto Bepcuto recoveryOS B COOTBETCTBYIOLWEN

rpynne TomoB APFS. 3TOT NpUHLKXN 3HAaKOM NONb30BaTeNaM KOMMNboTepoB Mac

c npoueccopom Intel, Ho Ha koMmnbloTepe Mac ¢ Yynnom Apple oH paboTaeT Kak
OOMNOJIHUTENbHOE CpeacTBo obecneyeHns 6€30MacHOCTM U COBMECTUMOCTU. MOCKobKy
Tenepb Yy KaXao0l ycTaHaBnmMBaemon cuctembl macOS ecTb CBOdA nNapHas cpefa
recoveryOS, TONbKO M3 3TOM NapHon cpenbl recoveryOS MOXHO CHU3UTb YPOBEHb
6e30MacHOCTU. 3TO NOMOraeT 3alMTUTb YCTaHOBNEHHble cucTeMbl macOS 6onee HOBbIX
BEpPCUN OT B3/IOMa, BbINMONMHAEMOro n3 6onee paHHen sepcun macOS, 1 HaobopoT.

OrpaHnyeHnsa B OTHOLLEHMN Nap paboTatoT cnegyrouwnm obpaszom.

- Y Kaxpgon yctaHoBneHHol cuctemMbl macOS 11 ecTb napHasa cpepna recoveryOS.
Ecnn no ymonyaHuio BoibpaHa 3arpyska yctaHoB/ieHHOM cucTeMbl macOS 11, To
recoveryOS MOXHO 3arpysuTb, yaepXuBas KnaBuwy nutaHus, Korga komnbtotep Mac
c unnom Apple 3arpyxaetcs. B recoveryOS MOXHO CHMU3UTb YpOBeHb 6€30MacHOCTU
no6on yctaHoBneHHo cucteMbl macOS 11, HO He KaXA0Mi YyCTaHOBIEHHON CUCTEMDbI
macO0S 12.0.1.

- Ecnun no ymonyaHuio BbibpaHa 3arpyska ycTaHOBIEHHOM cucTeMbl macOS 12.0.1
NN HoBee, TO COOTBETCTBYIOLWLYIO el NnapHyto cpeny recoveryOS MOXHO 3arpysuTb,
yOep>XxuBas KnaBuWy NUTaHUs, Korga 3arpyxaetcsa koMmnbtotep Mac. I3 napHoi cpepfpbl
recoveryOS MOXHO CHU3UTb YpPOBEeHb 6€30MacHOCTN B yCTaHOBIEHHOM cucTeMe macOS,
COOTBETCTBYIOLLLEN STOW NapHOM cpeae, HO He B NI0GON APYroi yCTaHOBNEHHOM cUcTeMe
macOS.
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YT10ObI 3arpy3unTb NapHyto cpepy recoveryOS, COOTBETCTBYOLLYO Kakon-nnb6o
yCTaHOBNEeHHOW cucteme macOS, BbIbepuTe 3Ty YCTAHOBMNEHHYIO CUCTEMY MO YMOMYaHMIO.
[nga atoro oTkpouTe pasgen «OCHOBHbIe» > «3arpy304Hblit AUCK» B CUCTEMHbIX
HacTpolikax unu sanyctute nbyto recoveryOS n yaepxupanTe knasuwy Option

npu Bbibope ToMa.

lMpumeyaHne. B pesepBHoOn cpefe recoveryOS Henb3qa CHU3UTb YpOBeHb 6e30MacHOCTHU
B Kakol-nnbo yctaHoBNeHHO cncteme macOS.

YnpaBneHne NONUTUKON 6e30nacHOCTU 3arpy3o4Horo gucka
Ha KoMmnbloTepe Mac ¢ unnom Apple

0630p

B oTnnume oT nonnTtuk 6e3onacHOCTN Ha KoMMbloTepe Mac ¢ npoueccopoM Intel
nonnTuky 6e30NacHOCTU Ha KoMMbloTepe Mac ¢ unnomM Apple oTHOCATCS K KOHKPETHOM
YCTAHOB/IEHHOW ONepaunoHHOM cucTeMe. ATo 03HaYaeT, YTO Ha OJHOM KOMMblOTEpPE
Mac MoXeT 6biTb YCTaHOBJIEHO HECKO/bKO 9k3eMnaspoB macOS ¢ pasHbIMU BEPCUAMHA

1 nonuTukamu 6esonacHocTu. Moatomy B YTUnuTy 6e3onacHoi 3arpysku 6bi1 gob6asneH
MHCTPYMEHT BbI6OPA 0MnepaLMOHHOM CUCTEMDI.

YTunuta 6es3onacHon 3arpysku

BbibepuTe cucTemy, KoTopas ByaeT mMcrnonb3osaHa, YTobbl 3a4aTb NOUTAKY
6e3onacHocTu

Macintosh HD
macOS 141

Bbl BbiGpanu r 4.1 Ha gucke «Macintosh HD» Monutika 6e30NacHOCTH....

Ha komnbioTepe Mac ¢ ynnom Apple yTunnta cuctemMHol 6e30nacHOCTM NokasbiBaeT
obliiee cocTogaHME HAaCTPOEHHOM Nonb3oBaTeneM 6e3onacHocTn macOS, HanpuMep
3arpysky paclmpeHms aapa UM KOHGUrypaumio 3awmTbl LeNoCcTHOCTM cucteMsl (SIP).
Ecnn nameHeHue HacTpoek 6€30NacHOCTU NPUBOANT K 3HAYUTENbHOMY CHUXEHUIO YPOBHS
3aWnThbl N CYLWEeCTBEHHO ynpouwaeT BMelwaTeNnbCTBO B CUCTEMY, A4 BHECEHUNHA TaKOro
M3MeHeHNd nosib3oBaTesnto notTpebyercs BOMTU B cpeny recoveryOS nyTeM yaep>XXuBaHus
KHOMKW NuUTaHusa (6bnarogapsa aTOMy BPe4OHOCHOe nporpaMmMHoe obecneyeHne He MOXeET
nepepnaTtb CUrHasI; 3TO MOXET caenaTb TO/IbKO YeNoBeK C GU3NYECKUM OOCTYMNOM).
MoaToMy KoMnbioTep Mac ¢ umnom Apple Takxe He TpebyeT (1 He nogaepXxmnBaeT) Napob
NMPOLIMBKN, TaK Kak BCe KPUTUYECKM BaXKHble U3MEHEHNS YXXe perynmpytotca aBTopusaumen
nonb3oBatend. NMogpobHee o SIP cM. B pa3aene 3awmTa Le/oOCTHOCTU CUCTEMDI.

BbicWwunii ypoBeHb 6€30MacHOCTM UM CHUXEHHbIN YpOBeHb 6€30MacHOCTM MOXHO 3a4aTb
C nomMoublo YTunuTbl 6esonacHolt 3arpysku B cpeae recoveryOS. PeXnUM HU3KOr0O YPOBHS
6e30MacHOCTM MOXeT 6biTb Bbi3BaH TOJIbKO U3 KOMaHOHOW CTPOKM AN Nosb3oBaTenen,
KOTOpble PeLinIn CYLU,eCTBEHHO CHU3UTb YPOBEHb 3alUTbl CBOEro Mac u npuHumatoT
COMpPSXEHHbIe C 3TUM PUCKMU.
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MonuTtuka «BbicWwNI ypoBeHb 6e30MacHOCTU»

Bbiclunii ypoBeHb 6e30MacHOCTU BbiOpaH No yMo4YaHuio 1 paboTaeT Tak Xe, Kak

1 B i0OS n iPadOS. Mpwu 3arpyske n NoAroToBke K yCTaHOBKE Takoro nNporpaMMHoOro
obecneyeHuns onepaumoHHaa cuctema macOS BMeCTO UCMONIb30BaHUA rnobanbHOM
noanucu, npunaraeMon K nporpaMMHoMy obecrneyeHunto, obpallaeTca K TOMY Xe cepBepy
noanucaHusa Apple, kotopbln ucnonbsyetca And iOS n iPadOS, 1 3anpaluMBaeT HOBYIO
«MNepCcoHann3npoBaHHyto» noanuck. MNoanucb HasbiBaeTCcs NEePCOHANIN3NPOBAHHON, ecnu
3anpoc Ha NoanucaHune coaepPXnUT YHUKaNbHbIM naeHTudmnkaTop Yymna ECID — B gaHHOM
cryvae yHuUKanbHbIM ngeHtudukatTop npoueccopa Apple. B aToM cnyyae noanuce,
BO3BpalllaeMas CepBepoM noanncaHus, aBnseTcs YHUKalbHON M MOXET UCMONIb30BaThCA
TONbKO 3TMM KOHKpPEeTHbIM NpoueccopoM Apple. Mpn nCcnonb3oBaHUM BbICLLIErO YPOBHS
6e30MacHOCTM 3arpysoyHoe M3Y 1 HM3KOYPOBHEBbLIN 3arpy3ynK nomMoratoT y6eanTtbca

B TOM, YTO NOANUCb HE MPOCTO nNpegocTasneHa Apple, a npegHasHavyeHa ang aToro
KOHKpeTHoro Mac, To ecTb 4TO aTa Bepcua macOS npueBsizaHa K aToMy Mac.

Monuruka 6e3onacHocTu ansa «Macintosh HD»:

& Bbiclimin ypoBeHb 6e3onacHocTu

Pa3speLueH 3anyck Tosbko Tekyuien OC nnm noagnucaHHoro nporpammtoro obecriedenus OC, npusHanHoro Apple HageXHbIM.
Bo Bpems ycTaHosku MO TpebyeTes noakMioueHne K UHTepHeTy.

CHW>XEHHbIIA ypoBeHb 6e30nacHoCT

Pa3pelleH 3anyck M1to6oii Bepcum NoANMCcaHHOro NPorpaMMHoro obecneyenins OC, paHee Npu3HaHHOro Apple HafeXHbIM.

OTMeHUTb

Ncnonb3oBaHMe MHTepPHET-cepBepa NoanucaHuns Takxke obecrnedmBaeT Nyydllyio 3aWnTy

OT aTak MeTo,0M O0TKaTa, YeM 06blYHble MOAXO0Abl, B KOTOPbIX MCMONb3YytoTCA rnobasnbHbie
nognucu. B cnucteme Ha ocHoBe rnobasnbHbiX Nognuceit HoBaa anoxa 6e3onacHoOCTH
MOXeT HaCTYNMUTb HECKOMbKO pas3, HO CUCTeMa, Ha KOTOPOW HMKOoraa He 6blna ycTaHOBMEHa
nocnenHas Bepcus NPOLWUBKK, 3TOr0 He 3HaeT. HanpumMmep, KOMMbIOTEP, KOTOPbIN CYMTaET,
YTO HaxoauTCs B arnoxe 6e3onacHOCTM 1, NpMHMMAaeET NporpaMmHoe obecrnedyeHne U3
anoxu 6e30MacHOCTM 2, XOTd Ha CaMOM [iefe yXe HacTynuna anoxa 6esonacHocTu 5.

C cucTeMol MHTepHeT-noanucaHma Ynna Apple cepeep NoanMcaHns MoxXeT OTKNOHATb
3anpochbl co3faHus nognucel oT NPorpaMMHoOro o6ecneyeHuns, KOTopoe He COOTBETCTBYET
nocnepgHel anoxe 6e30MNacHoOCTU.

Kpome Toro, ecnu 3/710yMbllLIEHHUK OOHAPYXUT YA3BUMOCTb NMOC/Ie CMEHbI 3MOXK
6e30MacHOCTU, OH He CMOXEeT MPOCTO B3STb YI3BMMOE NporpaMMHoe obecrnevyeHune ns3
cucTeMbl A, NpuHagnexallien npeablayLwen anoxe, U C ero NoOMoLLLbl aTtakoBaTb cucTemy B.
ToT dakT, 4To ysa3Bumoe MO n3 6onee paHHen anoxum 6bI10 NEePCOHaNN3NPOBaHO

ONs cucTeMbl A, noMoraeT NnpeaoTBpaTUTb ero nepegavy M UCNosb3oBaHUe AN aTaku
cucTtembl B. CoBMeCTHOe NpUMeEHEeHNe BCex 3TUX MexaHU3MoB gaeT 6onee TBeEpPAYIO
rapaHTUIoO TOro, YTO 3/I0YMbILLIEHHUKM HE CMOTYT NpegHaMepeHHO NoOMecTuUTb
ya3sumoe MO Ha KoMnbloTep, 4ToObl 060TM CpencTBa 3alnTbl, NpeaocTaBiseMble
HOBEMLWMM NporpaMmHbiM obecrnevyeHnem. OgHako obnagaTtesb UMEHNU U Napons
agMUHUCTpaTopa Mac Bcerga MoXeT BblOpaTb NONUTUKY 6e30nacHOCTU, KoTopas
Hauny4ywum obpasomM nNoaxoauT Ong ero cuTyauumu.
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Monutuka «CHUXXEeHHbIN YypoBeHb 6e3onacHoCTU»

CHWXEHHbIN ypoBeHb 6€30MacHOCTM aHanornM4yeH cpegHeMy ypoBHI0O 6e3onacHoCTH

Ha KoMnbloTepe Mac ¢ npoueccopom Intel u yunom T2, Npu 3TOM NOCTaBLMK (B JaHHOM
cnyvae Apple) reHepupyeT LMPpOBYO NOANUCL AN Koga, YTo6bl MOATBEPAUTDb, UTO

3TOT KOA, NMOJIyYeH OT NocTaBWMKa. 9Ta Mepa NoMoraeT NpeaoTBpaTuUTb gobasneHune
HernoAnMcaHHOro Kofa 3/10yMblllfieHHKaMu. Apple Ha3biBaeT aTy Nognnch «rnobanbHoOn»,
NMOCKOJIbKY €€ MOXHO MCMNob30BaTb Ha NoH6OM KoMnbloTepe Mac B TeveHune noboro
nepuoaa BpeMeHu, ecnum B JaHHbIA MOMEHT Ha KoMMbloTepe Mac ycTaHOBMeHa NonmMTuka
«CHUXEHHbIN ypoBeHb 6e3onacHOCTU». CHUXEHHbIN YpoBeHb 6€30MacHOCTM caM Mo
cebe He obecneymBaeT 3alKUTY OT aTak METO40M OTKaTa, 0AHAaKO HEeCaHKLUMOHUPOBAHHOE
M3MeHeHne onepaLnoHHON CUCTEMbI MOXET NMPUBECTN K TOMY, YTO MOSIb30BaTeNbCKME
OaHHble CTaHYT HegoCTynHbIMU. [MoapobHee cM. B pasgene PaclwnpeHns agpa Ha
KoMnbtoTepe Mac ¢ ymnom Apple.

Monurtuka 6esonacHocTu ana «Macintosh HD»:
Bbiclini ypoBeHb 6e3onacHocTn
Pa3speLueH 3anyck Tonbko Tekywein OC nnm nognucaHHoro nporpammHoro obecneyernsa OC, npuaHaHHoro Apple HageXXHbIM.
Bo Bpems yctaHoBku MO TpeGyeTcs NoAKNIOHEHNE K MHTEPHETY.
CHUXKeHHbIM YpoBeHb 6e3onacHocTH

Pa3spelleH 3anyck nio6oii Bepcun NoanUcaHHoro NporpamMMHoro obecneyeHrs OC, paHee NpU3HaHHOro Apple HafieKHbIM.

¥ PaspelwnTb NoNb3oBaTeNAM YNPaBAATb PACLUMPEHUAMU S4pa OT NOATBEPXKAEHHDBIX Pa3paboTyMKoB

¥ PaspelwnTb yaaneHHoe ynpasfeH1e pacluMpeHusMuy siapa v aBToMaTUYECKYI0 yCTaHOBKY 06HoBAeHuA MO

OTMeHUTb OK

MoMnUMO BO3MOXHOCTK 3anycka 6o/iee paHHUX Bepcuint macOS, CHUXEHHbIN YPOBEHb
6es3onacHoCTU TpebyeTcsa ANs BbINOHEHUS OPYTUX AEUCTBUN, TaKUX KakK yCTaHOBKA
CTOPOHHUX paclnpeHnii aapa, B pesynbTaTte 4Yero cuctemMa rnosfib3oBaTtens nogsepraeTcs
pucky. PacwmpeHnsa aapa MEIT Te Xe pa3peLlleHns, 4To U caMo S4p0, No3TOMY

ntobble YyI3BUMOCTU B HUX MOTYT NMPUBECTU K BOSHUKHOBEHUIO NPAMON Yyrpo3bl As BCen
onepaLnoHHON cucTeMbl. MIMEHHO NoaToMy paspaboTyMkaM HacToATeNbHO pekoMeHayeTcs
nepexoamnTb Ha pacLUMPEeHNs CUCTEMbI, MpeXae YeM nofaaepxka paclnmpeHuin aapa

oyneT yoaneHa us macOS gna 6yayuwmux Komnbtotepos Mac ¢ ymunom Apple. Jaxe

ec/ih BO3MOXHOCTb J00aBNeHNsa CTOPOHHUX paclUMpeHnin aapa BKoYeHa, oTaesbHble
paclwmpeHns HEBO3MOXHO 3arpy>aTb B 54p0 Mo 3anpocy. BMecTo aT0ro pacwmpeHus sgpa
0b6beanHATCS BO BCoMoraTeNbHyto Konnekumo aapa (AuxKC), xel KOTOPOI XpaHUTCe B
nonutuke LocalPolicy, n noaToMy 3aTteM TpebyeTcs nepesarpyska. [logpobHee o co3gaHum
AuxKC cM. B pasgene besonacHoe paclwmnpeHue aapa B macOS.
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Monutuka «HU3Kunii ypoBeHb 6€30MacHOCTU»

Hunskuin yposeHb 6€30MacHOCTM NpeaHasHa4YeH ang Tex, KTo NpuHnuMaeT puck
3HAYUTENIbHOIO CHUXEHWNS YPOBHS 3alMTbl cBoero Mac. [laHHbI pexuM oTnnyaercs

OT NONUTUKUN «DYHKLMN 6E30MaCHOCTM OTKJIIOUYEHbI» Ha KoMMbtoTepe Mac

c npoueccopoM Intel n ymnom T2. B pexnme HU3KOTro YPOBHSA 6€30MacHOCTU MNO-MpPexHeMy
BbIMOMIHAETCA NpoBepKa NoAnucKu 1 BbiNMoHsAeTcd Bca 6e3onacHas nocnenoBaTebHOCTb
3arpysku, ogHaKo nepexon B PeXXnm HU3KOro pexmnma 6e3o0nacHOCTU CUrHanusmpyeTt
3arpysyunky iBoot o ToM, 4TOo eMy cneayeTt NPUHATb 06bEKTbl 3arpy3ku ¢ NokKanbHoOM
noanucbto Secure Enclave, Takue Kak creHepupoBaHHas nosib3oBaTefieM 3arpy3oyHas
Konnekuma aopa, cosgaHHas Ha ocHoBe HacTpauBaemoro aapa XNU. Takum o6pa3om B
pexunmMme HM3KoM 6e30MacHOCTM Ha YPOBHE apXUTEKTYpbl ob6ecrneymnBaeTcs BO3MOXHOCTb
3anycka Npou3BObHOIO aApa «MOJIHOCTbIO HEHAAEeXHON onepaunoHHON cucTeMbl». MNMocne
3arpysku HacTpanMBaeMol 3arpy304HoOr Konekuum agpa nnm HeHageXxxHom onepaunoHHom
CUCTEMbl HEKOTOPbIE KMOYN pacliMPPOBKM CTAHOBATCA HEAOCTYMNMHbIMU. 3Ta Mepa
HanpasJ/fieHa Ha TO, YTOObl UCKTOYUTb BOZMOXHOCTb A0CTYMNa HEHAAEXHOM onepaLMoHHON
CUCTEMbI K JaHHbIM HaeXHbIX OnepauMoHHbIX CUCTEM.

BaxxHo! Apple He npepocTaBnsieT HacTpanBaemble aapa XNU n He obecneunBaer
noamepXKy Ux NCnosib3oBaHuUs.

Monurtuka 6esonacHocTH Ana «Macintosh HD»:
Bbicwunii ypoBeHb 6e30nacHoCTH
Pa3spelueH 3anyck Tonbko Tekyueit OC unu NoanMcaHHoOro nporpaMMHoro o6ecneyerns OC, NpusHaHHOro Apple HaaeXHbIM.
Bo Bpems yctanoBku MO TpebyeTcs NogKNOYeHUe K UHTEPHETY.
CHWXEHHbIN YPOBEHb 6esonacHocTn

PaspeweH 3anyck no6oit Bepcun NOANMCaHHOro NPorpaMmMHoro obecneyexHus OC, paHee NpU3HaHHOro Apple HaaeXHbIM.

Huskuin ypoBeHb 6esonacHoOCTH
TpeboBaHUA K 3arpyaemoii onepaLMoHHON CUCTEME OTCYTCTBYIOT.

Pa3pelunTb nosib3oBaTesisiM yrpaensTb pacluMpeHsaMu sapa oT NoaTBepXAeHHbIX paJpa60T\'IVIKOB

PaapeLuwrb yAaneHHoe ynpasfeHne paclumpeHuaMn sgpa M asToMatu4yeckyro yCTaHOBKY obHoBneHui Mo

OTMeHUTDL OK

Monntnka «HU3KUI ypoBeHb 6€30MacHOCTU» TakXe OTIMYaeTca OT NONUTUKU « DYHKLMN
6e30MacHOCTM OTK/OYEHbI» Ha KoMMbloTepe Mac ¢ npoueccopoM Intel n yunom T2 Tewm,
4YTO OHa Heobxoauma ang ocnabneHunsa psaga GyHKLUUNA 6e30MNacHOCTKN, KOTOpPbie B MPOLI/IOM
ynpaBnsaancb HesaBuCcUMO. OCOBeHHO BaXKHO, YTO 419 OTKJIIOYEHMS 3alMTbl LLeNIOCTHOCTU
cuctembl (SIP) Ha koMmnbloTepe Mac ¢ yunom Apple nonb3oBaTtenb A0MXKEH NOATBEPAUTD,
4YTO HaMepeHHO 3aJaeT ANl CUCTEMbI MONUTUKY «HU3KNIN ypoBeHb 6e30MnacHoOCTU». ITo
HeobXxoaMMOo, NOCKONbKY OTKtoYeHne SIP Bcerga obnervyaert B3/10M a4pa CUCTEMbI. B
YaCTHOCTHU, oTKNtoveHne SIP Ha koMnbloTepe Mac ¢ ymnom Apple NPMBOAUT K OTKIOYEHUIO
NPUMeHEeHUa NOANMCKU paclmpeHunsa aapa Bo BpemMsa cosgaHung AuxKC, B pesynbtaTe yero

B NaMATb 94pa MOXHO 3arpysuTb NPOM3BOJIbHOE pacllmMpeHmne aapa. Ha komnbioTepe Mac
c ynnom Apple 3awmTa SIP Obina ycuneHa nyTeM nepeMeLlLeHnsa XxpaHmnanwa noanTmk

N3 3HepProHe3aBUCUMOI NaMaTh B nonnTuky LocalPolicy. Tenepb ang otknatoveHns SIP
TpebyeTcs ayTeHTUPMKaALMS, BbINOIHEHHAsA NoNb3oBaTeNeM, Y KOTOPOro eCTb A0CTYN K
KoYy nognucaHms nonutukun LocalPolicy, ns cpeabl recoveryOS, nepenT B KOTOPYIO
MOXHO NYTEM AJNTENbHOI0 HaXaTusg KHOMKW NUTaHUSA. DTO 3HAYUTENbHO YCNOXHSET
oTkNtoYeHne SIP ong 3n0yMbIWNEHHUKOB, MCNOAb3YIOWMX TOTbKO NPOrpaMMHoe
obecneyeHune, a TakXXe U NPU HanM4Ynm GU3nM4Yeckoro 4OCTyna K KOMMNbOTEPY.
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HeB03MOXHO BbI6paTbh PEXUM HU3KOIO YPOBHA 6€30MacHOCTU U3 YTUNUTbI Ge30mnacHoM
3arpysku. [1ng CHUXeHNs ypoBHA 6e30MacHOCTU Nofb30BaTeNn AO/KHbI UCMOb30BaTh
WHCTPYMEHTbI KOMaHAHOW CTpoku n3 TepmuHana B recoveryOS, Hanpumep csrutil
(nnsa oTknoveHus SIP). Korga nonb3oBaTesnb CHUXaeT ypoBeHb 6€30MacHOCTH, 3TOT
dakT oTpaxaeTca B YTUIMTe 6e30MacHON 3arpysku, Tak YTo Mosib3oBaTe b MOXET fIerko
YCTaHOBUTb 6Gosiee 3alMLLEHHbIN PEeXUM.

MpumeyaHmne. Komnbiotep Mac ¢ unnom Apple He TpebyeT n He noggepxusaeT
onpefeneHHble MONNTUKM 3arpy3Ku C HOCUTENS, MOCKOJbKY C TEXHMYECKOW TOUYKM 3peHns
BCE 3arpy3Ku BbIMOJIHAIOTCS 0KabHO. ECN Nofib3oBaTe/lb XO4YeT BbINMONHUTb 3arpysKy C
BHeLIHero HocuTens, Heo6XoaAMMO CHavana nepcoHann3MpoBaTbh BEPCUIO onepaLMoHHOM
CUCTEMbI, UCMOJb3ya ayTeHTUDULMPOBaHHYIO Nepe3arpysky us recoveryOS. Mpu
nepesarpyske Ha BHyTpeHHeM aucke cospnaetca daiin LocalPolicy, KoTopblit ucnonb3yeTca
N9 BbIMNOMHEHNS HadeXHOW 3arpy3kn U3 onepaLyoHHON CUCTEMbI, XpaHalelnics

Ha BHellHeM HocuTene. 3To 03HavaeT, YTO KOHOUrypaLmus 3arpysku ¢ BHELHero
HOoCUTens Bcerga ABHbIM 06pa3oM BK/lOYaETCs A1 KOHKPETHOM onepaLoHHOW CUCTEMDbI
N y>ke TpebyeT aBTOpU3aL MM Nonb3oBaTens, NO3TOMY A0MNoNHUTeNbHaa 6e3onacHas
KOHOUrypaLma He HyXHa.

Co3spgaHue KaoYa nognucaHusa nonutuku LocalPolicy u ynpasneHue um

Co3paHue

Mpwn nepBoil ycTtaHoBKe macOS Ha 3aBOAE-U3TOTOBUTENE UIW NPU CTUPAHUK

M nocnepyloLlLen yCTaHOBKE C UCMOJIb30BaHNEM KabenbHOro NoakalvYeHns Komnbotep Mac
3anyckaeT KOof C AMCKa ornepaTUBHON NaMsaTV BPEMEHHOIO BOCCTAHOB/IEHUS, YTOObI
3afaTb 3aBOACKME HAaCcTPOMKK. Bo BpeMs 3Toro npouecca cpefa BOCCTaHOBEHUS co3faeT
HOBYIO Mapy M3 OTKPbITOro M JIMYHOTO KJtoYel, KoTopble HaxoaaTcs B Secure Enclave.

3TOT NUYHBIN KNtOY Ha3blBaeTCS K/KYOM yaocToBepeHus Baagensya (OIK). Ecnu knoy

OIK yxe cyuiecTByeT, OH YHUYTOXaeTcs B xofe aToro npouecca. Cpefa BOCCTaHOBIEHUS
TakXXe MHULManM3nMpyeT KoY, UCMOoJb3yeMbli Ans 61OKMPOBKM akTUBaLMK, TO eCTb

KoY ygocTtosepeHus noabsosatens (UIK). B pamkax aToro npouecca, KoTopbii
BbIMOIHAETCSA TO/IbKO Ha KoMnbloTepe Mac ¢ unnom Apple, korga ceptudunkauymsa knwoda UIK
3anpawunBaeTcs ans 610KMPOBKN aKTUBALMKN, BKIIOYAIOTCS 3aMpoLlleHHble OrpaHnYveHus,
KoTopble OyayT BBeAEHbI BO BpeMsi NnpoBepkn nonntmkm LocalPolicy. Ecnu ycTpoiicTBo

He MoXeT nony4nTb koY UIK, cepTnudunumpoBaHHbIin Ans 6/10KMPOBKK aKTMBaLMN
(HanpuMep NOTOMY, YTO YCTPONCTBO Ha JAaHHbI MOMEHT CBA3aHO C YYETHOW 3anucbto
«Hantn Mac» 1 06baBNEHO NPONaBLUMM), TOrga 3TO YCTPOUCTBO HE CMOXET MPOAOIIXUTb
cospaBaTb nonutuky LocalPolicy. Ecnu ycTpolicTBY BblAaH cepTugukaTt yaoCToBEPEHUS
nosib3oBartesis (ucrt), aToT cepTUdUKaT COAEPXKUT OrpaHNYEeHUs, HaKNnagbiBaeMble
CepBEpPOM Ha MONINTUKY, a TakXXe OrpaHnYeHmss NONNTUKM, 3anpoLlEeHHble NoNb3oBaTeNeM

B pacwmnpeHun X.509 sepcuu 3.
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B cny4yae ycnewHoro nssnevyeHuns 610KMPOBKU akTMBaLLUK nnu ceptudukaTta ucrt
nHpopmMaums o6 aToM coxpaHseTcsl B 6a3e fAaHHbIX Ha CTOPOHE CepBepa, a Takxe
nepepaeTtcs 06paTHO Ha yCTPOIMCTBO. MMocse Toro Kak yCTPOMWCTBO NONYYNNo
cepTudunkaT ucrt, 3anpoc OTKPbITOro Kft4ya, KoTopblii cooTBeTcTBYEeT Ktouy OIK,
nepepnaeTcsa Ha cepBep LeHTpa OCHoBHou aTtTecTtaumu (BAA). LleHTp BAA nposepseT
ceptudunkauymio kntoda OIK ¢ ncnonb3oBaHMEM OTKPLITOrO KJto4a U3 ceptudunkara ucrt,
KOTOPbIN XpaHUTCS B 6ase AaHHbIX, 4OCTYN K KOTOPOMN OTKPbLIT ANs LeHTpa BAA. Ecnu
LeHTpy BAA ygaeTcs NpoBepuUTb CepPTUPUKALUNIO, OH CEPTUDULUPYET OTKPbITbIN KitoY,
BO3Bpallas cepTugukart ygocrtosepeHus snagensya (OIC), nognncaHHbIA LEHTPOM
BAA 1 copepXalmin orpaHMYeHnsl, CoxpaHeHHble B cepTudukaTe ucrt. Ceptudukar
OIC nepepaeTcs obpaTHo B Secure Enclave. C aToro MomMeHTa, korga Secure Enclave
nognucbiBaeT HOBYIO NonnTuky LocalPolicy, Secure Enclave BHocuTt cepTtudukat OIC

B MaHudecT Imaged. H1N3KOYpPOBHEBbLIV 3arpysyvmk pacrnonaraet BCTPOEHHbIM LOBEPEHHbIM
KOpPHEBbIM cepTudMKaToM LLeHTpa BAA, NO3TOMY 3arpy3ymk cYMTaeT ceptndukar

OIC poBepeHHbIM, UTO BeeT K ToMy, 4To nognuchk LocalPolicy B uenom npusHaetcs
0OBEPEHHOMN.

OrpaHu4veHus RemotePolicy

Bce dannbl maHndecta Imaged, a He Tonbko nonutuku LocalPolicy, cogepxaTt
OrpaHUYeHus B OTHOLWEHNU OLeHKM MaHndecTa Imaged. OTK orpaHMYeHns 3aKoaMPOBaHbI
C MOMOLLbIO cnelmanbHbiX naeHTUdnKaTopoB ob6bekToB (OID) B HEKOPHEBOM cepTudmkaTe.
bubnuoteka npoeepkn MaHudecTa Imaged BbINONHAET NOUCK naeHTudumkatopa OID

CO creumanbHbIM OrpaHuyeHnemM ceptTudmnkaTa BO BpeMsi MpoOBEpPKN NOANMUCHK, @ 3aTEM
aBTOMaTU4eCKM OLLeHMBAET yKa3aHHble B HEM orpaHmnyeHnsd. OrpaHnYeHns nMerT
cnepytouwyto dopmy:

+ napameTp X OO/XEH CYyL,ecTBOBaTb;
- MapaMeTp X OO/XeH OTCYTCTBOBATb;
+ MapaMeTp X OO/MKEeH UMETb onpeaefieHHoe 3HayYeHue.

Tak, HanpuMep, orpaHMyYeHns cepTnudmrkaTta o1 «nepcoHanM3anpPoBaHHbIX» MOANUCen
6ynyT comepxaTb ycnoeue «MapameTtp ECID gonxeH cyuiecTBoBaTb», a ANd
«rnobanbHbIX» MNOANUCel orpaHnyeHns 6yayT cogepxaTb ycnosue «MapameTtp ECID
[LOSIKEH OTCYTCTBOBaATb». STU OrpaHnYeHms HanpasieHbl Ha To, YTO6bl BCe daitsbl
Image4, nognucaHHble C MOMOLLbIO yKa3aHHOro K/tova, COOTBETCTBOBANN ONpeae/ieHHbIM
Tpe6oBaHUAM BO U3bexaHne co3gaHus oWNBG0YHO NOANUCAHHOIO MaHudecTa Images.
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B koHTekcTe nonutuk LocalPolicy aTn orpaHnyenuns ceptudukata Imaged
paccMmaTpuBatoTCs Kak oTHocAwMecs K nonntuke RemotePolicy. Monntnku LocalPolicy

y Cpef 3arpys3km MHOro Tuna MoryT MMeTb apyryto nonntuky RemotePolicy. MonnTtuka
RemotePolicy ncnonbsyetcs gna orpaHmyeHns nonntuku LocalPolicy cpenbl recoveryOS,
4TOObI NPU 3arpyske recoveryOS oHa 3arpyxanacb Tak, kak ecnm 6bl npuMeHsanachb
nonnTuka «Bbiclwnin ypoBeHb 6e30MacHOCTU». DTO MOBbIWAET JOBEPUE K LLESIOCTHOCTH
recoveryOS kak cpefbl 3arpysku, B KOTOPON JOMYyCKaeTCsd U3BMEHEHME NMONUTUKMU.
MonnTtnka RemotePolicy orpaHnymMBaeT BO3MOXHOCTb XpaHeHus B nonntuke LocalPolicy
noeHtTnoumnkatopa ECID komnbloTepa Mac, Ha kKoTopoM 6Gbifla cosgaHa nonuTmuka
LocalPolicy, a Tak>xe BO3MOXHOCTb XpaHEeHUs ONpeaeneHHOro xela C/y4alnHoro sHa4yeHus
nonce yganeHHoOM nonmuTtukn (rpnh) B KOMNOHEHTE 3alUULLEHHOT0 XpaHUNMLLLA Ha 9TOM
KoMnbtoTepe Mac. rpnh, a 3HauMT n nonuTmnka RemotePolicy, nsmeHaeTcs ToNbKO

Nnpu BbINOMHEHUM OEMACTBUN, CBA3aHHbIX C QYHKUMAMUN «HaliTn Mac» n «bnokuposka
aKkTMBaUMn». K TakuM OeNCTBUSIM OTHOCATCS: peructpauns, oTMeHa permcrpaumn,
yoaneHHas 6/10KMpoOBKa U yganeHHoe cTtupaHune. OrpaHmnyeHunsa nonutukn RemotePolicy
onpenensitoTcs U ykasbiBaloTCs BO BpeMs cepTudukaunm knoya yaocToBepeHms
nonb3oBatens (UIK), a Takxke BHOCATCS B BbINYLLEHHbI cepTUdMKaT yAOCTOBEPEHUS
nonb3oBatend (ucrt). HekoTopblie orpaHnyeHus nonntmukn RemotePolicy, Takmne kak ECID,
ChipID n BoardID, onpegenatotca cepepoM. TakmmMm o06pa3omM MOXKHO npenynpeguTb
noanucaHune dannos LocalPolicy Ha ogHOM ycTpoicTBe ANg Apyroro. YCTPOUCTBO MOXET
3apaTb gpyrue orpaHmyeHunsa nonutukm RemotePolicy, 4To noMoXxeT He AonycTUTb
NOHWXEHNs1 ypoBHSA 6e3onacHocTu nonuTtukn LocalPolicy 6e3 nokanbHon ayTeHTUGUKaALNMK
M OQHOBPEMEHHO yaaneHHol ayTeHTudukaumn. JlokanobHas ayTeHTuduMKaunsa Tpebyetcs
ana goctyna K Tekyuwemy knoudy OIK, a yganeHHas ayTeHTUdumKaums Heobxogmnma

019 YYETHOM 3anucu, B KOTOPOW BbiNoNIHEHA 610KMPOBKA aKTUBALLMM YCTPOMCTBA.

Copepxnmoe daina LocalPolicy gna komnbiotepa Mac ¢ umnom Apple

LocalPolicy — ato daiin Imaged, nognucaHHbiii Secure Enclave. Image4 npencrasnser
coboi dopmMaT CTPYKTYpbl AaHHbIX B kKogupoBke ASN.1 (abcTpakTHasg CMHTakcuyeckas
HoTauusa Bepcun 1) DER, KoTopbIli Ucnonb3yeTca Ansg onucaHusa nHdopmaumm ob
obbekTax 6e3onacHoOM NocnenoBaTebHOCTM 3arpysku Ha nnatdpopmax Apple. B
Mopenun 6esonacHol 3arpy3ku Ha ocHoBe Image4 3anpoc NoNTUK BbIMOJIHAETCS BO
BpeMs YCTaHOBKM NporpaMMHOro obecneyeHuns ¢ NoOMOLLbIO 3anpoca Ha nognucaHue
K LLeHTpanbHOMY cepBepy noanucarHus Apple. Ecnv nonntuka 6bina npuemMnemon,
cepBep NoAnucaHns Bo3BpalaeT nognucaHHblii dann Imaged, KOTOPbIN COQEPXUT
Habop nocriefoBaTeNlbHOCTEN YeTblipexaHauHbix kogos (4CC). Bo BpeMs 3arpysku atu
noanucaHHble dannol Imaged n 4CC oueHMBaOTCA NPOrpaMMHbIM obecnevyeHneM, Taknum
Kak 3arpysoydHoe M3Y nnm HU3KOYPOBHEBDLIN 3arpy3ymk.
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Mepepaya npaBa BnageHus Mexay onepauuoHHbIMU cUCTEMaMU

MpaBoM BnageHMs Ha3biBaeTCa NpaBo AOCTyNa K Kn4yy yaoctoepeHus snagensua (OIK).
MpaBo BnageHuns Heobxoammo, 4Tobbl paspeLlnTb NOb30BaTENIM 3aHOBO NOANUCHIBaTD
nonutuky LocalPolicy nocne BHeCEHUS USMEHEHWI B MONUTUKY UM MPOrpaMMHOe
obecneveHune. Knoy OIK 3awwmiuLeH nepapxmein kiyen, kak onncaHo B pasgene
TexHonorus 3aunTbl 3anevyaTbiBaHnem kndel (SKP), n kntovyom OIK, 3awmiLeHHbIM

TeM Xe K4oMm wnodposaHus knoda (KEK), 4yto n kntod wndposaHng toma (VEK). 310
O3HayvaeT, YTo 06bI4YHO 3alnTa obecneymBaeTcs NaposieM Nosb3oBaTeNs U U3MEPEHUAMMU
onepaunoHHON CUCTEMbI U MONUTUKK. [N BCEX onepaLmoHHbIX CUCTEM KOMMbloTepa Mac
cywecTByeT oguH knoy OIK. CnepoBaTenbHO, BO BPeEMS YCTAaHOBKM BTOPOW onepaLmoHHOM
cucTeMbl TpebyeTcs, YTO6bl NONb30OBaTENN NEPBOM ONEPALMOHHON CUCTEMDBI SBHBIM
obpa3oM nepepanu Npaso BlageHMUs Nonb3oBaTessM BTOPOM onepaLmoHHOM CUCTEMDI.
OpHako nonb3oBaTeny BTOPOM onepaumMoHHON CUCTEMbI eLLe He CYLeCTBYOT Ha MOMEHT
3anycka yCcTaHOBLLMKA U3 NepBON onepaunoHHOM cucTeMsbl. lNMonb3oBaTeny onepauMoHHbIX
cucTeM 0b6bIYHO He CO3[atoTcs, MOKa He BbIMOSHEHA 3arpy3ka onepawluoHHOM

CUCTEMbI 1 MoKa He 3anyueH ACCUCTEHT HacTpPOWKK. Mo3ToMy AN yCTaHOBKU BTOPOA
onepaunoHHON cUcTeMbl Ha KoMnbtoTepe Mac ¢ ynnom Apple TpebyeTcs BbINONHUTL ABa
cnepyoWmnx oencTems:

- cospaTtb nonnTtuky LocalPolicy ans BTopoi onepauMoHHON CUCTEMDI;
+ CO3[aTb YYETHYI0 3anucb Nonb3oBaTeNs Ans nepegayvv npasa BnageHus.

Mpwn 3anycke AccucTeHTa YCTaHOBKM M MOAFOTOBKE K YCTAaHOBKE AOMOMHUTENbHOIO
nycToro ToMa otobpaxaeTtcsa 3anpoc o0 TOM, TpebyeTcs 1M CKONMPOBaTb YYETHYIO

3anucb Nonb3oBaTens C TEeKyLWero TomMa, YTobbl caenaTtb ee y4eTHOM 3anuncblo NepBoro
nonb3oBaTens BTOporo Toma. Ecnu nonb3oBaTenb og06pseT 3anpoc, To co3faHne y4eTHon
3anuMcu nonb3oBaTens B 4EACTBUTENbHOCTU NpeacTaBnseT cobol Koy WwudpoBaHus
kntoyen (KEK), nony4yeHHbI U3 naponst BbI6paHHOro Nosib30BaTesNs U annapaTHbIX KoYen.
Mony4yeHHbIN kNtow KEK 3aTeM ncnonbsyetcs ong wmuoposaHms kntoda OIK, Tak Kak oH
nepepnaeTcsd BTOPON onepaLnoHHoM cuctemMe. 3ateM U3 AcCUCTeHTa YCTaHOBKM BO BTOPOM
onepaunoHHON cUcTeMe MOABASETCS 3anpoc Naposis Nob30BaTeNs, C MOMOLLbIO KOTOPOTo
HOBag ornepauMoHHas cuctemMa nony4daet goctyn K knodvy OIK B Secure Enclave. Ecnu
6blfI0 peLeHo He KOMMPOBaTb YYETHYO 3amnuncb Nofib30BaTeNs, CO34aHNe YYeTHON 3anucu
Nosb30BaTesNs BbINOSHAETCS MO ONMCAHHON CXeMe, HO BMECTO Naposis nosib3oBaTens
MCronb3yeTcst MyCTON Naposib. ATOT BTOPON BapuaHT CyLLecTBYyeT AN onpeaeneHHbIX
CLeHapneB CUCTEMHOro agMuUHUCTpupoBaHusg. OgHaKo Nonb3oBaTensaM, KOTOpbIM
Heob6X0AMMO BbIMOJIHUTb YCTAHOBKY Ha HECKOJIbKO TOMOB M nepefaTth NpaBo BlageHus
Hanbornee HafgeXHbIM cnocoboM, cnenyeT Bcerfa BbibupaTb KONMPOBaHWE YYETHOM 3amnuncu
nonb3oBaTens NepBoil onepaunoHHON CUCTEMbI BO BTOPYIO.

Monutuka LocalPolicy Ha komnbloTepe Mac ¢ uunom Apple

Ha komnbtoTepe Mac ¢ ynnom Apple ynpasneHune nokanbHOW NOAUTUKON 6e30MacHOCTU
ObINo generMpoBaHoO NPUNOXEHUIO, 3anyckaeMoMy B Secure Enclave. Takoe nporpamMMHoe
obecneyeHne MOXeT UCMOMb30BaTb YYETHbIE JaHHbIe MO/Ib30BATENA U PEXUM 3arpy3ku
OCHOBHoOro LM, 4To6bl onpeaennTb, KTO MOXET U3MEHATb NONNTUKY 6e30MacHOCTU U

13 KaKol cpefbl 3arpy3ku. 9To MellaeT BpegoHOCHOMY NporpaMMHOMY obecrneyeHunto
MCMNONb30BaTb 3/IEMEHTbI YNpaBneHUa NoNnTUKN 6e30MacHOCTY BO Bpep Nosib30BaTeNto
nyTeM UCK/OYEHNA BO3MOXHOCTU NONTYyYUTb AOMNONHUTENbHbIE NpaBa.
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CeoiicTBa MmaHudecTta noantukm LocalPolicy

B ¢daiine LocalPolicy copepxutcs pag kogos 4CC ypoBHS apXUTeEKTYpbl, KOTOPble MMelTC
noyTn Bo BCcex dainax Image4, Takux kak BORD (o6o03HavaeT nnaTy unm naeHtndoukatop
Mopenun), CHIP (o603HayvaeT onpeaeneHHbin yun Apple) nnm yHneepcanbHbIi
noeHtTnoukatop ymna (ECID). OgHako npuBefeHHble HMXe koabl 4CC kacatoTcs
MCKJTIOUYMNTENbHO NONMNTUK 6€30MacHOCTU, KOTOPble MOXEeT HacTpanBaTb Nosb3oBaTesb.

MpumeyaHue. Apple ncnonb3yeT TEPMUH ogHa napHas rnoaanHHas cpega recoveryOS

(1TR) nna o6o3HavYeHUsa 3arpyskun napHon cpenbl recoveryOS nytemM ¢punsny4eckoro
HaXkxaTus U yaep>XXmMBaHUsa KHOMKM nntaHusa. OHa oTiM4YaeTcs OT 3arpy3kun o6bIYHOM cpeabl
recoveryOS, KoTopas BbINOMHAETCS C MOMOLLbIO 3HEProHe3aBUCUMOW NaMsTU, Bbi3blBaeTco
[OBOMHbBIM Ha)kaTUeM 1 yaepXMBaHUEM WU MOXET NMPOU30MATU MPU BO3SHUKHOBEHUN OLINGOK
3arpysku. Heob6xogMmMocTb GpU3NYECKOro HaxxaTus onpeaeneHHbiM cnocobomM nossongeT
rapaHTMpoBaTb, YTO cpefa 3arpysku bygeTt HegoCTynHa A4 NpoHukwero B macOS
3/10YMbILINIEHHNKAE, KOTOPbIN MUCMNOMb3YeT TOMbKO NporpaMmmMHoe obecneyeHune.

Xew cnyyaHoro sHaueHus nonce noantuku LocalPolicy (Ipnh)
«  Twun: OctetString (48)

«  UsmeHsemble cpeabl: 1TR, recoveryOS, macOS

+  OnucanHue: 1pnh ncnonbsyetcs ong 3awmTtbl oT noBTopa nonutuku LocalPolicy.
370 xew SHA384 cnyvailHoro 3Ha4yeHus nonce nonutukn LocalPolicy (LPN),
KOTOPbIN XPaHUTCS B KOMIMOHEHTE 3aLLMLLEHHOI0 XpaHuuwa u AoCTyn K KOTOpoOMy
ocyllecTBnseTcs Yyepes 3arpysoyHoe M3V Secure Enclave nnun yepes Secure Enclave.
HeobpaboTaHHOe 3Ha4yeHne GYyHKLMM aHTUNOBTOPA HUKOrAa He AOCTYMHO NpoLLeccopy
NPUIOXEHWN, a LOCTYNHO ToNbko sepOS. 310yMbILNEHHUKY, NblTaloWeMycs
y6ennTb HU3KOYPOBHEBbLIV 3arpy3ymk B TOM, YTO NpPefoCTaBleHHas UM npoLunas
nonuTuka LocalPolicy aBnaetcsa KoppekTHOM, noTpeboBanocb Gbl MOMECTUTb
3Ha4YeHMe B KOMIMOHEHT 3alMLUEHHOr0 XpaHUImLLa, KOTOPbIN XelWwmnpyeT ero B To Xe
3Ha4yeHue lpnh, cogepxauweecsa B nonuTtuke LocalPolicy, kKoTopyto 310yMbILNEHHNUK
NbiTaeTcs UCNoNb30BaTb NOBTOPHO. OBbIYHO B CUCTEME CYLLECTBYET TOMbKO OLHO
KoppekTHoe yncno LPN (3a nckntovyeHnemMm o6HOBNEHUI NporpaMMHOro obecneveHuns,
Korga ogHOBPEMEHHO KOPPEKTHbIMU SABASOTCS ABa 3HaYeHUs, YTobbl o6ecrneymnTb
BO3MOXHOCTb BO3BpaTa K CTapoMy NporpaMMHOMY obecnedeHuto B ciydae cbos
o6HoBneHus). Mpu nameHeHun nobon nonutukn LocalPolicy nto6on onepaunoHHOM
CUCTeMbl BCe NOJIMTUKM NOAMNNCHIBAOTCS 3aHOBO C MOMOLLLbIO HOBOrO 3Ha4YeHUs
Ipnh, cooTBeTCTBYOLWLENO HOBOMY Yucny LPN, koTopoe XpaHUTCA B KOMMOHEHTE
3aLUMNLLEHHOTO XpPaHUANLLA. DTO U3MEHEHNE MPOUCXOANUT NPU NBMEHEHUN
nonbsoBaTeneM HacTpoek 6e30MacHOCTM UK CO34aHUN HOBbIX ONMEepPaLMOHHbIX CUCTEM
C HoBOW nonutukon LocalPolicy ang kaxmon ns Hux.

Xew cnyyalHOro sHaueHus nhonce ypajeHHou nonuTukum (rpnh)
«  Twun: OctetString (48)
«  UsmeHsiemble cpeabl: 1TR, recoveryOS, macOS

+  OnucaHue: rpnh aHanornyHo lpnh, ogHaKko oHO 06HOBASIETCS TOMbKO NPY OOGHOBNEHUN
yOaneHHom NonnTUKK, Hanpumep Npuv 3MeHeHMn COCTOSHUSE perucTpaummn B Jlokatope.
370 3MEeHeHNe NPOUCXOANT NPU U3MEHEHMN NOSIb30BaTEIEM COCTOSHMSA cBoero Mac B
NlokaTope.
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Xew cnyyaliHOro 3HaveHus nonce cpepbl recoveryOS (ronh)

Tun: OctetString (48)
nameHsiembie cpeanbl: 1TR, recoveryOS, macQOS

OnucaHume: xew ronh aHanornyeH lpnh, Ho oH ecTb ToNbko B nonutuke LocalPolicy
nna cucteMHol cpepbl recoveryOS. OH o6HOBNAETCA BMECTe C CUCTEMHOWN cpeaomn
recoveryOS, B TOM 4ynucne npu oOHOBNEHUN NPOrpaMMHOro obecneyeHunsa. 3gecb
ncnonb3yeTrcsd 3HavyeHne GYHKLUUM aHTUNOBTOPA, KOTopoe oTaeneHo ot 1pnh n rpnh,
noaToMmy, Koraa JlokaTop Bblk/toYaeT YCTPONCTBO, CYLLLECTBYOLME ONepaLNoHHbIe
CUCTEMbI MOXHO BbIKOUYNTL (NyTeM yaaneHna nx LPN n RPN 13 komnoHeHTa
3alMLLLEHHOro XpaHmunuuia), 0GHOBPEMEHHO OCTaBMB BO3SMOXHOCTb 3arpy3Kku
cucTeMHol cpenbl recoveryOS. TakumM 06pa3oM MOXHO NOBTOPHO aKTUBUPOBAaTb
onepaunoHHble CUCTEMbI, KOrga Bragesnew, CUCTeMbl MOATBEPXAAEeT MoNyyYeHne npas
KOHTpONS cucTeMbl NyTeM BBoga ceoero napons iCloud, ncnonbsyemoro gns gocryna
K y4eTHoW 3anucu JlokaTtopa. 3TO U3MEeHEeHMe NPOUCXOAUT, Korga rnofib3oBaTesb
o6HOBNSAET cUCTEMHYIO cpeny recoveryOS nnmn cospaeT HOBble onepauyoHHble
CUCTEMDI.

Xew maHudecTta Imaged cnepyowero atana (nsih)

Tun: OctetString (48)
nameHsiembie cpeanbl: 1TR, recoveryOS, macQOS

OnucaHue: B none nsih Haxoautca xew SHA384 cTpyKkTypbl AaHHbIX MaHMdecTa Image4,
KOTopasi onucbiBaeT 3arpyxeHHyto macOS. B maHudpecTe Imaged macOS cogepxaTcs
n3MepeHns ANna Bcex 06bekToB 3arpy3kun, Takux Kak iBoot, ctaTu4yeckunii LOBEPEHHbIN
K3, AepeBO YCTPOWNCTB, 3arpy3oyHas Konnekumsa aapa u KOpHEBOW Xel NoANMCaHHOro
cucTteMHoro Toma (SSV). Korga HM3KOypOBHEBOMY 3arpy34unKy npeanmcbiBaeTcs
3arpy3uTtb onpegeneHHyto macOS, npegnonaraeTcs, 4YTO OH NPOBEPUT, coBNagaeT nu
Xel npukpenneHHoro K iBoot maHndecta Image4 macOS ¢ TeM, KOTopbI 6bin
3apukcupoBaH B nose nsih nonutukn LocalPolicy. Takum o6pa3oM nsih ¢ukcupyer
HaMepeHWe Nonb3oBaTens, Kacatleecs onepaLoHHONW CUCTEMBI, A1 KOTOPOM
co3paHa nonuTtuka LocalPolicy. Monb3oBaTenn MeHAOT 3HaYeHne Nsih HeaBHbIM
o6pasoM BO BpeMs 0OHOBNEHMS MpOrpaMMHOro obecrneveHus.

Xew maHudecta Image4d Cryptex1 (spih)

Tun: OctetString (48)
UNsmeHsiemble cpenbl: 1TR, recoveryOS, macOS

Onucarue: B none spih Haxogutca xew SHA384 cTpyKTypbl AaHHbIX MaHudecTa
Image4 Cryptex1. MaHndect Imaged Cryptex1 coaep>XuT naMmepeHmns CBonx
NPOCTPAaHCTB cryptex, neyatn nx ¢GannoBo CUCTEMbI U CBSA3AHHbIN C HUMW [,0BEPEHHbIN
Kaw. Korpa BbinonHsaeTca 3arpyska macOS, aapo XNU 1 ypoBeHb 3alUTbl CTPaHUL,
(PPL) obecneuunBatoT coBnageHune xewa MaHmdecTta Imaged Cryptex1 c TeM, KOTOPbIN
6bin ony6nunkoBaH M3 nong spih nonutnku LocalPolicy. Monb3oBaTenn MeHaOT
3HaveHue spih HedaBHbIM 06pa3oM NpPKU ycTaHOBKe BbICTPOro oTeeTa Ha yrpo3bl UAKN Npu
o6HoBneHunn MO. Xew MaHudecta Imaged Cryptex1 MmoxeT 6bITb 0OHOBNEH HE3AaBUCUMO
OT XewWwa MaHudecTa Imaged cnepyrouwero atana.
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FeHepupoBaHue Cryptex1 (stng)

Tun: 64-6uTHOe Uenoe 4yncno 6e3 3Haka
nameHsiembie cpeanbl: 1TR, recoveryOS, macQOS

OnucaHue: none stng aBnsetTcd 3Ha4YeHMEM cyeTUymKka C MHGOopMaL el o nocnegHeM
obHoBNeHNn xewa MaHndpecTa Imaged Cryptex1 B nonutuke LocalPolicy. OHo
npenocTaBnsgeT 3Ha4YeHne GyHKUMN aHTUMOBTOPa BMECTO 3Ha4YeHusa 1pnh npu oueHke
IOKaNIbHOW MOMIMTUKM Ha YPOBHE 3alMTbl CTPaHUL, Ansa npuMeHeHus Incoming Cryptex.
Monb3oBaTenu yBenM4YnBatoT 3Ha4YeHne stng HesIBHbIM 06pa3oM Npu ycTaHoBKe
BbicTporo oTBeTa Ha yrpo3bl nnu npu obHoeneHun MO.

Xew nonuTUKNU BcnomMmoraTenbHon konnekuun agpa (AuxkKC) (auxp)

Tun: OctetString (48)
nNameHsiembie cpegbl: macOS

OnucaHue: auxp — ato xew SHA384 nonnTUKM cnncka aBTOPU30BaHHbIX
nonb3oBaTtenem pacwupeHuit agpa (UAKL). OH ncnonb3yeTtcsa BO BpeMsa co3gaHusd
AuxKC, crnocobcTtBys TOMy, 4ToObl B AUXKC ObINn BK/HOYEHbI TOMIbKO paclUnpeHuns

a0pa, aBTOpM30BaHHble Nofib3oBaTeneM. [1719 HacTPOIKKM 3TOro nossg Heob6xoaMmo
cBolCcTBO smb2. Monb30oBaTeNM U3SMEHSOT 3HAYEHME auXxp HedaBHbIM 06pa3omM npu
nameHeHnn UAKL nyTeM yTBepXOeHMS pacluMpeHnsa aapa B AManoroBoM okHe pasgena
«CuncteMHble HacTponku» > «KoHbuageHumanbHocTb U 6esonacHocTb» (MmacOS 13

nnu Hoeee) NN60 B NaHenn « CUCTeMHble HacTpolkn» > «3almTta n 6e3onacHoOCTb»
(macOS 12 nnn 6onee cTapble BEpCUM).

Xew maHudecta Imaged BcnoMmoratesbHon Konnekuuu agpa (AuxKC) (auxi)

Tun: OctetString (48)
NameHsiembie cpeabl: macOS

OnucaHue: nocne Toro Kak cuctemMa noareepaunT, 4To xew UAKL cooTBeTCcTBYET

TOMy, YTO yKasaHo B nose auxp nonutuku LocalPolicy, oHa 3anpalwunBaeT noanuch
AuxKC y npunoxeHus npoueccopa Secure Enclave, koTopoe oTBevaeT 3a nognucaHme
nonuntuku LocalPolicy. 3atem xew SHA384 nognucu maHndecta Imaged AuxkKC
nomewtaeTcs B nonntuky LocalPolicy Bo nsbexaHune BO3MOXHOM NyTaHULbI

N coBnageHus c nognucaHHbiMn paHee AuxKC B onepauMoHHON cucTemMe BO BpeMs

ee 3arpysku. Ecnu sarpysumk iBoot HaxoauT none auxi B nonutuke LocalPolicy, oH
nbiTaetca 3arpy3ntb AuxKC ns xpaHunuiia n npoBepuTb ero noanucb. OH TakXxe
npoBepsieT COOTBETCTBME Xewa MaHudecTta Imaged, BnoxeHHoro B AuxKC, 3HauyeHuto
B Nnosie auxi. Ecnm no kakon-nmb6o npuymnHe cucteme He yagaetcs 3arpysutb AuxKC, oHa
npoposXaeT 3arpysky 6e3 aToro ob6bekTa 3arpysku 1 (kak cnepcrteue) 6es3 3arpysku
CTOPOHHUX paclunpeHnin aapa. None auxp aBnsgetTcs oba3aTtenbHbIM A1 HACTPONKMN
nonga auxi B nonutuke LocalPolicy. Monb3oBaTen USMeHSAT 3HaYeHMe auxi HesaBHbIM
obpasom npu nsmeHeHnn UAKL nyTem yTBEpXXAEHMS pacllMpeHns aapa B OManoroBom
OKHe pasgena «CuUcTeMHble HaCTPOMKU» > «KoHPUaEHUNaNnbHOCTb N 6€30MacHOCTb»
(macOS 13 nnn Hoeee) NGO B NaHenn « CUCTEMHble HaCTPOMKMU» > «3almTa u
6e3onacHocTb» (MacOS 12 unu 6onee ctapbie Bepcun).
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Xew oTBeTa BcnoMoraTesibHol konnekuuu aapa (AuxkKC) (auxr)

Tun: OctetString (48)
NameHsiembie cpeabl: macOS

OnucaHue: auxr — ato xew SHA384 oTteeTa AuxKC, B KOTOPOM yKa3biBaeTCs TOUHbIN
Habop paclumnpeHnin aapa, Kotopble 6binun BKAoYeHbl B AuXKC. OTBeT AuxKC MoxeTt
6bITb NnogHabopom UAKL, nocKonbKy pacliMpenns aapa MoryT 6biTb UCKTIOYEHDbI U3
AuxKC, paxe 6yay4un aBTOpM30BaHHbIMW NOMb30BaTE/IEM, €C/IN M3BECTHO, YTO UX
MOXHO MCMonb3oBaTb A% aTak Ha cucteMy. KpomMe Toro, HeKoTopble paclunmpeHuns
aapa, KoTopble MOXXHO MCMNOMb30BaTh A1 B3/lOMa rpaHuLbl MexXxay nosib3oBaTenieM

W 90POM, MOTYT MPUBECTU K OrpaHnyYeHnto GyHKLMOHaNa, 4To Bbipa)kaeTcs, Hanpumep,
B HEBO3MOXHOCTM ncnonb3oBaTb Apple Pay nnn socnponssectn koHTeHT 4K/HDR.
Monb3oBaTenam, KOTOpPbIM TpebyTcs Takme GYHKLMOHaNbHbIE BO3MOXHOCTMH,
Heobxoaumo BbibpaThb BktoyeHne AuxKC c 6onee WMPOKMM HabOpPOM OrpaHnUYeHnn.
Mone auxp aBnsetcsd o6a3aTeNbHbIM 4719 HACTPOWKM nong auxr B LocalPolicy.
Monb3oBaTeENN M3MEHSAIOT 3HaYeHNEe auXT HesIBHbIM 06pa3oM npu co3gaHnn HOBOM
konnekuun AuxkKC B pasgene «CucTeMHble HaCTPOnKu» > «KoHPMUaeHLUNanbHOCTb

n 6esonacHocTb» (MacOS 13 nnu HoBee) NGO B NaHenn «CUCTEMHbIE HACTPONKU» >
«3awmTa n 6e3onacHocTb» (MacOS 12 unu 6onee ctapble Bepcun).

Xew maHudecta Imaged CustomOS (coih)

.

Tun: OctetString (48)
NameHsiembie cpeabi: 1TR

OnucaHue: coih npencrtasnaet coboli xew SHA384 MaHudecTa Imaged4 CustomOS.
MonesHas Harpyska ansg atoro MmaHudecTa ncnonb3yetcs iBoot (BMecTo sagpa XNU)
ONS nepefayn ynpasneHus. MNonb3oBaTenn HeaBHO U3MEHSIOT 3HadYeHuMe coih, korga
NCMOMb3YIOT MHCTPYMEHT KOMaHgHoM cTpoku kmutil configure-boot B 1TR.

UUID rpynnbl TomoB APFS (vuid)

Tun: OctetString (16)
NameHsiembie cpegbl: 1TR, recoveryOS, macOS

OnucaHue: vuid ykasbiBaeT Ha rpynny TOMOB, KOTOPYIO 94py cheayeT Ucrnofb3oBaTh B
KayecTBe KOPHEBOro TomMa. ATO NnoJjie B OCHOBHOM HOCUT MHGOPMATUBHbIN XapakTep,
N OHO He UCMOoJb3yeTcs AN orpaHNUYeHnn 6e3onacHoCTU. ATOT vuid HesaBHO 3apgaeTca
nosb3oBaTesIeM NPY CO34aHMN HOBOW YCTAaHOBKM OMEPaLMOHHON CUCTEMBI.

UUID rpynnbi kntova wudposaHusa knrouda (KEK) (kuid)

.

Tun: OctetString (16)
NameHsiembie cpegbl: 1TR, recoveryOS, macOS

Onucarue: kuid ykasbiBaeT Ha TOM, KOTOPbI Gbin 3arpy>eH. Knoy wndposaHms
K/toYein o6bIYHO MCNONb3yeTcs A9 3alWMTbl AaHHbIX. B nonntukax LocalPolicy oH
ncnonb3yetcsd Ons 3aluThbl KNoYa noanucaHmsa nonutmukm LocalPolicy. kuid HeaBHO
3apaeTcsa nosb3oBaTesieM NMpu co3gaHMmM HOBOM YCTAaHOBKM ONepaLnoHHOM CUCTEMDI.
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MN3amepeHre NoONUTUKU HaJeXHOW 3arpy3Kku napHoli cpeapbl recoveryOS (prot)

Tun: OctetString (48)
nameHsiembie cpeanbl: 1TR, recoveryOS, macQOS

OnucaHue: namepeHne NoNNTUKK HagexHon 3arpy3ku (TBPM) napHoli cpeabl
recoveryOS — 370 ocoboe ntepaumnoHHoe BblyncneHne xewa SHA384 Ha ocHoBe
MaHudecTa Imaged nonntukm LocalPolicy 6e3 cnyyanHbix 3Ha4YEHUI GYHKLNK
aHTMNOBTOPA. DTO BbIYUC/IEHME BbINOJIHAETCS 01 NPenoCcTaBNeHUa COracoBaHHOro
N3MepPEeHNs C TeYeHMeM BpeMeHu (MOCKOMbKY Clly4YanHble 3HaYeHUa GYHKLMN
aHTUMOBTOpPA, Kak 1 1pnh, yacto obHoBnstOTCA). [None prot, KOTopoe copepxmTcs
Tonbko B nonutuke LocalPolicy macQOS, obecneynBaeT co3gaHme napbl Ang ykasaHus
nonutukun LocalPolicy recoveryQS, koTopaa cooTBeTcTBYeT nonutuke LocalPolicy
macOS.

Hanunune nognucaHHoii Secure Enclave nokanbHoit nonutuku recoveryOS (hrip)

.

Tun: normyeckoe 3aHavyeHue
NameHsiembie cpegbl: 1TR, recoveryOS, macOS

OnucaHue: hrlp ykasbiBaeT, ABNsSeTCSA M 3Ha4YeHne prot (onncaHHoe paHee)
n3MepeHneM noanmcaHHom Secure Enclave nokanbHon nonntukn recoveryOS unu Her.
Ecnn HeT, Torga nonutuka LocalPolicy recoveryOS noanncaHa cepBepoM MHTEPHET-
nognucaHunsa Apple, KoTopblin NognucbiBaeT Takme 06bekThbl, Kak ¢pannbl Imaged macOS.

Bepcuga nokanbHol onepauuoHHOM cucteMbl (3HaueHue love)

Tun: nornyeckoe 3HavYeHune
NameHsiembie cpegbl: 1TR, recoveryOS, macOS

OnucaHue: 3Ha4YeHne love obo3HaAYaeT BEPCUO onepaLMoHHON CUCTEMDI, O/ KOTOPOW
co3faHa nonutuka LocalPolicy. 9Ta Bepcus nonyyeHa ns maHudecrta cneayowero
3Tana Bo BpeMsa cosgaHmna nonntukn LocalPolicy. OHa ncnonb3dyetcs, 4tobbl BBOAUTL
orpaHuyeHuns i napHoix cpepq recoveryOS.

BesonacHag mynbTusarpyska (smbo0)

.

.

.

Tun: normyeckoe 3aHavyeHue
NameHsiembie cpegbl: 1TR, recoveryOS

OnucaHue: ecnn CBOMCTBO smb@ 3a4aHO U IBNAETCA UCTUHHbBIM, HU3KOYPOBHEBbDIN
3arpysymnk paspeluaeT rnobanbHyto Nognuch cCreayolLero atana MmaHmoecTta Imaged
BMecTo TpeboBaHMs NepcoHanbHOM nognucu. NMonb3oBaTenn MoryT U3MeHUTb 3TO Norse
C NoMmolLbio YTuanTbl 6e3onacHoi 3arpysku nuam ¢ nomolubio bputil gna nepexopna

Ha CHUXXEeHHbIN YpoBeHb 6€30MacHOCTU.
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Be3onacHaga mynbTusarpyska (smb1)

Tun: nornyeckoe 3HavYeHune
NameHsiembie cpeabi: 1TR

OnucaHue: ecnn cBOMCTBO smbl 3a4aHO 1 SBNSETCA UCTUHHbBIM, 3arpy34ynk iBoot
paspellaet noanucb Secure Enclave ona o6bekToB 3arpy3kun, TaknMx Kak HacTpanBaemas
Konnekumsa a4pa, C UCrnosib30BaHUEM TOro Xe kfto4ya, 4To n gna LocalPolicy. Hannuune
cBolicTBa smbh@ aBngetca o6g93aTenbHbIM 419 HANNYKMAa cBolicTBa smbl. Monb3oBaTenu
MOTYT U3BMEHUTb 3TO MOJIe C MOMOLLbIO UHCTPYMEHTOB KOMaHAHOM CTPOKM, TakKnX Kak
csrutil wnm bputil, ang BbiGopa pexnuMa HU3KOro YPOBHA 6e30MacHOCTU.

Be3onacHaga mynbTusarpyska (smb2)

Tun: nornyeckoe 3HayYeHue
NameHsiembie cpenbi: 1TR

OnucaHue: ecnn CBOMCTBO smb2 3aaHO U SIBNFIETCS UCTUHHBIM, 3arpy3ymk iBoot
paspelwaeT noanucb Secure Enclave ong BcnomMoraTtenbHoM Konnekumn aapa c
MCMoNb30BaHMEM TOT0 Xe Kfto4a, 4Tto 1 ana LocalPolicy. Hanuune ceorictBa smbo
aBngeTcs obs3aTenbHbIM 4119 HaNn4us ceoiicTBa smb2. MNonb3oBaTenu MoryT
M3MEHUTb 3TO MoJsie ¢ NoOMOLLbio YTUAUTbI 6e30MacHOl 3arpysku UM ¢ MOMOLLbIO
bputil gns BbiGOpa pexunmMa CHUXEHHOW 6e30MaCHOCTU U BKTIOYEHNS CTOPOHHUX
paclwmnpeHui sgpa.

Bbe3onacHaga mynbTusarpyska (smb3)

Tun: norn4yeckoe 3HayYeHue
NameHsiembie cpeabi: 1TR

OnucaHue: ecnn cBOMCTBO smb3 3aaHO U SIBNSIETCS UCTUHHbBIM, NOMb30BaTeNb
YCTPONCTBa fan paspelleHne Ha KOHTPO/b onepaumMoHHON CUCTEMbI Yepes

cUCTeMy yrnpasBrieHMs MOBUNbHbIMUK ycTpolicTBaMu (MDM). Hanuune atoro nong
npeanucbiBaeT NpUIoXeHUto npoueccopa Secure Enclave, ynpaenaiowemy noanTukon
LocalPolicy, npuHaTbh npoBepky nogaMHHocTn MDM BMecTo TpeboBaHUs ToKanbHOM
ayTeHTudUKauum nonb3osatensd. Nonb3oBaten MoryT U3SMeHUTb 3TO NOJie C MOMOLLbIO
YTUnuTbl 6e3onacHoi 3arpysku unm ytunutol bputil ang BknoyeHns ynpaeneHuns
CTOPOHHUMMW paclIMPeHNs MK sapa u 06HOBEHMAMUM NporpaMMHoro obecrneveHus. (B
macOS 11.2 n HoBee MDM Takxe no3BongeT MHUUUMpoBaTb 06HOBNEHWE 40 HOBeMeln
Bepcumn macOS, ecnum MCNonb3yeTcs BbICWWIA YypOBEHb 6€30MacHOCTU.)

BesonacHag mynbTusarpyska (smb4)

.

.

.

Tun: norm4yeckoe 3HayYeHue
NameHsiembie cpegbi: macOS

OnucaHune: ecnn UMeeTcs UCTUHHOE 3HayeHne smb4, yCTPONCTBO pa3pellaeTt 4OCTynN
K cCBOEI onepaunoHHon cucteme Yyepes MDM ¢ nomoubto Apple School Manager
nnu Apple Business Manager. Hannuune atoro nong npegnucbiBaeT NoanTmUKe
LocalPolicy, ynpaBnsitowen nporpammoin Secure Enclave, npuHaTb NpoBepKy
noasMHHoctn MDM BMecTO TpeboBaHUsA NOKanbHOM ayTeHTUPUKALMKN NONb30BaTeNS.
370 nosne nameHsdeTcsa ¢ nomoulbto MDM, ecnu B Nto60on U3 Tpex cnyxX6 obHapy>XeH
CepUIiHbIA HOMEp YCTPOMCTBA.
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3awumTa LLeNnoCcTHOCTU cucTeMbl (sip0)

«  Tun: 64-6uTHOE Lenoe ymucno 6es 3Haka
«  W3meHsaembie cpeabl: 1TTR

«  OnucaHune: sip0 comepXnUT GUTbI CYLLECTBYIOLW,EN NONUTUKMN 3aLLNTbI LLeTIOCTHOCTH
cucteMbl (SIP), KoTopblie paHee XPaHUIUCh B 9HEProHe3aBUCUMON NamMaTu. B Hero
[06aBnaoTCS 6UTbl HOBOM NONNTUKKN SIP (BMECTO MCMOSIb30BaHUS MOMEeN NONNTUKMU
LocalPolicy, kak ykasaHo HUXe), eCIn OHU UCMNOMb3YoTCS ToNbko B macOS,

a He HM3KOYPOBHEBbIM 3arpy34ymMkom. Monb3oBaTenn MOryT M3MeHUTb 3TO NoJie C
NMOMOLLbIO YTUANTBI cSTutil ns 1TR, 4TO6bl OTKAOYMTL SIP 1 BbIGPaTb PEXUM HU3KOTO
YPOBHS 6€30MacHOCTW.

3awumTa LLeNoCTHOCTU cUcTeMbl (sip1)

«  Tun: nornyeckoe 3HavyeHue

«  W3meHsaembie cpeabl: 1TTR

- OnucaHue: ecnn uMeeTca UCTUHHOE 3HaYyeHne sipl, 3arpysunk iBoot paspetwaet cbon
npv NPoBepPKe KOPHEBOro Xela NognMcaHHOro cucteMHoro ToMma (SSV). NMonb3oBaTtenu

MOTYT U3SMEHUTb 3TO NoJse ¢ nomollbto csrutil nnm bputil ns 1TR.

3awumTa LeNnocTHOCTH cuctTembl (sip2)

- Twun: nornyeckoe 3HavyeHune
+  UameHsembie cpeanbi: 1TR

+  OnucaHue: ecnn MeeTCa UCTUHHOE 3HaYeHune sip2, 3arpy3umnk iBoot He 6nokupyet
annapaTHbI PerucTp HacTpanBaemMoli TeKCTOBOV ob1acTu Tosibko A8 YyTeHns (CTRR),
a annapaTHbIN perucTp noMeyaeT NaMaTb a4pa Kak HeAOCTYMHYO ANS 3anucu.
Monb3oBaTenn MOryT MU3MeHWUTb 3TO Nnose ¢ nomoulbio csrutil wnm bputil ns 1TR.

3awumTa LeNIoCTHOCTU cucTeMbl (sip3)

« Twun: nornyeckoe 3HavyeHune
«  WsmeHsaembie cpeabl: TTR

- OnucaHue: eCnn MeeTcs UCTUHHOE 3HaYeHne sip3, 3arpysunk iBoot
He NPUMEHSIeT CBON BCTPOEHHbIN CMNMCOK paspelleHnin ona nepeMeHHon boot-args
B 3HEpProHe3aBMCUMOM NaMATH, YTO B NPOTUBHOM ciyyae npueeno bl K dunbTpaumm
napameTpoB, nepenaHHbix a0py. [Nonb3oBaTen MOryT USMEHUTb 3TO MoJie C MOMOLLLbIO
csrutil wnm bputil ns 1TR.

Ceptudukartbl u RemotePolicy

Kak onuncaHo B pasgene CosgaHuve kio4va nognucanms nonutnkn LocalPolicy
1 ynpasneHne nm, MmaHundect Imaged nonutukum LocalPolicy Image4 Takxe cooep>Xxut
ceptudunkaT ygoctoBepeHus snagensua (OIC) n BcTpoeHHyo nonntuky RemotePolicy.
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KomnbloTepbl Mac ¢ npoueccopom Intel

Mpouecc 3arpy3ku KomnbtoTepa Mac ¢ npoueccopom Intel

KomnbloTepbl Mac ¢ npoueccopom Intel n unnom 6esonacHocTu Apple T2

Mpwn BKNOYEHMN KOMMbloTepa Mac ¢ npoueccopom Intel n umnom 6esonacHocTu Apple T2
4Yunn BbINONHSET 6e30nacHyto 3arpy3Ky M3 cBoero 3arpysodHoro M3Y Tak Xxe, Kak Ha
iPhone, iPad 1 koMmnbioTepe Mac ¢ ynnom Apple. 3ToT aTan, Ha KOTOPOM MpoBepseTcs
3arpysuuk iBoot, npeacrtaensget coboil nepBoe 3BEHO LLeNoYku goeepus. iBoot nposepser
A0P0 M KOA paclnpeHns aapa Ha yune T2, KOTOPbIA 3aTeM NpoBepseT npowneky Intel
UEFI. Mpowwneka UEFI n cBga3aHHag Nnoanucb M3HavaabHO AOCTYMHbI TONbKO yuny T2.

3arpysovHoe M3Y npoeepsieT nognuch iBoot

!

iBoot NnposepsaeT NoANMCh Kalla aapa npoueccopa T2

l

Kaw anpa npoueccopa T2 nposepseT noanuch npowmsku UEFI

l

Mpowwmska UEFI

PaclivMpeHHblit nocnegoBaTebHbIn Yun T2
nepudepuinHbii MHTEpdeiic (eSPI) mn

Mpoueccop Intel

Mpowwueka UEFI npoBepsieT nognucok boot.efi

boot.efi npoBepseT HeM3MeHAEMYO
nognuck ggpa macOS

!

macOS

Mocne npoBepku o6pa3 npowmnekn UEFI nepeHocutcs B pasgen namatu ymna T2. JocTyn
K NMaMsaTn npepocTaBnsgeTcs npoueccopy Intel Yyepes paclumMpeHHbIn nocnenoBaTesNbHbIN
nepudepuninHbin nHtepdenc (eSPI). Mpu nepsBoit 3arpyske npoueccopa Intel oH nssnekaer
npowmnsBky UEFI yepes eSPI U3 npoBepeHHO’ Ha L,e/TOCTHOCTb KOMUK NMPOLIUBKY,
pacnosioXeHHon B naMaTu ymna T2.

besonacHocTb nnatdopmbl Apple
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OueHKa Lenoyku gosepua npoaoskaerca B npoueccope Intel: npowmneka UEFI oueHnBaeT
noanuch danna boot.efi, koTopbin aBngetca 3arpysumkom macOS. MNoanucu 6es3onacHom
3arpy3ku macOS B npoueccope Intel xpaHaTcsa B ToM xe dopmMaTe Imaged, KOTOpbIN
ncnonbsyetcs ansg 6esonacHon 3arpysku iOS, iPadOS n ynna T2, a ans aHanusa dannos
Image4 ncnonb3yeTcsa TOT Xe 3allNLLEHHbI Ko, KOTOPbIM NCMONb3yeTcs B TeKYLLen
peanusauumn 6esonacHon 3arpyskn iOS n iPadOS. Boot.efi B cBoto o4yepenb nposepsaeT
Nnoanucb HOBOro ¢aina, HasbiBaeMOro HeMsMeHseMbiM aapoM. Ecnn BkoYeHa
6e3onacHas 3arpyska, dain HemaMeHsaeMoro aapa npeacrasngaeT cob6oii NoHbIA Habop
pacwupeHuit aapa Apple, Heobxoanmbix Ana 3arpyskn macOS. [eincTBue NoNUTUKK
6e30MacHOM 3arpy3ku 3aBepLllaeTcs Npu nepexone K HEM3MeHseMoOMy APy, Nocne 4Yero
B AelcTBMe BCTynatoT NONUTUKM 6e3onacHocTn macOS (Takue Kak 3almuTa LUefoCTHOCTH
CUCTEMbI M NOJMNUCaHHbIe paclMpeHusa aapa).

Ecnu Bo BpeMsi aTOro npouecca NnponcxoasTt kakme-nnbo ownbku nnm cboun, Mac
nepexoauT B PEXUM BOCCTAHOBJIEHUS, PEXUM BOCCTaHOBIEHUS Yuna 6e3onacHoCTuH
Apple T2 unu pexunm o6HoBNEHMS Npownekn ycTponcTtea (DFU) ynna 6esonacHocTu
Apple T2.

Microsoft Windows Ha komnbloTepe Mac ¢ npoueccopom Intel 6e3 umna T2

Mo ymMonyaHuio komMnbtoTep Mac ¢ npoueccopom Intel, koTopbin NnoaaepxuBaeT
6e30mnacHyto 3arpysky, 0oBepseT TO/IbKO KOHTEHTY, noanMcaHHomy Apple. OgHako gng
noBsbileHna 6e3onacHOCTM ycTaHOBOK Boot Camp komMnaHus Apple Takxe nogaepxuBaet
6es3onacHyto 3arpy3ky ana Windows. MpowmnBka YHUPULMNPOBAHHOIO pacLUNpPaIeMoro
nHTepdenca (UEFi) BkntovaeT konuto ceptudukaTta Microsoft Windows Production CA 2011,
MCMofb3yeMoro ansa ayTeHTudumkaunm sarpysumkos Microsoft.

lMpumeyarue. B HacTosiwee BpeMsi Microsoft Corporation UEFI CA 2011 He cunTaeTcsd
LOBEPEHHbIM 1 He MO3BONSET NOATBEPXAATb KOA, NOAMNUCAHHbIA NapTHepaMn Microsoft.
37071 cepTudukat UEFI CA o6bI4HO ncnonb3lyeTcsa A5 NPoBepKy NOANHHOCTU
3arpy3ynKoB A/ia Apyrux onepaumoHHbIX CUCTEM, TakKMX Kak pasfinyHble Bepcun Linux.

Mopnepyxka 6esonacHol 3arpy3km Windows He BKJIlOYEHa MO YMOJIYaHUIO; OHa BKJIloYaeTcs
c nomMolbto AccucteHTta Boot Camp (BCA). Korga nonb3oBaTtenb 3anyckaeT BCA,
npoucxoguT nepeHacTtpolika macOS Ha goBepue Koay, NoANMCaHHOMY HEMNOCPeACTBEHHO
Microsoft, Bo BpeMsi 3arpy3ku. 3atem Bo BpeMsi 6e3onacHoi 3arpysku gnas macOS
BbIMOIHAETCSA OL,eHKa JoBepus K Koy, NoAnMcaHHOMY NepBon CTopoHon. Ecnu

B pe3ysibTaTe OLLeHKW MoflyvYeH oTpuuaTeNbHbii oTBeT, Nnpowmneka UEFI nbiTaeTca oueHnUTb
noBepue K 06bekTy B COOTBETCTBMN ¢ dopMaToM 6esonacHom 3arpy3ku UEFI. Ecnu oueHka
O0Bepus nponaeHa ycnelwHo, Mac npogonxaeTt npoueanypy u sarpyxaet Windows. Ecnu
HeT, Mac nepexoauT B cpeny recoveryOS 1 coobuaeT Nosib3oBaTesNio O TOM, YTO OLEHKa
[OBepust He npolgeHa.

KomnbloTepbl Mac ¢ npoueccopom Intel 6e3 umna T2

KomnbioTep Mac ¢ npoueccopom Intel 6e3 ynna T2 He nogaepxmBaeT 6e30nacHyo
3arpysky. CnepgoBaTenibHO, NPOLIMBKA YHUPULMPOBAHHOIO pacwnpsemMoro nHtepdeica
(UEFi) 6e3 npoBepku ckaumpaeT 3arpy3unk macOS (boot.efi) ns pannosoin cuctemsl,

a 3aTeM 3arpysunk 6e3 npoBepkun ckauymeaet aapo (prelinkedkernel) ns daiinosoi
cucTeMbl. YTo6bI 3aWMTUTH LLENIOCTHOCTb NOCNeA0BaTeIbHOCTU 3arpy3Kku, Nosb3oBaTenm
OOJKHbI BK/IOYMTb BCE MEepPeYnCieHHble HMXEe MexaHM3Mbl 6€30MacHOCTHU.
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- 3awmta yenoctHocTu cuctemsl (SIP). 9Ta GyHKLMS BKIOYEHA MO YMOIYaHUIO U
3alMLLaeT 3arpy3ymK 1 94p0 OT BPeAOHOCHbIX onepaLuii 3annucu U3HyTPU 3anyLLeHHoN
macOS.

«  FileVault. 3Ty GyHKLUIO MOXET BKIOYNTL MMH60 nonb3oBaTesnb, NMbo agMUHUCTPaTOP
CUCTeMbl ynpaBneHns MobunbHbiMK ycTpoincteamu (MDM). 3To He no3BonuUT
3/10YMbILWIEHHUKY, Y KOTOPOro ecTb pU3MYECKUA [OCTYN K KOMMbIOTEPY, MCNOMNb30BaTb
PEXWUM BHELUHEro AMcka ANs 3aMeHbl 3arpysyuka.

- [laponb npowmnBkn. ATy GYHKLNIO MOXET BKIOYNTb NM6O nonb3oBaTenb, NMbo
agMuHucTpaTtop MDM. 370 TakXe He NMO3BOMIUT 3/I0YMbILLSIEHHUKY, Y KOTOPOro ecTb
dn3nYecKunit 4OoCTyN K KOMMNbOTEPY, 3aMyCTUTb APYrue pexumbl 3arpysku, Takme Kak
recoveryOS, o4HOMNONb30BaTENbCKUN PEXUM UNTN PEXUM BHELLIHErO AUCKA, N3 KOTOPbIX
MOXHO 3aMEHUTb 3arpy3ymk. 9To Mepa Tak)e NoMoraeT npenynpenuTb 3arpy3ky
C Apyroro Hocuteng, yTObbI 3/1OYMbIWNEeHHUK He MOTI 3alnyCTUTb KOO ANng 3aMeHbl

3arpysuuka.
Maposnb Knto4 Kntoy

nonbaopatens — WWOPOBaHWS —— WUPPOBAHUA ———P- [aHHble ToMa
Kiro4a TOMa

PeXxnmbl 3arpyskm komnbtlotepoB Mac ¢ npoueccopom Intel u unnom
6e3onacHocTu Apple T2

Bo Bpems 3arpysku koMmnbtoTepa Mac ¢ npoueccopom Intel n ynnom 6esonacHocTr

Apple T2 KOMMbOTEP MOXHO NEPEBECTM B OAMH M3 PEXMMOB 3arpy3Kku, HaXxaB coyeTaHue
KNaBuLl, pacnosHaBaemMoe npowunekoin UEFI nnmn sarpysynkomM. HekoTtopbie pexnmol
3arpys3ku, HanpuMep o4HOMOMb30BaTENbCKUIN PeXuM, He paboTaloT, noka B YTunute
6e30MacHoOl 3arpy3kn He 3MeHeHa NosinTMKa 6e30MacHOCTU, TO eCTb NMoKa He YCTaHOBJEH
napameTp «OyHKUMM 6€30MNaCHOCTU OTKITHOYEHbI».

Pexum CoyeTaHue KnaBuw OonucaHue

3arpyska macOS Het Mpowwueka UEFI nepenaeT ynpaBneHue 3arpy3ymky
macOS (npunoxeHuto UEFI), koTopoe nepepaeTt
ynpasneHue aapy macOS. Ecnu BbinonHseTcs
CTaHpapTHas 3arpy3ka koMnbloTepa Mac ¢ BKJIIOYEHHOW
dyHKkumel FileVault, sarpysunk macOS oTo6paxaet
MHTepdelnc Bxoaa B CUCTEMY, TAe HY>XHO BBECTHU
naponb, 4Tobbl paclwmdpoBaTb XpaHUIMULLE.

MeHepxep 3arpysku Option (~) Mpowwueka UEFI sanyckaeT BCTPOEHHOE NPUIOXEHNE
UEFI, koTopoe oTo6paxaeT nHtepdeic eoibopa
3arpy3o4yHoro ycTpoincTaa.

Pexwum BHewHero gucka T Mpowwuska UEFI 3anyckaeT BCTPOEHHOE NpUioxXeHue

(TDM) UEFI, koTopoe npenocTaBnset 4OCTYN K BHYTPEHHEMY
YCTPOWCTBY XpaHeHUs B pexume HepopMaTUpPOBAHHOTO
6/104HOr0 YyCTPONCTBA XpaHeHus yepes FireWire,
Thunderbolt, USB unu nioboe nx coyetaHune (B
3aBMCMMOCTU OT Mofenn Mac).
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Pexum

CoyeTaHue KnaBuw

OpHononb3oBaTenbckuin Command (%)-S

pexum

recoveryOS

recoveryOS us
UHTEpHeTa

OwvarHocTuka

[OnarHocTtuka yepes
WHTepHeT

3arpyska Windows

Command (%)-R

Option (~)-Command (s)-R

Option (~)-D

Het

OonucaHue

dnpo macOS nepepaet ¢onar —s B BekTOope
aprymeHToB launchd, 3atem launchd cospaet
ofHOMoONb30BaTENbCKYIO 060/104KY B tty npunoxenus
«KoHcOonb».

MpumeyaHue. Ecnu nonb3oBaTenb BbIXOAUT
1n3 o6onoykun, macOS npoponxaeTt 3arpysky u
oTobpaxaeT 0OKHO Bxofa.

Mpowwueka UEFI sarpyxxaeT MUHUManbHY0 BEPCUIO
macOS n3 ¢daiina nognucaHHoro obpasa gmcka (.dmg)
Ha BHYTPEHHEM YCTPONCTBE XpPaHeHMus.

MoanucaHHbIli 06pa3 ancka 3arpyxaetcs U3 MHTepHeTa
no npotokony HTTP.

Mpowwueka UEFI 3arpy>xxaeT MUHUManNbHyto
aunarHoctuyeckyto cpeny UEFI ns daina noanmcaHHoro
obpa3sa gucka Ha BHYTPEHHEM YCTPOMUCTBE XPaHEeHUS.

MognucaHHbIA 06pa3 ancka 3arpyxaeTcs U3 UHTepHeTa
no npotokony HTTP.

Ecnu onepaunoHHas cuctema Windows 6bina
ycTaHoBneHa ¢ nomouwbio Boot Camp, npowwnska UEFI
nepepaert ynpasneHue 3arpysunky Windows, KkoTopbii
nepepaet ynpasnenue aapy Windows.
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YTunuta 6e3onacHoi 3arpysku Ha Komnbotepe Mac ¢ YMnom
6e3onacHocTu Apple T2

0630p

Ha Mac ¢ npoueccopoM Intel n yunom 6esonacHocTn Apple T2 YTunuta 6e3onacHom
3arpyskuy ynpaBnseT pagoM napamMeTpoB MNONMTUKKM 6e3onacHocT. [Ing gocTyna K yTunuTe
HeoOX04MMO BbINMOMHUTbL 3arpy3ky B pexunme recoveryOS u BbibpaTtb YTunnty 6esonacHom
3arpyskun B MeH0 «YTunmTbl». YTUnmMTa 3awmiuiaeT nogoep>XXmnBaemble napamMeTpbl
6e30MacHOCTU, YCNOXHSAS MaHUNYASLUM C HAMW CO CTOPOHbI 3/10YMbILUNEHHMKA.

YTunurta 6e3onacHoi 3arpy3ku

3awmTa NPOWMBKK NaponeM BbiKJlOYeHa.

BK/ouuTe Naposib NPOIIMBKMA, YTO6EI NPEAOTBPaTUTE 3aMyCK 3TOF0
n KOMMbIOTEPA C APYroro XecTkoro aucka, CD unu DVD 6e3 napons.

BKAIOYMTL Naponb NPOWUBKMW...

BesonacHas 3arpyska

® Bbiclumi ypoBeHb 6e3onacHoCTU
PaspelueH 3anyck TonbKo Tekyuieit OC Wiu nognucaHHoOro NporpaMMHoOro
o6ecneyeHus OC, npuaHaHHOro Apple HafexHbIM. Bo Bpems ycTaHoBKM MO
TpebyeTcs NoAknioueHne K UHTEpHETY.

CpepnHuii ypoBeHb 6e30nacHOCTH
PaspelleH 3anyck Nio6oii Bepcum NOANUCaHHOro NporpaMmHoro obecnedeHuns OC,
paHee NpuU3HaHHOro Apple HaaeXHbIM.

DyHKUMU 6830MaCHOCTI OTKIOYEHDI
Tpe6oBaHUs K 3arpyXaemoii onepaLuoHHO CUCTEME OTCYTCTBYIOT.

pa3pelllEHthﬁ HOCMUTE Ib ANA 3arpy3ku

® 3anpetuTtb 3arpy3Ky C BHELWHUX UM CbEMHBIX HOCUTENEN
He ponyckaeTcs 3arpyska C nio6bix yCTPOWCTB, He 3alliiueHHbIX T2, To ecTb ¢ USB- 1
Thunderbolt-HakonuTteneit unm PCle- n SATA-HakonuTenei C BHyTPEHHUM NOAKIIOYEHUEM.

Pa3pelunTb 3arpy3ky ¢ BHELIHWUX UK CbeMHbIX HOCUTENE
ﬂOI'IyCKEETCH 3arpyska Cc BHewWHWx HocuTenein.

[ng BHECEHUS KPUTUYECKUN BaXKHbIX NBMEHEHUI B MONNTUKY 6e3onacHocTu TpebyeTcs
ayTeHTI/Id)I/IKaLI,VIﬂ — [JaXe B peXXnMe BOCCTaHOBJIeHU4. I'Ile nepBoM OTKPbITUN YTunutbl
©e30MnacHoOM 3arpy3ky oHa 3anpalinMBaeT y Noib3oBaTeNs Naposb agMUHUCTpaTopa

019 OCHOBHOM ycTaHOBKM macOS, KoTopas cBA3aHa C TekyLLel 3arpyxxeHHol Bepcuen
recoveryOS. Ecnn agMUHUCTpaTopa He cylLecTByeT, CHavyana HeobxogMMo ero co3gaTb,

M TONIbKO 3aTeM MOXHO ByaeT M3MeHUTb MNONUTUKY. 19 NBMEHeHUa NONUTUKN ynny T2
TpebyeTcs, 4To6bl Ha KOMMNbloTepe Mac bbina 3arpyxeHa cpepna recoveryOS v 4To6bl 6bia
npongeHa ayTeHTUdUKALMA C UCMONb30OBAHMEM YUYETHbIX JaHHbIX, KOTOPbIE 3allMLLEHbI
Secure Enclave. ns nasmeHeHus nonntnkn 6e3onacHocT Heo6xoanmo cobnogeHne aByx
HesaBHbIX TpeboBaHUiA. recoveryOS:

- [omxHa 6bITb 3arpy>xeHa ¢ YyCTPOMUCTBA XPaHEeHUs, HanNpPsAMYo MOAK/IIOYEHHOro K Yuny
T2, NOCKONbKY pasfenbl Ha 4PYrux YyCTPONCTBaX He UMEIOT YYETHbIX AaHHbIX, KOTopble
3almueHbl Secure Enclave v npusa3aHbl K BHYTPEHHEMY YCTPONCTBY XpaHeHus.

- [ofkHa HaxoguTbca Ha ToMe APFS, nockonbky nogaep>XXmMBaeTca XpaHeHue TObKOo
yYeTHbIX OaHHbIX ayTeHTUdUKaLNM B peXXMMe BOCCTAaHOBJIEHNS, OTNPaB/eHHbIX B
Secure Enclave Ha npepsarpysoyHom Tome APFS Ha gucke. Toma B ¢opmaTte HFS+ He
MOTyT UCMONb30BaTb 6e30MacHYy 3arpysKy.
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3Ta nonnTuka otobparkaeTcs ToNbKo B YTUIMTe 6e30MacHOl 3arpy3km Ha KoMMbloTepax
Mac ¢ npoueccopom Intel n yunom T2. B 60bWIMHCTBE Cly4aeB UBMEHSATb MONUTUKY
6e30nacHol 3arpy3ku He TpebyeTcsa, 0QHAaKo OKOH4YaTeNlbHOE pelleHne Mo HacTpolike
CBOMX YCTPOMNCTB OCTaeTcs 3a nosib3oBaTtensiMm. OHM MOTYT BbIKNIOUYNTb GYHKLMIO
6e3o0mnacHoOm 3arpyskn Ha ceoeM Mac B 3aBUCUMOCTU OT CBOUX MOTPEOHOCTEN UMK CHATb
YacCTb OrpaHUYeHUn, 4eNCTBYIOLWNX B OTHOLWEHUN AaHHOM GYHKLMUN.

N3MeHeHNs NonnTUKN 6e3onacHol 3arpysku, BHECEHHbIE B 3TOM MPUOXKEHUMU,
NPUMEHSAITCS TOMbKO K OLLeHKe LLeNnoyku goBepus, nposepsemoit npoueccopoM Intel.
MapameTp 6e3onacHoM 3arpy3ku Yymna T2 OTKIOUYNTb HEBO3MOXHO.

Ona nonntukn 6esonacHoOM 3arpy3ki MOXHO YCTaHOBUTb OAWH U3 TPEX BapMaHTOB:
«Bbicwunit ypoBeHb 6e3onacHocTu», «CpenHuin ypoBeHb 6e3onacHOCTU» U « DYHKLUMN
6e30MacHOCTM OTK/0YEeHbI». Ecnn Bbi6paH BapnaHT «PyHKUNKM 6e30nacHOCTH
OTKJ/l04Y€EHbI», Npoueccop Intel He BbINOHAET oLEeHKY 6e30MacHOl 3arpy3Kku, u
nofib3oBaTelb MOXET 3arpy>XaTb BCe, YTO OH XO4eT.

MonuTtuka 3arpysKkun «Bbiclinit ypoBeHb 6€30MacHOCTU»

Bbicwnii ypoBeHb 6€30MacHOCTM — 3TO NOSIMTUKA 3arpyskn No yMoN4aHuto, kotopas

BO MHOIOM MOX0Xa Ha MexaHu3M paboTbl i0OS 1 iPadOS nnu Ha BbiCWIUIA YPOBEHb
6e30nmacHOCTM Ha KoMnbloTepe Mac ¢ unnom Apple. Mpu 3arpyske 1 NOAroToBKe K
yCTaHOBKe Takoro nporpamMmMHoro obecrnevyeHmns oHO «MNepcoHanmM3npyeTcsa» ¢ NOMOLLbIO
nognucu, Yen sanpoc Ha NoanMcaHne CoaepXXUT YyHMBepPCanbHbIN naeHTUOUKATOP Ynmna
(ECID), TO ecTb ngeHTMdUKaTop Ynna T2 B 4aHHOM cny4ae. B aToM cnyyae nognuce,
BO3BpalllaeMas CepBepoM noanucanus, aBnseTcs yHMKarbHON U MOXET UCMONb30BaTbhCH
TONIbKO 3TMM KOHKPETHbIM Ynnom T2. MNMpowmneka YHUOULMPOBAHHOIO paclIMpsIemMoro
nHTepdelica (UEFi) npoBepsieT, 4TO Npu UCMNOIb30BaHMM BbICLIErO YPOBHS 6e30MacHOCTH
nognucb He NPOCTO NpeaocTaBneHa Apple, a NnpegHa3Ha4YyeHa AN 3Toro KoHKpeTHoro Mac,
TO eCTb 4YTO 3Ta Bepcusa macOS npussizaHa K aToMy Mac. 9To nomMmoraeTt npeagynpegnTb
aTaky MeToAoM OTKaTa, Kak ON1McaHo B pasaesnie, NOCBALWEHHOM BbICLLIEMY YPOBHIO
6e30nacHOCTN Ha kKoMnbtloTepe Mac ¢ ynnom Apple.

MonuTtuka 3arpy3kn «CpegHui ypoBeHb 6e30nacHOCTU»

Monutuka sarpy3kn «CpeaHuii ypoeeHb 6€30MacHOCTU» B HEKOTOPOM CTEMEHM MOX0Xa
Ha TpaguuMoHHyto 6esonacHyto 3arpy3ky UEFI, korga noctaBuiuk (B faHHOM cny4yae
Apple) reHepupyeT undpoByto Nnognuch Ans koga, 4Tobbl NOATBEPAUTb, YTO OH MOJyYeH
OT NoCTaBLMKa. TO He NO3BOJAET 3/10YMbILNEHHUKAM BCTaBUTb HEMOAMUCAHHbIN KOA.
Mbl HasblBaeM 3Ty MOANUCH «rNo6anbHON», MOCKOMbKY €€ MOXHO UCMO/b30BaTh Ha
ntobom koMnbloTepe Mac B TeueHue noboro nepuoga BpeMeHW, eCin B HacTosLwee
BpeMs Ha KOMMbloTepe ycTaHOBeHa nonutuka «CpegHnii yposeHb 6esonacHocTu». i0S,
iPadOS 1 cam unn T2 He nopaepxmnBatoT rnobanbHble NoAnUCK. MpK Takon HacTpPoliKe He
npepnpuHUMaeTcs HUKaKMUX OeNCcTBUI AN NnpefoTBpaleHns atak MeTo4oM oTkaTa.

Monutuka 3arpys3Kku c HocuTens

MonnTrka 3arpy3ku ¢ HOCUTENd CYLLEeCTBYET TONIbKO Ha KoMnbioTepe Mac ¢ npoueccopom
Intel n yunom T2 1 He 3aBUCUT OT NONUTUKKN Be3onacHoN 3arpy3ku. axe ecnu
nonb3oBaTesib OTK/toYaeT 6e30MNacHyo 3arpysky, 3To He BINSET Ha 3afaHHbIN Mo
yMon4aHuio 3anpeTt Mac 3arpy3ku ¢ nto60oro ycTpolcTBa, KpoMe YCTPOMCTBa XpaHeHUs,
Hanpamyto nogkntovyeHHoro K ynuny T2. (MonuTuka 3arpysku ¢ HocuTensa He TpebyeTcs

Ha Mac ¢ ynnom Apple.) CM. pasgen YnpasneHue noMTUKON 6e30nacHOCTN 3arpys3o4yHoro
ouncka.

61



besonacHocTb nnatdopmbl Apple

3awuMTa napona NpPoLNBKKN Ha KoMMbloTepe Mac ¢ npoueccopoM Intel

macOS Ha komMnbloTepax Mac ¢ npoueccopom Intel n yunom 6e3onacHocTn Apple T2
noaaepXuBaeT UCMOb30BaHME Naposs NPOLWMBKM, YTO MOMOraeT NPeaoTBPaTUTb
HenpegHaMepeHHOe N3MEHEHME HAaCTPOEK MPOLLUMBKYM Ha onpeaesieHHbIX

KoMnbloTepax Mac. Maponb npolmBky 6bi1 co34aH AN Toro, YTobbl NPenaTcTBOBaTb
BbIOOPY APYrMX PEXUMOB 3arpy3ku, Taknx Kak 3arpyska B pexumme recoveryOS

WY OQHOMOIb30BATENIbCKOM pPeXnMe, 3arpyska u3 HepaspelleHHOro ToMa unm 3arpyaka
B peXnMe BHEeLIHero gucka.

lMpumeyarHue. MNaponb NpoWMBKN He TpebyeTcs Ha KoMnbloTepe Mac ¢ ynnom Apple,
MOCKOMbKY KPUTUYECKUN BaXKHble PYHKLMOHAbHble BO3MOXHOCTU NPOLINBKM NepeMeLLeHbl
B recoveryOS, B KOTOPOM AN AOCTYMNa K KPUTUYECKM Ba>KHbIM PYHKLMAM TpebyeTcs
ayTeHTUdUKauna nonb3oBaTensa (ecnu skaodeHa ¢yHkumsa FileVault).

BasoBbI peXMM UCMOb30BAHUSA NapOos NPOLWMBKN AOCTYNEeH U3 YTUINTbI Napons
npowmnBkn B recoveryOS Ha KomnbloTepe Mac ¢ npoueccopoM Intel 6e3 yumna T2 n

13 YTunutbl 6e3onacHon 3arpyskm Ha koMnbtloTepe Mac ¢ npoueccopoM Intel 1 yunom T2.
PacwunpeHHble napaMeTpbl (HanpuMmep 3anpoc Naposig Npu Kaxnon 3arpyske) JOCTYMHbI
yepes UHCTPYMEHT KoMaHaHo cTpoku firmwarepasswd B macOS.

YcTaHOBKa Naposiga NpoLwWnBKN 0CO6EHHO BaXXHa OJ/19 CHUXKEHUS pUcka aTak

Ha KoMnbloTepbl Mac ¢ npoueccopoM Intel 6e3 yumna T2, coBeplaeMbix Npu

Hann4mMnm GpU3n4Yeckoro 4ocTyna K KoMmnbtoTepy. aposb NPOLWNBKN MOXET NoMellaTb
3M10YMbILNEHHUKY BbINOMHUTb 3arpysky cpenbl recoveryOS, 4ToObl MHBIM CNOCO6OM
BbIK/TIIOUYMUTb 3aLNTY LENOCTHOCTN cucTtembl (SIP). A 6narogapsa orpaHuUYeHunio

3arpysku ¢ Apyrux HocuTenemn 3NoyMbllNEHHUK He MOXET 3anyckaTb MCMONMHEHNEe
NPUBUIErMPOBaHHOIO Kofa 13 Apyroi onepaumMoHHON CUCTEMbI 419 aTakW Ha NPOLIMBKMY
nepudepunitHbix yCTPONCTB.

[ng noMolm nonb3oBaTeNnsiM, KOTopble 3abbli CBOW Naposb, NPeayCMOTPEH MEXAHN3M
cbpoca napong npowmneBkn. Mpu 3arpyske TpebyeTcsd Ha)XkaTb 0coboe covyeTaHne KnaBull,
nocne 4yero 6ygeT nokasaHa yHMKanbHas Aas OaHHOW MOAenu CTpoKa, KOTOPYH HY>XXHO
coobuwmntb B AppleCare. AppleCare nognucoiBaeT pecypc UndpoBOM NOAMNMUCHI0, KOTopas
npoBepseTcs C NOMOLLbIO YHMBEpPCANbHOro naeHTudmnkaTopa pecypca (URI). Ecnn nognuceh
noaTBepXaeHa U coaepXXnMMoe OTHOCUTCS K KOHKpeTHOMY Mac, npowwneka UEFI cHumaeTt
naposib NPOLWMBKU.

Ecnun nonb3oBaTtesnb He X04eT, YTOObI KTO-TO APYro MOr MPOrpaMMHbIMU CpeacTBamMum
yOanuTb ero naposib NpoLWMBKM, OH MOXET UCMOJIb30BaTb NapamMeTp —disable-reset-—
capability B MHCTpyMeHTe KoMaHaHOW cTpoku firmwarepasswd B macOS 10.15. MNepen,
YyCTaHOBKOW 3TOro napameTpa nosib3oBaTesb AOMXKEH NOATBEPANTD, YTO B Cllyyae, eciim

OH 3abyneT Nnaponb 1 NoTpebyeTca yaaneHne napons, Nonb3oBaTesnb OOIXKEH OyaeT
onnaTuUTb 3aMeHy MaTEPUHCKOM NnaTbl, KOTopas HeobxoanumMa AN AOCTUXKEHUS 3TON Lenu.
Ecnun opraHmsaumns xo4eT 3aWmMTUTb CBOM KOMMblOTEPbI Mac OT 3/10yMbILIIEHHUKOB U
COTPYOHMKOB, OHa [0/)KHa YCTaHOBUTb Naposb NPOLWMBKN B NMPUHaANeXalnx el cucteMax.
3TO MOXHO cenaTtb Ha YCTPONCTBE NobbIM U3 CrnefyoLmnx cnocobos:

«  BPYYHYIO BO BpEMS MOArOTOBKU, UCMOMb3YS UHCTPYMEHT KOMaHAHOW CTPOKU
firmwarepasswd;

. C NOMOLWbIO CTOPOHHUX MHCTPYMEHTOB YyrnpaB/ieHNd, KOTOPble NCMO/Ib3YIOT MHCTPYMEHT
KOMaHOHoM cTpokun firmwarepasswd;

+  C NMOMOLLbIO CUCTEMDI YNPaB/ieHUss MOOUbHbIMYK yCcTpolicTBaMu (MDM).
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Cpepbl recoveryOS u gnarHoCcTuUKU ang KoMmnbrotepa Mac c
npoueccopom Intel

recoveryOS

OnepaumoHHaa cucTteMa BoccTaHoBneHUsa recoveryOS NOMHOCTbIO OTAeNeHa oT
ocHoBHoM macOS, 1 Bce ee coaepXXnUMoe xpaHuTcs B gpaiinie obpasa AnMcka c UMeHeM
BaseSystem.dmg. Takxxe nmeeTcsi CBA3aHHbIN ¢ HUM danin BaseSystem.chunklist, koTopbliit
MCcnonbayetcs Ang NpoBepKn LenocTtHocTu BaseSystem.dmg. Cnnucok pparMeHTOB
.chunklist npencTaBnget cobolt ceputo xewen ang 10-merabanTHbIX GparMeHToOB
BaseSystem.dmg. Mpolwmreka yHUdULMPOBAHHOIO pacwmnpsemoro nHtepoeiica (UEFi)
oLeHMBaeT noanucb daina cnucka ¢parMeHToB, a 3aTeM NMNooYepeHO OLEHNBAET XeLlu
dparmeHTOB U3 danna BaseSystem.dmg. nomoraa y6eanTbcsa, YTO OHU COOTBETCTBYIOT
NoANMCcCaHHOMY COAEPXMMOMY crnucka dparMeHToB. ECnn oanH 13 xelwen He coBnagaer,
3arpyska us nokanbHol cpenbl recoveryOS npepbiBaetcs n npowmnska UEFI nbiTaeTcs
BbIMOJIHUTb 3arpysky 13 recoveryOS B MHTEpPHETE.

Ecnu npoBepka npongeHa ycnelwHo, npowmnska UEFI nogknioyaeT BaseSystem.dmg B
KayecTBe AMCKa onepaTUBHON NaMATK U 3anyckaeT cofepxalwmiica B Hem dann boot.
efi. Mpowwuneke UEFI He Hy>HO npoBepsTb boot.efi, a boot.efi He Hy>XXHO NpoBepsTbL
94pP0, MOCKOMbKY LLeNIOCTHOCTb BCEr0 COAEPXMUMOro onepaLmoHHON CUCTEMbI yxe bbina
NpoBepeHa, a 3TN 3/1eMEHTbl COCTaBASIOT TONbKO €e 4acTb.

OwvarHoctuka Apple

Mpouenypa 3arpy3kn NoKaabHOMW ANArHOCTUYECKONM Cpeabl B OCHOBHOM aHallornyHa
3anycky recoveryOS. MNpu aToM Ucnonb3yloTca oTaenbHble daiinbl AppleDiagnostics.dmg

n AppleDiagnostics.chunklist, ogHako nx npoBepka BbINOJIHAETCS Tak Xe, Kak U NpoBepKa
dannoB BaseSystem. BmecTo 3anycka boot.efi npowwneka UEFI sanyckaeT n3 obpasa gucka
(.dmg) pann c nmeHem diags.efi, KoTopbIi OTBEYaeT 3a BbI30B psAaa APYyrnx opanBepos
UEFI, koTopble MOryT yCTaHaBNMBaTb coeMHeHne ¢ 060pya0BaHNEM N NMPOBEPATbL €ro Ha
Hann4yme ownboK.

Cpepbl recoveryOS v cpefibl AMarHOCTUKU, 3arpy>kaemblie U3 UHTEPHeTa

Ecnn npu 3anycke nokanbHOM cpeabl BOCCTAaHOBNEHUSA AN AMArHOCTUKM Npoun3oluna
owmnbka, npowneka UEFI nbiTaeTca 3arpysmTb o6pasbl U3 nHTepHeTa. (Monb3oBaTenb
TakXe MOXEeT 3anpocuTb 3arpysky o6pa3oB U3 MHTepPHeTa, Ha)aB Npu 3arpyske ocoboe
coyeTaHue knasuul.) NMpoBepka LLeNoCTHOCTM 06pa3oB ANCKa U CMUCKOB GparMeHToB,
3arpy>XeHHbIX C cepBepa BOCCTAHOBNEHUNS ONepaLoOHHON CUCTEMDbI, BbINOHAETCS TakUM
e cnocoboM, Kak ang 06pa3oB, U3BMEYEHHbIX C YCTPONCTBA XpaHeHUs.

MocKonbKy Nogknto4YeHne K cepBepy BOCCTAHOBEHNS onepaLMoOHHON CUCTEMDI
BblNoONHAETCS No npotokosy HTTP, BCce NONHOCTbIO 3arpy>XeHHble JaHHble NPOBEPSOTCS Ha
LLe/IOCTHOCTb (Kak onvcaHo paHee). Takum 06pas3oM OHM 3alMLLATCAa OT MaHUNYNSALUWNA,
€CJ/ 3/T0YMbILLJTIEHHMK KOHTPONNPYeT ceTb. Ecnu oTaenbHbil dparMeHT He NpoxoauT
NpPOBEPKY LLeNIOCTHOCTU, CMCTEMA 3anpalinBaeT ero 11 pas y cepeepa BOCCTaHOBNEHUS
onepaunoHHOM CUCTEMbI, NMPexae YeM NpeKpaTUTb NMOMbITKMU U BblAaTb OWMOKY.
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Mocne Toro kak B 2011 roay Ha komnbtoTepbl Mac 6binm gobaBeHbl PpeXnMbl
BOCCTAHOBJIEHUS U OMArHOCTUKU, 3arpy>KaemMble U3 MHTepHeTa, 6bl10 NPUHATO peleHne
ncrnonb3oBaTb 605ee NPOCTON TpaHCNOPTHbINM NpoTokon HTTP 1 ucnonb3oBaTb And
ayTeHTUdMKaLNM COLEPXKMMOro MexXaHnM3M cnnucka GparMeHToB BMeCTO peanumsaunm

B npowmnske UEFI 6onee cnoxHoro TpaHcnopta HTTPS, 4To noBbllWaeT ya3BMMOCTb
MPOLWKNBKN.

be3onacHoOCTb nognMcaHHOro CUCTEMHOIro TomMa

B macOS 10.15 koMmnaHuga Apple npenctaBuia CUCTEMHbIN TOM TOMbKO ANs YyTeHusa. OH
M30/MPOBaH N NpefAHa3Ha4YeH UCKAKYNUTENbHO A1 CO4EPXKMMOro cnuctemol. B macOS 11

1 HoBee gobaBnieHbl HageXHble CpefacTBa KpuntTorpaduruyeckol 3aliuMTbl COOAEPXUMOTo
CUCTeMbl MOCPEeaCcTBOM MoANMMCaHHOro cucteMHoro toma (SSV). SSV conoepxut

MexaHu3M aapa, KOTOPbI NpoBepsieT LLeNoCTHOCTb COAEPXMMOro CUCTEMbI BO BpeMs
BbINMOJIHEHUSA U OTK/IOHAET NtoOble AaHHble (Kog 1 HeKOOoBble AaHHble) 6e3 AeCTBUTENbHOMN
Kpuntorpadudeckon nognucu Apple. HaunHasa ¢ iOS 15 n iPadOS 15 cucTeMHbIi TOM

Ha iPhone 1 iPad Takxe MMeeT cpeacTBa Kpuntorpadnyeckonr 3alnTbl NoANMCaHHOro
CUCTEMHOTr0 TOMa.

SSV He TO/NbKO NOMOTraeT NpeaoTBPaTUTb BMELIAaTeNbCTBO B Kakoe-n1Mbo nporpaMmHoe
obecneyeHune Apple, Bxoasiuee B COCTaB onepaLMoHHON CUCTEMbI, HO TakxXe aenaet
obHoBNeHMe NporpaMmmMmHoro obecrneyeHms macOS 6onee HageXHbIM 1 6esonacHbIM. U
nockosnbky SSV ncnonbayet CHUMKMK daliioBoit cuctemMol Apple, To ectb APFS (Apple
File System), cTapyto BepCcuio CUCTEMbI MOXHO BOCCTAaHOBUTb 6€3 nepeycTaHOBKMU, €C/n
06HOBNEHWE BbIMOJTHUTb HEBO3MOXHO.

C MoMeHTa cBoero BHeapeHns APFS obecneymBaeT LLENOCTHOCTb MeTafaHHbIxX dalifioBoin
CUCTEMbI C MOMOLLbI HEKPUNTOrpadmnyecknx KOHTPObHbIX CYMM Ha BHYTPEHHEM
yCTpPONCTBE XpaHeHUsd. SSV No3BONSeT YCUNUTb MeXaHM3M obecneyeHuns LLefnoCTHOCTH
nyTeM UCMob30BaHMA KpUNTorpadmnyeckmnx xelen, TeM caMbiM pacnpocTpaHas geicTeme
MexaHM3Ma Ha Kaxkablii 61T gaHHbIX dannos. [laHHble Ha BHYTPEHHEM YCTPONCTBE
XpaHeHusa (Bko4vas MeTagaHHble ¢anioBOM CUCTEMDI) XeLWNpPYTCa Kpuntorpadmnyecknm
CnocoboM B MYTU YTEHUS, NMOCe Yero xell CpaBHMBAETCS C OXXUAAEMbIM 3HaYEHMEM

B MeTajaHHbIX ¢annoBol cucteMol. Ecnm 3HayeHns He coBnagatT, CUCTeMa AenaeT BbiBOf,
YTO AaHHble Obl/IM U3BMEHEHDI, M HEe BO3BpaLlLLaeT UX 3anpocuBLIEl NporpaMMe.

Kaxabin xewr SHA256 SSV xpaHUTCA B OCHOBHOM fepeBe MeTafaHHbIX CUCTEMDI,
KOTOpPOE XelnpoBaHo caMo. [MoCKoNbKY KaXkabl y3en gepeBa PekypCUBHO NpoBepsieT
LLeNIOCTHOCTb Xellell CBOUX J0YEPHUX DNIEMEHTOB, aHaNlOrMYHO ABOUYHOMY Xell-fAepeBy
(nepeBy Mepkna), 3Ha4YeHMe xella KOPHEBOro y3/a (HasblBaeMOe r1e4aTbro) NpUMeHseTcs
K KaXgoMy OUTYy gaHHbIX Ha ToMe SSV. OToO 03Ha4aeT, YTo KpunTorpadmnyeckasa nognucb
pacnpocTpaHaeTca Ha BECb CUCTEMHbIN TOM.
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Bo Bpemsa ycTaHOBKM 1 06HoBNeHUa macOS aTa nevyaTb BbIYUCISETCA 3aHOBO AN
dannoBon cMCTEMbl Ha YCTPONCTBE, a NONlyYeHHOe U3MepeHne cpaBHUBaeTCA

C naMepeHmneMm, nognmcaHHoiM Apple. Ha komnbtoTepe Mac ¢ ynnom Apple 3arpysumk
npoBepseT nevaTb, Npexae Yem nepegatb ynpasneHue aapy. Ha komnbtotepe Mac

c npoueccopoM Intel n yunom 6esonacHocTn Apple T2 3arpy3ynk nepeHanpasngeT
M3MepeHne N NOANUCH B 94P0, KOTOPOE 3aTEM NPOBEPSET NevaTb HANPAMYI0, Npexae Yem
noakatoyaTb KOpHEBYO ¢annoBylo cuctemy. B oboux cnyvaax npu c6oe NnpoBepkun npoLecc
3arpyskun ocTaHaBIMBaEeTCs U NOib30BaTeNtO Npeffiaraetcs nepeycrtaHosuTb macOS.

3Ta npoleaypa NoBTopsaeTca NpKU Kaxaon 3arpyske A0 Tex nop, noka nofb3oBaTefb He
BblbepeT 3arpysKy ¢ npMMeHeHneM NonnTUKN 6esonacHocTn 6oee HU3KOro YPOBHS U

He pelwnT BbIKJTIOYUTb ﬂOJJ,I'II/ICé]HHbIVI CUCTEMHbIN TOM.

Bo Bpemsa o6HoBneHUsa nporpaMMHoro obecnevyeHuns iOS n iPadOS cucTeMHbIi TOM
CX0XMM 06pa3oM noaroTaBAMBaeTCs U BbluMCAsAeTCS 3aHOBO. Mepen TeM Kak pa3pewmnTb
YCTPOMNCTBY 3anycTuUTb 94p0, 3arpy3uunku iOS n iPadOS npoBepstoT, YTO NnevaTb

He NoBpeX/JeHa U YTO OHa COOTBETCTBYET 3Ha4YeHuto, nognucaHHomy Apple. Ecnn

npu 3arpy3ske BbigBMeHbl HECOOTBETCTBUS, NONb30BaTE/Nb NMoJlyyYaeT 3anpoc Ha 0OHOB/EeHME
CUCTEMHOTrO nporpamMmMHoro obecneyeHnss Ha ycTponcTee. Monb3oBaTensM He paspeLleHo
CHMUMaTb 3aWMTy NOAMNMCAHHOIo CMCTEMHOro ToMa B iOS 1 iPadOS.

SSV n nognucb Kopga

SA4PO0 NO-NpPeXHeMY BbIMOMHSAET NPUHYAUTENbHOE NoanMcaHue koga. NMoanMcaHHbINi
CUCTEMHbI TOM obecrneynBaeT 3alLUTy BO BPEMS YTEHUS Nto6oro konnyecTea 6anTos
C BHYTPEHHEero ycTponcTBa XpaHeHusa, Toraa kak noanuch koga obecneynBaeT 3aWuTy
BO BpeMd COoMocTaBeHUs NaMaTblo 06bekToB Mach kak ncrnonHsembix. Kak SSV, Tak

M Nnoanuch Koda clyxaT /s 3aluTbl UCMOSIHAEMOro Koa BO BCEX MyTAX YTEeHUS U
BbINOSIHEHMS.

SSV u FileVault

B macOS 11 n HoBee aHanorM4yHas 3alinuTa CoaepPXMMOro CUCTEMbl BO BpeMsl XpaHeHus
obecneymBaeTcs ¢ noMoubto SSV, NnoaToMy WMPPOBaHME CUCTEMHOIO ToMa Bofnblue

He TpebyeTcs. Jllobble U3MEHEHUS, BHECEHHbIE B $allioBY0 CUCTEMY BO BPEMS XPaHEHMS,
obHapyxuBatoTca ¢GannoBoON CUCTEMON B NMpoLLecce YTeHMa gaHHbIX. Ecnu nonbsoBaTenb
Bkntounn FileVault, cogepxunmoe nonb3oBaTens Ha TOMe AaHHbIX NOo-NpexHeMy Wwndpyetcs
C MOMOLLLbIO NPeaoCTaBNeHHOro No/ib30BaTeNeM cekpeTa.

Ecnn nonb3oBaTenb pewwnT oTKIIOYNTb SSV, cnucTteMa CTaHeT ya3BMUMON AN BMellaTebcTBa
BO BPEMS XpaHEeHUs, N B pe3ysibTaTe Takoro BMelwaTenbCTBa 3/10YMbILUNEHHUK MOXET
M3BfieYb 3alIMPPOBaAHHbIE AaHHbIe NMOb30BaTeNa NPU CleayoLLel 3arpy3ke CUCTEMDbI.
[MoaTOoMy cucTeMa He NO3BOJINT MOJIb30BATENIO BbIKMOUMTbL SSV, ecnu BktOYeHa PyHKLMA
FileVault. 3awmTy OaHHbIX BO BpeMS XpaHeHUs cneayeT Bk/OYaTb UM OTK/0YaTb and
ob6ounx ToMOB egMHO06pPasHo.

B macOS 10.15 n 6onee paHHux Bepcuax ¢yHkumna FileVault cnyxut ans 3awmThbl
onepaLnoHHON CUCTEMbI BO BPEMS XPaHeHUst MyTeM WMPPOBaHMA NOIb30BATENbCKOTO
M CUCTEMHOIO COAEPXXMUMOT0 C MOMOLLbIO K/TH0Ya, 3aliMLUEHHOro NpeaocTaBieHHbIM
nonb3oBaTesieM cekpeToM. TakuMm obpasomM obecrneynBaeTcs 3allnTa OT NoNyyYeHus
nocTyna K ¢pannoBoi CUCTEME C CUCTEMHbBIM NMPOrpaMMHbIM obecnevyeHnemM Unu
yrpaB/ieHMsa e, eCNn Y 3/10YMblLLNIEHHWUKA €CTb PU3NYECKUIM A0CTYN K YCTPONCTBY.
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SSV n komnbioTep Mac ¢ umnom 6e3onacHocTn Apple T2

Ha komMmnbtoTepe Mac ¢ ynnom 6esonacHoctn Apple T2 ¢ nomollblo SSV 3alnieHa ToNbko
caMa onepaunoHHaa cuctema macOS. MNMporpaMmMHoe obecnevyeHne, KOTOPOE BbIMOHAETCS
Ha ymne T2 n npoeepsieT macOS, 3alNLLEHO C NOMOLLbO 6e30MacHO 3arpy3Ku.

be3onacHoe o6HOBMEHUE NPOrpaMMHOro
obecneyvyeHus

BesonacHocTb TpebyeT NOCTOSHHbIX yCUNUIA. HepocTaTouyHo NpocTo obecneymnTb
6e30MacHyto 3arpysky Bepcum onepaumMoHHON CUCTEMbI, YyCTAaHOBNEHHOM Ha 3aBode. Takxe
OOJ/KEH CYL,ecTBOBaTb MexaHn3M ans 6bICTporo n 6e30nacHOro nNosy4YeHms HoBenWmnx
ob6HoBNeHN 6esonacHocTn. Apple perynsapHo BbinyckaeT 06HOBNEHWUS MPOrpPaMMHOro
obecneyeHns B OTBET Ha BO3HMKalwWwme npobnembl 6e3onacHocTu. MNonb3oBatenu

iPhone u iPad nonyyatoT yBegoMieH1a o Hann4mMm o6HOBNEHNIM NPSAMO Ha YCTPOMNCTBeE.

Ha Mac o6HoBReHNs AoCTynHbl B CUCTEMHbIX HacTpolikax. OGHOBNEeHMS nepeaatoTcs no
6ecnpoBOJHON CeTU, YTO yCKOPSET BHEAPEHNE HOBEMLLMX UCMPaBNEHNN, CBA3aHHbIX C
6e30MacHOCTbIo.

be3onacHOCTb npouecca o6HOBNEHUS

B npouecce o6HOBNEHNSA MCNONb3YyeTCa TOT Xe annapaTHbli KOpeHb oBepus, Kak

npun 6e3onacHol 3arpyske. 3To NOMoraeT rapaHTUpPoBaTb, YTO YCTaHaBIMBAETCS TOJIbKO
koA, noanucaHHbii Apple. Bo Bpemsa o6HoBneHna GyHKLMA aBTopu3aLmm cuctemHoro Mo
nposepseT, YTobbl Ha iPhone u iPad, a Tak)xe Ha Mac, Ha KoTopbiX B YTunuTte 6e3onacHom
3arpys3ku BbibpaHa nonmMTuka «BbicWwnii ypoBeHb 6€30MacHOCTMU», MOXHO 6bl/I0 YCTaHOBUTD
TONIbKO KOMUU OnMepaLuoHHbIX CUCTEM, CielmanbHo noanucaHHblie Apple. Bnarogaps

3TUM MepaM NPeaocTopoXHOCTN Apple MoXeT npekpaTUTb nognucaHne 6onee paHHUX
BEpPCUN onepaLMoHHbIX CUCTEM C U3BECTHLIMU YI3BUMOCTAMMU U TEM CaMbIiM MOMOYb
npenoTBPaTUTb aTaku Yepes NoHUXeHne Bepcumn.

Kpome Toro, ons 6onee HageXHoOW 3alinTbl BO BpeMs 06HOBMEHNS NPOrPaMMHOro
obecneyeHns npu GM3nNYeCckoM NOAKIOYEHUM OOHOBNASEMOr0 YCTPONCTBA K KOMMblOTEPY
Mac 3arpy»aeTcsi u ycTaHaBnnBaeTcsa nonHas konus iOS unm iPadOS. A npu
6ecnpoBoHOM OBGHOBMIEHUN 3arpy>KatoTCs TO/IbKO T€ KOMIMOHEHTbI, KOTOPbIE HEOBXOAMMbI
7151 06HOB/IEHNSI CUCTEMbI: TEM CaMbIiM ONTUMU3MPYETCH pacxopf Tpaduka, Tak Kak

He TpebyeTcs 3arpyxaTb BCIO onepaunoHHyto cuctemy. Kpome toro, o6HoBneHus MO
MOryT KawmnpoBaTbca Ha Mac ¢ macOS 10.13 nnun HoBee C BKIOYEHHON QYHKLMEN
«KawnpoBaHMe KOHTEHTa», YTo6bl ycTponcTeaM iPhone un iPad He npuwnoch 3aHOBO
3arpyxaTtb HeobxoanMblie 06HOBNEHUSA U3 MHTepHeTa. ([Ns 3aBeplweHns npolecca
06HOBNEHNA UM NO-NpPEXHEMY HY>XHO CBsi3aTbCAa C cepBepamu Apple.)

MNepcoHann3npoBaHHbI NpoLecc 06HOBNEHMUS

Mpun 06HOBNEHUU CepBeEPY aBTOPU3aLLIMM YyCTaHOBKKN Apple nepenaeTtcs onpeneneHHas
nHdopMaLma, KoTopas BKOYaeT CINCOK KpUnTorpadmnyeckmux nokasatenen AN Kaxaon
YacTW YCTAHOBOYHOIMO NakeTa, KOTOPbI NPeACcCTOUT YCTaHOBUTL (Hanpumep, iBoot, aapo,
o6pas OC), cnyyaitHoe 3HayeHMe GYHKLUN aHTUMOBTOPA U YHUKANbHbIA UAEHTUDUKATOPR
yctpoiictea (ECID).
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CepBep aBTOpU3aLMn CBEPSET NMOJIyYEHHbIE NBMEPEHUSI C BEPCUAMU, YCTaHOBKA KOTOPbIX
paspeleHa. Ecnu cooTBeTCcTBME HallaeHo, cepBep pobasnset ECID K u3aMepeHnsm u
noanucbiBaeT pe3ynbTaT. B npouecce o6HOBNEHNS cepBep nepenaeT Ha YCTPONCTBO
NMOJIHbIA KOMMEKT NMOAMNMCaHHbIX AaHHbIX. [lobaBneHne ECID Heobxoammo, 4Tobbl caenatb
aBTOPM3aLMIO 3anpallMBatoWero yCTponcTBa yHUKanbHOW. ABTopusaumsa 1 nognucaHme
TONbKO NMPWU HaIMYUN YCTAHOBEHHbIX U3MEPEHUI MOMOraloT CEPBEPY rapaHTUPOBaTb, YTO
obHoBneHne byneT NPONCXOaUTb MMEHHO Tak, Kak npegycMoTpeHo Apple.

------ >

CRMCOK KpUNTorpadu4eckux nokasatenei
w— iBoot
aapo
0bpas OC
(GYHKLMS aHTUMOBTOPa Cepeep
ECID aBTOPU3aLUN
Apple

MoanucaHHbLIN OTBET Ha aBTOPU3aLMIO
NoAmnuch Aas NPOrpaMMHoOro obecneyeHms
DYHKUMS aHTUMNOBTOpPA
ECID

MpoBepka LenoYykn 4OBepus B MOMEHT 3arpy3ku nosponseT y6eamTbcs, 4To NOAMUCH
nonyyeHa ot Apple, a 3HaYeHNa U3MepeHnit 06bekTa, 3arpy>XeHHOro ¢ yCTpouCcTBa
XpaHeHusd, B coyeTaHun ¢ ECID ycTpoicTBa, coBnagaoT ¢ TEMU, Ha KOTOpble
pacrnpocTpaHsaeTca noAnucb. Bce aTu aTanbl HanpasfeHbl Ha To, YTobbl y6eanTbes,
YTO Ha YCTPOMCTBAX, NoAAePXUBAOLWNX GYHKLMWU NepcoHann3aumm, aBTopmsanms
BbINOJIHAETCS A9 LAaHHOr0 KOHKPETHOro YCTPOoNCTBa U YTo 6oJiee cTapyto BepCcuio
onepaunoHHOM CUCTEMbl Ha OJHOM M3 YCTPOMCTB He MONy4YnTCa CKONMPOBaTb

Ha Opyroe ycTponcTBo. 3HayeHne GYHKLUN aHTUNOBTOPaA CMNOCO6CTBYET TOMY, YTOGbI
3/10YMbILWIEHHMK HE MOT COXPaHUTb OTBET CepBepa 1 UCMOo/b30BaTb €ro AMg B3/ioMa
YCTPOWCTBA WM U3MEHEHUs cucTeMHoro MO nHbIM 06pasom.

MMeHHO 13-3a npouecca nepcoHannsaunm ansg obHoBNeHMa Ntoboro ycTponucTea ¢ YMNoM
Apple, Bkntoyaa komnbloTep Mac ¢ npoueccopom Intel n umnom 6esonacHocTu Apple T2,
TpebyeTcs ceTeBOe Nogkto4eHne K cepBepam Apple.

Ha ycTpoiictBax ¢ Secure Enclave aToT annapaTHbIi KOMANOHEHT aHaNorMYHbIM
o6pasoM Mcnonb3yeTt aBTopmnsaumto cuctemHoro MO gng NpoBepKku LEeNoCTHOCTHU
CBOEro nporpaMMHoro obecreyeHus. 3Ta Mepa cnocobCcTByeT 3aWmMTe OT BO3BpaTa
K NpeablayLumnm Bepcusam.

besonacHocTb nnatdopmbl Apple
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BbICTpble OTBETbI HA YIrPO3bl B ONepaunoHHbIX
cucrtemax Apple

BbicTpble oTBeTbl Ha yrpo3bl (RSR) ong iOS, iPadOS 1 macOS BbinycKkaloTCca Mexay
ob6HoBneHnamMu MO 1 cogepkaT BaXKHble YyYlleHUs CUCTEMbl 6€30MacHOCTU — Hanpumep,
ynyJweHuns Beb6-6paysepa Safari, cteka nnatdopmbl WebKit u opyrux KpuTnyeckmn BaxKHbix
cuUCTeMHbIX 6ubnmMoTek. RSR N03BONAOT BbICTPO U PErynapHO pacnpoCTpPaHaTb yiyYlleHuns
cucteMbl 6e3onacHocTu. Cogepxumoe RSR, oTHocsiweecs K cucteme 6e30nacHOCTH,
nybnnkyetca B ctatbe cnyx6bl nogaep>xkn Apple Boinyckn 6esonacHocTu Apple. RSR
MMELoT crefytolme oTanyma ot obHoeneHun Mo.

- Ha ycTtpoiictBax ¢ macOS yny4yweHusa cuctemol 6esonacHocTu Safari,
pacnpocTpaHsieMble B cocTaBe RSR, CTaHOBATCS akTUBHbI cpaly Mnoclie nepesanycka
Safari, paxe 0o nepesarpysku Bceil onepaunoHHON CUCTEMbI.

+ RSR akTuBUpYlOTCHA HE3aMeONUTEeNbHO NOCe nepesarpys3kun. NoeTopHoe
Kpuntorpadmnyeckoe 3anevyaTtbiBaHMe CUCTEMHOIO TOMa He TpebyeTcs, No3TOMY
YCTPOMNCTBY HE HYXHO LMKINYECKN NpoxoamTb anck RAM.

- [Ona RSR TpebyeTcs HAMHOIO MeHbLLUNN YPOBEHb 3apaaa akkyMynaTopa, Yem
0119 ycTaHoBKM o6HoBneHus MO.

+ RSR MOXHO yganuTb; Npyu 3TOM Ha YCTPONCTBEe BOCCTaHaBnMBaeTcs 6a30Bbli YPOBEHD
obHoBneHuna MO oo npumeHeHna RSR.

- [locne ypaneHus MOXHO NpuMeHUTb RSR 3aHoBO.

CucTteMHbIi ToM B i0S, iPadOS n macOS peopraH1MsoBaH ans nogaepxku RSR.
CopepXXnumoe, KOTOpoe MOXHO U3MeHSATb NocpeacTBOM MexaHn3aMa RSR, nepemelleHo
B MPOCTpPaHCTBa cryptex — oNnTUMM3MpPOBaHHbIe, KpuntTorpadunyeckn 3anevyaTaHHble
obnacTtu gucka, KoTopble HaxXoA4AaTCs Ha Npefsarpy3oyHoM TOMe BMecTe C APYrnuMm
3arpy3oyHbiM 0. MNMpocTpaHcTBa cryptex MMetoT pasnuyHbie NOATUMbI 4719 KOMMNOHEHTOB
nnaTdopMbl oNepaLMoHHON CUCTEMbBI U MPUIOXKEHUN. OHU MOTYT OGHOBASATHCS NyTEM
npMMeHeHNs ABOMYHOIO MaTya K COOTBETCTBYOWEeMY danny obpasa gucka.

Copep>XXnumoe NpoCcTpaHCTB cryptex aBToMaTUYeCKN 3anyckaeTcs nocne 3arpysku
anpa. MlamepeHns NpocTpaHCcTB cryptex, neyaTn nx ¢GaiioBo CUCTEMbI U CBSI3aHHbIe

C HUMW [OBEpPEeHHble K3LWN NpefcTaB/ieHbl B OTOE/IbHOM YA0CTOBEPeHUN Imaged,
Kpuntorpadpunyeckn NpMBAI3aHHOM K YCTPOMCTBY, Ha KOTOPOM OHO Haxo4uUTCs.

Mpu npuMeHeHMN RSR yCTPONCTBO OTNPaBASET 3anpoc B CyX0y [OBEPEHHON nognucu
Apple, 4To6bl NONYYNTH COOTBETCTBYOWMI MaHndecT Cryptexlimaged; cyuwecTsytouee
3arpy3o4yHoe ygocToBepeHne ToYKM gocTyna He obHoBAseTc.

Ha ycTpoiicteax ¢ macOS Bo BpeMsi RSR nonb3oBaTesnto MoxeT 6blTb NPeaoxXeHo
npUMeHnTb copgepxaumecs B RSR nsmeHeHuns k Beb6-6paysepy Safari nytem ero
3aBeplUeHns 1 nepesanycka. lNocne nepesanycka Be6-6paysep Safari ucnonbayet
nnatoopMy 1 cogepxxmmoe 6M6NMOTEKM N3 HOBbIX MPOCTPAHCTB cryptex. OcTanbHble
KOMIMOHEHTbI ONepaLoHHON CMCTEMbI OCTaloTCa 6e3 U3MEHEHUN U HE UCMO/b3YIOT HOBOE
copepXnmoe [0 nepesarpyskum CUCTeMbl.
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YpaneHune RSR

BblicTpble OTBETbl Ha Yrpo3bl MOXHO YAannUTb, €C/IM 0O6HAPYXEHO UX KPUTUYECKM BaxKHOe
BINSHME Ha cucTeMmy. MNMonb3oBaTeNn MOryT yaannTb Bce BbiCTpble OTBETbI HA Yrpos3bl,
NPUMEHEHHbIe K YCTPOMCTBY B AaHHbI MOMeHT. KpoMe Toro, B peikoM cjiyyae, ecnu
ObICTPbI OTBET Ha Yrpo3bl BINAET Ha COBMECTMMOCTb Unun kadyectso MO, Apple moxeT
yOoanuTb NOCNeAHUI NPUMEHEHHbIV BbICTPbI OTBET Ha YrPOo3bl C YCTPOWCTB Nofib3oBaTenel
C NOMOLLbIO MexaHn3Ma aBToMaTnyeckoro obHosneHunsa MO. YTobbl yNpocTUThb NpoLuecc
yoaneHus, B coctaBe RSR Ha yCTPOMCTBO A0CTaBNAOTCA NaTy M oOpaTHbI naTy. Ecnu
nonb3oBaTtesnb yganset RSR, Bce npocTpaHCcTBa cryptex Bo3BpallatoTcs B cBoe 6a3oBoe
COCTOSIHME — MHbIMW CNIOBaMK, yOanga0TCa BCE YCTaHOBJIEHHbIE B A@aHHbIN MOMeHT RSR,

a CMCTeMHble ABOUYHbIe dalisibl, KOTOpble 6bIIN U3MEHEHbI, BO3BpallaloTCsd K Bepcuu nocne
yCTaHOBKM nocnegHero o6HosneHus MO. [na 3aBeplueHns yaoaneHna RSR TpebyeTtcs
nepesarpyska cuctembl. NMogpobHee cM. B cTaTbe cNyX0bl nogaep>Xkun Apple Ecnin
TpebyeTcs yoanuTb ObICTPbIA OTBET Ha Yrpo3y, BbINOHUTE chneaylolmne 0encTems.

PekoMeHgauuu no yganeHuro

Ecnu Apple onpepnensieT, 4To 6bICTPbIM OTBET HA Yrpo3y cNocob6CTBYeT NoTeHLUMalbHOMY
MOBbILLEHWIO YaCTOTbl COOEB NPUNOXKEHUS, TO CNyxba, KOTOPYIO PEerynapHo 3anpalinsaeT
YCTPOMNCTBO, NYONNKYeT naeHTUGUKATOPbl 3aTPOHYTbIX NPUNoXeHMN. Mocne aToro
YCTPONCTBA, Ha KOTOPbIX YyCTaHOBNEeH RSR, MCNOMNb3YIOT NIOKaNbHYO CUCTEMY aHANUTUKW,
4YTO6bI ONPEnennTb, AeMCTBUTENbHO NN YacToTa c60€eB 3aTPOHYTbIX MPUTOXEHWNI
noBbiCUach Nocrie yctaHoBkn RSR. Ecnu nonb3oBaTenb cTankMBaeTcsl C TakuM

cboeM, onepaLnoHHasa cucTteMa coobluaeT, YTo K 3TOMY Mor/fla MPUBECTM yCTaHOBKa
RSR, n nonb3oBaTtento npegnaraetcs yaannTtb Bce RSR 1 BOCCTAaHOBUTb YCTPOMCTBO

[0 cCOCTOoAHMSA nocne nocnegHero obHosneHus MO.

AHanuTUYeckune JaHHble, CBA3aHHble C peKOMeHAaUnaIMn No yganeHuto (Hanpumep,
Ha3BaHMWe NPUNoXeHWd, 3anyCTUBLIEro pekoMeHaauno, nnn eakT oTobpaxkeHus
pekoMeHgaunn), otnpaenatoTcd B Apple, TONbKO ecnu Nonb3oBaTe/lb COrnacuacs AenmnTbes
aTOM MHPOpPMaLMeit, BbIBpaB ykasaHHble HXXe napamMeTpbl.

«  Ha iPhone. HacTtponku > KoHduaeHUManbHOCTb U 6e30nacHOCTb > AHanuTuka
n ynyJvweHns > denutbcs onga iPhone n yacos.

«  Ha iPad. HacTpoiku > KoHouaeHUManbHOCTb U 6e30nacHOCTb > AHannTmnka
n ynyJdweHus > denutbcd AHanuTukon iPad.

+  Ha Mac. Hactpoikn > KoHounageHUnanbHOCTb U 6e30MacHOCTb > AHaNnTMKa
n ynyJyweHus > [enutbca AHanuTukoi Mac.
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LlenocTHOCTb onepaLnoHHOM CUCTEMDI

B ocHoOBY onepaunoHHbIX cucteM Apple 3anoxeHbl pyHKLUN obecrneveHns 6e30nacHOCTH.
AnnapaTHbIi KOpeHb J0Bepus Ucnosnb3yeTtcsa ang obecrnedyeHns 6e3onacHom 3arpysKku,

a npouecc 6e3onacHoro obHoBneHus MO genaet BO3MOXHbIM BbicTpoe U 6e3onacHoe
ob6HoBNeHNe cucteMbl 6ezonacHocTn. OnepaunoHHbie cucTeMbl Apple Takxke UCNONb3yloT
crieymarnbHble annapaTHble BOSMOXHOCTM YKnma, YTo CMoco6CTBYET NpeaynpexaeHuto
MCMOIb30BaHMA YI3BUMOCTEN BO BpeMs paboTbl CUCTEMbI. DTN GYHKLIUM cpeabl
BbIMO/THEHMSA 3aLLMLLAIOT L,efIOCTHOCTb OBEPEHHOr0 KoJa BO BpeMs ero BbinosHeHus. Ecnum
NoSICHATb BKpaTLe, onepaunoHHas cuctemMa Apple noMoraet cMarynTb NocnencTems atak
M UCMNOb30BaHUS YA3BMMOCTEN HE3AaBUCUMO OT TOFO, UCXOASAT NI OHU OT BPEAOHOCHOIo
NPUNOXeHNs, U3 UHTEepPHeTa UNu Nboro Apyroro KaHana. NepeyncneHHble 34echb
cpencTBa 3alWMTbl JOCTYMNHbI HA YCTPOMCTBAX, NOAOEPXUBAIOLINX CUCTEMbI HA KpUCTanne
Apple, B Tom uncne i0OS, iPadOS, tvOS, watchOS, macOS Ha Mac ¢ ynnom Apple

1 visionOS.

DYyHKUMSA A10 A11, S3 A12-A14 A15-A18 M1 M2-M4
S4-S9
3auura o o o o o )
LLeNOCTHOCTH
anpa
BbicTpble ° Q Q Q 9 9
orpaHuyeHus
paspeleHuni
sauura o o o o o o
LLeNI0OCTHOCTH
CUCTEMHOIO
conpoueccopa
Koaw [ [ o o o o
ayTeHTUduUKaunm
ykasaTtens
YpOBEeHb 3alLUThI ° Q Q ° Q °
cTpaHuL, oM oM
npuMmedaHme 1 npumeyaHue 2
HUXe. HUXe.

MokuTop (X] (X] (X] @ [ @
3aWmTbl Tabnuubl c

M.
crpanm npuMmeyaHue 2

HUXe.

MpumeyaHue 1. MOHUTOP 3alWnUTbl Tabnuubl cTpaHul (SPTM) nogaepXxnBaeTcsd B cucteMax
Ha KpucTtanne A15 n HoBee, a Takxe M2 n HoBee. OH 3aMeHSeT YPOBEHb 3alLUTbl CTPaHUL,
Ha nopfepXuBaeMblx nnatpopmax.

lMpumeyaHmne 2. YpoBeHb 3aluunTbl cTpaHul, (PPL) n MOHUTOP 3aWnTbl Tabnnubl CTpaHUL,
(SPTM) TpebytoT BbINOSIHEHWSA TOMbKO NMOAMNCAaHHOIO M HadeXHOoro Koga Ha Bcex
nnatdopmax, kpome macOS (cuctema macOS paspaboTaHa O BbIMONHEHUS Nt06Oro
Kopna). Bce ocTanbHble MHCTPYMeHTbl 6@30MnacHOCTK, B TOM Ynche 3almTa Tabnuy,
CTpaHUL, MPUMEHSOTCS Ha BCeX NOAAEPXKXMNBAEMbIX NnaTdopmMax.
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3awuTa LenocTHoCTH agpa

Mocne 3aBeplleHUa MHMLMANM3aLUmn aapa onepaunoHHOM cucTeMbl BKAOYaeTca GyHKLMA
3aWmMThl LenoctHocTu aapa (KIP), koTopas npenoTBpallaeT BHeECEHNUE U3MEHEHUN

B AP0 1 Kof ApariBepa. KOHTpoiep namMaTy NpeaocTaBnseT 3aliueHHbI permoH
dun3nYeckolr NaMaTn, KOTopbi Ncnosnb3ayeTca iBoot ong sarpy3ku aapa u paclimpeHuni
agpa. MNocne 3aBeplIeHNsa 3arpysku KOHTPONep NaMsaT OTKIOHSET BCe 3anpochl 3anucu

B 3alUNLLEHHbIA PernoH pmnandyeckon namatu. ducnetyep namatu (MMU) npoueccopa
NMPUIOXEHUN HAacTpoeH, YTobbl cNoco6CcTBOBATL NPEAOTBPAaLLEHUIO CONOCTaBNeHNs
NPUBUNErMpPoBaHHOIo Kofa 13 GrUs3nMyeckon NaMmaTn 3a NpegenamMmn 3alWMLLEHHOIO PEermoxa,
a Takxe 4Tobbl cnocob6cTBOBATbL NPEAOTBPALLEHNIO AOCTYMHbIX O/19 3aMN1UCX CONOCTaBNEHUN
dU3nYecKolr NaMaT BHYTPU permoHa namaTu agpa.

YToObl NpeaoTBpaTMTb BOSMOXHOCTb NepeHacTpoiku, obopynoBaHme, Ncrnonblyemoe ans
paboTbl KIP, 6nokupyeTcs nocne saBeplueHns npoL,ecca 3arpysKku.

BbiCTpble orpaHnYeHns paspeLleHuni

B cuctemax Ha kpucTtanne Apple A11 Bionic n S3 6bi51 npencTaB/ieH HOBbIM annapaTHbIi
NMPUMUTUB. DTOT NMPUMUTUB — BbICTPbIE OFPaHNYEHUS Pa3peLLleHNn — BKlOYaeT peecTp

LLM ans 6bicTpOro orpaHnyYeHns paspeLleHmnii Ha ypoBHe noTtoka. Mcrnonb3sys 6bicTpble
OrpaHMYeHunsa paspelleHnin (Takxke n3BecTHble Kak pernctpbl APRR), nognep>XxnesaemMbie
onepaLnoHHble CUCTEMbl MOTYT yAansaTh U3 NaMATU pa3pelleHna Ha BbINOJIHEHME, He TpaTH
BpeMs Ha CUCTEMHbI BbI3OB 1 MPoXo/, Mo Tabnuue CcTpaHuL, Unn ee cb6poc. TN perncTpbl
obecneymBatoT A0MNONTHUTENbHbBIN YPOBEHDb 3aLLUTblI OT CETEBbIX aTak, B YACTHOCTMU
KOMMUNNPYEMbBIX BO BPEMS BbINOMIHEHUSA (TOYHO B HYXHbIA MOMEHT), MOCKOJ/IbKY NaMsaTb

He NO3BOJIEeT UCMOMHATb KO, B TO BPEMS, KOrAa NPOUCXOAUT YTEHME UMK 3aMnunch.

3almTa LLleNoCTHOCTN CUCTEMHOro conpoLeccopa

MpolrBka conpoLLeccopoBs, TakmMx kak Secure Enclave, npoleccop gatyvka nsobpaxeHui
N COMpPOLEeCcCcop ABMXEHUS, BbIMOMHAET MHOTME KPUTUYECKUN BaXKHble CUCTEMHbIE 3aauu.
MosToMy ee 6e3onacHOCTb MMeeT pellatollee 3HaYeHne ansa 6e3o0nacHOCTM BCen
cucTeMbl. YTo6bl NpeaoTBpaTUTb N3MeHeHne NPoLLINBKK conpoueccopa, Apple ncnonbayer
MexXaHW3M, Ha3blBaeMblil 3aLUTON LIe/TOCTHOCTM CUCTEMHOro cornpotleccopa (SCIP).

Pa6oTta SCIP BO MHOIrOM MoxoXa Ha paboTy ¢yHKLMN 3alunThl LenocTtHocTu aapa (KIP).
Bo Bpemsa 3arpysku iBoot 3arpy>aeT NpoLlWMBKY KaXa0ro conpoueccopa B 3alMULEeHHbIN
pernoH NnamMaTu, KOTOpPbI 3ape3epBMPOBaH 419 3TOro conpoLeccopa 1 oTaeneH

oT pervoHa KIP. iBoot HacTpanBaeT gMcneTyepbl NaMaTU Kaxgoro conpoleccopa, YTobbl
noMoYb NpenoTBpallaTh creayoline cobbiTus:

«  UCMOJHAEMble COMocTaBneHnsa 3a npeaenamm BbigeieHHON YacTu 3alnLLEHHOTO
pervoHa namsaTu;

e OOCTynHble ANng 3anncu conocTtaBeHNd BHYTPU BblAEIEHHON YacTu 3alNLLEHHOTO
pernoHa namMaTu.

Kpome Toro, onepauunoHHas cucteMa Secure Enclave HacTpaunBaeT 3aWmMTy LEOCTHOCTH
CUCTEMHOro conpoteccopa ana Secure Enclave Bo Bpems 3arpysku. Mocse 3aBeplleHns
npouecca 3arpysku o6opynosaHue, ucnonbayemoe ana pa6otol SCIP, 61okupyetca. ITa
Mepa Harnpas/ieHa Ha To, YToGbl NPeaoTBPaTUTb BO3MOXHOCTb NepeHacTPONKM.
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Koabl ayTeHTUOMKaLMKN yKasaTens

Kogbl ayTeHTUdUKauunm ykazatens (PAC) ncnonbsyrrca Ans 3aWnTbl OT aTak, CBA3aHHbIX
C Mcnonb3oBaHMeM noBpexaeHns namMatn. CucteMHoe nporpaMMHoe obecrnevyeHune

M BCTPOEHHbIe MpUNoXeHus ncrnonbaytot PAC, 4To noMmoraet npefoTeBpalLaTb U3SMEHeHUs
ykasaTenei GyHKLMA N agpecoB Bo3BpaToB (ykasaTenei koga). PAC ncnonbsyet nsatb
ceKpeTHbIX 128-BUTHbIX 3HAaYEHUIN N9 NOANMCAHUA UHCTPYKUWIA U AaHHbIX 94pa, a

KaXabli npouecc noJsib3oBaTeslIbCKOro NpPpoCcTpaHCTBa MMeeT CBOU cob6CTBEHHbIE KJt0UM B.

K obbekTaM gobasngeTtcs ciydyaiHoe 3HayeHue («Conb») M NOAMUCH, Kak YKa3aHo B

Tabnuue Huxe.

AnemeHT

Apnpec Bo3BpaTta QYHKLNU
YKaszatenu GyHKLNU

®OyHKUMA BbiI3OBa 6oka

Kaw meTtona Objective-C
3anucu Tabnuubl BUPTYasnbHbIX
MeTonoB C++

BbiuncneHHaa meTka nepexona
CocToaHue noToka agpa

Peructpbl cocTogaHus
nonb3oBaTeNIbCKOro noToka

YkasaTenu Tabnuubl BUPTYanbHbIX

MeTonoB C++

1A

GA

DA

Conb

Afpec xpaHunuia
0

Apnpec xpaHunuuia

Apnpec xpaHunuuia + knacc +
BapuaHT

ALpec xpaHunuuia + xew
(uckaxxeHHoe Mg MeTopaa)

Xew (MMs yHKLMHK)

ALpec xpaHunuwa

3HayeHMe NoannUCcK XPaHUTCSA B HEUCTMONb3YyeMbIX BUTaxX AOMNONHEHUS B BEPXHUX pa3psanax
64-6uTHOro ykasaTens. [Nepen ncnonb3oBaHMEM yKasaTesNs BbINOJHAETCS NpoBepka
NOAMUCU N BOCCTAHOBNIEHME BUTOB A0MONHEHNsA. TO NoMoraeT y6eamTbCs, YTO yKasaTesb
yKa3blBaeT Ha OeCTBUTENbHbIN agpec. B cnyyae HeygayHoW NpoBepku AencTeme
npepbiBaeTcd. Takas NpoBepka yBeNM4YMBaET C/IOXHOCTb NpoBeAeHNs MHOTUX aTak,
Hanpumep, aTakn MeTo0M BO3BPaTHO-OPUEHTUPOBAHHOrO NporpamMmmupoBaHunsa (ROP),
NMpu KOTOPOW 3/10YMbILLNIEHHUK NbiTaeTcd 06MaHHbIM 06pa3oM BbIHYAUTb YCTPOMUCTBO
BbIMOMIHUTb CYLLECTBYIOLLNI BPEeOOHOCHbIM KOA, MaHUMNYINpys agpecamMn BO3BPaToB

dYHKUMA B CTEKE.

72



besonacHocTb nnatdopmbl Apple

YpoBeHb 3almnTbl CTPaHUL,

YpoBeHb 3awmTbl cTpaHul, (PPL) B i0S, iPadOS, watchOS u visionOS npegoTepalwaet
M3MEeHeHne Koga B NoNb30BaTE/IbCKOM MNPOCTPAHCTBE MOC/e 3aBepLlleHns NpoBepKu
nognucu koga. YpoBeHb 3alnTbl cTpaHuy, (PPL), B OCHOBE KOTOPOro NIEXUT

3alMTa LEeNoCTHOCTK aapa 1 GbiICTpble OrpaHUYeHna paspelleHnii, ynpasnsaeT
nepeonpeneneHnaMmn paspelleHunii Tabnuubl CTpaHuL, rapaHTUpys, 4To Tonbko PPL MoxeT
M3MEHSATb 3allULLEHHble CTPaHMLbI, CoaepXaliMe Ko4 Nnosb3oBaTens 1 Tabnuubl cTpaHul,.
CuctemMa 3Ha4YnTeNbHO COKpallaeT ysa3BMMYto ob6nacTb, noMoras ob6ecneynTb LLENOCTHOCTb
Koda B MacluTabe BCel CMCTEMbI flaXke B YCNOBUAX B3/IOMa aapa. OTOro cpefcTea 3alnThbl
HeT B macOS, nockonbky PPL npvMeHUM TONbKO B cucTeMax, Tpebyowmx nognmcaHuns
abCconoTHO BCEro UCMNoJIHAeMOro Koga.

MoHUTOP 3awWmnTbl Tabnuubl cTpaHuy, n MoHUTOP
JO0BEPEHHOro BbIMOJIHEHUS

MoHuTOop 3awnTbl Tabnnubl ctpaHuy (SPTM) n MOHUTOP AOBEPEHHOrO BbINOMHEHUS

(TXM) B i0OS, iPadOS, macOS u visionOS, paboTtasg COBMECTHO, MOMOratT 3alWuaTb

OT U3MEHEHUN TabnnLbl CTPaHWUL, NONb30BaTEIbCKUX NPOLLECCOB U NMPOLLECCOB a4pa, Aaxe
€C/i1 B3NOMLMK MMEET BO3MOXHOCTb 3anncu B AP0 U MOXeT 060MTU 3alLUTY NoToka
ynpaeneHusa. Ong atoro SPTM 3agencTeyeT 6onee BbICOKMN YPOBEHb MOJTHOMOYMN, YEM

y aapa, a TXM c 6onee HU3KMMKU NONHOMOYNAMM obecrneYynBaeT cobnoaeHne NonTuk,
yNpaBnaoLLmMx BbIMONHEHMEM KoAa. 9Ta cuctema paspaboraHa Takum 06pasomM, YTO B3/IOM
TXM He npuBOOMT K aBTOMaTM4YeckoMy obxony SPTM 6narogaps pasgeneHuio NoJIHOMOYUN
M ynpaB/eHNto JOBeEPMEM MeXOy ABYMS KOMNOHeHTaMu. B cuctemax Ha kpuctanne A15

M HoBee, a TakXe M2 1 HoBee dyHKLUNS SPTM (B coveTaHum ¢ TXM) sameHseT cobolr PPL:
OHa yMeHbLUaeT NOBEPXHOCTb aTaku, He 3aBUCSLLYIO OT 4OBepUsa aapa gaxKe Ha paHHUX
aTanax 3arpysku cuctemMbl. SPTM 3agencTByeT HOBble MPUMUTUBDI A9 MUKPOYUNA — OHU
CTanu pesynbTaToM pas3BUTUS BbICTPbIX OrpaHUYeHnin paspelleHnin, ncnonbayemoix PPL,

M OOCTYMHbI TO/IbKO B MpOLLeccopax, Nepeync/ieHHbIX B Tabnuue Bblle.
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Be3onacHOCTb 06beANHEHNS YCTPOWUCTB B Napbl
N NOOKII0OYEHUS YCTPOCTB

Be3sonacHocTb Moaenu cosgaHua napbl ang iPhone un iPad

[na ynpaBneHus ocTynoM K YCTPOMUCTBY C KOMMbloTepa-xocTa B iOS n iPadOS
ncrnonb3yeTcs Mogesnb co3faHusa napol. NMpu aTOM ycTaHaBNMBAOTCA OTHOLWEHUS
LOBeEpUs Mexay YCTPONCTBOM M MOLK/IOYEHHbBIM K HEMY KOMMbIOTEPOM-XOCTOM,
KOTOpPble BblpaxkatoTca B 06MeHe OTKpbITbiMK KntoYaMu. iOS n iPadOS ncnonbaytot aToT
3HaK [oBepus ANg paspelleHns OONONHUTENbHbIX LENCTBUIA C MOOKIOYEHHBIM XOCTOM,
HanpuMep CUHXPOHM3aUNK faHHbIX. Ha ycTpoiicTBax ¢ iOS 9 nnu HoBee:

. Cnyx6bl, Tpebyouwme co3gaHna napbl, He MOryT 6biTb 3anyllleHbl 40 Tex Nop, noka
YCTPOWNCTBO He 6yaeT pa3bloKMPOBAHO NOJIb30BaTENEM;

«  CNyX6bl He 3anyckatTcs, ecin YCTPONCTBO He 6bi/To HeaBHO Pa3boOKMPOBAHO;

- [ON19 3anycKa HeKOTOopbIX CNyX06 (HanpumMmep, CUHXpoHMU3aUuu ¢oTorpaduin) MoxeT ObiTb
HeobxoanmMo, YTobbl YCTPOMUCTBO 6bIN10 Pa3bOKMPOBAHO.

[nsa co3pgaHunsa napbl Nonb3oBaTeNb A0/KEH Pa3boKMPoOBaTb YCTPONCTBO U NPUHATD
3anpoc Ha co3faHue napbl oT xocTa. Ha ycTpoicTtBax ¢ iOS 9 nnm HoBee nofb3oBaTesb
TakXXe JOJI)KEH BBECTU CBOWN KOL-Maposb, MOC/E Yero XocT U yCTPOUCTBO 06MeHMBatOTCS
OTKPbITbIMU 2048-6UTHbIMU KNto4aMun RSA 1 coxpaHstoT ux. 3ateM XOCT nony4vaet
256-0UTHbIN KoY ANs pas3bIoKMPOBKN XpaHUIULLA KTtoYel nepegaym, Kotopoe
pacnosioXeHo Ha ycTponcTee. Kno4m, KoTopbiMU 0OMEHSATNCH XOCT U YCTPOMCTBO,
NCMONb3yTCA A1 MHULMMPOBaHMS CeaHca CBA3M, 3allMPPOBAHHOIO C UCMOIb30BaAHMEM
SSL. [Noka TakoW ceaHC He yCTAHOBJIEH, YCTPOWCTBO He NepechinaeT 3alluLeHHble faHHble
XOCTY M He 3anyckaeT cny>Xb6bl (CMHXpoHu3aums Finder nnn My3sbiku, nepecbinka ¢annos,
paspaboTka Xcode 1 T. 4.). YT06bI 3TOT 3aWnMdpPOBaHHbLIA CEAHC UCMOMb30BaNCs O/ BCEX
NoAKIOYEHUN, yCTPONCTBO TpebyeT nogknoyeHns xocta no Wi-Fi, noaToMy cHavana
HeobXxoaMMO co3aaTh Napy Yyepes pusmyeckoe nogknoveHne (Thunderbolt unn USB).
CospaHue napbl TakXXe NpeaocTaBnsgeT HECKOMbKO OMarHOCTUYECKNX BO3MOXHOCTEN.

B iOS 11 unn HoBee, ecnu 3anucb Co3OaHNs Napbl He Ucnonb3oBanach gonblue 30 gHen,
ee felicTBMe npekpalaeTtcs.

HekoTopble cny>X6bl AnarHocTuku, Bkaodaa com.apple.mobile.pcapd, moryTt paboTtaTtb
ToNbKO Yepes3 USB. KpoMe Toro, ans ucnosb3oBaHus cnyxbbl com.apple.file_relay
Ha yCTpONCTBe AoJ/1IXeH ObiTb yCTaHOBNEH Npoduib KOHGUIypaumm, nognucaHHbiin Apple.
B iOS 11 unu HoBee ycTpolicTBo Apple TV MoxeT ncnonb3oBaTtb NpoTokon Secure Remote
Password gns 6ecnpoBogHOro co3gaHus napbl.

Monb3oBaTelb MOXET OYNUCTUTb CMIUCOK AOBEPEHHbIX Y3108, BbibpaB «C6poCcUTb
HacTPOMKM ceTn» unnm «COpPoCUTb FrEOHACTPONKU.
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Be3onacHas akTUBaLMA NOAKIOYEHUN ANd nepeaaym
OaHHbIX

Ecnu Ha iPhone, iPad nnn Mac gaBHoO He ycTaHaBAMBaNOCh NOAKAOYEHME O nepefaym
OaHHbIX, NoTpebyeTcs ucnonb3oBaTh Face ID, Touch ID unn kog-naponb, 4TobbI
aKTUBMPOBATb NOAK/OYEHME A5 Nepenayn aaHHbix yepes Thunderbolt, USB,

Lightning, Smart Connector, a B macOS 13.3 1 HoBee — TakXe yepes uHtepdeiic

SD-KkapT noBbllweHHON eMKocTU (SDXC). 3To cCHUXAeT ySI3BUMOCTb nepen, dUsnvecku
NOAK/OYEHHbIMU YCTPONCTBAMU, TAKUMKN KaK BpedoHOCHble 3apsaaHble YCTPONCTBa,

M Npun 9TOM NO3BOJISIET UCNOMb30BaTb APYrne akceccyapbl C MUHUMaNbHbIMU NOTEPSIMU
BpeMeHu. Ecnu ¢ MoMeHTa 61okuMpoBku iPhone unu iPad nnbo 3aBeplueHns coeanHeHns
C aKceccyapoM npoluso 6onee Yaca, yCTPOUCTBO HE MO3BOJINT YCTAaHOBUTb HOBOE
coeVHeHMe O nepenaym OaHHbIX, Noka yCTPONCTBO He byaeT pasb/iokMpoBaHo.

B TeueHMe aTOro YacoBoro nepuoga 6yayT paspelleHbl TONIbKO COeaMHeHna ans nepegaym
JaHHbIX C akceccyapaMu, KOTopble paHee NOAK/Yannch K yCTPOMCTBY, Korga oHo 6biiio
pasbnokmnpoBaHo. MHGopMaumnsa 06 aTux akceccyapax coxpaHsetcs B TedeHne 30 gHen
nocse NpoLWIoro noakatoyeHms. Ecnn B aToT nepuo HEM3BECTHbIM akceccyap nbiTaeTcs
YCTaHOBUTb NOAKAOYEHNE ONd Nepefayn OaHHbIX, BCe COegMHEeHUa aNns nepegadm gaHHbIX
C aKceccyapamu Yyepes 3T UHTepdelcobl paspbiBaloTcs A0 crieaytollein pa3bnoknpoBku
ycTpoicTBa. Huxe nprBeaeHbl 0co6eHHOCTM YacoBOro nepuopaa:

- OH noMoraet rapaHTUpoOBaTb, YTO NPKN YacToM NogkatyveHnn Kk Mac nnm MK,
akceccyapam USB nnn npu npoBogHoM nogknatoveHnm K CarPlay nonb3oBatenam
He NpuaeTcs BBOAUTb KOA-NMapoib NPU KaXXA0M NOACOENHEHWNN.

« OH Heob6X0aMM, MOCKO/bKY 9KOCUCTEMA aKCeccyapoB He npeaocTasnser
KpunTorpadunyeckn HagexHoro crnocoba oeHTUPUKALUN aKCeccyapoB rnepep,
YyCTaHOBNEHNEM COeUHEHUs AN nepesayun.

KpoMe Toro, ecnm ¢ MOMeHTa YCTaHOBMIEHUS COeMHEHNA C akceccyapoM And nepenayn
JaHHbIX Npowno 6onee Tpex AHel, yCTPONCTBO 3anpelllaeT HOBble COeAUHEeHNs

0019 nepefavn AaHHbIX cpasy nocne 6/10KMPOBKU. TO YBeNMUYMBaET 3allMLLEeHHOCTb
nofib3oBaTtesieil, KOTopble peaKo Mosb3yTCcsa TakuMK akceccyapamu. MNepenava gaHHbIX
yepes aTu UHTepdeNChl TakXe OCTaHaBNIMBAETCS, eCNM YCTPOCTBO TpebyeT BBOAA
Kof-napons ang Bo3o6HoBNeHUs GMOMeTpuYecKon ayTeHTUdUKALLUN.

Monb3oBaTesnb Tak)e MOXET BKJIOUYMUTb Nepefavy AaHHbiX B HacTpoikax, paspelums
BbIMOMHATL ee Bcerga (NMpu HacTpolike HEKOTOPbIX BCMTOMOraTes/ibHbIX YCTPOUCTB 3TO
npoucxoguT aBToMaTUYeCKM).
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MpoBepka akceccyapos gnga iPhone u iPad

MporpamMmma nuueHsnposaHua «Made for iPhone and iPad» (MFi) npegocTasnsaeTt
NpPOBEPEHHbIM MPOU3BOAUTENSIM aKCeccyapoB AOCTYN K npoTokony iPod Accessories
Protocol (iAP) n Heo6xoaNMbIM BCMOMOraTesibHbIM annapaTHbIM KOMIMOHEHTaM.

Korga akceccyap MFi cBasbiBaeTcs ¢ iPhone unun iPad, oH gonxeH gokasatb Apple, 4To
aBnseTcs npoBepeHHbIM. (CoeanHeHMe akceccyapa ¢ YCTPOMUCTBOM BbIMOMHAETCS Yyepes
Thunderbolt, Lightning, Bluetooth, a ons onpeneneHHbix ycTponcTe — Yyepes USB-C.)
[ng nogTBepxaeHMs aBTopmM3almm akceccyap oTnNpaBaseT Ha YCTPONCTBO cepTudmkar,
BblgaHHbIN Apple, a 3aTeM yCTPONCTBO NpoBepseT 3ToT cepTudukat. 3aTeM YyCTPONCTBO
HanpagfseT 3anpoc, Ha KOTOPbIN akceccyap AOJIXKEH OTNPaBUTb NOAMNUCAHHbIA OTBET. Bea
npouenypa BblINOHAETCS 3aKa3HON MHTErpasbHOM MUKPOCXEMOM, KOTOPYIO KOMMaHus
Apple npepocTaBnsgeT yTBEPXAEHHbIM NPON3BOAUTENSIM aKCeCCyapoB, U He3aMeTHa ans
caMoro akceccyapa.

MpoBepeHHble akceccyapbl MFi MoryT 3anpawmBaTb OCTYMN K pas3inyHbiM cnocobam
M GYHKUMSAM Nepefaydn gaHHbIX, B TOM YMcie K LMPPOBbIM ayaAnonoTokamM yepes
kabenb Thunderbolt, a TakXe K MUHGOPMaALMM O MECTOHAXOXAEHMN, NepenaBaeMoi
no Bluetooth. MHTerpanbHas Mukpocxema ayTeHTUdMUKaLMm nomoraeTt obecneymBaTtb
MOJSHbIA OOCTYN K YCTPOMCTBY TONbKO ANg 0A006peHHbIX akceccyapoB MFi. Ecnu
aKceccyap He nogaep>xuBaeT ayTeHTUOUKALNUIO, ero JOCTYMN OrpaHMYeH aHanoroBbiM
ayamo n HebonblWMM HabOpPOM 3N1EMEHTOB YMpaBNeHUa BOCNPOM3BEAEHNEM Yepes
nocnenoBaTenbHbln ayauonopt UART.

AirPlay Takxxe 3afeCTBYEeT MHTErpanbHyt0 MUKPOCXEMY ayTeHTUDUKaALUM s
NoATBEPXAEHMS TOrO, YTO YCTPONCTBA, Ha KOTOPble NepeaatnTcs AaHHble, YTBEPXAeHbl
Apple. AyanonoTtoku AirPlay n Bugeonotoku CarPlay ncnonbaytot npotokon MFi-SAP
(npoTokon conocTaBfieHns 6e30MacHOCTM), KOTOPbIN obecrneynBaeT WNdPOBaHNE JaHHbIX,
nepefaBaeMblX MexXay akceccyapoM U YyCTPONCTBOM, Mo anropntmy AES128 B pexume
cyeTyumka (CTR). Anga o6MeHa AMHAMUYECKUMUN KTHOYaMU UCNOJb3YEeTCs aNropuTm

obmeHa knodamu ECDH (Curve25519). MIHTerpanbHas MUKpocxemMa ayTeHTudukaumm
nognucbiBaeT Ko4uM ¢ noMmoulbto 1024-6uTHOro kntoya RSA B pamMkax npoTtokona
Station-to-Station (STS).

BesonacHocTb BupgeonosTtopa iPhone

OyHKUMA «BugeonosTop iPhone» maeT BO3MOXHOCTb NMofib3oBaTbcsa iPhone
c Haxopgsauerocs psagomM Mac. iPhone, yoaneHHo ucrnonb3yemblin ¢ Mac, octaeTcs
3a6N10KMPOBaHHbIM.

Mepeappecauns ysegomMneHum

OyHKkuMa «BugeonosTop iPhone» gaeT nonb3oBaTesto BO3MOXHOCTb NepeHanpasnsaTb
yBefoMneHus c iPhone Ha Mac, ncnonbsys Ty e y4yeTHyto 3anuce iCloud. YcTponcTaa,

Ha KOTOPbIX NONb30BaTe/b BOLWEN B OAHY M Ty Xe y4YeTHyto 3anuchb iCloud, obmMeHnBaeTcs
KpunTorpadmyecknmMmn naeHTndunkaTopamMm no NPOTOKOY JIOKalbHOMO O4HOPaHIOBOro
noakatoyeHms. NMpun aToM UCNOMb3yeTCs CKBO3HOE WMbPOBaHMeE KloYaMu, XpaHawmmmcs

B iCloud. Korpga nonb3oBaTenb Bko4YaeT BugeonosTop iPhone 1 BBOOUT CBOM KOA-naposb
Ha iPhone, 3anucbiBaeTca TeKyLwWMn Kpuntorpadunyecknin ngeHTudmkatTop Mac. JIYHbIN
KJt0Y 3TOro naeHTndurkatopa 6esonacHo xpaHutcs B Secure Enclave. 9ToT ngeHTMudmnkaTop
3akpenngeTcs, 4ToObl NPU €ro U3MeHEeHU yBegoMNEeHNa He NepeHanpaenaamcb Ha Mac.
MepeHanpaBnsiemMble yBeOOMIEHNS 3alMLLEHbI CKBO3HbIM WMPPOBAHMEM.
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YaaneHHasa pa36iokupoBKa

Mpwu yoaneHHo pa3bnokmuposke Ana BugeonosTopa iPhone ncnonb3yetcs Takon xe
NPOTOKOJ, KaK Npu aBToMaTu4yeckoi pasbnokuposke Apple Watch, Ho ee nHnummpyet
nonb3oBaTenb, 3anyckas npunoxeHne «BuoeonosTop iPhone» Ha o6begMHEHHOM B napy
Mac. lna BugeonosTopa iPhone He TpebyeTcs 6e3onacHoe M3MepeHne paccTosHUS.

Mpu nepBon HacTpolike BuoeonosTopa iPhone nonb3oBaTento npeanaraertcs BbibpaTtb
OAVH U3 [BYX BapMaHTOB: «BxoanTb aBTOMaTUYeCkn» unn «CnpawmneaTb Kaxablh pas».
Secure Enclave Ha Mac BbInofHAEeT BbIOOP NMoib30BaTeNsa MU NpenfaraeTt nojb3oBaTento
NPonTN ayTeHTUOUKALMIO C noMoubio napons Mac (unu Touch ID, ecnu aTta pyHKLUMS
nogaepxxunBaeTcs). lNocne BbINONHEHUS NONNTUKM ayTeHTUPUKaLMn Mac nogkntovaeTcs
K iPhone, ncnonbsya 6ecnpoBogHOEe OOHOPAHIoBOE NMogktoyYeHne, n pasbrokupyet
XpaHunuue knden iPhone, 4ytTobbl 0becnevynTb yaaneHHbI AOCTyn B TeyeHne
COOTBETCTBYIOLLEro ceaHca. Ha npoTsaxeHUn ceaHca akpaH 610knpoBku iPhone ocTaeTcs
3a6/10KMPOBAHHbIM.

Bo Bpemsa BugeonosTopa iPhone Ha akpaHe 6N1OKMPOBKM MNOCTOSAHHO OTOGpaXkaeTca
yBegomneHue. Korga ycTpoicTBO BNepBble pas3biokmupyeTcsa nocsie okoH4YaHUs ceaHca,
Ha aKpaHe oTobpaykaeTca baHHep.

BlastDoor pnga CoobuieHum un IDS

B iOS, iPad0OS, macOS n watchOS BCTpoOeH MHCTPYMEHT NPOTMBOAENCTBUSA Yrpo3aMm,
HasbiBaeMblli BlastDoor. OH 6bin1 BNepBble npeacTaBneH B cucteme iOS 14 n cBa3aHHbIX
C Hel penunsax. 3agada BlastDoor — s3awmuaTb cucTemMy, cyxas ceobony AencTeui
3M10YMbILINEHHMUKOB, YCNOXHSASA UX MOMbITKN MCNONb30BaTb CO0OLWEHNS N CNYXOY
noeHtTnodunkaumm Apple (IDS). BlastDoor nsonupyet, aHanusnpyeT, nepekoanpyer

M NpoOBepsieT HeEHaAeXHble JaHHble, MOCTynatwme Ha yCTPONCcTBO Yepe3d CoobuieHuns,
yepes IDS nan MHbIMKU NYTIMK, NPefoTBpPaLLas B3/IOM CUCTEMDI.

Ona nocTuxeHusa atux uenei BlastDoor ncnonbayeTt orpaHnyYeHns necoYHuLbl

1 6e3onacHylo AN NaMaTu NPOBEpPKY BbIXOAHbIX AaHHbIX. ATO co3faeT 3HaYUTeNbHOE
npenaTcTBMe A5 B3/TOMLLNKOB, KOTOPbIe BbIHYXAEHbl MPeoaoneBaTb ero, Npexae 4yem
nony4aTtb JOCTYN K APYrMM 4acTSM OnepaunoHHON CUCTEMbI. TOT UHCTPYMEHT
3HAUYMTESNbHO MOBbILWAET YPOBEHb 3allUTbl NOMb30BaTENEN OT B3/loMa — B 0COBEHHOCTH
OT aTak, He noApasymMeBaloLMX B3auMoaelicTensg ¢ 06bekToM B3noMa.

Kpome Toro, B CoobuieHnsax Tpaduk oT «M3BECTHbIX OTnpaBuTenenn» obpabaTbiBaeTcs
MHaye, 4eM TpaduK OT «HEM3BECTHbIX oTNpaBuTenen». [N aTux rpynn npegnaratTcs
pa3Hble Habopbl GYHKLUWNIA, a AaHHbIE OT KM3BECTHbIX» U «HEM3BECTHbIX» OTNpaBuTenen
pasgendatTcs Ha oTAeNbHble ak3emnnapobl BlastDoor.
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be3onacHocTb Pexxnma 6110KMpoBKU
Ha ycTpouncTeax Apple

PeXuM 610KMPOBKN — 3TO A0MONHUTENIbHAA Mepa 3KCTPEHHOW 3alinTbl, NpeaHa3HaYeHHas
[ON9 Tex nofb3oBaTeNeil, KOTopble M3-3a CBOEW NMMYHOCTU UK poda 3aHATUI MOTyT
CTaHOBUTbLCH LieNblo CaMbliX NU30LWpPeHHbIX KubepaTak, Hanpumep ¢ NpUMeHeHneM
wnuoHckoro MO. BonbWWHCTBO N0Ae HUKOrAa He CTankuMBaloTCsd C TaKUMKU aTakaMu.

Korga Bkto4YeH Pexxnm 610KMPOBKU, YCTPOMUCTBO He GYHKLMOHUPYET TakK, Kak 06blYHO.
YT06bl YMEHbLINTb NPOCTPAHCTBO A4 B3/IOMa, onpeaeneHHble NpuUIoXKeHnUsa, CanTbl

1 GYHKLMUU CTPOTo orpaHMymMBaloTCe B Liensax 6€30nacHOCTU, @ HEKOTOPble BO3MOXHOCTH
MOTYT 6bITb MONIHOCTbIO HEAOCTYMHbI.

Pexum 6nokmnpoBku goctyneH B i0OS 16, iPadOS 16, macOS 13, watchOS 10 1 6onee HOBbIX
Bepcuax. [lononHUTeNbHble Mepbl 3aLKnTbl A4oCcTynHbl B iOS 17, iPadOS 17, macOS 14,
watchOS 10.1 n 6onee HOBbIX Bepcuax. g NCNONb30BaHUSA AOMNOMHUTENbHbIX QYHKLMN
Pexnma 6110KMPOBKUN YCTPONCTBA A0JIXKHbI 6bITb 0GHOBMEHbI O HOBElLEel Bepcumn
onepaunoHHon cucteMsol. MogpobHas nHGopMaLma NpueeaeHa B cTaTbe CryX6bl
nognepxku Apple CeegeHus o pexnme 610KNPOBKMN.

PeXuM 610KMPOBKN NOBbILIAET YPOBEeHb 6€30MacHOCTM, HO CHUXAeT GYHKLIMOHANbHOCTb
M NPON3BOAUTENBHOCTb CUCTEMbI. DTO 3aTparnBaeT cliefylollmMe XxapakTepUCTUKn:

«  ¢doHOBble CnyXbbl;

+  BO3MOXHOCTU MOAKIIIOYEHUS;
«  ynpaBneHue yCTPOUCTBOM,;

- FaceTime;

- Game Center;

« [louTa;

. CoobueHus;

+ @oTo;

- Safari;

«  CucTeMHble HaCTPOWKK;

- WebKit.
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0O630p AONONMHUTENDBHBIX GYHKLMIN 6€30MacHOCTH
cuctembl B macOS

ononHutenbHble PyHKUUN 6€30NacCHOCTU CUCTEMDI
B macOS

[nana3oH yCcTpONCTB, Ha KOoTopbix paboTtaeT macOS, wupe (HanpuMmep, yCTpONcTBa

c npoueccopamu Intel, unmn yctpoiicTea ¢ npoueccopamu Intel B coueTaHum ¢ YMnom
6e3onacHocTu Apple T2 n ycTpoicTBa ¢ cucteMamMm Ha kpuctanne Apple). Kpome

Toro, macOS nogaep>XXnBaeT Lenblii psf YHMBepcalbHbIX CLLeHapueB NCNOIb30BaHUS
KoMmrnbtoTepoB. OO4HMM MOJSIb30BaTENSM BMOJIHE JOCTAaTOYHO OCHOBHbIX NPeAyCTaHOBMNEHHbIX
NPUNOXEHN N NPUNOXeHNn n3 App Store, B To BpeMs Kak pyrvM HY>XHO BMellaTbCcs

B paboTy s4pa M BbIKMOUYMTb NPaKTUYeCKN BCe CpeacTBa 3awWwmTbl nnaTtdopmbl, YToObI
3anyckaTb U TeCTUPOBaTb CBOWM KO Kak Mpu HauBbICLLEM YPOBHEe A0Bepus. BONbLWNHCTBO
nonb3oBaTesien HaxooaTCs rae-To nocepeanHe, Uy MHOTUX U3 HUX €CTb nepudepuinHble
YCTPOWNCTBA U NporpamMmHoe obecrnevyeHne, TpebdyloLine pasnmnyHbliX YPOBHEN aocTyna.
Mpwu pa3paboTke nnatdopmbl macOS KkoMnaHua Apple npuMeHuna NHTErpPUPOBaHHbIN
noaxopn kK obopynoBaHuio, NporpaMMHOMY obecrneyeHunto 1 cryx6am, KOTopbI M3HaYanbHO
OpUEeHTMpPOBaH Ha obecneyeHne 6e30NacHOCTU M yNpoLlaeT HAaCTPONKY, pa3BepTbiBaHNe

M ynpaB/ieHne, HO CoxpaHseT HeobxoaMMble NMOoMb30BaTEN0 BO3SMOXHOCTN HAaCTPOMKN.
macOS Tak>Xe BK/OYaeT K/toYeBble TEXHOMOrMn 6e30MacHOCTU, KOTOPbIe UCMOMb3YT
NT-cneunanncTbl Ans 3alMTbl KOPNOPaTUBHbIX OaHHbIX U MHTerpauun B 6esonacHble
KOprnopaTUBHble CETEBbIE CPefbl.

MepeyncneHHblie HUXe GYHKLMM NoMoratoT 6e3onacHbiM 06pa3oM yo0BNETBOPUTD
pa3nunyHble NoTpebHOCTM nonb3oBaTeneit macOS. OyHKUMKM 6e30NacHOCTHU:

- besonacHocTb NOANMCAHHOrO CUCTEMHOIO ToMa
- 3awmTa LenoCTHOCTN CUCTEMDI

- [loBepeHHble Kaln

. 3awuTa nepndepuinHbIX yCTPONCTB

- Moppepxxka n 6esonacHocTb Rosetta 2 (aBTomMaTuyeckoe npeobpasoBaHue) ons
KomnbtoTepoB Mac ¢ yunom Apple

- TMoppepxkka n cpencTBa 3alnTbl NPAMOro goctyna K naMmatu (DMA)
- TMoppepykka 1 6e30MacHOCTb paclMpeHnit aapa
- TllopnepXxka n 6e30nacHOCTb A0NONHUTENbHbIX M3Y

- besonacHocTb npowmnekn UEFI gna koMmnbtoTepoB Mac ¢ npoueccopom Intel

3awmTa UenoCTHOCTN CUCTEMDI

DYHKUMA 3aLMNTbI LLe/TOCTHOCTM cucTembl (SIP) B macOS ncnonb3yeT paspelleHns aapa
019 OrpaHnUYeHnss BO3MOXHOCTU 3anncu B KPUTUYECKUN BaXKHble CUCTEMHble dalifibl. DTO
oTaenbHas GYHKLUMS, U OHa AOMNONHSAET GYHKLUMIO annapaTHON 3alMTbl LLeIOCTHOCTU siapa
(KIP), pocTynHyto Ha koMnbtoTepe Mac ¢ ymnom Apple, KoTopas 3awmwaeT OT USMEHEHUS
anpa B naMaTu. [lng npenocTaBneHns aTOro CpeacTBa 3allluTbl U paga ApYrnux Ha YypoBHe
anpa, Bko4vaa necovHumuy n Data Vault, ncnonbsytotca o6g93atenbHble cpencTea KOHTPOA
JocTyna.
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Ob6sa3aTenbHble cpencTtBa KOHTpOJNIA gocTtyna

B macOS ncnonb3ytoTca obs3aTenbHble cCpeacTBa KOHTPONA AOCTyNa — 3aAaHHble
pas3paboTYMKOM MONNTUKN 6GE30MacHOCTU, KOTOPble YCTaHABIMBAIOT OoNnpeaesieHHble
OrpaHMYeHnsa U KoTopble HeMb3st 060NTU. ITOT NOAXOA OTAMYAETCS OT MHULMATUBHOTO
KOHTpOA gocTyna, Npu KOTOPOM MOoJib30BaTe/lb MOXeT nepeonpenenatb NOANTUKN
6e30MacHOCTM N0 CBOEMY XeNaHuio.

O693aTeNbHble CPpeAcTBa KOHTPONA AOCTYNa He BUAHbI NOMb30BaTeNAM, HO ABNAOTCA
6a30BOW TeXHOMOrMel, KoTopasd NoMoraeT peannM3oBaTh HECKOJIbKO BaXHbIX GYHKLMNA,
BK/1H0Yas NeCOoYHULLY, POAUTENbCKUIN KOHTPOb, YNpaBiseMble HaCTPOWKMK, pacluupeHns u
3alMTY LeNOCTHOCTU CUCTEMDbI.

3awumTa LLesIoCTHOCTU CUCTEMDI

3awmnTa L4es1IOCTHOCTU CUCTEMbI Pa3pellaeT TOMbKO YTEeHME KOMIMOHEHTOB B ONpeaeseHHbIX
KPpUTUYEeCcKnx MecTtax GannoBoin CUCTEMbI, YTO MOMOraeT NPeaoTBPaTUTb UX USMEHEeHne
BPEeOOHOCHbIM KOAOM. 3alnTa LefoCTHOCTN CUCTEMbl — 3TO HACTPOMKa KOMMNbloTepa,
KOTOpas BK/OYaeTcsa no yMmonyaHuto npn obHosneHnm o OS X 10.11 u Hoeee. OTkNOYeHNE
3ToM GYHKUMM Ha KOMMbloTepax Mac ¢ npoueccopoM Intel NpnBoOUT K CHATUIO 3aLLUTHI

CO BCex pas3fenoB pMU3MYECKOro yCTPonCcTBa XpaHeHud. macOS npuMeHseT 3Ty NoanTUKY
6e30MacHOCTM KO BCEM MpoL,eccamM B CUCTEME, HE3aBUCMMO OT TOrO, BbIMOMHSATCS /I OHU
B MECOYHULLe UK C NpaBaMu agMUHUCTpaTopa.

[loBepeHHble KaLun

OaHUM 13 06bEKTOB, BK/IIOYEHHbIX B MOC/efoBaTe/lbHOCTb 6e30MacHOol 3arpy3ku, SBngaeTcs
CTaTM4YeCckui 0oBEepeHHbIN Kaw. OTo JoBepeHHas 3anMcb BCex ABOUYHbIX ¢dainos Mach-0,
cobpaHHbIX Ha NoANMCcaHHOM cucTeMHoM TomMe. Kaxabin dpannn Mach-O npencTaBneH
XelleM KaTanora kofa. lNepen BCTaBKON B OBEPEHHbIN K3LW BbIMOMHAETCS COPTMPOBKA
xelwemn gna obecneyeHns apodekTUBHOro nomcka. Katanor koga aBnsetcd pe3ynbraTom
nognucaHug, BbinofiHeHHoro codesign(1). [N npMMeHeHNs [OBEPEHHOrO Kalla
HeobXxoaMMo, YToObI 3aWmMTa LenoCcTHOCTM cucTeMbl (SIP) ocTaBanach Bk/oYeHa. [Ans
OTKJII0YEHMA NPUMEHEHNs OOBEepPEeHHOro kawa Ha Mac ¢ ynnom Apple TpebyeTca HacTpouTb
6e30nacHyto 3arpysky, yCTaHOBUB HU3KWIA YpOBEeHb 6e30MacHOCTU.

Mpw ncnonHeHnn geonyHoro daina (B xoge co3gaHmMs HOBOro npouecca

WM COMOCTaB/IEHNS UCMOMIHSIEMOr0 Koa C CYLLEeCTBYOWMM NPoLEecCcoM) ero kaTanor
Kofa n3Bfiekaetcsa u xewmnpyetcs. ECnvm nonyyeHHblI xew 6yneTt HallAeH B LOBEPEHHOM
Kalle, TO UCMOJIHIEMbIM COMOCTaB/IEHMAM, CO3AaHHbIM Ans ABOMYHOro dpanna, byayT
npepocTaBneHbl MOHOMOYNS NNaTGOPMbI, TO eCTb OHM MOTyT obnagaTtb NobbIMK
npaBamu 1 BbINONHATbLCS 6e3 fanbHenwen NpoBepkn NOSAMHHOCTU NOANUCK. B aTOM
COCTOUT OT/IMYMeE OT KoMMbloTepa Mac ¢ npoueccopom Intel, roe nonHoMoums nnatdopMmbl
nepefalwTCs COAEPXUMOMY OMNepPaLMOHHON CUCTEMDBI C MOMOLLbIo cepTudukaTta Apple,
KOTOpPbI MOANUCbIBAET ABONYHbIE dainbl. (DTOT cepTuduUKaT He OrpaHMUYMBaAET NepeyeHb
npas, KOTOPbIMWU MOXET 061agaTb ABOUYHbIA daiin.)

[ns ncnonHeHuns HennaTGOPMEHHbIX ABOUYHbIX GalnoB (B TOM Ync/ie 3aBEPEHHOIO
CTOPOHHEr0 KOAa) Y HUX JOMXKHbI 6bITb LeNCTBUTENbHbIE LLENOYKN CEPTUPUKATOB,

a npaea, KOTOPbIMU OHU MOTyT o6/1agaTb, orpaHnyYeHbl NpoduUIeM NOANUCH, BbiLaHHbIM
pa3paboTunky B pamkax nporpammbl Apple Developer Program.
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Bce pBounyHble dalinbl, noctasnsemMbole ¢ macOS, nognucaHbl C MOMOLLbIO MaeHTUGMKaTopa
naatgpopmbl. Ha Mac ¢ unnom Apple aToT nogeHTUdUKaTop yKasbiBaeT, YTO Aaxe B TOM
cnyvae, ecnu ABouYHbIM dann nognucaH Apple, 4ns ucnonHeHus Takoro daina xew
KaTanora ero Kkoga AoJI)XeH HaXoAUTbCS B AOBEPEHHOM Kalwwe. Ha Mac ¢ npoueccopom Intel
noeHTuomnkaTop nnaTtdopmbl UCMob3yeTcs NS LeneBoro oT3biBa KOHKPETHbIX OBOUYHbIX
dannos 13 6onee crapoit Bepcum macOS. ITOT LLeneBoM OT3biB MOMOraeT NPeaoTBPaTUTh
NCMOMHEeHNe 3TUX ABONYHbIX PaifioB B 60/iee HOBbIX BEPCUSX.

CTaTu4yeckuin JoBepeHHbI KaW NpuBsa3biBaeT Habop OBOUYHbIX GaiNoB K 3a4aHHOW Bepcun
macOS. 3To noMoraeT NpPeaoTBPaTUTb MEPEHOC ABOMYHbIX GannoB, UMELWMX 3aKOHHYI0
noanucb Apple, U3 cTapbiXx onepawunoHHbIX CUCTEM B HOBblE, YTOObI 3/10YMbILLAEHHMWK

He MOr 3TMM BOCMO/Ib30BaTbHCA.

Koa nnatdopMbl, NocTaBnsgeMblii BHe onepauoHHON CUCTEMDI

HekoTopble gBonYHble dainbl oT Apple, Takne kak ansg Xcode 1 cTteka MHCTPYMEHTOB
paspaboTyunka, He MOAMNCaHbI C UCMONb30BaHWEM naeHTUdMKaTopa ninatdopMbl.
HecMoOTps Ha 37O, OHW MOTYT UCMNOJHATLCS C MNOIHOMOYMUAMKN NnaTdopmbl Ha Mac

c ynnom Apple n Mac c umnom Apple T2. lNMockonbKy 3To NporpaMMHoe obecneyeHue
nnatdopMbl NnocTaBnseTcs HesaBucumo ot macOS, Ha Hero He AeNCTBYeT Npoueaypa
OT3blBa, CBA3aHHasa Co CTaTUYECKNM OOBEPEHHbIM K3LUEM.

3arpy>kaemblie goBepeHHbIE K3LUKN

OnpepeneHHble NporpaMMHble NakeTbl Apple nocTaBnaoTCa ¢ 3arpyxaemMbiMu
[0BEPEHHbIMU K3LamMu. Y aTUX KILlen Takas Xe CTPYKTypa AaHHbIX, KaK Yy CTaTU4eckoro
JOBepeHHOoro kawa. MNpu 3ToM eCTb TONIbKO OANH CTaTUYECKUA N,0BEPEHHbIN Kall, U nocne
3aBeplleHns paHHel nHULManMsauum aapa CogepXnmMoe aToro Kalla rapaHTUPOBaHHO
HaxooMTCAa B AManasoHax namMaTu, AOCTYMHbIX TONbKO A5 YTeHUd, a 3arpy>xaeMbie
[OBEPEHHbIe KaLM [06aBNA0TCA B CUCTEMY BO BPEMS BbIMOMHEHMS.

3TN [oBEPEHHbIE KWW NPOXOAAT ayTeHTUdUKALUIO NMOO C MOMOLLbIO TOTO Xe MexaHu3aMma,
KOTOpPbIM ayTeHTUOULMPYET 3arpy304HY0 NPOLWKNBKY (NepcoHanmsaumsa ¢ MoOMOLLbio
cnyx6bl goBepeHHo noanucu Apple), nn6o kak 06bekTbl ¢ rnob6anbHON Nognucblo (Takne
NOAMNUCU HE NMPUBA3bLIBAIOT UX K KOHKPETHOMY YCTPOMCTRY).

MprMMepoM NepcoHann3MpoBaHHOIO OBEPEHHOI0 Kalla MOXET CIY>XUTb KL, KOTOPbI
nocTaenseTcsd ¢ o6pa3omM AMcKa O Bble3qHON AMarHoCTMKM KoMnbloTepa Mac

c yunom Apple. 3ToT f0BepeHHbIN KLl NepcoHanM3npyeTcs BMecTe ¢ 06pa3omM gucka u
3arpyxaetcs B 94p0 KoMnbloTepa Mac, Korga ToT 3arpy>aeTcsa B peXxume AuarHoCTUKM.
Bnaropaps aToMy A0BEpPeHHOMY Kallly nporpaMmmHoe obecneveHne n3 obpasa gucka
MOXET 3amnycKaTbCs C MOTHOMOYMUAMU MNaTHOPMbI.

[oBepeHHbI K3l ¢ rnobanbHOM NOANUCHIO NOCTaBNgeTCs, HanpuMep, C 06HOBEHUSIMN
nporpamMmMmHoro obecneyeHmns macOS. bnarogaps asToMy JOBEPEHHOMY Kally
onpefaeneHHbli pparMeHT Kofa B 06HOBIEHUM NporpaMMHoOro obecrneyeHuns —
ynpasasoUwmnii Moayab 06HOB/IEHUS — MOXET 3anyckaTbCa C MOMHOMOYUSAMU NNaTHOpPMbI.
Ynpasnsawowmin Mmoaynb 06HOBNEHNS BbINONHAET NtoOble EeNCTBUSA MO OOHOBEHUS
nporpaMMHOro obecreyvyeHuns, KOTopble onepaLUnoHHas CUCTEMa He MOXET BbIMONMHUTb
COrnacoBaHHO B PasHbIX BEPCUSX.
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Be3sonacHoCTb NnepudepuinHbIX NPOLLECCOPOB Ha
KoMnbloTepax Mac

Bce coBpeMeHHble KOMMbIOTEPHbIE CUCTEMbl OCHALLAOTCS MHOXECTBOM BCTPOEHHbIX
nepudepuinHbiX NPOLLECCOPOB, KOTOPble NpefHasHayeHbl 419 TakMxX 3a4ad, kak
noakntoyYeHne K cetTu, paboTa ¢ rpadukoit, ynpaBneHne nuTaHneM UNn ynpasneHune
LWMHAMM OaHHbIX. TN NepudepuiiHblie MPOoLLEeCCopPbl YacTo UMEIOT Y3Koe Ha3HayeHune

M ropasao MeHblY MOLLHOCTb, YeM Y OCHOBHOTO LIM. BCTpoeHHble nepudepuiiHble
YCTPOWCTBA, HE UMeloLLMe A0CTaTOYHbIX CPEACTB 3allUTbl, CTAHOBATCSH MULLEHbIO A9
3/10YMbILWIEHHWKOB, KOTOPbIEe ULLYT Nerkme cnocobbl 3apa)kaTb onepaLoHHY0 CUCTEMY.
3apa3unB NPOLLMBKY NepndepmritHoro npoLeccopa, 3/10yMbllLIEHHUK MOXET aTakoBaTb
nporpamMmHoe o6ecrneyeHne B rNaBHOM NpoLEeccope Uan Hanpsamyio nepexsaTuTb
KOHOUMOEeHUManbHble AaHHble (Hanpumep, yCTPocTBO Ethernet MoxeT BUOETb cogepXnmoe
He3alWnbpoBaHHbIX NAaKeTOB).

Mo Bo3MoXxHocTU Apple BegeT paboTy Mo yMeHbLIEHUIO KONNYeCcTBa He0BX04MMbIX
nepudepunHbIX NPoLECCOPOB U CTPEMUTCH HE UCMOMb30BaTb CTPYKTYPbI, 19 KOTOPbIX
TpebyeTca npolimeka. A ecniv UCMOb30BaHMe OTAEeNbHbIX MPOLLECCOPOB C CO6CTBEHHOMN
NPOLINBKOW aBNgeTca 0693aTeNbHbIM, MPUHMMAIOTCA MepPbl, HanpaB/ieHHble Ha To, YTOGbI
He NMO3BOMUTb 3/I0YMbILIIEHHUKY yAepXaTbCd B 9TOM npoleccope. 3To obecneynsaeTca
OfHUM N3 OBYX CNOoco60oB:

- npoueccop 3anyckaeTcs, YTobbl 3arpy3nTb MPOBEPEHHYIO MPOLLMBKY U3 OCHOBHOIO
npoueccopa npu 3anycke;

«  nepudepuitHblii NpoLeccop peanusyeT cob6CTBEHHYI0 6e30onacHyio
nocnenoBaTe/lbHOCTb 3arpy3ku, MPoOBEepPss CBOI MPOLLMBKY NPW KaX a0l 3arpyske Mac.

Apple npoeepseT peannsaunm CTOPOHHUX MOCTABLLMKOB M y/lydllaeT UX peweHns, cneasa 3a
TeM, 4To6bl Te o6naganm TpebyemMbiMU CBOCTBAMU, HaNnpuUMmep:

- obecneyeHne MaKcUManbHOM KpUNTorpadmnyeckom CTomkoCcTH;
« 0TKa3 OT UCMOJ/Ib30BAHMA NPOLLUNBOK C N3BECTHbIMW HegoCTaTKaMu;
«  OTK/IlOYEHMEe MHTepdeNcoB oTNagku;

+  noAnucaHue NPOLWMBKN C MOMOLLbI KpUNTOrpapruyecKkmx KnoYen, KoTopble XpaHaTcs B
annapaTHbIX Moaynax cuctemMbl 6esonacHocTn (HSM), KoHTponupyembix Apple.

B nocnegHue rogbl Apple noMoraet HEKOTOPbIM BHELWHUM NOCTaBLWKaM BHEOPUTb Te
Xe CTPYKTYpbl AaHHbIX MaHudecTa Imaged, Kog NPoBepPKM U MHOPACTPYKTYPY NOAMNUCEN,
KOTOpble UCMONb3yloTCca unnom Apple.

Ecnn HEBO3MOXHO 0601TUCL 6e3 XpaHUnuMLLa U HEBO3MOXHO peann3oBaTh
XpaHunuuie c 6esonacHon 3arpyskon, cuctema Tpebyet, 4ToObI Nepen NoOMeLeHNEM B
NMOCTOAHHOE XpaHunnuuie OGHOBJ’IGHVIFI MPOLWNBKA 6bIJ'IVI noanuncaHbl C UCMOJIb3OBaHNEM
Kpuntorpadunuyeckmnx MeToaoB 1 NPOBEpPEHbI.

Rosetta 2 Ha komMmnbloTepe Mac ¢ yunom Apple

KomnbioTep Mac ¢ ymnom Apple cnocobeH 3anyckaTb Kof, CKOMAUINPOBaHHbIN And
Habopa MHCTPYKUNI X86_64, C NOMOLLbIO MexaHn3Ma Npeobpa3oBaHMa MO Ha3BaHUEM
Rosetta 2. NpepnnaraeTtcd gea Tvna npeobpasoBaHns: TOYHO B HYXXHbIA MOMEHT U
3abnaroBpemMeHHo.
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Mpeo6pasoBaHUe TOYHO B HYXKHbIA MOMEHT

Mpu ncnonb3oBaHUK Npeobpas3oBaHMUs TOYHO B HYXHbIK MOMeHT (JIT) naoeHtudnkaums
ob6bekTa Mach x86_64 BbINoNHAETCS Ha paHHEM 3Tane UCNo/iIHeHNa obpasa. BcTpevas
Takue o6pasbl, 90p0 NepenaeT ynpasneHne cneunanbHoli sarnywke npeobpasoBaHums
Rosetta, a He gMHamMnyeckomMy pegakTopy ccbiok dyld(1). 3arnyuwka npeo6bpa3oBaHus
BbINMOJIHAET NpeobpasoBaHMe cTpaHuL, Xx86_64 Bo BpeMsa UCNOoIHEHUa obpa3sa.
Mpeobpa3oBaHMe BbINOSHAETCS NMOJIHOCTbIO BHYTPU Nnpouecca. Aapo no-npexHemy
npoBepseT XelWun Kofaa KaXxaoi cTpaHuubl Xx86_64 Ha cooTBeTCTBME NOANUCK Koaa,
npuKpensieHHon K ABoNYHOMY dainy, Koraa nponcxoaut cbon cTtpaHuubl. B cnyyae
HECOOTBETCTBMS Xelwa 94p0 NPUMeEHSeT COOTBETCTBYIOLLYIO MOMUTUKY UCMPaB/IEHNS,
noaxoasLLyo ang aToro npouecca.

3abnaroBpemMeHHoOe npeobpasoBaHue

Mpu ncnonb3oBaHUK 3abnarospeMeHHoro npeobpasosaHns (AOT) YTeHMe OBOUYHbIX
dannoB x86_64 13 xpaHUNLLA BbIMOMHAETCA B T€ MOMEHTbI, KOTOpble CUCTEMA cUYMTaeT
onTMManbHbIMWU A1 CKOPOCTU OTK/IMKa 3TOro koga. lNpeobpasoBaHHble apTedakTbl
3anncbiBalOTCA B XpaHuUue Kak ocobbit pann obbekTa Mach. 3ToT daii Nnoxox Ha
MCrofiHgeMbli 06pa3s, HO COaepPXUT MOMETKY, YTO 3TO pe3ynbTaT NnpeobpasoBaHMs APYroro
obpa3sa.

B aTon mopenu aptedakt AOT nony4vaeT BClO CBOK UAEHTUOUKALMOHHYIO MHGOPMaLMIO
M3 UCXOOHOro ucrnosiHgseMoro obpasa x86_64. [lna obecneyeHnsa aTon NpmUBS3KU
NPUBUIErMPOBaHHbI 06bEKT MOIb30BATENbCKOro NPOCTPAHCTBA NOANUCHIBAET
npeobpa3oBaHHbIN apTedakT C MOMOLLbIO KtoYa KOHKPETHOrO YyCTPOMCTBA, KOTOPbIM
ynpasngeT Secure Enclave. 3TOT koY BblgaeTcs TONbKO NPUBUIETMPOBAHHOMY
06beKTY NOMb30BaATENbCKOrO NMPOCTPAHCTBA, KOTOPbIN MAEHTUOULUPYETCS B 3TOM
KayecTBe C MOMOLLbIO OrpaHMYeHHOro nNpaea. Katanor Kkoga, co3gaHHbli ans aptedakTa
npeobpa3oBaHus, BKOYAET XelW KaTasora kofa UCXOOQHOro ucrnonHsemoro obpasa
x86_64. Moanucbh camoro aptedakTta npeobpas3oBaHMa Ha3biBaeTCA JOMOTHUTE/IbHOM
noanuchbio.

Mpouecc AOT HaumMHaeTcs aHanornyHo npoueccy JIT, To ecTb 94p0 NepepaeT ynpasreHue
cpefe BbinonHeHusa Rosetta, a He guHamMmnyeckoMy pegakTopy ccbinok dyld(1). OgHako
3aTeM cpefa BbinonHeHUs Rosetta oTnpaBngaeT B cucteMHyto cnyxoy Rosetta sanpoc
MeXMpoL,eCCHOro B3aMMoLeNCTBMSA O TOM, [OCTYNHO nu npeobpasoBaHne AOT ans
TeKyLLero ucnonHsemoro obpasa. Ecnu takoe npeobpasoBaHue HalpeHo, cnyxba Rosetta
npepocTaBngeT LECKPUNTOP 3TOro npeobpas3oBaHms, MOCe Yero OHO COMOCTaBNAEeTCS C
npoLeccoM n ncnonHsetcsi. Bo BpemMsa ncnonHeHus sapo NpMMeEHsIeT Xelun KaTanora koga
apTedakTa npeobpazoBaHus, KOTopble ayTEHTUOULNPYIOTCS NOAMNUCHIO C KOPHEM B KJllOYe
noanuMcaHus KOHKPEeTHOro yCTponcTBa. Xelln KaTanora koga ncxogHoro obpasa x86_64
He y4yacCTBYIOT B 3TOM Mnpouecce.

MpeobpasoBaHHble apTedakTbl HaxoaATCa B xpaHunuuie Data Vault, koTopoe Bo BpeMs
BbIMONIHEHUS HEQOCTYMNHO Ans Nobbix 06bEKTOB, KpoMe cnyx6bl Rosetta. Cnyx6a Rosetta
ynpasngeT 4OCTYNOM K CBOEMY K3lly, BblgaBas AOCTYMNHble TONbKO A/ YTeHna dpaliioBble
OEeCKpUNTopbl OTAENbHbIM apTedakTaM npeobpa3oBaHms; 3TO OrpaHMYnMBaeT AOCTYN K
Kawy aptedakta AOT. MexnpoleccHoe B3aMMoaencTemne n saBucnumas o6nactb aTon
Cny»X6bl HAMEPEHHO OCTaBMIeHbl 04€Hb Y3KMMU, YTOObI MUHUMM3MPOBATb aTakyeMyio
obnacTb.
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Ecnu xew katanora Kkoga ncxoaHoro obpasa x86_64 He coBnagaeT C XelleM,
3aKoAMpoBaHHbIM B nognucu aptedakta npeobpasoaHna AOT, aTO paBHOLEHHO
HeoeNCcTBMTENbHON NOANMUCKU Koda U NPUBOOUT K MPUHATUIO COOTBETCTBYIOLLNX
MPUHYOUTENbHbIX Mep.

Ecnu ypaneHHbI npouecc 3anpalnBaeT y sapa npasa gocTyna unu apyrue
naoeHTubULMpyoLMe CBONCTBA Koda ucnonHgaemoro dainna, npeobpasosaHHoro AOT, emy
BO3BpallalTCca MaeHTUGULMpyoLmMe CBoMCcTBa ncxogHoro obpasa x86_64.

Copep>XMMoe CTaTU4YeCcKOro goBepeHHOro Kawa

macOS 11 nan HoBee NOCTaBASETCS C MYNbTUAPXUTEKTYPHbIMU ABOUYHbIMKU dalinamm Mach,
KoTopble cogepxaTt dparMeHTbl koga x86_64 1 arm64. MNonb3oBaTenb KoMMbloTepa Mac

c ymnom Apple MoxeT BblbpaTb UcrnonHeHne ¢parmeHTa x86_64 CMCTEMHOIO ABONYHOIO
danina yepes npouecc Rosetta, Hanpumep, 4TobbI 3arpy3nTb NOAKAOYAEMbIA MOAY /b,

He UMeLWMN HaTUBHOW Bepcumn arm64. [1nsg noaaep>Xku aToro noaxona ctaTuyeckui
LOBEPEHHbIN K3, KOTOPbIN nocTasnsetcs ¢ macOS, B OCHOBHOM COOEPXMUT TPU XeLla
KaTanora koga Ha Kaxgablii dann obbekTa Mach.

- Xew kaTanora koga pparMmeHTa armo64.
- Xew kaTanora koga ¢pparMmeHTa x86_64.
- Xew kaTanora koga ¢parmeHTa 3abnarospemeHHoro (AOT) npeobpasoBaHnsa x86_64.

Mpouenypa npeobpasosaHus AOT Rosetta petepmnHmnposaHa. OHa gaeT oanMHaKOBbIN
pesynbTaT And noboro otaenbHO B3STOro Habopa BXOAHbIX AaHHbIX, HE3aBUCUMO OT TOrO,
KOrfa Wi Ha KakoM YCTPOMCTBe 6blf1o BbINOSTHEHO NpeobpasoBaHme.

Bo Bpemsa cb6opkn macOS kaxablit dann obbekTa Mach npoxoaunT Yyepes npouecc
npeobpasoBaHua AOT Rosetta, cBA3aHHbIN ¢ Bepcuen gaHHo macOS, 1 NofyYeHHbIN
Xell KaTanora Koga 3anucbiBaeTcs B JOBEPEHHbIN k3. M3 coobpaxeHnin apedekTUBHOCTHU
dakTnyeckune pesynbraTbl NpeobpasoBaHMa He MOCTaBNAOTCA C ONepaLnoOHHON CUCTEMOM
M BOCCO3[atoTCs Mo 3anpocy, Koraa nonb3oBaTenb UX 3anpallmBaert.

Korpa Ha koMnbloTepe Mac ¢ yunom Apple ncnonHsietcd o6pas x86_64, 1o, ecnu
Xel KaTanora Kkoga aToro obpasa HaxoguTCst B CTaTUYECKOM JOBEPEHHOM K3lle,
Xel KaTanora koga nonyvyeHHoro aptedakta AOT Takxe A0/KeH HaXOANTbCSA

B CTaTMYeCKOM LOBEPEHHOM K3awe. Takme NpoayKTbl HE MOAMMCHIBAIOTCS KHOHOM
KOHKPETHOro yCTPOMCTBa, NOCKOJIbKY KOPEHb MOJITHOMOYMUN NOANNUCAHNS HAXO4UTCS B
nocnepoBaTeNbHOCTM 6e3onacHol 3arpysku Apple.

HenoanucaHHbIN Kop, X86_64

KomnbtoTep Mac ¢ ynnom Apple He paspellaeT UCMNONTHEHME HATUBHOIO Koaa armé4
6e3 npuKpenneHHo NnognnucuK Koga. dTta NOANMCb MOXeT OGbiTb TakoM Xe NPOCTON, Kak
cneumnanbHaga ad-hoc noanucb koga (cp. ¢ codesign(1)), He coaepKallas HUKAKOM
MOEHTUOUKALNOHHOM MHPOPMaLMKN N3 CEKPETHOM NONTOBUHbI Napbl aCUMMETPUYHbIX
Knto4Yen (3To HeayTeHTUOULNPOBAHHOE U3MepPeHMe ABONYHOro danna).

N3 coobpaXkeHnin COBMECTUMOCTUN ABOUYHbIX PainnoB Nnpeobpa3oBaHHOMY Kogy
x86_64 pa3spelleHo NCMOMHATbCS Yepes Rosetta, gaxe He MMes HUKaKoW MHopMaLmm
o noanucu. Mpouenypa nognucu Secure Enclave gnsg KOHKPETHOro ycTpolicTBa

HUKaK HEe NOeHTUGUUMPYET 3TOT KOA, U OH UCMOHAETCS C TEMU e OrpaHUYEHUIMU,
4YTO M COBCTBEHHbIN HEMOAMUCAHHbIN KO, UCMOMHAEeMbIN Ha KoMnbloTepe Mac

c npoueccopom Intel.
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CpepncTBa 3awWmTbl NPAMOro goctyna K naMaTn Ha
KoMnbloTepax Mac

[na [OoCTUXKEHNS BbICOKOW NMPOMYCKHOM CNOCOBHOCTM BbICOKOCKOPOCTHbIX MHTepdENCOB,
Takux kak PCle, FireWire, Thunderbolt 1 USB, koMnbloTepbl J0/KHbI NOAAEPXKMBATD
npsamMon goctyn K namatn (DMA) ¢ nepudepuinHbiX YCTPOMUCTB. TO eCTb UM HYXHa
BO3MOXHOCTb YTEHMS ONepaTUBHON NaMATU U 3anNncK B Hee 63 MOCTOSSHHOMO yyacTus
OCHOBHOrO npoueccopa. HaunHaa ¢ 2012 r. Ha kKoMnbloTepax Mac peannsoBaHo
MHOXECTBO TeXHOMOrnn ang 3awmntbl DMA, 4TO NO3BONMIO NONYYUTb Hanbonee

3 bEKTUBHDBIN 1M NONHbIN Habop cpeacTs 3awmTbl DMA no cpaBHeHUIO ¢ Nto6bIM

apyrum MK.

CpepcTtBa 3awutbl DMA gna komnblotepa Mac ¢ umnom Apple

B cucteme Ha kpuctanne Apple nmeetcs moaynb yrnpaBrieHns NnamMmsaTbio BBOGA-BblBOAA
(IOMMU) pnsa kaxpgoro areHta DMA B cucteme, B ToM yuncre noptoB PCle n Thunderbolt.
Mockonbky y kaxpgoro IOMMU ecTb cBoi Habop Tabnuu, npeobpa3oBaHns agpecos O
npeobpasoBaHusa 3anpocos DMA, nepudepuiiHbie yCTPOCTBA, MOAK/IOYEHHbIE Yepes NopT
PCle nnun Thunderbolt, nMetoT BocTyn ToNbKo K TOl 06nacTu, KoTopas SBHO ConocTaB/ieHa
AN UCnonb3oBaHusg UMK, NMepurudepuniiHbiM yCTPONCTBAM HEAOCTYMHbl 061acTu NamMaTu,
npuHagnexaume opyrumMm KOMMNOHEHTaM CUCTEMbI, TaKMM KakK S4pO0 UAN NPOLINBKA, a TakXe
06nacTu NaMsaTh, HasdHayYeHHble APYruM nepudepuiiHbiM ycTponcTeaM. Kak TonbKo Moaysb
IOMMU BbigBASET NOMbITKY NepndeprUnHOro yCTponcTBa NoNy4YnTb 4OCTYN K o61acTu
namsiTu, KoTopas He NpefHasHa4YyeHa A5 Hero, OH BblgaeT KPUTUYECKYO OWNBKY sapa.

CpepncTBa 3aWuMTbl NPAMOro gocTyna K namMmaTu gag komnblotepa Mac ¢
npoueccopowm Intel

KomnbtoTepbl Mac ¢ npoueccopoM Intel n TexHonoruen sBuptyanmsaumm Intel gna
HanpaBneHHoro Beoga-ebiBoga (VT-d) nHuumanusumpytot moaynb IOMMU angd noBTOpPHOro
conocTtaBneHns DMA u npepbiBaloT CONOCTaB/IEHNE Ha 04YeHb paHHEM 3Tane npouecca
3arpys3ku Bo nabexxaHne BO3SHMKHOBEHUS YI3BUMOCTEN CUCTEMbl 6€30MacCHOCTU PasnyHbIX
knaccos. Moaynb IOMMU Apple HaunHaeT paboTy ¢ NOIMTUKON, Hanaratower sanpeT no
YMOJT4aHUIO, MO3TOMY KaK TOSIbKO nogaeTcs NMTaHue Ha CUCTEMY, OHa aBTOMaTUYeCKuU
HauynHaeT 6n10kMpoBaTb Ntobble 3anpocbl DMA oT nepudepuinHbix ycTponcTs. Mocne
MHULUMaNusaunum nporpaMmHbiM obecrnevyeHnem moaynm IOMMU HauymnHatoT paspellaTtb
3anpocbl DMA oT nepudepuiiHbiX yCTPONCTB K 06/1acTIM NaMaTKh, KOTOpble SBHO
COMoCTaB/IeHbl A/ UCNOMb30BaHMUA COOTBETCTBYOLWMMU NepndepmunHbIMn yCTPONCTBAMMN.

lMpumeuyaHue. MNpepbiBaHWe NOBTOPHOro conoctasneHus onga PCle Ha koMmnbioTepe Mac
c ynnoM Apple He TpebyeTcs, nockonbky Kaxabih moaynb IOMMU o6pabaTbiBaeT MSI gna
cBoero nepndeprumnHoro ycTpomncTaa.

HauynHas ¢ macOS 11, Ha Bcex KoMnbloTepax Mac ¢ ynnom 6esonacHocTn Apple T2
npumMmeHsoTcs apaneepbl UEFI, koTopble Npu co3gaHnm napbl C BHELWHWUMM YCTPONCTBaMM
ncnonb3yoT DMA B orpaHu4eHHon cpefe Konbua 3. 9To CBOMCTBO No3BoNgeT

CHU3UTb PUCK 3KCNAyaTaumMmn ys3sBUMOCTEN cucTeMbl 6€30MacHOCTU MPU HELTAaTHOM
B3aMMO/eNCTBMN BPEAOHOCHbIX YCTPOICTB ¢ aparieepom UEFI Bo Bpems 3arpysku. B
YaCTHOCTU, CHUXAETCa BNMAHME YI3BUMOCTEN B ApaliBepax, KoTopble o6pabaTbiBatoT
oydepbl DMA.
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be3onacHoe paclwupeHune agpa B macOS

HauynHas ¢ macOS 11, ecnm CTOPOHHME pacLlUNpeHns sapa pas3peLleHbl, UX HEBO3MOXHO
3arpysuTb B 9400 no 3anpocy. BMecTo a10ro oHn 06befnHAI0TCS BO BCITOMOraTesibHyo
kosnnekymo sapa (AuxKC), koTopasi 3arpyxaeTcs B NpoLLecce 3arpysku KomMmmnblotTepa.
Ha komnbloTepe Mac ¢ ynnom Apple nsmepenme AuxKC nponucbiBaeTcst B NONUTUKE
LocalPolicy (Ha o6opyaoBaHuM npeablayLWwmx NokoneHnin nsmepeHme AuxkKC xpaHunocb
B TOMe flaHHbIX). MepecTpoeHne AuxKC TpebyeT noaTBEpXOEHUS NONb30BaTENS U
nepesanycka macOS gns 3arpy3ku BHECEHHbIX U3MeHeHUN B 94p0. Kpome Toro,

ONns napameTpa 6e3onacHoOn 3arpyskn AonxeH 6biTb BbIGpaH CHUXXEHHbIN YPOBEHD
6es3onacHocTu.

Ba>xHo! B macOS 6Gonblie He peKoMeHayeTcs UCMOo/b30BaTh pacliMpeHns aapa.
PacwupeHusa aapa NnogBepraoT PUCKY LLeNOCTHOCTb Y HafeXXHOCTb onepaLoHHOM
cucTeMbl, NoaToMy Apple pekoMeHayeT oTAaTb NPegnoYTeHne pelleHnsam, KoTopble He
TpeObyloT paclunpeHnit.

PacwupeHusa agpa Ha komnbtotepe Mac ¢ ymnom Apple

Ha komMmnbtoTepe Mac ¢ ynnom Apple pacwmpeHunsa aapa A0NXHbl 6bITb pa3peLleHsbl
ABHbIM 06pPa30M C MOMOLLbIO ANNUTENBHOIO HaXaTuUs KHOMKW MUTaHUA Npu 3anycke ons
nepexoaa B pexuM oQHON UCTUHHOM cpefdbl BoccTaHoBeHus (1TR), nocneaytolLero
nepexoaa Ha CHUXEHHbI ypoBeHb 6€30MacHOCTU U YCTaHOBKM COOTBETCTBYIOLLENO
dnaxkka Oona akTMBauum paclimpeHuin aapa. Ong aToro Takxe TpebyeTcsa BBECTU Naposib
afMUHUCTpaTopa A/ aBTopusaLnm nepexoaa B PeXxumM CHUXEHHON 6e30MacHOCTHU.
Mcnonb3oBaHne 1TR B covyeTaHUM C NaponeM YCNOoXHAET ang npoHukwero B macOS
310y MbILWNEHHMKA, MCNOJb3YIOLWL,Ero TobKO NporpaMMHoe obecneyeHne, BHegpeHne
pacwupeHuin agpa B macOS, KoTopble 3aTeM MOXHO 6b1710 6bl UCNOMb30BaTb A4
nonyyeHusa npae ypoBHS aapa.

Mocne aBTOpM3aLMK NOMb30BaTENEM 3arpy3kn pacMpeHnin agpa NpMMeHseTcs noTok
yTBEPXAEHHOI Nonb3oBaTeneM 3arpysku pacwmnpeHnin aapa. OH npegHasHavyeH ang

aBTOPM3aLUM YCTAHOBKM paclUMpeHunii aapa. ABTopusaumsa, ncnosblyemMas ans ykazaHHoro
Bbllle NOTOKa, TakXe NpuMeHsieTca ana nepexsaTa xewa SHA384 cnncka aBTOPMU30BaAHHbIX

nonb3oBaTteneM paclmpeHnin aapa (UAKL) B nonutuke LocalPolicy. 3aTteM npouecc
ynpaenenusa sgpom (kmd) noareepxaaet BkntoveHne B AuXKC Tonbko Tex paclumpeHuin
a[pa, Kotopble ykasaHbl B cnncke UAKL.

- Ecnu BknoYeHa dyHKUMA 3allUUTbl LLeNOCTHOCTU cucTeMbl (SIP), BbinonHgeTcd npoBepka

NOAMNUCYK KaXX[A0ro paclimpeHus aapa, npexae 4yem oHo bypet BkatoveHo B AuxKC.
«  Ecnun ¢yHkuna SIP BbiknoyeHa, nognuch paclinpeHuns sgpa He nposepseTcs.

3TOT NoAxoA MNO3BOMSET BbIMNOJHATL NMOTOKM HU3KOIO YPOBHA 6€30MacHOCTH,
C NMOMOLLbIO KOTOPbIX pa3paboTymMKi UK NoNb30BaTeNN, He yYacTByiolLMe B NporpamMmmMe
Apple Developer Program, TeCTUpYIOT pacluiMpeHns sapa nepeq Ux noanuncbio.
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Mocne cospanusa AuxKC ee nsmepeHune otnpasnsgetcsa B Secure Enclave Ha noanuce n
BKJIIOUEHME B CTPYKTYPY AaHHbIX Imaged, koTopas NoanexuT NpoBepke 3arpy3uynkom
iBoot Bo Bpemsa 3arpysku. B npouecce dopmmupoBaHus AuxKC Takxe co3gaertcs oTBeT
pacwmnpeHuns agpa. 3ToT OTBET COAEPXUT CMUCOK paclUMPeEHU sapa, KOTopble GakTU4ecku
ObinKn BKAoYeHbl B AuxKC, nockonbky Habop MoXeT okasaTbcs nogHabopom UAKL, ecnu
Obln 06Hapy>XKeHbl 3anpeLeHHble pacwmpeHunsa aapa. Xew SHA384 cTpyKTypbl OaHHbIX
Image4 konnekumn AuxKC 1 oTBeT paclumpeHuns aapa Bkitovatotca B ¢ainn LocalPolicy.
Xew Image4 AuxKC vcnonb3yeTcs A8 ONONHUTENbHOW NPOBEPKN 3arpy3unkom iBoot

BO BpeMs 3arpysku, 4To NoOMoraeT UCKIOYNTb 3arpysky ctaporo ¢aina Imaged AuxKC,
noanucaHHoro Secure Enclave, ¢ HoBol nonutukoi LocalPolicy. OTBeT paclwmnpeHus sgpa
ncrnonb3yeTcs TakMMK nogcuctemamu, kak Apple Pay, ona onpegeneHus Hannuusa noobbix
3arpy>eHHbIX pacliMpeHuii agpa, KoTopble MOTyT NOBAMATbL Ha OCTOBEpPHOCTb MacOS.
Ecnu Takme pacwunpeHuns obHapyxmBatoTcs, GyHKLMOHaNbHble BO3MOXHOCTU Apple Pay
MOTYT ObITb OTKJ/IHOYEHDI.

CncremMHble pacwumpeHuns

B macOS 10.15 paspaboTunkun MOryT pacwmpsaTb BO3MOXHOCTM macOS, ycTaHaBnIuBas

M UCMNOMb3Yys CUCTEMHbIE PACLUMPEHUS, KOTOPbIE UCMOHAIOTCS B MO/1b30BAaTENbCKOM
NPOCTPaHCTBE, a He Ha ypoBHe aapa. bnarogaps paboTte B Nofb30BaTENIbCKOM
NPOCTPAHCTBE pacCLUMPEHUS CUCTEMbI MOBbIWAT cTabunbHoCcTb M 6esonacHocTb macOS.
HecMoTps Ha TO, YTO pacluMpeHns aapa No onpeaeneHnio UMeT NOMHbIA JOCTYN KO
BCel onepaunoHHON CUCTEME, pacluMpeHNaM, paboTatowmm B NONb30BaTENbCKOM
NPOCTPaHCTBE, MPenOCTaBNAIOTCS TOMbKO Te NpaBa, KOTopble HeE0OXo4UMbI ANs
BbINOTHEHUS UX KOHKPETHON GYHKL MK,

Pa3paboTymKkM MOryT UCMONIb30BaTb AOCTYMHbIe NporpamMmmMHblie cpefbl, Bkatoyas DriverKit,
EndpointSecurity n NetworkExtension, nna cosnanug gparisepoB USB u apaiBepoB
MHTepdelica Nonb3oBaTens, MHCTPYMEHTOB 3allNTbl KOHEYHbIX TOYeK (Hanpumep,
areHTOB NpenoTBpalLeHns NOTePU OaHHbIX M OPYTUX areHTOB KOHEYHbIX TOYEK), a TakXe
MHCTpyMeHToB VPN 1 ceTeBbIX CpeacTB, NpMYeM Ans 3Toro He noTpebyloTca paclmnpeHns
anpa. CTOpOHHMe areHTbl 6€30MacHOCTU A0/KHbI MCNOMb30BaTLCS TOMIbKO B TOM Cllyyae,
€CIN OHW UCMONb3YIOT 3TN APl nnn nMeloT NpoAyMaHHY0 cXxeMy nepexona K HUM oT
paclmpeHnii appa.

3arpyska paclimMpeHuit aapa, yTBepXXAEeHHbIX Nosb3oBaTesieM

[na noBblleHMa 6e30MNacHOCTY Nepep 3arpys3koin pacliMpeHnin aapa, ycTtaHaBInBaeMblxX
BO BpeMs unm nocne yctaHoskn macOS 10.13, TpebyeTtcs cornacue nonb3opatensd. 3T1oT
npoLecc HasblBaeTCs yTBEPXKAEHHOM MoIb30BaTe/IEeM 3arpy3Kou paclumpeHnii sapa. Ons
yTBEPXAeHNs paclumpeHns sagpa TpebytoTca npaBa agMUHUCTpaTopa. PacwupeHusa agpa
He TpebyloT YTBEPXAEHUS B CneayloWwmnx criydaax:

+ pacwupeHus 6binn yctaHoBneHbl Ha Mac ¢ macOS 10.12 unun 6onee paHHel Bepcum;
+  pacluMpeHns 3aMeHsaloT paHee YyTBepPXAeHHble paclunpeHns;

«  UX 3arpyska 6e3 cornacus nosib3oBaTesnsa paspelleHa Npyu NoMoLLU UHCTPYMEHTA
KOMaHgHoM cTpokn spctl, gocTynHoro npu 3arpyske Mac B pexume recoveryOS;

« WX 3arpyska paspelieHa yepes KoHOUrypaumio ynpasieHns MobunbHbIMK
ycTpoicteamu (MDM).
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Ha ycTtpoiicteax ¢ macOS 10.13.2 unn HoBee ¢ nomoubto MDM MOXHO 3agaTthb

CMUCOK paclUMpeHnit aapa, 3arpyxaeMbix 6e3 paspelleHuns nonb3osatend. [1g aToro
Heobxoaumo, 4Tobbl Mac 6bin 3apeructpuposaH B MDM 4yepes Apple School Manager,
yepes Apple Business Manager nnm cammm nofib3oBaTenem.

Be3onacHocTb ponosiHnTenbHbiX NM3Y B macOS

lMpumeyaHmne. Ha komnbloTepe Mac ¢ ynnom Apple B HacTosdllee BpeMs
He nogfepXunBatTca gononHuUTeNbHble M3Y.

Be3onacHocTb gononHuUTenbHbIX NM3Y Ha KoMmnbloTepe Mac ¢ Ynnom
6e3onacHocTn Apple T2

YcTtporictea Thunderbolt n PCle moryT nmetb gononHutenbHoe MN3Y (OROM), ¢unsmnyeckn
nogkntoyYeHHoe K ycTpoicTBy. (O6bI4HO 9TO He HacTosuee M3V, a nepesanncbiBaeMbli
4YuM, B KOTOPOM XpaHUTCA NpollunBka.) B cuctemax Ha ocHoBe UEFI aTa npowunBka 06bI4HO
asnaetca gparisepomM UEFI, koTopblit cunTbiBaeTca npowmnskor UEFI u ncnonHsaertcs.
McrnonHaeMblin Ko, A0NXeH NHULMaANnN3npoBaTh U HAacTpouTb obopyaoBaHue, C

KOTOPOro OH Obls1 M3BNeYeH, YToObl OCTasibHas YacTb NPOLWMBKM MOI1a UCMONb30BaTb

3T0 ob6opynoBaHue. bnarogaps aton pyHKUMK cneLnanm3mpoBaHHoe obopypoBaHne
CTOPOHHUX NPON3BOAMUTENEN MOXET 3arpyxaTbcs U paboTaTb Ha CaMblX PaHHUX 3Tanax
npouecca 3arpys3ku, 4To NO3BONSET, HANPUMEP, BbIMOMHATb 3arpy3Ky C BHELWHMUX
mMaccusoB RAID.

OpfHakKo, NockosbKy ycTpoicTea OROM 06bI4HO ABNAOTCA NepesanucbiBaeMbiMU, ecin
3/10yMblWIeHHMK nepe3sannwet OROM nognMHHoOro nepndepuinHoro ycTponcTea, To Ko,
3/10yMbllfieHHMKa ByaeT UCNOMHEH Ha paHHeM aTane npoLecca 3arpysku, 1 OH CMoXeT
BMeLIaTbCA B Cpeay NUCMOSTHEHUS Y HAapYLWKNTb LLeIOCTHOCTb 3arpy>aemMoro BnocaeacTBum
nporpamMMHoro obecneyeHusa. Kpome Toro, eciv 3f10yMblLUAEHHUK MOAKIOYUT K CUCTEME
BPEeLOHOCHOE YCTPOWCTBO, OH TakXXe CMOXET UCMONTHUTb BPeOoHOCHbI KOf.

Ha komnbloTepax Mac ¢ macOS 10.12.3, npogaBaeMbix nocne 2011 r., OROM He
MNCMONIHAETCS Mo YMOJIYaHUIO BO BpeMs 3arpysku Mac, ecnm He 6b1110 HaxaTo creumnanbHoe
coyeTaHMe KaBuL. DTO CoYeTaHMe KlaBULW 3aliMLLano oT HenpeaHaMepeHHOoro
nonapgaHug spegoHocHoro OROM B nocnegoBaTenbHOCTb 3arpyskm macOS. CtaHgapTHble
HaCTPOMKM YTUNNTbI Napons NPOLIMBKM TakXe 6blin U3MeHeHbl. Tenepb, ecnu
nonb3oBaTeslb YCTaHOBWU/ Naponb npowmBkn, OROM He MOXeT MCNOMHATLCS, Aaxe

€C/IN HaXKaTo coYveTaHme KnaBuLl. 3TO HE MO3BOIANO 3/10YMbIWIEHHUKY, Y KOTOPOro

ecTb GU3NYecKnii 4oCTyN K KOMNboTEPY, NpegHaMepeHHo 006aBUTb BPeAoHOCHOe
OROM. YT106bI OROM MCNONMHANOCH HECMOTPSA Ha YCTAHOBMNEHHbIN Naposib NPOLWUBKH,
nosib3oBaTesib MOXET 3a4aTb APYroi napamMeTp C NMOMOLLbIO MHCTPYMEHTa KOMaHaHOM
cTpoku firmwarepasswd B macOS.
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be3onacHocTb neco4yHuubl OROM

B npowmneky UEFI B macOS 10.15 6bin no6aBneH mexaHmam nometieHns OROM

B U30/IMPOBaHHYIO cpeay (Neco4yHuuy) u oTMeHbl noiHoMoumii OROM. O6biYHO NpoLLnBKa
UEFI ncnonHget Becb ko, B ToM yncsie OROM, ¢ MakcuMarsnbHbIM YPOBHEM MpaBs
npoleccopa, Ha3blBaeMbIiM «KOMbLo 0», 1 0AHUM 06LMM NPOCTPAaHCTBOM BUPTYalibHOM
namsiTu ans Bcero Koga v gaHHbix. Konbuyo O — 3To ypoBeHb NpaB, Ha KOTOpPOM paboTaeT
anpo macOS, a MUMHUManbHOMY YPOBHIO MPaB COOTBETCTBYET KOMbLUO 3, rae 3anyckatoTcs
npunoxenus. NMecovHmnua OROM oTmeHsaeT nonHoMmouna OROM, ncnonb3ys pasgeneHune
BUPTYyasbHOM NaMaTN aHaNoOrM4YHO TOMY, Kak 3To Aenaet a4po, 1 nepesoas OROM B

KonbLo 3.
ObnacTtb ObnacTtb ObnacTtb
BUPTYyanbHOMN BUPTYyanbHOMN BUPTyanbHOMN
namatu 1 namsaTun 2 namsatn 3
Konbuo 3 OROM 1 OROM 2 OROM 3
(MeHee nNpuBMnerMpoBaHHoe)
«$ opaniBep aucka «$ ceTeBOW «4 aparisep
(ons KapTbl 1)» npaneep 6e3onacHomn
(ona kapTbl 1)» 3arpysku»
@ ® 3011pOBaHHbINA ®
npaisep OROM
Konbuo 0 HewnsonnposaHHbie gpaneepbl UEF]

(6onee NpuBKUAErMPOBaHHOE)

Mpowwmeka UEFI agpa

Mpoueccop x86
AnnapaTHoe obecneveHue
(6onee NnpuBUnErnpoBaHHoE)

Kapta PCle 1 Kapta PCle 2 Kapta PCle 3

MecoyvHuMLa TakXKe 3HaYMTENbHO OrpaHMYMBaET NHTePdENCHI, KOTOPble pa3peLleHo
Bbi3biBaTb OROM (aHanornyHo dunbTpaumMm CUCTEMHbIX BbI3OBOB B iApax), U TUMbI
YCTPOWNCTB, B Ka4eCTBE KOTOPbIX MOXeT pernctpuposatbcd OROM (aHanormyHo cnucky
paspelleHHbIX MPUNOXeEHUI). 3Ta cxeMa UMeeT BaXKHOe NMpenMyLLeCTBO: BPeO0HOCHbIe
OROM 6o0nblie He MOTYT BbIMOMHATb 3aNUCb HaNpPsAMYIO B NaMaTb Konbla 0. Bce noTtomy,
YTO OHM OrpPaHUYEHbl OYEHb Y3KMM U YETKO onpeneneHHbIM NHTePdENCOM NeCOYHULLbI.
3TOT OrpaHUYEHHbIN NHTEPdENC 3HAYMTENBbHO CoKpallaeT ya3BMMY 061acTb K1
BblIHY>XAAeT 3/I0YMbILUIEHHMKOB CHa4asna NoKUHYTb MECOYHULLY M pacLUMPUTb CBOU
NoIHOMOYMS.
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be3sonacHocTb npowneku UEFI Ha koMnbloTepe Mac ¢
npoueccopoM Intel

Ha komnbtoTepe Mac ¢ npoueccopoM Intel n ynnom 6esonacHocTu Apple T2 gns
obecneyeHuna 6esonacHOCTM ncnonbadyetcsa npowmnska UEFI (Intel).

0630p

HaunHasa ¢ 2006 r. Ha KoMnbloTepax Mac ¢ npoueccopoM Intel ncnonbayeTtcs npoLwnBKa
Intel Ha ocHoBe KoMnekTa paspaboTymka (EDK) pacwupsemoro nHtepdelica
npowwuskn (EFI) Bepcun 1 nnu 2. Kog Ha ocHoBe EDK2 cooTBeTcTBYeT crieymndmnkaumnm
YHUbMUMpOBaHHOMO pacwmnpsemMoro nHTepdenca npowmskun (UEFI). B aTom pasgene
npowwnska Intel HasbiBaeTcs npowmskor UEFI. Mpowwneka UEFI 6bina nepBbiM KOAO0M,
MCMNoNHAeMbIM Ha vune Intel.

Ona koMmnbtoTepa Mac ¢ npoueccopom Intel 6e3 ynna 6esonacHocTn Apple T2 KOpHEM
posepus ang npowuBkn UEFI aBngeTca ynun, B KOTOPOM XpaHuTCca npowmneka. O6HoBNeHUs
npowwnekn UEFI nognucbiBatoTcs koMnaHuein Apple n npoBepstoTCsS NPOLMBKON Nepes
06HOBNEHMEM BEpPCUM B XpaHuInwe. Bepcra o6HoOBNEHMS O0/KHa ObiTb BCerga HoBee
TeKyLleNn ycTaHOBNEHHOM Bepcum. 3To NOMOraeT npeaoTeBpawath aTaku MeTo4oM oTkaTa.
OQHaKOo 3/10yMbILWIEHHNK C PUINYECKMM AO0CTYNOM K Mac MOXEeT NOAKIIOUYNTLCS K Yymny
XpaHuAuLW,a NPoLWNBKM C MOMOLLbIO anmnapaTHbIX CPencTB U OOGHOBUTbL YMM, 3anNncaB B HErO
BPEAOHOCHbIN KOHTEHT. Kpome Toro, ecnu ya3BMMocCTu ByayT o6Hapy>XeHbl Ha paHHEM
aTane npouecca 3arpysku npowmnskn UEFI (oo Toro, kak oHa Ha4yMHaeT orpaHu4YnBaThb
3anucb B YNMN XpaHUNMLA), 3TO TakXXe MOXET NMPUBECTU K YCTOMUYMBOMY 3apakeHUto
npowwnskn UEFI. 3To annapaTHoe apxXx1MTeKTypHOe OorpaHn4yeHne, CBOMCTBEHHOE
6onblnHcTBy MK Ha 6a3e npoueccopos Intel, MeeTcsd Bo Bcex KoMnbloTepax Mac

c npoueccopom Intel 6e3 ynna T2.

YTo6bl 3aMTUTLCS OT dM3nYeckmnx atak Ha npowmeky UEFI, komnaHua Apple nasmeHuna
apXMUTEKTYpy KOMMboTepoB Mac, 3an0oXunB KOpeHb gosepunsa B npowmnsky UEFI B

yune T2. Ha aTux koMmnbioTepax Mac kopHeM gosepusa anga npowmnskn UEFI ssnsetca
MMeHHO npowmneka T2, Kak onncaHo B pasaerne polecc 3arpysku Komnototepa Mac ¢
npoueccopowm Intel.

Mopcucrtema Intel Management Engine (ME)

OpHoOM N3 noacucTeM, KoTopble XpaHaTcs B npowunske UEFI, asnaeTcsa npowwuska Intel
Management Engine (ME). NMoacuctemy ME, koTopas npeactasnseT cob6oii oTaenbHbIn
npoueccop 1 nogcuctemy B ymnax Intel, MoXxHo ncnonb3oBaTtb 419 yAaneHHOro
yrnpaBfieHuns, 3allULLLEHHON NepegaYn ayamno n BUAeO M NoBbilleHns 6e30NacHOCTU Ha
KoMrnbloTepe Mac, Ha KOTOPOM YCTaHOBMEH TONbKO rpaduyeckuin npoueccop Intel.

[ns Toro 4yto6bl COKPATUTHL aTakyeMyto NOBEPXHOCTb NOACUCTEMbI, KOMMblOTEPbl Mac

c npoueccopoM Intel ncnonb3yoT cneumnanbHyo npolwneky ME, 13 KoTopoi 6b1710 yaaneHo
60MbLWNHCTBO KOMMNOHEHTOB. Tak Kak nonyvyaemMas npowneka ME gns komnbtoTepa Mac
MeHblle, YeM MUHMMalNbHasa cTaHgapTHas cbopka, Bbinyckaemas Intel, MHorune
CUCTEMbl, KOTOpble paHee NoaBeprasnucb OTKPbITbIM aTakaM CO CTOPOHbI CNeLMannucToB
no obHapy>XeHnto yI3BMMOCTEN, Tenepb OTCYTCTBYIOT.
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Pexxum ynpaBneHusa cuctemoin (SMM)

Y npoueccopos Intel ecTb cnewumnanbHbIn PEXUM BbINONHEHUS, KOTOPbIN OTIMYaeTcs oT
06bIYHOM PaboTbl. TOT PEXMM, Ha3blBaeMbI PEXUMOM yripaBaeHus cuctemori (SMM),
M3HayvanbHO pa3pabaTbiBasca A9 BbINMOHEHUA TaKUX OMNepaLnii C XXEeCTKUMU BPEMEHHbIMU
OorpaHuMYeHnaMn, Kak ynpasneHune nutaHmem. OgHako ON19 BbINMO/HEHUA TakKUX OeNCTBUIM

Ha KOMMbloTepax Mac Bcerga Mcnosib3oBascs oTAeNlbHbI MUKPOKOHTPOEP, Ha3biBaeMblit
KOHTpOJI/1IepoM yrnpasieHus cuctemori (SMC). SMC 6onblue He SBNSeTCca oTAeNbHbIM
MUKPOKOHTPOMIEPOM: OH MHTErpuUpPOBaH B Ymn T2.

Be3onacHocTb cuctembl watchOS

Yacbl Apple Watch ncnonbsyoT MHOrMe 13 annapaTHbiX GyHKLNUI 6e30nacHOCTHU
nnatdopmbl, KoTopble ncrnonbaytotca B iOS n iPadOS. Hanpumep, yacol Apple Watch:

- BbIMO/HAOT 6e30nacHyto 3arpysky 1 6esonacHoe o6HOBNEHME NPOrPaMMHOro
obecneyeHus;

< nogaepXnBarT LLeSTIOCTHOCTb OI'IepaLI,VIOHHOVI CUCTEMDI;

+  MOMOratT 3alMTUTb faHHble Ha YCTPOMCTBE U NPU 06MeHe AaHHbIMU C 06beANHEHHbIM
B napy iPhone unu nHtepHeTom.

K nogaep>XxmBaeMbiM TEXHOTOTNAM OTHOCATCA Te, YTO NnepeyncrieHbl B pasgene
0 6esonacHocTu cuctemobl (Hanpumep: KIP, SKP 1 SCIP), a TakXXe 3allunTa AaHHbIX, CBA3Ka
K/toYel 1 ceTeBble TEXHONOTUN.

O6HoBneHne watchOS

watchOS MoxeT 0O6HOBNATLCA HOYbIO, €CNTM UBMEHUTb HAacTPOMKK. MoapobHbie cBeaeHUs
0 XpaHeHun kog-naponsa Apple Watch, ncnonbayemoro Bo BpemMs 06HOBNEHUs, NPUBEOEHDI
B pasgene XpaHunuuia Ka4yen.

Pacno3HaBaHue 3anacTbg

Ecnun dyHKUMA pacno3HaBaHUs 3anscTbs BKOYEHA, YCTPONCTBO 61okupyetcs
aBTOMaTM4eCKM BCKOpe noclie Toro, kak nonb3oBaTesib CHUMaEeT Yacbl € 3anacTbs. Ecnu
dYyHKLMA pacno3HaBaHUA 3anacTbs BbikatoveHa, Apple Watch moxHo 3abnokupoBaTb

13 MyHkTa ynpasneHus. Korga vacol Apple Watch 3abnokupoBaHbl, Apple Pay MoXHO
MCMNONb30BaTb, TONIbKO €C/IM BBECTU KOA-Maposib Ha Yyacax Apple Watch. PacnosHaBaHue
3ansaCcTbsd MOXHO BbIK/TIOYMTb C MOMOLLbIO NpunoxeHna Apple Watch Ha iPhone. 31y
HaCTPOMKY TakXe MOXHO KOHTPONMPOBAaTb YePE3 CUCTEMY YNpPaBIeHUS MOBUIbHbIMK
ycTponctsamu (MDM).

BnokupoBKka akTnBauum

Korga Ha iPhone BkntoyeH JlokaTop, 06beguMHEHHbIe C HAM B NMapy Yacbl Apple Watch moryT
Mcrnonb3oBaTb 60KMPOBKY akTMBaLUK. BoKMpoOBKa akTUBALMKN YCIIOXHAET MCMNOMb30BaHMe
unu npogaxy Apple Watch B cnyyae ux notepu unm kpaxu. Korga BkitovyeHa 6/10KMpoBKa
aKTMBaUWK, AN paspbiBa Napbl, CTUPAHUA UM NOBTOPHOM akTMBauun Apple Watch
Heobxoaummo BBecTu AkkayHT Apple 1 naponb nonb3oBaTens. NMogpobHee cM. B pasfene
Be3onacHocTb 610KUPOBKN aKTUBALLUN.
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3awumeHHoe co3gaHmne napbl ¢ iPhone

Apple Watch moryT 6b1Tb 06begMHEHbl B Napy OAHOBPEMEHHO TOMbKO ¢ ogHUM iPhone.
Mpwn pa3pbiBe napbl ¢ Apple Watch iPhone nepegaeT MHCTpyKUUM NO yOaNeHUO BCEX
MaTepuanos M OaHHbIX C 4YacoB.

[Onga obMeHa OTKPbITbIMU K/lO4aMu, a 3aTeM 06LLMM KOYOM KaHana Bluetooth®

Low Energy (BLE) npu cosgaHun napbl mexay Apple Watch n iPhone ncnonbsyetcs
oTAenbHoe 3alumiileHHoe coeamHeHne. Ha akpaHe Apple Watch otobpaykaetcs
AaHVUMUPOBAHHbIN PUCYHOK, KOTOPbIA HEO6XOAMMO cYMTaTb C MOMOLLbi0 KamMepbl iPhone.
3TOT PUCYHOK COLAEPXUT 3aMbPOBaAHHbIN K/t0Y, NCNOMNb3yeMbll AN CO34aHUs napbl
Mexnay yCcTponcTBamMu no otaenbHoMy kaHany BLE 4.1. Mpu Heo6xoaMMoCTH B KayecTee
pes3epBHOro crnocoba co3gaHus napbl MCMNONb3yeTcs CTaHOAPTHbIN BBOA KtoYa
poctyna BLE.

[Mocne yctaHoBNeHUs ceaHca BLE 1 wmndpoBaHUs ¢ UCNosb3oBaHNEM MPOTOKONA
MaKCKMarsibHOM 3alMTbl, ONMCAHHOro B cneyubukaunm agpa Bluetooth, Apple Watch n
iPhone o6mMeHMBatloTCA Knto4YaMu, UCNOJb3ya OOAMH U3 CNeaylowmx cnocoboB:

- ApganTupoBaHHas npouenypa cnyxbol ngeHTudukaumm Apple (IDS), kak onncaHo B
pasgene «0630p 6e3onacHocTn iIMessage».

. O6MeH kntoYamu ¢ nomMollbto IKEV2/IPsec. MNepBoHavasnbHbii 06MeH K/to4amm
ayTeHTUodMUMpyeTcs NMbO C NOMOLbIO KtoYa ceaHca Bluetooth (npu cosgaHum napbl),
n60o ¢ nomoulbio knoyen IDS (Npn o6HOBNEHUN ONepaLNOoHHON cucTeMbl). Kaxnoe
YCTPONCTBO FreHepupyeT CyYalHyo napy OTKPbITbIX U INYHbIX 256-6UTHbIX KtoYel
Ed25519. MNpwn nepBoHavYanbHOM 0O6MeHe K/lto4aMu BbINOHAETCS 06OMEH OTKPbITbIMU
knodvamu. Korga Apple Watch ¢ watchOS 10 nnu HoBee BrepBble 06beanHAOTCS B Napy,
KOpHEM OTKpbITbIX Ktouel sensetca Secure Enclave Ha ycTpoiicTse.

Ha iPhone c iOS 17 unn HoBee KOPHEM OTKPbITbIX K/touel He siBnseTca Secure Enclave,
TakK Kak nosib3oBaTeslb, BOCCTaHaBNMBalOLWMNA pe3epBHY0 konuto iCloud Ha ToMm Xxe
iPhone, coxpaHsaeT paHee co3pgaHHYto napy ¢ Apple Watch 6e3 HeobxogmmocTun
nepeHoca JaHHbIX.

lMpumeyaHmne. MexaHU3M, UCMONb3YeMbIn ons obMeHa KntoYaMu 1 WnudpoBaHus,
pasnn4yaeTcs B 3aBUCUMOCTU OT BEPCUIN OMepaLmnoHHbIX cucTeM Ha iPhone n Apple Watch.
Korga iPhone ¢ iOS 13 nnu HoBee obbeauHsaeTcs B napy ¢ Apple Watch ¢ watchOS 6

W HoBee, A8 obMeHa KitoYamMu 1 WndpoBaHUs ncnonbayetcs Tonbko IKEv2/IPsec.

Mocne o6bMeHa knYamu:

- TMocne obMeHa kto4YaMu KoY ceaHca Bluetooth ygansetca n Bca nuHoopmauums,
KoTopol obMeHuBatoTcs iPhone n Apple Watch, wndpyertca ¢ noMoLLblo 0gHOro 13
MeTO[0B, yKa3aHHbIX Bbiwe. Mpn aToM 3awmdpoBaHHble KaHanbl Bluetooth, Wi-Fi n
COTOBOM ceTn obecneymBaloT BTOPON YPOBEHb LWNdPOBAHUS.

Appec ycTpoiicTBa Bluetooth Low Energy Takxxe MeHsaeTca Kaxgable 15 MUHYT, 4TOObI
COKPaTUTb PUCK NIOKANbHOIO OTC/IEXMBAHUS YCTPOMCTBA, €C/IN KTO-TO TpaHCAnpyeT
NMOCTOSHHbIN MOEHTUdUKaTOp.
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« (Tonbko IKEV2/IPsec) Kntoum coxpaHsaloTCd B CUCTEMHOM CBSA3Ke Kito4veln
N UCTMONb3YHTCA ANng ayTeHTMdunKkaumm nocneayowmx ceaHcos IKEv2/IPsec mexay
ycTpolicTBamMu. JanbHelwmne ceaHcbl CBA3N MeXAY 9TUMU YCTPOMNCTBaMM WNdpyoTcs
no ctaHpapty AES-256-GCM agns obecnevyeHuns nx uenoctHoctu Ha iPhone ¢ iOS 15
nnu Hoeee, o6beAMHEHHOM B napy ¢ Yacamu Apple Watch Series 4 nnu Hosee
¢ watchOS 8 nnn HoBee. (ChaCha20-Poly1305 ¢ 256-6UTHbIMMK KIlO4aMKU UCNONb3YeTCA
Ha 6onee cTapblx YCTPOWCTBaX UM YCTPONCTBax ¢ bonee paHHMMU BEPCUAMU
onepaLnoHHON CUCTEMDI.)

[N npunoXeHnn, KOTopble BbIMOMHAOT NOTOKOBYIO Mepefayy AaHHbIX, WNdpoBaHue
BbINOJIHAETCS C MOMOLLbIO MeTO0B, ONMCaHHbIX B pa3aene besonacHocTb FaceTime,

M NocCpeacTsoM CpeAcTB ciyX6bl IDS koMnaHuu Apple, UCMoNb3yeMbiX 06beaNHEHHbBIM
B napy iPhone unu npsambiM MNOAKIIOYEHUEM K MHTEPHETY.

B Apple Watch peanvsoBaHo xpaHuAulLe ¢ annapaTHbIM WKMdPOBaHMEM, a TakXe 3aliuTa
$annoB 1 31eMEeHTOB CBA3KM K/I0UYe Ha OCHOBE KnaccoB. [N 2/1eMeHTOB CBA3KM KNoYen
Tak>Xe UCMONb3YITCA XPaHUuLLa Knoden ¢ KOHTPONMpPyeMbIiM OOCTYNoM. 19 3aWuThbl
KtoYen, ncrnonb3yemblx ons ceasm Mexay Apple Watch un iPhone, Takxe npumeHseTcs
3alMTa Ha OCHOBe Knaccos. MNogpobHee cM. B pasgene XpaHunuviia Kao4ein ons salnuTbl
LOaHHbIX.

ABTOMaTU4ecKaa pasbnokuposka n Apple Watch

[nga ynob6cTBa NoNb3oBaHWA HECKONbKUMK yYCTponcTBaMu Apple HekoTopblie yCTpoCTBa
MOryT aBTOMaTM4yeckn pa3bnokmMpoBaTh Apyrue yCTpoiCcTBa B oNpeneneHHbIX CUTyaLusx.
MpenycMoTpeHo TpyY BapuaHTa UCMO/b30BaHUA aBTOMaTUYeCKO pas3bnoknpoBku:

- Yacbl Apple Watch MmoxHo pasbnokupoBaTb ¢ noMolbto iPhone.
- KomnbtoTep Mac MoxHO pa3bnoknpoBaTb C MoMoLLbio YacoB Apple Watch.

- iPhone MoXxHO pa3bnokmnpoBaTb C NoMoLLbo YacoB Apple Watch, ecnu Hoc 1 poT Yyem-
TO 3aKpbIThI.

3TK Tpu BapnaHTa OCHOBaHbl Ha O4HOM MPUHLUMNE: OHU UCMOJIb3YIOT MPOTOKON
Station-to-Station (STS) ans B3anMHol ayTeHTUdMKaLUN, OBMEH CTaTUYeCKUMU
Kno4YamMun, Korga GyHKLMS BKAKOYEHA, U YHUKaNbHble ANHaMUYECKME KITIOYN ceaHca,
cornacoBaHHble A5 KaKAoro 3anpoca. Hesasucumo ot 6a30BOro kaHana cBa3u, TyYHHeb
STS cornacoBbiBaeTca HEMOCPEACTBEHHO conpoLleccopamu Secure Enclave B o6oumx
YyCTPOICTBAX, U BCe Kpuntorpadunyeckme AaHHbie XPaHATCA B 9TOM 3alLULLEHHOM OMEHEe
(3a nckntovyeHmem KomnbtoTepoB Mac 6e3 Secure Enclave, B koTopbix TyHHeNb STS
3aBepluaeTca B a4pe).

Paszbnoknposka

MonHas nocnenoBaTeNnbHOCTb Pa3bIOKMPOBKN MOXeET ObiTb pas3buTa Ha aBa
aTana. CHavana pa3bnoknupyemoe yCTPONCTBO (Le/s1eBO€e yCTPOKICTBO) reHepupyeT
Kpuntorpadunyecknii KoY pasbrokMpoBKM U OTNPaBASET ero Ha YyCTPOMCTBO,
BbIMOJIHAKOLLEE PAa36NOKNPOBKY (MHMLMATOP). 3aTEM UHMULMATOP BbINOMHSAET
pasboKMPOBKY, NCMOJb3Yst paHee CreHepMPOBaHHbIN KoY.
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YT10ObI aKTMBMPOBATb aBTOMATUYECKYIO Pa3bNoKMPOBKY, YyCTPOMCTBA NOAKIOYaAOTCS

APYr K gpyry ¢ noMouwbto BLE-coeanHeHuns. 3ateM 32-6aTOBbIN KoY pasbnoKnMpoBKH,
cnyvaliHbiM 06pa3oM CreHepMpoBaHHbIW LefeBbiM YCTPOUCTBOM, NepefaeTcs MHULmMaTopy
no TyHHento STS. Bo BpeMs criepytouein buometpuyeckorn pasbnokMpoBkn nnm
Pa3b6no0KNPOBKN C MOMOLLLbIO KOA-NMaposs LeneBoe YyCTPONCTBO 3alluiLaeT CBOM KoY Ha
ocHoBe kofg-naponga (PDK), knto4yoM pa3bnokKMpoBKN 1 ygangaeT Katod pasbioknpoBku ns
cBOE namaTu.

YTo6bl BbIMOMHUTL Pa36IOKNPOBKY, YCTPOWCTBa co3aatoT HoBoe BLE-coeanHeHume,

a 3aTeM Mcnonb3ytoT npamoe coegmHeHue no Wi-Fi ons 6e3onacHoro onpegenexHus
NPUGAN3NTENBHOTO PACCTOSHUSA MeXAY HUMU. ECnn ycTpoicTBa HaxoasTcs B 3a4aHHOM
AvanasoHe 1 cobnogeHbl Heob6xoanMble NONNTUKN 6€30MacHOCTU, MHULLMATOP OTNpaBnseT
K/1t0Y pa3boKMPOBKM LLeNIeBOMY YCTPOMUCTBY Mo TyHHento STS. 3aTeM LeneBoe yCTPOUCTBO
reHepupyeT HOBbIM 32-6aNTOBbIN KNtoY Pa3boKMPOBKN M BO3BpaLlLaeT ero MHuLmnaTopy.
Ecnu Tekywuii kKoY pasbnokKMpoBKKN, OTNPaBAeHHbIN MHALMATOPOM, NO3BONSET YCMELLIHO
pacwmnedpoBaTb 3anncb pasboKMPOBKN, LiesieBoe YCTPONCTBO pa3bnokupyetcs, n PDK
3almuLaeTcs HOBbIM KJ1l04OM Pas3briokMpoBKM. HakoHew, HOBbIN KoY pa3biioKMPOBKM U
PDK ypansioTcs U3 NaMaTu LEeneBoro yCTponcTBa.

Monutukn 6e3onacHOCTU aBToOMaTU4YeCcKon pa3bnoknpoBku yacos Apple Watch

Ona ynobcTBa 4achl Apple Watch MoxHo pas36nokmpoBaTh ¢ nomMolbto iPhone cpasy nocne
nepBOHayvyanbHOro 3anycka, NpnyeM NoOAb3oBaTeNO HE NPMAOETCS BBOAUTb KOO-Maposb

Ha yacax Apple Watch. [lns obecnevyeHuns paboTbl 3TON GYHKLMN UCMONb3YyeTCs ClyYalHblin
KN4 pasbnoknMpoBKKN (CreHepupoBaHHbIN BO BpeMS caMOl NepBOi NocnenoBaTebHOCTHU
pa36bnokMpoBKK Nocne BkAoYeHns GyHkumn). C NOMOLLbIO 3TOrO K/o4va co3faeTcs
cTaTuYeckas 3anucb o nepenayde, KoTopas CoxpaHaeTca B XpaHUIULEe KftoYel 4YacoB
Apple Watch. Kntoy 3anucu o nepepayve coxpaHseTcs B CBsi3Ke kitoven iPhone u
MCMNONb3yeTca AN MHMLUManmsaLumm HoOBOro ceaHca nocne KaXaoro nepesanycka

Apple Watch.

Monutukn 6e3onacHOCTU aBTOMaTU4YeCcKom pa3bnoknpoBku iPhone

K aBToMaTunyeckon pasbnokunposke iPhone c nomouwbto Apple Watch npumeHstoTcs
OOMONIHUTENbHbIE MONNTUKN 6e3onacHocTu. Yackl Apple Watch Henb3s ucnonb3oBaTtb
BMecTo Face ID Ha iPhone ans aopyrux oencTeBuid, Taknx kak ncrnonbsoBaHue Apple Pay
Vv aBToOpmr3aums B NpUIoXeHuax. lNMocne Toro kak yacol Apple Watch ycnewHo
pasbnokmpytoT o6beanHeHHbIN B napy iPhone, oHu oTob6pakaloT yBegomneHmne

N BOCNPOU3BOAAT TaKTUbHbIA OTKAMK. ECNM Nonb3oBaTeNb HAaXXUMaeT KHOMKY 610KMPOBKMK
iPhone B yBegomneHun, 4yacol nepepatot iPhone komaHay 610KMPOBKM ¢ moMolLbto BLE-
coeanHeHus. Korga iPhone nony4yaet komaHay 6/10KMPOBKKN, OH BnoKupyeTca, oTkao4aet
Face ID n pa36bnokunposky ¢ nomolubto Apple Watch. Ons cnegytouieit pazbnokmposku
iPhone notpebyeTcs BBeCTM KOO-naponb Ha iPhone.

[na ycnewHol pasbnokmpoBkn ob6begnHeHHoOro B napy iPhone ¢ nomouibio Apple Watch
(ecnn aTa dyHKLMA BKIOYEHa) TpebyeTcs cobnofeHne cnegyowmx Kputepmnes:

« iPhone pgomxeH 6bITb pa3zbnokmnpoBaH APYrMM cnocobom Kak MUMHUMYM OOUH pas
nocre Toro, Kak o6beanHeHHble B napy Yacbl Apple Watch 6bin HageTbl Ha 3anNacTbe U
pa3bnoKMpoBaHbI.

- [aTymkun o6HapyXuau, YTo HOC M POT MOb30BaTeNd YeM-TO 3aKpPbITbl.
- MN3MepeHHOe paccTogHUe cocTaBnsgeT He 6oee 2—3 METPOB.

- Yacbl Apple Watch He HaxogaTca B pexunme cHa.
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- Yacobl Apple Watch nnu iPhone 6bin1 HepaBHO pa3bnokupoBaHbl, nnu Yyacel Apple Watch
3apuKCMpOBanmM ABUXEHUS, YKa3blBaloLMe Ha TO, YTO NoJib30BaTe b akTUBEH
(HanpuMep, He cnuT).

- iPhone 6bin pa36noknpoBaH Kak MUHUMYM OAWH pa3 3a nocnegHue 6,5 4yacos.

- iPhone HaxoanTCa B COCTOSAHMM, B KOTOPOM paspelleHa pas3broknpoBka yCTpoicTBa
c nomoubto Face ID. (MoppobHaa nHdopmaums nprueeaeHa B pasgene Optic ID, Face ID,
Touch ID, naponun n kog-naponu.)

MoaTBepxaeHue genctemm B macOS c NoMoLLbiO YacoB
Apple Watch

Ecnu BkntoyeHa aBToMaTmMyeckas pas3brnokmpoBka ¢ nomollbto YacoB Apple Watch,
nonb3oBaTenb MOXET Ucnosb3oBaTb Yacbl Apple Watch BmecTto unmn Bmecte ¢ Touch ID
ONs NOATBEPXAEHNSA 3aMPOCOB Ha aBTOPU3aL M0 U ayTeEHTUPUKALMIO OT CeayoLLMX
NPUNOXEHNN N GYHKLWIA:

- macOS n npunoxenunsa Apple, TpebytoLie aBTopusauum;
«  TPUNOXEHUA CTOPOHHUX pa3paboTynkoBs, Tpebytoline ayTeHTUGUKaLmu;
- COXpaHeHHble naponu Safari;

e CeKpeTHble 3aMeTKW.

Be3onacHoe ncnonb3osaHue Wi-Fi, ceTu coToBOM CBA3MY,
iCloud n Gmail

Ecnu Apple Watch HaxogsTca BHe 30HbI geicTeua Bluetooth, MoxHo ncnonb3oeatb Wi-Fi
MNKN coToBble aaHHble. Yacbl Apple Watch aBToMaTmnuecku nogkntovatotcsa K cetam Wi-Fi,
K KOTOPbIM y>Xe Nnoakntovanca obbegmnHeHHbI B napy iPhone 1 y4yeTHble faHHble KOTOPbIX
OblNIM CUHXPOHM3UpPOBaHbI ¢ Yacamn Apple Watch, korga ob6a ycTpolicTBa Haxoannmchb

B 30He fecTBUSA. DYHKLMIO aBTONOLKIOYEHNS MOXHO HAaCTPOUTb OTAENbHO ANS KaXA,0M
ceTu, ucrnonbsys pasgen «Wi-Fi» B npunoxeHunn «Hactponku» Ha Apple Watch. Ecnu Hu
OLLHO M3 YCTPOWCTB elLle He noaktovanoch Kk onpepeneHHon cetn Wi-Fi, K Helh MOXHO
NOAKMOUYNTbCA BPYUHYtO B pasdaene «Wi-Fi» npunoxeHns «HacTponkmn» Ha vacax

Apple Watch.

Ecnu Apple Watch n iPhone HaxogaTcst BHe 30Hbl eCTBUS CETU, ANS NONyYeHus

noytbl Apple Watch nogkntovatotca Hanpamyto k cepsepam iCloud n Gmail (BmecTo
CUHXPOHM3aUMKM gaHHbIX MoyTbl ¢ iPhone, ¢ KOoTopbIM co3gaHa napa, Yepe3 UHTEPHET).

B cnyyae y4yeTHbix 3anuncelt Gmail nonb3oBaTesnb OoOMXKeEH NPoNTK ayTeHTUdUkaumo Google
B paspene «[oyta» npunoxeHus Apple Watch Ha iPhone. Mony4yeHHbIn oT Google TokeH
OAuth 6yneTt nepepaH Ha 4Yacbl Apple Watch B 3awmndposaHHOM dopmaTe Yepes cnyxoy
naeHtTnonkaunm Apple (IDS), 4Tobbl €ro MOXHO ObII0 NCMOb30BATb 419 MONYyYEeHMUS
noytbl. TokeH OAuth HM Npu Kaknx ob6cToaTenbCcTBax He ByaeT Ncrnonb3oBaTbCs 414
noaknto4yeHus Kk cepsepy Gmail ¢ iPhone, ¢ koTopbiM co3gaHa napa.
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[eHepaTop CllyYamHbIX YMUCEN

Kpuntorpaduyecku ctoilkme reHepaTtopbl ncegocny4ainHbix yncen (KCITCY) aenstotcs
BaXXHbIM CTpoUTENbHbIM 610KOM H6e3onacHoro nporpaMMHoro obecnevyeHus. NMoatomy
Apple npepocTaBngeT HagexXHbl nporpamMmHbin KCITICY, paboTaowmii B aape iOS,
iPadOS, macOS, tvOS, watchOS u visionOS. Mcnonb3ys B Ka4ecTBe MCTOYHMKA SHTPONUNU
caMy CUCTeMy, reHepaTop NpenocTaBnseT HaJeXHble cnyyvalHble Yncna ans anpa u
NoJsIb30BaTENIbCKOro NPOCTPaHCTBa.

NCTOYHUKUN SHTPOMNUU

KCITICH aopa ncrnonb3yeT HECKO/IbKO UCTOYHUKOB SHTPOMUN BO BPEMS 3arpysku n B
TeyeHne Bcero cpoka cnyxbbl ycTponcTea. Cioga BXOAAT (MPU HanM4mn):

« annapaTHbI reHepaTop UCTUHHbIX ClydYaiHbix Ynucen Secure Enclave;

«  GnyKTyaumsa BpeMeHU BO BPeEMs 3arpysku;

«  3HTpONWS anmnapaTHbIX NPepbiBaHUN;

« HavanbHbIl Gain, UCMoNb3yeMbli A1 COXPaHEeHMS SHTPOMUN MeXyY 3arpyskamu;

«  UHCTpYKUWM Intel onga reHepaummn cny4vanHbix yncen, Hanpumep RDSEED n RDRAND
(Tonbko Ha KoMnbtoTepe Mac ¢ npoueccopoMm Intel).

KCIMICH agpa

KCI'TICH appa paboTaeT no anroputMy Fortuna, KOTOpbIi OPUEHTUPOBAH Ha 256-6UTHbIN
YPOBEHb 3alnTbl. FeHepaTop NpefoCcTaBAseT YNCa C BbICOKOW CTEMEHbIO Cy4YalHOCTU
019 NoNb30BaTeNIbCKOro NPOCTpaHCTBa Yepes crneaytowme API:

+  CMCTeMHbIV BbI30B getentropy(2);
+ reHepaTop cny4anHbix yncen (/dev/frandom).

KCITICH agpa nucrnosb3yeT B KAYeCTBE UCTOYHMKA SHTPONUM OeACTBUS NOMb30oBaTeNs,
KOTOpble COXPaHATCS B reHepaTope C/y4YalHbiX YMCer.

YctpouncTtBo Apple Security Research Device

YcTtpoincteo Apple Security Research Device — aTo crneumnanbHo paspaboTaHHbii iPhone,
C MOMOLLLbIO KOTOPOro cneumanncTbl No obHapy>XXeHUo ya3BMMoOCTen nccnenyoT i0S

6e3 Heob6xoaMMOCTK 06X0AUTb UK BbiKtOYaTbh QYHKLMKM 6e3onacHoCTU NnaThopMmbl
iPhone. [laHHOe yCTPONCTBO NO3BOMSET UCCNEfOBaTENsIM NapannenbHo 3arpyxaTb
COAEPXMMOE, KOTOPOE BbINOMHSAETCS C PaspeLlleHnssMm ypoBHSA NaaTtdopMbl, TEM CaMbiM
NPOBOAS UCCnefoBaHne Ha nnaTtdopmMe, KoTopas 6onee TOYHO MOLENMpPYeT peanbHble
ycTponcTBaa.

[ns Toro 4toGbl MOMOYb M3GEXaTb BANSHMUSA MNOMUTUKM BbIMONHEHNS YCTpoCcTBa Security
Research Device Ha ycTpoicTBa nosib3oBaTesnieil, UsMeHeHUa NONUTUKN peannayloTca

B BM[e BapuaHTa 3arpysyuka iBoot 1 3arpysoy4yHoi Konnekuum aapa. 3To Uckiovaet
3arpysKy c Ucrnosib3oBaHueM o6opyaoBaHuMda nonb3osBaTens. 3arpysymk iBoot ana
nccnenoBaHus NpoBepseT HOBOE COCTOAHUE NepeMblYKM U BXOAUT B LUK KPUTUYECKOMN
oWnBKKN, ecnNmn oH 3anylleH Ha 06opyaoBaHUN, KOTOPOE He NpeaHasHayYeHo ang
nccnegoBaHus.
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C noMoublo NOACUCTEMBI Cryptex nccnegoBaTenin MOTyT 3arpyxaTtb
NnepCcoHanM3NPOBaHHbIA JOBEPEHHbIV K3l 1 06pa3 AucKka ¢ COOTBETCTBYIOLLUM
coaepXnMbiM. MiMeeTcs pag cpeacTs yrny6neHHON 3alMTbl, HanpaBieHHbIX Ha TO, YTOGbI
aTa NnoAcucTeMa He Mor/a paspeLlnTb BbiNO/HEHNE HA YCTPOWCTBAX Nofib3oBaTeNei:

- launchd He 3arpy>aet cnucok ceolicTs launchd koMnoHeHTa cryptexd B cnyyae
06HapyxeHnss 06bI4YHOro NOMb30BATENbCKOr0 YCTPOMCTBA.

- BbinonHeHne cryptexd npepbiBaetcsd B cnyvyae o6HapyKeHUa 06bIYHOTO
Nnonb30BaTeNbCKOro yCTPOMUCTBA.

- Applelmage4 He nepepaeT 3HayeHMe GYHKLUKM aHTUMNOBTOPA, UCMOIb3yeMoe
[N NPOBEepPKM UccliefoBaTenbCckol NoAcMCTeMbI cryptex Ha 06blYHOM
Nnofib30BaTeNbCKOM YCTPOMUCTBE.

- CepBep nognucaHuma oTkasblBaeT B NepcoHanm3auumn obpasa gucka cryptex aong
YCTPOWNCTB, KOTOPble OTCYTCTBYIOT B CMUCKE ABHOIO NpeaocTaBfeHns paspeleHus.

YT06bl COXPaHUTL KOHGUAEHLMANbHOCTb CreLnanmcTa no o6Hapy>XXeH1o ya3BUMOCTEN,

BO BpeMs nepcoHannsaumm B KoMnaHuio Apple oTnpaBasioTCs TONbKO M3MepeHus
(HanpuMep, xewWwn) NCMOSTHAEMbIX 3/IEMEHTOB UM K3LW aapa U MaeHTUOUKaTOPbl YCTPOWCTB,
npepHasHayeHHbIX oas uccnenoeaHus. Apple He nony4yaeTt cogepXxumoe cryptex,
3arpy>eHHoe Ha yCTPOMNCTBO.

Bo nsbexaHune cuTyaLnini, B KOTOPbIX 3/10YMbILWIEHHMK MblITAETCA 3aMackuUpoBaTb
YCTPOWCTBO AN19 UCCNefoBaHMs nof YyCTPOMUCTBO Nob3oBaTens, YTo6bl 0OMaHOM 3aCTaBUTb
06bekT aTaki UCMOJSIb30BaTb €ro B CBOEl NOBCEAHEBHON AeATeNbHOCTH, YCTPOUCTBO
Security Research Device oTnmMyaeTca oT 06bI4HOT0. TN OTINYNSA ONMMUCAHbI HUXE.

- YcTpouncTteo Apple Security Research Device 3arpyxaeTcs TO/IbKO BO BpeMs
3apaakn ¢ nomollbto kabens Lightning nnu 3apsagHoro yctpoiictea cTaHgapTa Qi.
Ecnu yCTpoOICTBO He 3apsaXXaeTcsa BO BPeEMS 3arpysku, yCTPONCTBO BXOOMUT B PEXUM
BOCCTaHoBNeHus. Ecnv nonb3oBaTenb HaYMHAET 3apaaKy M nepesarpyxaeT YCTPOUCTBO,
OHO 3arpy>aetcs B 06bl4HOM pexume. MNMocne 3anycka XNU ycTpolicTBy He TpebyeTcs
3apgaaka ang npoaosixkeHusa paboTobl.

- Bo Bpemsa 3anycka 3arpysuynka iBoot nog norotunom Apple oTobpaykaetca Hagnucb
Security Research Device.

- dopo XNU 3arpyxaetcsa B pexume nogpobHOro npoTOKOMPOBaAHNSA 3arpy3ku.

- Ha 60k0BOW CTOPOHE YyCTPONCTBa BbirpaBMpoBaHa Hagnuco: «Property of Apple.
Confidential and Proprietary. Call +1 877 595 1125».

Huxe ykasaHbl JOMNONHUTENbHbIE MePbl, BHeAPEHHble B NporpaMMHoe obecrevyeHue,
KOoTopoe oTobpaxaeTcs nocne 3arpysku.

- Hapnuco Security Research Device, koTopas oTobpaxaeTcs BO BpeMs 3arpysKku
ycTpoicTBa.

- Hapnuco Security Research Device, koTopasa oTobpaxaeTcsi Ha akpaHe 6710KMPOBKMU
N B MPUNOXEHUN «HaCcTpoKun».

Ha ycTtpoiicTBe Security Research Device uccnegosateny MOryT BbINOMHATb AENCTBUSA,
KOTOpPble HEBO3MOXHbI Ha MOJIb30BaTENIbCKOM YyCTpOMCTBe. MiccnegoBaTenn MOryT:

< MapanfieflbHO 3arpy>aTb UCMOHAEMbIN Kof, Ha YCTPOMCTBO C NMPOU3BOMbHbIMU
pa3pelleHNsaMM TOTO e YPOBHS, YTO U Y KOMIMOHEHTOB onepaunoHHoin cuctemMol Apple;

-+ 3anyckaTtb c/y>6bl BO BpeMs 3arpy3ku;
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COXpPaHATb cogep>XXnMMoe Mexpny rnepesarpys3kamMmu;

ncnonb3oBaTbh paspelleHme research.com.apple.license—-to-operate, 4TobbI
paspelwaTb 0O4HOMY MpoLeccy oTnaaky noboro Apyroro npoLlecca CUCTEMbI,
B TOM YMCJiIe CUCTEMHbIX NPOL,ECCOB.

MpocTpaHCTBO MMeH research. yuynTbiBaeTca Tonbko BapMaHToM RESEARCH
pacwupeHus sapa AppleMobileFilelntegrity; nto6oi npouecc ¢ 3TUM pa3pelleHnem
npepbiBaeTCs Ha NoJib30BaTENIbCKOM YCTPOMCTBE BO BPEMS NMPOBEPKM NognucK;

nepcoHanMsnpoBaTb U BOCCTaHaBAMBAaTb HacTpanBaeMblii KoLl gapa.
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LLindpoBaHue n 3amTa AaHHbIX

0630p WndpPoBaAHNSA U 3aLLUTbI JaHHbIX

besonacHas nocnepoBaTeNbHOCTb 3arpy3ku, a Takxe GyHKLUN obecneyvyeHns
6e30MacHOCTU CUCTEMbI U MPUNIOXEHMN NOMOratoT crieguTb 3a TeM, YTObObl Ha yCTpolcTBe
3anycKanuchb TONbKO HaAeXHble NPUNoXeHUs U pparmMeHTbl Koga. B ycTpoictBax Apple
TakXe peannsoBaHbl OMNONHUTENbHbIE GYHKLUN WNdPOBaHNS O 3aWMTbl AaHHbIX
nonb3oBaTesiel gaxe B c/iyvyae KOMNpoMeTauun Apyrux 4acten cuctemMbl 6€30MacHOCTU
(HanpuMep, B cryyae npona)xmu yCTponcTBa UM 3anycka HeHagexHoro koga). Bece

3TU GYHKUMKN MMetoT 6onblioe 3HaYeHMe s nonb3oBatenen u UT-agMUHUCTPATOPOB,
NOCKOJIbKY OHW o06ecneynBatoT 3alNTY JIMYHON U KOPNoOpaTUBHON MHbOPMaLKUKM, a TakxXe
npenocTaBnsaoT cpencTea A9 MrHOBEHHOIro M NMOJIHOTO yAaneHHOro CTUpaHus B criyyvae
noTepu UIn KpaxKnm yCTpoONcTBa.

Ha iPhone, iPad u Apple Vision Pro ncnonbayetca TexHonorus wmupposaHma Gpannos,
TakXe UMeHyeMasa QyHKUMeN 3aLynThl JaHHbIX, a N9 3alUTbl aHHbIX Ha Mac

c npoueccopoM Intel npuMeHseTca TexHonorns WudpoBaHMa TOMOB Nof Ha3BaHMEM
FileVault. Ha komnbtoTepax Mac ¢ yunom Apple ncnonb3yercs rubpugHaa Moaens,
KOTOopas nognep>XmBaeT TEXHOMNOINIO 3alNTbl AaHHbIX, HO C ABYMS OrOBOPKaMMU.

CaMmblll HU3KMI YypOBEHb 3alLnTbl (knacca D) He noagepXuMBaeTcs, a UCMOMb3yeMblit Mo
yMOJI4aHMIO YPOBEHb 3alnThbl (knacca C) ncnonb3yet K4 ToMa 1 paboTaeT Tak Xxe, Kak
n FileVault Ha Mac ¢ npoueccopoM Intel. Bo Bcex cnyyasax OCHOBOW nepapxun Kntoven
ABNseTcs cneumannmsanpoBaHHbIi npoueccop Secure Enclave, a BbigeneHHbI Moayb

AES nogaepxuBaeT WNPpoBaHME Ha MOSTHOW CKOPOCTU M NO3BOJISIET HE PacKpPbiBaTb
[OO/ITOBPEMEHHbIE K/I0UYM WNdPOBaHUA A4pY ONepaLnoHHON CUCTEMbI UK LeHTpalbHOMY
npoueccopy (roe oHM MoryT 6bITb CKOMMPOMETMPOBaHbI). (0719 3aWmTbl KIoYein
wnoposaHus FileVault Ha Mac ¢ npoueccopom Intel n ynnom T1 unun 6e3 Secure Enclave He
Mncrnosb3yeTcs cneumannmanpoBaHHbIN Yummn.)

[MoMUMO ncnonb3oBaHNa GYHKLWK 3aWNTbl AaHHbIX 1 FileVault, KoTopbie nomMoratoT
npenoTBPaTUTb HECAHKLMOHMPOBAHHbIN AOCTYN K AaHHbIM, 5404 0rnepaLmnoHHOM
cuctembl Apple Takxxe obecnedmBatoT 3aWmnTy M 6e3onacHoOCTb. A4po ncnonbayet
cpeacTBa KOHTPOA AocTyna, YTobbl NnoMel,aTb NPUNOXKEHUS B MECOYHULY (4YTO
orpaHuymMBaeT AOCTYN NPUNOXEHUS K aHHbIM Ha OCHOBE YCTaHOBJIEHHbIX KPUTEPUEB).
Anpo Takxe Mcnonb3yeT MexaHM3M, KOTopblii HadbiBaeTcs Data Vault (BMecTo Toro
4TO6bl OrpaHMYMBaTb 3aMpPOChl, KOTOPble MOXET AefnaTb MNPUIOXKEHME, 3TOT MEXaHM3M
orpaHu4mMBaeT 4OCTYN K AaHHbIM, KOTOPble HaxoOAaTCa B OO4HOM MPUNOXEHUN, HO
3anpalwnBalTCs Apyrnum).
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Koa-naponu n naponu

YTo6bl 3aWMTUTL JaHHble Nonb3oBaTenel oT atak, Apple ncnonbsyet Kog-naponu B i0OS,
iPadOS 1 visionOS 1 naponn B macOS. Yem gnnHHee Koa-naposb UM Naposb, TEM

OH HafleXHee, a 3Ha4YUT, OH NyYlle NPOTMBOCTOUT aTakaM MeTohoM nepebopa. YTobbI
LOMOMHUTENbHO MOBLICUTb CTOMKOCTb K aTakaM, Apple npumeHseT 3agepxku (B iOS,
iPadOS u visionOS) 1 orpaHn4yMBaeT KONMYECTBO NOMNbITOK BBOAA nNapons (Ha Mac).

Ha iPhone, iPad n Apple Vision Pro 3awmuTa gaHHbIX BK/lOYaeTCs aBTOMaTUYeCkn, Korga
nonb3oBaTeNb 3a4aeT Naposib UK KOA-Napob. 3alnTa gaHHbIX TakXKe BKIoYaeTcs

Ha APYrux ycTponcTBax C cMcteMon Ha kpuctanne (SoC), Takux kak Mac ¢ ynnom Apple,
Apple TV n Apple Watch. Ha yctpoicTteax ¢ macOS Apple ncrnonbsyeT BCTpOeHHOe
npunoxeHue ona wWnMdpoBaHMS TOMOB, KOTOpoe Ha3biBaeTcs FileVault.

Kak Hape>XHble Kog-napoan v Nnaposuv rnosbiLaloT
6e30MnacHoOCTb

i0S, iPadOS u visionOS nopaep>XxunBatoT KOO-Naponmn U3 WeCcTn Uan YeTblipex umuodp

1 6yKBEHHO-LUMbPOBbIE KOO -Mapoiv NPON3BOJIbHON ANINHBIL. [ToMMMO pa3610KMpOBaHUS
YyCTPONCTBA, KOA-Maposib UK Naposib ABNSETCA UCTOYHUKOM SHTPOMMN OJ19 HEKOTOPbIX
Kto4Yen WwnopoBaHMa. 3TO 03HAYAET, YTO 3/1I0YMbILWNEHHUNK, 3aBNafeBLINiA YCTPOMCTBOM,
He CMOXEeT NONMYYMTb A0CTYN K AaHHbIM ONpeaesieHHbIX KNacCoB 3alluTbl, HE 3Has Koa-
napons.

Kon-naponb nnu naponb npusssbieaetca kK UID ycTpolicTBa, NO3TOMY NMomnbITKKU nepebopa
[OO/KHbI BbIMOJIHATHCSA HEMOCPEACTBEHHO Ha aTakyeMoM ycTpoicTee. [11g 3amMeaneHums
KaXXgo0M NonbITKM NCMNO/b3yeTCca CYETYNK NOBTOPEeHU. CYeTUYMK NOBTOPEHMN HACTPOEH
Takum o6pas3oM, YTo ofHa MonbiTKa 3aHUMaeT NpuMepHo 80 MuUNAMcekyHa. OTo o3HavaerT,
4yTO ANs nepebopa BCex CoYeTaHMN WECTU3HAYHOMO KOA-Naposs, COCTOSALLENO U3 CTPOYHbIX
OyKkB 1 Uunodp, NnoTpebyeTtcsa 6onee NATU C NONOBUHOM NET.

YeM HageXHee Kog-naposb nonb3oBaTens, TeEM HagexHee Koy wndposaHud. NMNoatomy

c Optic ID, Face ID n Touch ID nonb3oBaTenb MOXeT 3a4aTb 605ee HageXHbI KOA-Naposb,
YeM TOT, KOTOPbI 6bln1 6bl NPAKTUYHBIM B OTCYTCTBUE 3TUX TEXHONOINI. HagexXHbIin
Koa-naposib nosbilaeT 39 PEeKTUBHOCTb IHTPOMNMUMN, 3allMLLLAOWEN KTOYM WKNdPOBaAHUS,
ncrnonb3yemble A9 3alMUTbl JaHHbIX, HO He CKa3blBaeTca Ha yaobCcTBe nofb3oBaTesnen,
KOTOPbIM NMPUXOOMUTCA MO HECKO/bKO pa3 B AeHb pa3bnokMpoBaTb YCTPOMUCTBO.

Ecnu BBeOeH OJIMHHbIN Naposb, CoaepXallMii TONbKO LMUPpPbl, BMECTO MOSTHOM KnaBnaTypbl
Ha aKpaHe BIOKMPOBKN OToBpaXaeTca LumdbpoBas knasmnaTtypa. MNpu aHanorM4YHOM ypoBHE
6e30MacHOCTX BBOAUTb 6Gonee O/INHHbBIN LMPPOBOM KOA-Naposib MOXET 6biTb NMpoLle, YeM
KOPOTKMA BYKBEHHO-LMPOBOIA.

B paspene «HacTtpoikun» > «lMapameTpbl Napons» noib3oBaTenn MoryT 3agatb 6onee
OJIVHHbBIA 6YKBEHHO-LMPPOBOI KOA-NapOob.

- Optic ID n kog-naponb
- Face ID n kog-naposnb

- Touch ID u kog-naposb
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Kak yBenM4yeHHble BPpeMeHHbIe 3afep>XXKN NpenaTcTBYIOT

aTakaMm MeToaoM nepebopa

YTo6bl 4ONONHMUTENBHO YCIOXHUTbL aTakm MeTooM nepebopa, Ha iPhone, iPad, Mac

n Apple Vision Pro ¢ kaxablM BBOOOM HenpaBu/IbHOro kKog-napons, napons nnu PIN-koga
(B 3aBMCUMOCTW OT YCTPOINCTBA M €ro TeKYLEero cratyca) yBennmymBaeTcs BpeMs 3agepxKu
nepeg crnepytowein nonbiTKON. Bpems 3agepXku ykasaHo B Tabnuue ganee.

MonbiTKK

OKkpaH
6noknpoBku i0S
n iPadOS

OKkpaH
610KNPOBKU
watchOS

OkHO BXxoda

N aKpaH
6nokunposku c File
Vault

Pexunm
BOCCTaHOBNEHUS
macOS

FileVault ¢ kntouom
BOCCTaHOBEHNS

(MnYHbIM,
npefocTaBneHHbIM
opraHusauunen
unu ns iCloud)

PIN-kop
yaoaneHHom
6NOKNPOBKU
macOS

Het

Het

Het

Het

HeTt

1 MUHYTa

4 5

1 MUHYTa 5 MUHYT
1 MUHYTa 5 MUHYT
1 MUHYTa 5 MUHYT
1 MUHYTa 5 MUHYT
1 MUHYTa 5 MUHYT
5 MUHYT 15 MUHYT

6

15 MUHYT

15 MUHYT

15 MUHYT

15 MUHYT

15 MUHYT

1 vac

1 vac

1 vac

1 vac

1 vac

30 MUHYT 1 uyac

3 yaca

3 yaca

3 yaca

3 yaca

3 vaca

1 vac

9

8 yacos

8 yacos

8 yacos

8 yacos

8 yacos

1 vac

10 wunn 6onee

YcTponcTeo
6nokupyetcs;
TpebyeTcs
nogkniovyeHne
K Mac unn NK

YcTponcTeo
6nokupyeTtcs;
TpebyeTcs
nogk/oyeHmne
K iPhone

8 yacos

CM. paspen
«Kak
yBENMYEHHbIE
BPEeMEHHble
3agepXKn
npensaTcTBYIOT
aTakam
MeToAoM
nepeb6opa
(macOS)»
nanee.

CM. pasgen
«Kak
yBenn4yeHHble
BpeMeHHble
3a4epxKu
npensaTcTBYyOT
aTakaMm
MeTOoLOM
nepebopa
(macOS)»
nanee.

1 vac
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Ecnu Ha iPhone, iPad nnun Apple Vision Pro BkntoyeH napameTtp «CTupaTb AaHHbie»

(8 paspene «Hactponkn» > «Optic ID n kog-naponb», «Face ID 1 kog-naponb»

unu «Touch ID 1 Koa-naponb»), BECb KOHTEHT M HAaCTPONKKN ByayT aBTOMATMUYECKU CTEPTDI
c ycTpoincTea nocne 10 Heyga4vHbiX NOMNbITOK BBOAA KoA-napons noapsan. MNpu nogcyeTe He
yUYMTbIBalOTCS NocnefoBaTeNlbHble NOMbITKWM BBOAA OOHOIO M TOro Xe HenpaBuIbHOMO KOf -
napons. 3ta GyHKUUSA TakXXe AOCTYMHA NPW HaCTPoIKe NONNTUKN agMUHUCTPUPOBAHUS
yepes cUCTEMY yrnpaBfieHsa MobunbHbiMu ycTpoictBamm (MDM) n yepes Exchange
ActiveSync. Kpome Toro, MoXxHo yCTaHOBUTb 6ofiee HU3KUI nopor ee cpabaTbiBaHUS.

3a npuMeHeHue 3agepxek oTBevyaeT Secure Enclave. Ecnv B TeyeHne 3a4aHHOI0 BPEMEHM
3alepPXXKM YCTPONCTBO nepesarpyxaercs, 3afepXka NpuMeHseTcs elle pas, a TaiMep
3anyckaercs 3aHOBO.

Kak yBennuyeHHble BpeMeHHble 3a4eP>XXKn NpenaTCcTBYIOT
aTakam metogom nepebopa B macOS

YT06bI NPEenoTBPaTUTb aTakn MeToaoM nepeGopa, Npu 3arpyske Mac B okHe Bxoda gaetcs
He 6onee 10 NonbITOK BBOAA Mapod, NPV 3TOM KaXablil pas nocsie BBoAa HeNpPaBuibHOro
napons Bpems 3afepXku nepes HOBOM NMOMbITKON yBenMYMBaeTcs. 3a NpuMeHeHue
3agepxek oTBeyaeT Secure Enclave. Ecnuv B Te4eHne 3aaHHOr0 BpeMeHM 3agepxxkmn Mac
nepesarpyxaeTcs, 3afep>Xxka NpuMeHseTca elle pas, a TaliMep 3anyckaeTcs 3aHOBO.

YTo6bl NPeaoTBPaTUTb HEOHpPaTUMYIO MOTEPIO AaHHbIX M3-3a MOMbITOK BpeaoHocHoro MO
aTakoBaTb Napo/ib MNofib30BaTeNs, 3TN OrpPaHMYEHNs CHMMALOTCS NOC/e YyCMelwHoro Bxoaa
nonb3oBaTens B cMcTeMy Mac, HO BHOBb NpUMeHSIOTCS nocne nepesarpysku. Korga

10 NoNbITOK UCYepMaHbl, MOXHO Nepe3arpy3nTb CUCTEMY B pexxnmMe recoveryOS, 4Tobbl
nonyunTtb ewe 10 nonbIToK. ECAM 1 LONONHUTENbHbIE MOMbITKN UCYEPMaHbl, KaXX40My
MeXxaHn3Mmy BoccTaHoBeHus FileVault (BoccTtaHoBneHue iCloud, ko4 BoCcCTaHOBNEHMUS
FileVault n kopnopaTuBHbIM Knto4) NpegocTaBnsetca nNo 10 4ONOMHUTENbHbIX NOMbITOK, TO
ecTb BCero goctynHo 30 AOMNOMHUTENbHbIX NOMNbITOK. ECNY 3T fONONHUTENbHbIE NMOMbITKM
Tak)e ncyepnaHbl, Secure Enclave nepectaHeT o6pabaTbiBaTbh 3anpochl Ha pacwndpoBKy
TOMa UM NPOBEPKY Napons, U faHHble Ha aucke ByayT yTpaveHbl 6e3BO3BPaTHO.

YT106bl NOMOYb 3aLMUTUTL AaHHbIE B KOpNopaTUBHOM cpeae, UT-oTaen [o/KeH yCTaHOBUTb
N BHEAPUTb NONUTUKK KOHPUrypaumn FileVault c nomoubio cuctembl MDM. OpraHunsaunsm
OOCTYIMHO HECKO/bKO cnocoboB ynpaeneHns 3awndpoBaHHbIMU TOMaMU, BKoYas
KopropaTuBHbIe K/TI0OYN BOCCTAHOBJIEHUS, IMYHbIE K/KOYM BOCCTAHOBNEHUS (KOTOpble

npw XXenaHunm MoXHo nepenatb B MDM ona xpaHeHus) unm ux covyetanme. B MDM Takxe
MO>XHO YCTaHOBUTb MOMINTUKY POTaLMK KtOYEN.

Ha komnbioTepe Mac ¢ ynnom 6esonacHocTn Apple T2 naposib BbIMOSHAET CXOXY0
dYHKLMIO, HO CreHepMPOBaHHbIN KoY UcrnonbayeTcs ans wudpposaHua FileVault,

a He Oong TeXHONOrMm 3alWwmTbl aHHbix. macOS Takxe npegnaraet ONONHUTENbHbIE
BapMaHTbl BOCCTAHOB/IEHNS Napons:

- BOCCTaHoBneHue iCloud;
- BOoccTaHoBneHwue FileVault;

. KoprnopaTuBHbIN kntou FileVault.
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3awmnTta gaHHbIX

O630p 3aLMTbI JAHHbIX

Apple ncnonb3yeT cneumanbHyo TEXHONOIMMIO, Ha3blBaeMYIO 3aLLMTOM AaHHbIX, YTOObI
3alWMTUTb AaHHble BO dnew-naMsaTn Ha YCTPOMCTBaxX C CUCTEMO Ha KpucTanne Apple,
Takux kak iPhone, iPad, Mac c uunom Apple, Apple TV, Apple Watch n Apple Vision Pro.
Bnarogaps 3alWMTe JaHHbIX YCTPOUCTBO MOXET pearnpoBaTth Ha TUMWYHbIE COObITUS, Takne
KaK Bxogsiwme TenedoHHble BbI30Bbl, BMECTE C TeM obecrneymnBas 60siee BbICOKUI YPOBEHbD
WrdpoBaHMa faHHbIX Nosib3oBaTeneil. HeKoTopble CUCTEMHbIE MPUNOXEHMUS, Takne Kak
CoobueHusg, Mouta, KaneHpapb, KoHTakTbl 1 POTO, a Takke MeggaHHble, NCMOMb3YIOT
TEXHOJIOTUIO 3alUNTbl AaHHbIX MO YMOYaHUIO, a MPUNOXEHUS CTOPOHHMX pa3paboTymnkoB
nosyyatoT ee aBTOMaTUYECKN.

Peanusauus

TexHoNnorna 3aluTbl JaHHbIX peann3oBaHa NyTeM NOCTPOEHUS U KOHTPOJS nepapxmm
K/ItoYeNn, 1 OHa OCHOBaHa Ha TEXHOMOrnAX annapaTHOro WNU@pPoBaHNs, BCTPOEHHbIX B
ycTponcTea Apple. 3awmnTa gaHHbIX opraHn3oBaHa Ha ypoBHe GalnoB: Kaxagomy danny
HasHa4aeTCcs OAMH U3 KNaCcCOB 3allUTbl, @ LOCTYMNHOCTb onpeaenseTca padbnoknpoBaHneMm
knto4en knacca. ®arnosasa cuctema Apple (APFS) nosBongeT AOMNONHUTENbHO pa3aoensTb
K/0YM Mo gmManasoHam (pasnunyHble pparmMeHTbl daifia MOryT UMeTb pasHble KJTo4n).

Ka>xabi pas, Korga B ToMe faHHbiXx co3gaeTtcsa dain, 3alwmnTa gaHHbix co3gaeT

HOBbIN 256-6UTHbIN KNtOY (k104 arizia) u nepepaeT ero annapatHoMy AES-moaynto,
KOTOPbI NCNONb3YyeT 3TOT KoY AN WwndpoBaHns dalina npu 3anucu so dpneul-

namsatb. Ha ycTpoiicteax oT A14 oo A18 n ot M1 oo M4 ans wudpoBaHMa UCMONb3yeTcs
AES-256 B pexnMme XTS: 256-6UTHbIN K04 KaXaoro daiina npoxogut yepes GyHKLMUIO
dopmupoBaHug kntova (cneunansHoe nagaHue NIST 800-108) ona nonyyeHus 256-6uTHoN
nonpaekun n 256-6mMTHOro knato4va wWudppoBaHma. Ha yctpoincteax ot A9 go A13 n ot S5

00 S9 ona wudposaHua ncnonbsyetrcsa AES-128 B pexume XTS, B KOTOPOM 256-OUTHbIN
Koy danna pasgenaercs ang nonyyeHms 128-6uTtHoi nonpaeku 1 128-6MTHOro Kito4va
wndpoBaHus.

Ha komnbtoTepe Mac ¢ ynnom Apple onga TeXHONOrnMM 3alNTbl JAHHbIX MO YMOTYaHUIO
ycTaHoBeH knacc C (cM. pasgen Knaccol 3aWnThbl faHHbIX), 0AHaKO Npu 3TOM
Mcrnonb3yeTcs KoY TOMa, a He KJoY AnanasoHa unu knwod danna. daktmnyeckmu

3T0 30 PEKTUBHO BOCNPON3BOANT Moaenb 6esonacHocTu FileVault gng 3awmThbl
Nnosib30BaTeNbCKUX AaHHbIX. OOHaKo, YTOObl MPUBA3aTh MepPapPXUIo KTtoYen WwndpoBaHUs
K MapoJsito 1 MONYyYMUTb NOJSIHYIO 3aLlUTY, NONb30BaTE/IN BCE PABHO AO/IKHbI BKIIOYNTb
FileVault. PazpaboTynku MoryT BbibpaTbh 60n€ee BbICOKUI KnaccC 3alnTbl, B KOTOPOM
ncrnonbayeTcs koY dalina unum KoY gruanasoHa.

3alwmTa AaHHbIX Ha ycTponcTBax Apple

Ha ycTpoiictBax Apple ¢ TexHonoruen 3awmTbl AaHHbIX Ka)abli dann sawmiieH
YHUKaNbHbIM Kto4YoM dalina (unu guanasoHa). Knwod, KoTopbln 3alMLULEH C MOMOLLbIO
anroputMa 3awnTbl kntodet NIST AED, oOnNoNHUTENbHO 3allnLaeTcs OgHUM N3 HECKOMbKUX
K/toYel Kknacca B 3aBMCMMOCTM OT TOr0, AOCTYN K KakoMy dainny Hy>KHO NosyynTb. 3aTeM
3alUMLLEHHDbIN KoY dalifia coxpaHseTca B MeTadaHHbIX daina.
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YcTpoiicTBa ¢ dainioBoit cuctemort APFS MoryT nogaepxuBaTtb KNoHUpoBaHue dainos
(TexHONOrUs KONMPoOBaHUA NMpu 3anucu obecnevynmBaeT KONMPOBaHUE C HYNEBbIMU
3aTpaTamu). Ecnu daiin knoHupyeTca, Kaxaas U3 NofoBUH K/TOHa MOoSlyYaeT HOBbIN KoY
0N npyemMa BXoOaliMx onepaunii 3anmcu, NoaToMy HOBbIe JaHHble 3anucbiBaloTCs Ha
HOCUTEeNb C HOBbIM Kto4oM. Co BpeMeHeM dalinn MOXeT pa3fenmTbca Ha HeCKOJIbKO
OMana3oHoB (MM GparMeHToB), KaXablil U3 KOTOPbIX CBA3aH C OTAE/bHbIM KJTIOYOM.
OpnHako BCe AuanasoHbl, cocTaBnawume dann, 6yayT 3almiuieHbl OAHUM U TEM Xe KITH04YOM
Knacca.

Mpwn oTKpPbITUKM dalina BbIMONHAETCA pacluMPppoBKa ero MeTafaHHbIX C MOMOLbIO KJtoYa
dannoBon cucTembl, KOTOpoOe NMPUBOANT K PACKPbITUIO 3alLULLEHHOTO KtoYa daina

1 0b03HavyeHMqa Knacca ero 3awuTbl. Knoy ¢panna (unu gnanasoHa) pacwmndposbiBaeTcd
C MOMOLLIbIO KJlOYa Kflacca, a 3aTeM nepegaeTcs annapaTtHoMmy Moaynto AES, koTopbiit
BbIMONHAET pacwmndpoBKky daina npu YTeHnm n3 enew-namatn. Bea obpaboTka
3alMLLEHHOrO KtoYa ¢dalina BbinonHaeTca B Secure Enclave; knoy daina HMkoraga

He packpblBaeTCs HEMOCPEeACTBEHHO NpoLeccopy NpunoxeHunii. Bo Bpemsa 3arpysku
KoMMbloTepa npoueccop Secure Enclave cornacoBbiBaeT AMHaMUYECKUIA KoY C Mogynem
AES. Kniouun ¢anna pacwmdposbiBatoTcs B Secure Enclave, a 3aTeM cHoBa 3aljumiLaloTcs €
NMOMOLLbIO ANHAMUYECKOrO KJlloYa 1 OTNPaBNsoTCa 06paTHO NPOLLECCOPY MPUTOXEHUN.

MeTagaHHble Bcex ¢palinoB B ¢palinoBoil CMCTeMe Ha TOMe AaHHbIX WKUdPYTCS CydYanHbiM
K/I04OM TOMa, KOTOPbI co3aaeTcsa Nnpu NepBoi ycTaHOBKE onepaLnoHHON CUCTEMDI,

a TakxXe Korfga rnofib3oBaTesflb CTUPaeT BCe AaHHble C YCTPOMCTBA. DTOT KMtoY 3alumMdpoBaH
N 06epHYT BHYTPb AOMOMIHUTENbHOrO K/toYa A9 A0/ITOCPOYHOI0 XPaHeHUs, KOTOPbIN
n3BecTeH Tonbko Secure Enclave. Kntoy o6epTbiBaHMA M3MeHAeTCo KaXablil pas, koraa
nonb3oBaTesb CTUPaeT JaHHble Ha YCTpolicTBe. B cuctemax Ha kpucTtanne A9 1 Hosee
Secure Enclave ncnonb3syeTt sHTPONUNHOE KOAUPOBaHME, CUCTEMbI aHTUMNOBTOPA U Apyrue
MeTofbl, YTO6bl 06GecrneymBaTb BOSMOXHOCTU CTUPAHUS U 3alMUTbl K/lo4a 06epTbiBaHMS.
MoapobHee cM. B pasgesne 3aliuillleHHOe SHeProHe3aBUcUMoe XpaHusuiLe.

AHanorn4yHo ka4yamM danios U AnanasoHoOB, K04 MeTafdaHHbIX TOMa JaHHbIX HUKOraa
He packpblBaeTCcs NpoLeccopy NPUIoXeHnin HanpamMyto; BMecTo aToro Secure Enclave
npenocTaendeT AUHAMUYECKY0 BEPCUI0 A1 KaXO0M 3arpyskn. Bo BpeMs xpaHeHus
3aWMPpPoBaHHbIN KNtoY GaliioBo CUCTEMbI AOMONIHUTENTbHO 3aLLULLAETCS C MOMOLLbIO
«CTUPaAeMOoro K/4ya», XpaHaLWerocs B CTMpaeMoOM HakonuTene, UAn C MOMOLLLbIO Kto4va
019 YyMakoBKMW KJloMa HOCUTENS, 3alLNLLEHHOIO C MOMOLLLbIO MexaHM3Ma aHTUNoBTOpa
Secure Enclave. 91oT knto4 He obecneynBaeT AOMNOSIHUTENbHYIO KOHPUOEHUNANBHOCTb
OaHHbIX. OH NpefgHa3Ha4vYeH ang 6bICTPOro CTUpPaHMs No 3anpocy (3anpoc MoxeT 6bITb
MHULMNPOBAH NMONb30BaTeNIeM C NMOMOLLbIO NMyHKTa «CTepeTb KOHTEHT U HAaCTPOMNKU» UNKU
aAMUHUCTPATOPOM C NMOMOLLbIO KOMaHAbl YAANEHHOro CTUPaHUs OT CUCTEMbI yNpaBreHus
Mo6unbHbIMK ycTpolicTBamu (MDM), cepeepa Microsoft Exchange ActiveSync unu iCloud).
Takoil cnocob cTupaHus kntoya genaet Bce dannbl KpunTorpadpmuyeckm HefoCTYNMHbIMU.

Copepxunumoe daiifia MoXeT WMPPoBaTbCA C MOMOLLbI OQHOIO UM HECKOMbKUX

Kntoyen paiina (Mnu omanasoHoB), KOTOpble 3alMLLAlTCA C MOMOLLLbIO K/loYa Knacca 1
COXpaHATCSa B MeTafaHHbIxX dalina, KoTopble, B CBOK ovyepenb, WMGPYOTCA C MOMOLLbIO
Kno4a dannosolt cucteMbl. Kntoy knacca sauwmiieH annapaTtHbiM UID. Kpome Toro,
KJTI0YM HEKOTOPbIX KN1IaCCOB 3allMLLEHbl KO4-Napo/ieM nosib3oBaTtesisa. Takasa nepapxus
obecneyrBaeT U TMOBKOCTb, U apdeKTUBHOCTb. Hanpumep, ona nusMmeHeHns knacca danna
JOCTaTOYHO elle pa3 3alnTUTb ero C NMoMoLLbio KNtoya danna, a UsMeHeHne Kog-napong
NPUBOAUT MNPOCTO K MOBTOPHOW 3allLMUTe K/toYa knacca.
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Knaccbl 3awuTbl aHHbIX

Korga npuno)xeHune co3gaeT HOBbIM ¢aii Ha YCTPOMCTBaX, KOTOpble NOAAEePXMBAOT
3alMTy AaHHbIX, OHO HasHayvaeT eMy knacc. Kaxablii knacc Mcnonb3yeT pasnnyHble
NONUTUKM ANS onpeneneHuns ycnoBuin foctyna K AaHHbIM. OCHOBHbIe KNacChbl U MOAUTUKN
onucaHbl B criefyowmnx pasgenax. Komnototepbl Mac ¢ umnom Apple He nogaepxxusatoT
knacc D «bes 3almnTbi», U rpaHnLbl 30Hbl 6€30MacHOCTU YyCTaHaBAMBAlOTCS BOKPYr BXOAa
M BbiIxoda (a He 610KMPOBKK N pa3bnoknMpoBkK, kak Ha iPhone n iPad).

Knacc Tun 3awnTbl

Knacc A. MNMonHas 3awnta NSFileProtectionComplete

Knacc B. 3awuueHo, ecnm He OTKPbITO NSFileProtectionCompleteUnlessOpen

Knacc C. 3alunuLeHo 00 nepBon ayTeHTUbUKaLnm NSFileProtectionCompleteUntilFirstUserAuthentication

nonbsoBaTtend

MpumeyaHme. macOS ncnonb3yet KAOY ToMa Ana
BOCCO3[aHMNs XapakTepucTuk s3awmTbl FileVault.

Knacc D. be3s 3awuTbl NSFileProtectionNone

MpumevaHne. He nogpepxupaetcs B macOS.

MonHaga 3awmTa

NSFileProtectionComplete. Knioy knacca 3awmiiaeTcs ¢ NoMoLLblo K/to4a, Noly4yeHHoro
13 Koa-napons unu napons nonbsosatens n UID ycTpolicTBa. Bckope nocne 1oro, Kak
nonb3oBaTesib G/IOKUpPYeT YyCTPONCTBO (Yepe3 10 cekyHa, ecnn Ang napamMeTtpa «3anpoc
napons» 3agaHo 3HayeHue «Cpa3sy»), paclumMdpoBaHHbIM K04 Knacca ygansertcs,

B pe3ynbTaTe Yero BCe JaHHble 3TOro Kjlacca OCTatoTCs HeAO0CTYMHbI, MOKa Nosib30BaTeNb
CHOBa He BBefeT KOA-Naposib UNM He pa3bnokupyeT YCTPOUCTBO (BOMOET B CUCTEMY)

c nomolubto Optic ID, Face ID nnu Touch ID.

Ha ycTpoiictBax ¢ macOS paclmndpoBaHHbI KoY Kacca ygangeTcs BCkope nocne Toro,
KaK nocnegHuit Nonb3oBaTeNb BbIXOOUT U3 CUCTEMbI, B pe3yfbTaTe Yero Bce faHHble
3TOro Knacca CTaHOBATCS HeOO0CTYMHbl, MoKa Kakol-n1Mbo nonb3oBaTeNlb CHOBa He BBeAeT
KOA-Maposib WU He BbIMOMHUT BXO/, Ha YCTPOMCTBE C nomolibio Touch ID.

3awuLeHo, ecnm He OTKPbITO

NSFileProtectionCompleteUnlessOpen. NHorpa TpebyeTcda 3anMcaTb onpeneneHHble
dalnbl, Korga ycTpoiicTBO 3ab/10KMPOBAHO WU MOMb30BaTeNb BbllleN U3 cucTemsl. B
KayecTBe NpuMepa MOXHO MPUBECTM 3arpy3Ky NOYTOBOro BAOXKEHNS B POHOBOM pexmMe.
Takoe gencTBme CTaHOBUTCSA BO3MOXHbIM 6/1arogaps MCNonb30BaHMI0O aCMMMETPUYHON
annunTudeckon kpuntorpadum (ECDH no Curve25519). [na 3awWwmTbl 06bIYHOrO Ko4a
dalna ncnonb3yeTtcs KoY, MNOMyYEeHHbIN B pe3y/bTaTe OAHOMNPOXOAHOro COrflacoBaHms
knoven Onddun — XennmaHa, kak onucaHo B gokymeHte NIST SP 800-56A.
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[OnHaMnyecKknin OTKPbITbIN KOY A1 COrlacoBaHUs XPaHUTCS BMECTe C 3allULLEHHbIM
KntoyoMm cdanna. B kayectBe KDF ncnonbayetca GyHkLMAa GOPMUPOBAHNS KITtoYa
cuenneHneM (yTBepxaeHHasa anbTepHaTuBa 1) cornacHo nyHkKTy 5.8.1 gokymeHTa NIST
SP 800-56A. AlgorithmID onyckaetcs. PartyUIlnfo un PartyVinfo — aTto guHamMunyecknii

N CTaTUYECKWNIA OTKPbITble K/IIOYN COOTBETCTBEHHO. B KayecTBe GYHKLMNM XeLNpoBaHuUs
ncnonb3yetca SHA256. Cpasy nocne 3akpbiTug daiina ero Kaoy ygansaercs us namMatu.
[ng NOBTOPHOro oTKpbITUS dainia CHOBa CO34aeTCsl OTKPbITbIA K04 Ha OCHOBE JINYHOIO
K/toYa Knacca «3alluuLeHo, eCqii He OTKPbITO» U AMHAMUYECKOro OTKPbITOro KJto4a;
OHW UCMONb3YIOTCA AN CHATUS 3aWMTbl C KtoYa dalina, KoTopbl 3aTeM UCMOoNb3yeTcs
ans pacwnopoBku danna.

Ha ycTpoiictBax ¢ macOS nuyHas YacTb KJ/lto4a Knacca
NSFileProtectionCompleteUnlessOpen gocTynHa, Noka nonb3oBaTen HaxoaaTcs
B CUCTEME WUIN OCTaloTCs ayTEHTUDULMPOBAHDI.

3almuLeHo Ao nepBon ayteHTUdMKaLumM nonb3oBaTens

NSFileProtectionCompleteUntilFirstUserAuthentication. [lecTBue 3TOro Kjacca
aHanornyHo knaccy «lonHag 3aWwmMTa», oAHaKo paclindpoBaHHbIN KOY Klacca He
yoanseTcs U3 namMatn npu 610KMPOBKe YCTPONCTBA UM BbIXO4e Nosib3oBaTeNns ns
cucTeMbl. 3almTa 3TOro Kiacca noxoxa Ha WwnopoBaHMe BCEro TOMa Ha HaCTOJbHbIX
cucTeMax U1 3allnuiaeT gaHHble 0T aTak, KOTopble UCMOoMb3YIoT Nepesarpysky
yCTpONCTBa. OTOT Klacc Mo yMOJYaHUIO UCMOJb3yeTca AN BCeX NPUIOXEHUN CTOPOHHUNX
pa3paboTUYMKOB, KOTOPbIM HE Ha3HaYeH K/1acC 3allnTbl JaHHbIX.

Ha ycTpoiictBax ¢ macOS 3TOT Knacc UCMNonb3yeT KoY ToOMa, KOTOPbI AOCTYMeH, noka
nogknoyeH ToM, U paboTaeT Tak Xe, kak FileVault.

be3s 3aWwuTbl

NSFileProtectionNone. Knto4y aToro knacca sauimuieH Tonbko ¢ nomoulbto UID 1 xpaHuTcs
B CTMpaeMoM HakonuTesne. [MocKonbKy BCe Kto4n, HeobxoamMmble ans paclumndpoBKu
dannoB B 3TOM K/lacce, XpaHATCa Ha YCTPONCTBE, eAUHCTBEHHbIM NPENMYLLLECTBOM Takoro
WnbpoBaHNS 9BNSETCA BO3MOXHOCTb 6bICTPOro yaaneHHoro ctupanuma. [axe ecnu eanny
He Ha3Ha4eH KJlacc 3allnTbl JaHHbIX, 3TOT ¢alifl BCe paBHO XpaHUTCA B 3alUMPPOBAHHOM
Buae (kak 1 Bce gaHHble Ha iPhone, iPad n Apple Vision Pro).

OTOT BapuaHT He noaaepxneaetrca B macOS.

lMpumeyaHue. Ha ycTpoicTteax ¢ macOS ans ToMoB, KOTOpble HE UCMOJIb3YHTCH
A9 3arpy3kun ornepaLMoHHON CUCTEMbI, BCe KNacChl 3allUTbl AaHHbIX AOCTYMHbI,
TONbKO NMoKa noakiiyeH ToM. 1o yMon4aHMio UCNOMNb3yeTCs KaccC 3allnTbl JaHHbIX
NSFileProtectionCompleteUntilFirstUserAuthentication. ®yHkUMS KntoYa AnanasoHa
JOCTYyNHa Kak B Rosetta 2, Tak © B CO6CTBEHHbIX MPUNOXEHUSX.

XpaHunuia Kaoyen ana 3alwmnTbl JaHHbIX

B iOS, iPad0S, watchOS, tvOS n visionOS knto4un 3alMThbl JaHHbIX A1 KfnaccoB ¢annos

N CBSIBKM K/IIOYEN OpPraHM30BaHbl B XpaHWUIMLa Kovel. B aTux onepaunoHHbIX cucTeMax
MCMONb3YIOTCS XpaHUMLWa KoYel Nofb3oBaTens, yCTPONCTBa, Pe3epBHON Konuu,
nepegauu n pesepeHoi konun iCloud.
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XpaHununuwe KJ1louen nosib3oBaTtens

XpaHunuie ka4Yein nonb3oBaTens — 3TO MeCTO XPaHEeHUs 3alMLLEHHbIX KOYen knacca,
MNCMOMib3yeMblX NPy HOpMasibHOM GYHKLMOHUPOBAHUM yCTpoiicTBa. Hanpumep, npu BBoae
Ko4-napona BbinonHaeTca 3arpyska katda NSFileProtectionComplete 13 xpaHunuuwa
KNtoyel nonb3oBaTens U pacwmMdpoBka Koda. XpaHunulie Knwden npeacrasnsert cobom
OBOWYHbBIN dalin cnucka cBoncTB (.plist) ¢ knaccom «bes 3awmTbi».

Ha ycTpolicTBax ¢ cucteMon Ha KpucTanne go A9 cogepxunmoe danna .plist wndpyertca c
NMOMOLLLbIO K/T0Ya, XPaHALLEerocs B CTUpaeMoM HakonuTesne. 14 noBbllleHUs 6e30MacHOCTH
XPaHUNML, KoYel aToT KoY CTUPaeTCs U reHepupyeTcsa CHOBa KaXablii pas, korga
nonb3oBaTeslb MeHAeT Koa-naporib.

Ha ycTpolicTBax ¢ cucteMamm Ha kpuctanne A9 unn Hosee ¢ann .plist cogep>XunT KoY,
YKa3bIBalOLWIMA HA TO, YTO XPaHUULLLE KOYel NOMeLLLeHO B ced, KOTOPbIM 3allulLeH
C NOMOLLbIO 3HaYeHUs GYHKLNM aHTMNOBTOPa, KOHTponpyemon Secure Enclave.

Conpoueccop Secure Enclave ynpaBnseTt xpaHUIULLEM K/OYeN Nosib3oBaTensa 1
MOXET Mofly4yaTb 3anpochbl OTHOCUTENbHO COCTOSIHUA 6NOKMPOBKKN ycTponcTea. OH
OTBEYaeT, YTO YCTPONCTBO pPa3b/oKMPOBAHO, TOMIbKO B TOM CJ/ly4Yae, ec/in BCe KJtoun
KlacCoOB B XPaHWUMLLE KtloYein nofb3oBaTeNns aBAsSOTCAa AOCTYNHbBIMU U 6bIIN yCNEeLWHo
newmndpoBaHbl.

XpaHunuuie Kn4ven ycTpomncrTea

B XxpaHunuile Kno4en yCTPONCTBA XpaHATCA 3alluLLeHHble KoYM Knacca, UCnofib3yeMble
[0S BbIMNOMHEHNS onepauuii C AaHHbIMU Ha KOHKPETHOM ycTpoicTee. O6wmm iPad nHorga
HY>eH [0CTYN K YYETHbIM JaHHbIM [0 TOTO, Kak Nofb3oBaTeflb BOMAET B cucTemy. Nostomy
HEeoBX0AMMO XpaHUnuLLe KiYel, He 3aluileHHoe Koa-naponeM nofb3oBaTens.

i0S, iPadOS un visionOS He nogaepXuBaoT KpunTorpadpuryeckoe pasgeneHne ¢pannoson
CUCTEMbI 419 pa3HbIX NoJib30BaTesNIEN, MO3TOMY A/ 3allUThbl KNtoYel ¢annos cuctema
MCMONb3yeT KUY Kilacca U3 XpaHunuua knden yctporctea. OgHako ANns 3alinThbl
3/1eMEeHTOB CBA3KMW KJIl0oYel Nofb3oBaTens UCMOob3YTCA K/0YM KNacca U3 XpaHunuiia
Kno4yen nonb3osatensa. Ha iPhone un iPad, HacTpoeHHbIX Ang 04HOro nonb3oBaTens (310
KOHOUTYpaLKnsa No YMOIYaHUIO), XPaHUIULLLE K/TlOYel YCTPONCTBA U XPaHUULLE KIToYein
nosb3oBaTesNs COBMaAaloT M 3aliuLeHbl Kof-naposieM nonb3oBaTens.

XpaHunuie Kno4vei pesepBHOi Konum

XpaHunuue kno4yen pesepBHON KON cosgaeTcs B TOT MOMEHT, Korga Finder

(8 macOS 10.15 nnu Hoeee) unu iTunes (B macOS 10.14 n 6onee paHHUX BEPCUAX) CO3aaeT
M COXpaHseT 3alundpoBaHHYO pPe3epBHYIO KOMUIO Ha KOMMblOoTepe, Kyaa nepepaercs
pe3epBHas Konus ycTpolcTBa. HoBoe XpaHuulLLLe KoYel co3gaetcd ¢ HOBbIM HabopoMm
K/It0YEN, N AaHHble pe3epPBHOM KOMUKU NMOBTOPHO WMPPYIOTCA C UCMOMIb30BaHMEM

3TUX HOBbIX K/toyel. Kak 6bl/10 06bACHEHO paHee, 3N1eMeHTbl CBA3KM K/toyel «be3
BO3MOXHOCTM NepeHoca» OCTalTCs 3aWuueHHbIMK K/lo4oM Ha ocHoBe UID; aTo
No3BONAET BOCCTAHaBNMBATb UX HA UCXOQHOM YCTPOMUCTBE, HO AenaeT HeAOCTYMHbIMM Ha
OPYromMm ycTpoMncTBe.
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[ns 3aWmThl XpaHUmwa KaYyen Cnofb3yeTcs 3aaHHbI Naposb, K KOTOPOMY MPUMEHEHO
10 MUNNVOHOB UTepaLNit PyHKUMN dopMUpoBaHus kitoya PBKDF2. HecMoTps Ha

CYETYMK MOBTOPEHU, NPUBA3KA K ONpeaenieHHOMY YCTPOUCTBY OTCYTCTBYET, NO3TOMY

Ha XpaHUNuLe KoYel B pe3epBHON KOMMUM MOXET BblTb cCoOBepLUeHa aTaka MeToAoM
nepebopa c yyactmeM 60MbLIOIro Yncna KoMnbloTepoB. [N ocnabneHns aTon yrposbl
HeobX04MMO MCMOb30BaTh AOCTAaTOYHO HAfEXHbIN Maposb.

Ecnu nonb3oBaTenb pelwaeT He WndpoBaTh pe3epBHble Konuu, danbl pe3epBHbIX KOMNUi
He WudpyoTCca HEe3aBUCUMO OT KJlacca 3allUTbl JaHHbIX, 0QHaKO CBA3Ka KJlo4Yel ocTaeTcs
3aumuLeHa kto4Yom Ha ocHoBe UID. MoaToMy 3a1eMeHTbl CBA3KW KtoYel nepeHocaTcs Ha
HOBOE YCTPOMCTBO, TO/IbKO €C/IN YCTAHOB/EH NapoJ/ib Pe3ePBHOr0 KOMMPOBaHUS.

XpaHunuie Kno4yen nepeaadmn

XpaHunuue kno4Yen nepegadm UCnonb3yeTcs ong CUHXpoHu3aunm ¢ Finder unu iTunes
yepes USB n cuctemy ynpaeneHnsa MobunbHbiMuK ycTpolicTeamu (MDM). bnaropaps
3TOMY XpaHUNULLY Kto4Yen npunoxeHue Finder unm iTunes MoXeT BbINOMHATb Pe3epBHOe
KOMMpPOBaHNE N CUHXPOHM3ALMIO, He 3anpallnBasg y Nosb3oBaTesns KoOA-napo/sb, a
cuctemMa MDM MoOXeT yganeHHO CTUpaTb KoA-naposib Nosib3oBaTtend. XpaHunulie knwden
HaxoOuTCs Ha KOMIMblOTEpPe, KOTOPbIA MCNONb3YeTcs AN CUHXPOHU3aumn ¢ Finder nnu
iTunes, nnu B cucteme MDM, KoTopasa yaaneHHo ynpaBniseT YCTPONCTBOM.

XpaHunuiie Knoyen nepegayum ynpoliaeT paboTy nonb3oBaTenell Npu CUHXPOHU3aLUN
YyCTpOICTBa, KOTOpOe MoXeT TpeboBaTb JOCTYyMNa KO BCeM knaccaM AaHHbIx. Koraga
3aliMLLeHHOe Kod-naposieM YCTPOMCTBO BrepBble noaknoyaertcs K Finder unu iTunes,
nonb3oBaTesnto Heo6Xxo4MMO BBECTU KOA-Naposb. 3aTeM YCTPONCTBO CO34aeT XpaHunuile
Kfloyel nepenayn, cogepialliee Ko4mM TOro e Kflacca, YTo M UCMoJib3yeMble Ha
YCTPOWCTBE, HO 3alMLLEHHbIE C MOMOLLbIO HOBOIO CreHepMPOBaHHOIo Napond. XpaHunuiie
KnoYel nepenayn 1 3almLLaloLLMN ero KoY Aenarca Mexay YCTPOUCTBOM U XOCTOM UK
cepBepoM, a faHHble COXPaHATCA Ha YCTPOMCTBE C KNacCoM «3alluliLeHo 00 NepBoi
ayTeHTUdMKaLMUN nonb3oBaTensa». NosaToMy A/ NepPBOro Pe3epBHOro KoNMpPoBaHUs

c noMolubto Finder unu iTunes nocne nepesarpyskun nofb3oBaTeNio He0H6X04MMO BBECTHU
Koa-naposb ycTponcTBa.

B cnyuae 6ecnpoBofHOro 06HOBIEHMS NPOrpaMMHOro obecrneyeHuns nosb3osartesb
nosiyyaeT 3anpoc Ha BBOA KOO-Mapona npu 3anycke 06HOBEHUSA. DTO HYXXHO Ang
6e30MacHOro co3aaHnsa 0QHOPa30BOro TokeHa pa3bnoKNPOBKM, KOTOPbIN pasbnokmpyer
XpaHWUuLLe Kno4yel nonb3oBaTens nocne o6HoBNEeHUSA. STOT TOKEH HEBO3MOXHO
creHepupoBaTb 6e3 BBOAa KOA-Naposis Nofb3osaTesieM, a BCe paHee COo34aHHble TOKeHbI
CTaHOBATCA HEeAEeNCTBUTE bHbIMW, €C/IM KOA-Naposib No/b30BaTe/s MeHseTCs.

OpoHopas3oBble TOKEHbl Pa3b/IoKMPOBKM OblBAOT ABYX TUMOB B 3aBUCUMOCTH
npegHasHa4yeHuUs: ong yCTaHOBKW 06HOBNEHUIM NporpaMMHoro obecnedyeHns nnéo

C yyacTueM nonb3oBaTtens, 6o 6e3 ero yyactus. OHU WNdPYOTCS C MOMOLLbIO
K/ltoYa, NoIy4YeHHOro 13 TekyLLero s3HayeHMss MOHOTOHHOIO cYeTYuMKa, paboTatowero B
Secure Enclave, UUID xpaHunuuwa kntodeit u UID Secure Enclave.

B cuctemax Ha kpucTtannie A9 (1 HoBee) oHOPAa30BbIN TOKEH Pa3bIOKNPOBKYK Borblie
He 3aBUCUT OT CYETUYMKOB UM CTUPAeMOro HakonuTens. [ns ero 3alwuTbl Tenepb
MCMNoNb3yeTca 3HavYeHne pyHKLUN aHTUNOBTOPA, KOHTPOIMPYEMON COMPOLLECCOPOM
Secure Enclave.
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Cpok AeNncTBMS OQHOPA30BOro TOKEHa Pa3bOKMPOBKM AN YCTaHOBKN OBHOBNEHUN
nporpamMMHOro obecnevyeHms Npu y4yacTum noab3oBaTens ncrekaet yepes 20 MUHYT.

B iOS 13 n iPadOS 13.1, visionOS 1.0 1 6osiee HOBbIX BEPCUSAX TOKEH XpaHUTCH B celide,
KOTOpPbI 3alnLLeH conpoueccopomM Secure Enclave. B Bepcusax, BbiNyLWEHHbIX paHee
iOS 13, Takol TOoKeH akcnopTuposanca n3 Secure Enclave n sanucbiBancs B CTMpaeMbiit
HaKoMUTENb UK 3alMLLaNCa C MOMOLLbI0O MEXaHU3Ma aHTMMOBTOpPa B conpoLlieccope
Secure Enclave. Talimep LeNCTBUS TOKEHA YBENIMYMBAET 3HAYEHNE CHETUYMKA, eCNU
YCTPOMCTBO He nepesarpyxanocb B TeyeHne 20 MUHYT.

YcTaHoBKa nporpaMMHoro obecrnevyeHnsa 6e3 yyactus nonb3oBaTensd NpoucxoguT, Koraa
cucTemMa obHapy>XnBaeT Hannyme oOHOBMEHUS U BbIMOMHAETCA OQHO U3 CNeaylowmx
YyCNOBWUIA:

+ BiOS 12 nnu HoBee HaCTPOEHO aBTOMaTu4yeckoe 06HOBEHUE;

- MnoNb3oBaTesb BbibMpaeT BapMaHT «YCTaHOBUTb NMO3Xe» B OKHE YBeJOMJ/IeHUs
06 oObHOBNEHUMN.

Mocne Toro Kak Nosb3oBaTesib BBOAUT KOO -Maposib, reHepupyeTcs ogHOpPa30BbIn

TOKEH pPas3b/1o0KMPOBKM, KOTOPbIM MOXET oCcTaBaTbCs AelCTBUTENbHbIM B Secure

Enclave no 16 4yacoB. Ecnv o6HOBNEHME elle He NMPOU30LLIO0, 9TOT 04HOPA30BbIN TOKEH
pPasbIoKMPOBKM YHUYTOXAETCS NPU Kaxaoi 6110KMpoBKe 1 3aHOBO cOo3faeTcs npu
KaXxgoM nocrenytoluen paszbnoknposke. MNMocne Kaxxaon pasbiokMpoBkK oTcyeT 16 Yyacos
HauyMHaeTca ¢ Havana. Mo ncteyeHnn 16 yacos TallMep OeNCTBUS TOKEHA aHHYNMpPYeT
0[HOPa30BbIli TOKEH Pa36/IOKNUPOBKU.

XpaHunuuwie Kno4ven B pesepBHoi konum iCloud

XpaHunuie kno4yel B pesepBHoi konuu iCloud aHanormyHo xpaHuUnniLy Kio4vemn

B pe3epBHOM KON, Bce K/toumM KNaccoB B 3TOM XPaHUIULLE SBNSIOTCS aCUMMETPUYHbIMU
(ncnonbaytoT Curve25519, aHaNnorM4HoO Knaccy «3alliuiLeHo, eCiv He OTKPbITO»).
XpaHunuiLe acCUMMETPUYHbBIX KIHOYEN TakxKe MCMofb3yeTcs Ans 3alMTbl pe3epBHON Konuun
CBA3KW K/to4Yel, HeobxoammMol ana BocctaHoBneHna Ceasku knoden iCloud.

3almnTa KitoYer B opyrux pexumax sarpysku

OYHKUMA 3alMUTbl aHHbIX NpefocTaBniseT 4OCTYN K NOJIb30BaTENbCKUM AaHHbIM TOIbKO
nocse ycrnewHon ayTeHTudunKaumm n ToibKo aBTOPM30BaHHOMY Mosib3oBaTento. Knaccol
3alMTbl aHHbIX NOAAEPXMUBAOT pasfiMyHble CUTYaLUuMn, HanpuMep BO3MOXHOCTb YTEHUS
M 3anMcu HEKOTOPbIX AaHHbIX, Aaxe Korga yCTpoMcTBo 3a610KMpoBaHo (Ho nocne
nepeon pa3bnoknpoBku). JoONoONHUTENbHbIE MEePbl MPUHMMAOTCA AN 3aWuTbl 40CTyNa

K MONb30BaTe/IbCKUM OaHHbIM B APYTUX pexunmax 3arpysku, Hanpumep pexunmax,
MCMnoNb3yeMbix aad o6HoBNeHUda nNpoLlwmnBkn yctponcTtea (DFU), BoccTaHoBNeHUs,
avarHoctuku Apple nnm gaxe o6HOBIEHUA NPOrpaMMHOro obecrneyenmsa. Otm
BO3MOXHOCTM OCHOBaHbl Ha COYETaHUM annapaTHbIX U NPOrPaMMHbIX GYHKLUN 1
pacwupannch No Mepe passuTua ymnos Apple.
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DYyHKUMSA A10 A11-A18

S$3-S9
M1-M4
BoccTaHOBNEHWE: AaHHble BCeX 0 Q
KNacCoB 3alMTbl 3aLMLLEHDI
PeXWMbl 06HOBNEHMUS MPOLWMNBKMN 0 9

ycTpolictea (DFU), BoccTaHOBNeHMS
N 06HOBNEHUSA NPOrpPaMMHOro
obecrneyeHuns: 3alnLLeHbl AaHHble
knacca A, BuC

AES-mopynb Secure Enclave nmeet 610kupyemMble NporpamMMHble HavasnbHble 6UTbI. Mpu
cospaHum kntoven ns UID dyHKkuMa GopMMpOBaHUS Kitlo4a UCMOb3yeT 3TW HavalbHble
OUTbl 4519 co34aHNA OOMONHUTENbHbIX nepapxuin knovet. Cnocob ncnonb3oBaHus
HayvanbHoro 6MTa 3aBUCUT OT CUCTEMbI Ha KpucTanne (SoC).

«  HauuHag c cucteM Ha kpuctanne Apple A10 n S3 HavanbHbIM BUT NpefHa3HaYeH
AN MaeHTUdUKaLnm Knoven, 3allnleHHbIX ¢ MOMOLLbIo KOA-Napos noib3oBaTens.
Ha4vanbHbin 6GUT ycTaHaBNMBaeTCs A5 KoYein, KoTopbiM TpebyeTcs Ko4-naposb
nonb3oBaTens (BkaYaa Ka4yn ¢ knaccamm 3awmTbl gaHHbiXx A, B n C), n ounwaetcs
ONS KJoYel, KOTOpbIM He TpebyeTca KoA-Naposib Nonb3oBaTens (BKoYas Koy
MeTagaHHbix GannoBon cucTeMbl U KNo4un knacca D).

- Bi0S 13, iPadOS 13.1, visionOS 1.0 1 HoOBee Ha yCTPOICTBaX C CUCTEMON
Ha kpuctanne A10 Unu HoBee NMpu 3arpyske yCTPONCTBA B PEXMME ANArHOCTUKN BCe
nonb3oBaTeNbCkMe faHHble CTAHOBATCS KpUNTorpadnyeckn HegoCTyMHbIMU. 3TO
AOCTUraeTcs nyTeM UCMofIb30BaHWSA OOMNONHUTENbHOIO HavyanbHOro 61MTa, HacTpoiika
KOTOpPOro onpenensetr BO3MOXHOCTb JOCTyNa K KN4y HOCUTENS, KOTOPbI Heo6Xxoanm
ONs focTyna K MeTagaHHbIM U, ClefoBaTeslbHO, K COLePXUMOMY BCex ¢aliyioB Ha TOMe
[LaHHbIX, KOTOPbIM 3aWndpoBaH C MOMOLLbI0O GYHKLMM 3alMTbl AaHHbIX. ITa 3amTa
pacnpocTpaHaeTcsa Ha dalinbl Bcex knaccos 3awmnThl (A, B, C 1 D), a He TonbKo Ha Te,
KOTOpbIM TpebyeTcsa KoA-Napob Nonb3oBaTeNs.

- Ha ycTtpoliicTBax ¢ cuctemMol Ha kpuctanne A12 3arpysoydHoe M3Y Secure Enclave
610KMPYeET HaYanbHbIA BUT KOO-Mapons, eCnv NPoLEeccop NPUIOXKEHUA NEePeEXOaNT
B peXMM 0O6HOBNEHUS NpoWwnBkK ycTpoicTea (DFU) nnm Pexxnm BoccTaHOBNEHUS.
Ecnu HavanbHbI BUT Kog-naponsa 3abnokupoBaH, BCe onepaLmmn no ero UsMeHeHmo
3anpeueHbl. 3Ta Mepa HanpagBJ/ieHa Ha To, YToObl MPefoTBPaTUTb AOCTYN K AaHHbIM,
3alULLEHHBIM C MOMOLLbIO KOA-Maposis Nosib3oBaTens.

Mpun BOCCTaHOBNEHWM YCTPOMCTBA Nocne nepexona B pexum DFU BbinonHseTca Bo3BpaT

B M3BECTHOE UCMNpPaBHOE COCTOSIHME, B KOTOPOM rapaHTUPOBaHHO NPUCYTCTBYET TONbKO
HEeM3MeHEeHHbIN Kof, KOTopblin nognucan komnaHuen Apple. Mepexog B pexum DFU MoXHO
BbIMOJIHUTb BPYYHYIO.
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CM. cnepytoline ctaTbh cny>6bl nogaepxku Apple, nocedlleHHble NepeBoay YCTPONCTBa B

pexum DFU:

YcTpoicTBo CTtaTbs cnyX6bl nogaep>Xxku Apple

iPhone, iPad Ecnu Bbl 3a6binn Kog-naponb ans iPhone nnu Baw
iPhone 3abnokupoBaH

Apple TV Ecnu Ha Apple TV oTo6paxaeTcs cuMBOn
npepynpexaeHus

KomnbloTep Mac ¢ yunom Apple PereHepaunsa nnm BOCCTaHOBEHNE NPOLWMBKU

KoMnbtoTepa Mac

3almTa rnosb3oBaTeNIbCKUX OaHHbIX B yCNoBUAX aTakKu

MbiTassiCb NOYYNTb MONb30BaTENbCKMNE OaHHbIE, 3/T0YMbILIEHHUKM MOTYT NCMNOMb30BaTb
Lenblii pag MeTodoB: U3B/leYeHMe 3alundpPOoBaHHbIX AaHHbIX Ha APYroi HocUTeNb ANs
aTaku metogoMm nepebopa, MaHUNYyNMPOBaHME BepCcuen onepaLnoHHOM CUCTEMbI U
apyrne cnocobbl USMeHeHUs Unu ocnabneHns NoINTUKKM 6e30nacHOCTU YCTPOMCTBA
Ons obneryeHus ataku. Ytobbl aTakoBaTb AaHHble Ha YCTPONCTBE, YacTo TpebyeTcs
CBfI3b C YCTPONCTBOM Yepes dusnyeckunii nHtepoenc, Hanpmumep Lightning nnm USB.

B ycTpolicTBa Apple BHegpeHbl GYHKLMN, MOMOratline npegoTBpaTuTb TakmMe aTaku.

YcTporictBa Apple nogaep>XXmnBatoT TEXHONOMMIO 3aLUMTbl 3arneq4aTbiBAHNEM KHOHYEMN

(SKP), KoTopas HanpaB/ieHa Ha To, YTobbl KpunTorpaduryeckme gaHHble 6bIN0 HEMb3S
obpaboTaTbh 3a Npeaenamm ycTponcTea U YTobbl BbISIBMIATb BHECEHNE N3MEHEHUN

B BEPCMU OMEepPaLMOHHbIX CUCTEM UM B HACTPOIKM 6e3onacHoCcTu 6e3 COOTBETCTBYOLLEN
aBTOpM3aumMn nonb3osBaTena. Ita GyHKUNA He NnpegocTaBnseTca Secure Enclave,

a noggepXXuBaeTca annapaTHbIMU peecTpaMu, KoTopble paboTatoT Ha 6onee HU3KOM
YPOBHE: OHM obecrneymBatoT JOMNOMHUTENbHbIA YPOBEHb 3alMTbl KIOYen, HEOBX04MMbIX
Ona pacwndpoBKM NOAb30BaTENbCKUX AaHHbIX HeE3aBUCKMMO OT Secure Enclave.

TexHONoOrns 3aWmMThl 3anevyaTbiBaHMeM Kiodeli (SKP) gocTynHa TONbKO Ha YCTPOMCTBax
Co cnefylolnUMN cucteMaMn Ha Kpuctanne Apple:

- A1-A18
+ S§3-S89
« M1-M4

iPhone n iPad MOXHO HacTpPOUTb TakMM 06pa3oM, YToObl Nepenayva gaHHbIX

akKTnBUpoBasiaCb TOJIbKO MPWN HaTNYUN OOCTATOYHbIX MPU3HAKOB TOro, 410 aBTOpM3OBaHHbIl>'I

Bnagenel GM3n4Yeckn KOHTPONMpPYeT yCTPOUCTRBO.

Ha iPhone nnun iPad ¢ iOS 18 nn6o iPadOS 18 nnu HoBee AOCTyMNHa HOBas TEXHOJOT S
3alUTbl: OHa Nepe3arpyaeT YCTPONCTBO, €C/IN OHO OCTaeTcs 3ab6/10KMPOBaHHbIM
B TeYEeHMe O0Nroro BpeMeHMU.
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TexHonorusa sawmTbl 3anevaTbiBaHuem kntoyen (SKP)

Ha ycTpoiicTBax Apple, koTopble NoaaepXXMBatOT 3aLLMTY AaHHbIX, KoY WNHPOBaHUS
knoven (KEK) sawmiieH (i 3anedataH) namMepeHnsaMun nporpaMMHoro obecrnevyeHus

B cucTeMe, a Takxe npueaskoi k UID, KoTopbi OoCTyneH ToNbko M3 Secure Enclave.

Ha komnbloTepe Mac ¢ ynnom Apple ans OOMNONHUTENbHON 3aWMTbI K/TloYa WKUPPoBaHMUA
kntoyel (KEK) ncnonbsyetcs nHdopmMaLma o nonnutTuke 6€30nacHOCTU CUCTEMbI, MOCKOJbKY
macOS noagaepXnBaet KPUTUYECKM BaXKHble U3MEHEHUs NONTUKM 6e30nacHOCTH
(HanpuMep, oTkNoYeHne 6esonacHon 3arpysku nnu SIP), KoTopble He NogaepXmMBarTCca Ha
apyrux nnatdpopmax. Ha komnbtlotepe Mac ¢ ynnom Apple aTa 3almTa pacnpocTpaHaeTcs
Ha ktoum FileVault, nockonbky cuctema FileVault peannsoBaHa ¢ MCNOb30BaHUEM
TEXHOMOrnm 3alnTbl gaHHbix (knacc C).

Kntoy, nonyyeHHbIN B pe3ynbTaTe CBSA3bIBaHWS Naposis Nofib3oBaTeNs, 40ITOCPOYHOro
kntova SKP n annapatHoro knto4va 1 (UID ns Secure Enclave), Ha3blBaeTCs K/1l04OM Ha
OCHOBe Mapo/isi. ATOT KJI0Y UCNOMb3YeTCs A9 3aliMTbl MOMIb30BATENbCKOro XpaHunumL,a
Knto4yen (Ha Bcex nogaepxunBaeMbix nnateopmax) u knoda KEK (tonbko B macOS), a 3atem
BKJItOYaEeT BMOMETPUYECKYIO UM aBTOMATUYECKY0 pa3bnoKMpoBKY C MOMOLLbIO APYrnX
YCTPOMNCTB, Takux Kak 4Yacbl Apple Watch.

AnnapartHoe Maponk

nsmepeHue sepOS nonbaogatens ] Knioy XART =~ ==

An;zzz?&i:?m:pgzme Brnokupyemblie crEHgo;ag::szﬁ LonrocpouHbii ¥ Kntoy Knro4
R OBHEEOQFO p annapatkbie . o l/II'ITOIF') §¢MHECKMM CUCTEMHBIA o g WADPOBAHNS o 4 g WADPOBEHNS Danubie
VP peecTpbl P P Knoy SKP KJoya TOoMa EE)

3arpysunka 060pyAOBaHEM K04 '
N3mepeHne

HU3KOYPOBHEBbIM AnnapatHblid _| AnnapaTHblit
3arpys4yvkoMm Koy 1 KMoy 2

nonutuku LocalPolicy

MoHuTOp 3arpy3ku Secure Enclave ¢ukcupyeT namepeHue 3arpyxaemMom onepauoHHON
cucTteMbl Secure Enclave. 3arpysodHoe M3Y npoueccopa NpUIoXeHUn namepseT
MaHudecT Image4d, nobaeneHHbi B LLB. B 3ToM MaHudecTe Takxe comepxaTcs
M3MepeHnsa BCex APYrmx 3arpy>XeHHbIX NapHbIX CUCTEMHbIX MPOLNBOK. B nonntuke
LocalPolicy cogep>aTcs oCHOBHble KOHPUrypaumm 6esonacHocTu ons macOS, KoTopble
3arpyxeHbl. KpoMe TOro, B Hell cogepXunTca none nsih, B KoTopoM ykasaH xelu
MaHudecTa Imaged macOS. MaHudect Imaged B macOS cogep>XXUT naMepeHuns Bcex
napHbIX NpowmnBoK macOS n 0CHOBHbIX 06beKTOB 3arpy3km macOS, Takux Kak 3arpy3oyHas
Konnekuma aopa unv KOpHeBOM Xel NMoAnNMCcaHHOro cucteMHoro toma (SSV).

Ecnu 3n10yMbIlWNEHHUKY YAACTCA HEOXNAAHHO U3MEHUTb N0OBON U3 U3MEpPEHHbIX
KOMIMOHEHTOB NMPOLIMBKK, NPOrpaMMHOro obecneyeHnsa Manm KoHourypaunm 6e3onacHocTy,
3TO NPUBEET K UBMEHEHUIO U3MEPEHUN, KOTOPbIE XPaHATCSA B peecTpax o6opyaoBaHus.

B pe3ynbTate NU3MEHEeHUa U3MePEHUN KOPHEBOU K/ToY4 namepeHus cuctemsl (SMDK),
CreHepupoBaHHbIl Kpuntorpaduyeckmm obopynoBaHmem, 6yaetr UMeTb Apyroe 3HaYeHue,
YTO C/IOMAaeT neyvyaTb, HANOXEHHYI0 Ha nepapxuto K4Yel. B pesynbtate aToro craHeT
HEBO3MOXHbIM OOCTYN K K104y M3MepeHUss CUCTeMbI ycTporicTBa (SMDK), 4To, B CBOtO
oyepepnb, coenaeT HEBO3MOXHbIM A0CTyn K ktoyvy KEK 1 K gaHHbIM.
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OpHako, korga cMcTeMa He nofBepraeTcs atake, B HEW JONXKHbI OblITb YCTaHOBMEHDI
nog/inHHble 06HOBNEHNSA NporpaMMHoro obecnevyeHnst, KOTopble BHOCAT COOTBETCTBYOLWME
M3MeHEeHUs B U3MepeHNs MPOLLUMBKK U B none nsih nonutukm LocalPolicy ¢ y4yeToM HOBbIX
namMmepeHuit macOS. B apyrux cuctemax, B KOTOpbIX NpeanpuHMMaeTcs nonbiTka BHEAPUTb
N3MepPEHUsS CUCTEMbI, HO B KOTOPbIX OTCYTCTBYET MPOBEPEHHbIN MCTOYHUK AOBEPUS,
NMoSIb30BaTENIO HYXHO BbIKIOYNTb CUCTEMY 6e30nacHOCTM, O6HOBUTbL NPOLUMBKY, a 3aTEM
3aHOBO BK/IKOYNTb CUCTEMY 6€30MacHOCTU, YTOObI MOXHO Obl10 3adUKCMpPOBaATb HOBOE
6a3oBoe namMepeHmne. ATo 3HaYNTENbHO MNOBbIWAET PUCK CTOPOHHEro BMellaTenbcTBa

B MPOLMBKY BO BpeMsi 0OHOBJ/IEHMSI MpOorpaMMHoro obecnevyeHums. [JononHUTeNbHas
3awWmTa cuctemMbl obecneymBaeTcs B peaynbTaTe TOro, YTo B MaHndecTe Imaged
cofepxaTtcsa Bce Heobxoanmble namepeHus. ObopynoBaHune, KOTopoe pacwndpoBbiBaeT
SMDK c nomoubto SMRK, korga Bo BpeMst 06bI4HOW 3arpyskn MU3MepeHus coBnagator,
TakXxe MOXeT 3awmnodposatb SMDK andg npeanonaraemoro éyayuero SMRK. MyTtem
yKa3aHus U3MepeHuil, KoTopble oXunpatTcs nocse o6HOBNEHMS MPOrpPaMMHOro
obecneyeHunsa, obopygoBaHne MoxeT 3awmndppoatb SMDK, gocTyn K KOTOPOMY UMeeTcs B
TeKyLlen onepaLnoHHOM cuctemMe, 4Tobbl OCTYN COXpaHUICca B Byayliei onepaLMoHHON
cucteMe. AHanoOrMYyHo, Korga KinmMeHT 3akKOHHbIM 06pa3oM BHOCUT NM3MEHEHUS B HAaCTPOIKMU
6esonacHocTu B nonutuke LocalPolicy, SMDK gonxeH 6biTb 3awndpoBaH gns éyayuiero
SMRK Ha ocHoBe usmepeHus gnsa LocalPolicy, KoTopoe HU3KOYPOBHEBbIN 3arpy3ynk
BblYMCNISET NPU Clenytollel nepesarpyske.

Ponb ¢pannoson cuctemol Apple

®dannosaga cuctema Apple (APFS) — cobcTBeHHaa paninoBaa cuctema, kotopas 6bina
paspaboTaHa C y4eTOM HOBENLWNX TpeboBaHUI K WwndpoBaHuto. APFS ncrnonbayetcs

Ha Bcex nnatdopmax Apple: iPhone, iPad, Mac, Apple TV, Apple Watch u Apple Vision Pro.
OHa onTMMM3npoOBaHa Ansa ucnosb3oBaHusa e¢new-namMaTn/SSD 1 nMeeT Takne GyHKLMN,
KaK HafexHoe WndpoBaHue, KONMpPoBaHMe Npu 3aNncKu ¢ UCNosIb30BaHNEM MeTaaHHbIX,
COBMECTHOE UCMNO/b30BaHMe NPOCTPaAHCTBA, KNOHUPOBaHWe GaliioB U KaTaloros, CHUMKMH,
ObICTpOe onpepeneHne pasMepa KaTanoros, aToMapHble NMPUMUTUBLI 6e3onacHoro
COXPaHEHUS N YCOBEPLIEHCTBOBAHHbIE MPUHLUMNbI GaNnNOBOI CUCTEMDI, @ TakXKe
YHUKaNbHYIO TEXHONIOTNIO KOMMPOBaHUS NPW 3anncKn, Kotopas Ucnosnb3yet oObeauHeHMe
BBOJa/BbiBOOA ANs obecrnevyeHns MakCMManbHOM nponssoguTenbHocTn 6e3 yuepba ans
Ha[EeXXHOCTU OaHHbIX.

CoBMeCTHOEe UCcnoJib30BaHUE NPOCTPaHCTBA

APFS BblgenseT NpoCTPaHCTBO AN XpaHeHus no 3anpocy. Ecnn ognH koHTeHep APFS
COAEepPXUT HECKOJIbKO TOMOB, CBO604HOE NMPOCTPAaHCTBO KOHTENHEpPa UCMoJb3yeTcs
COBMECTHO M MOXET b6bITb BblAeneHo NtobbiM TOMaM No Mepe HeobxoanumocTu. Kaxabii
TOM UCMOJb3yeT TONIbKO YacTb KOHTENHEepa, NO3TOMY AOCTYMHOE NMPOCTPAHCTBO
onpepgensieTcs Kak obLnii pasmep KOHTellHepa 3a BblYeTOM NPOCTPaHCTBa, UCMNOMb3YEeMOro
BCEMM TOMaMW KOHTeNHepa.
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Heckonbko TOMOB

B macOS 10.15 nnu HoBee KoHTeHep APFS, ncnonb3yembit ANns 3arpy3ku onepauoHHON
cucTeMbl Ha Mac, foXeH coaepXaTb Kak MUHUMYM NATb TOMOB, MepBble TPU N3 KOTOPbIX

CKpPbITbl OT NMNOoJ1b30BaTeNd.

lMpensarpy304Hbiii TOM. ATOT TOM He 3alindpoBaH. OH COOEPXUT AaHHbIE,
Heob6xoauMble AA 3arpy3kn Kaxaoro CUCTEMHOIro ToMa B KOHTeNHepe.

ToMm BUPTYyasibHOM namaTu. OTOT TOM He 3awmndpposaH. OH ncnonbayercd macOS
0119 XpaHeHusa 3alndpoBaHHbIX ¢anioB nogkayku.

ToM BOCCTaHOB/IEHMS. DTOT TOM He 3awmndpoBaH. OH A0XeH 6bITb OOCTYNEH
6e3 CHATMSA 3aLLUNTbI C CUCTEMHOIO TOMa, YTobbI BbIMONHATbL 3anyck recoveryOS.

CuctemHbIi ToM. COoepXUT cnefytolline naHHble:
« BCe HeobxoauMble dainbl ANa 3arpysku Mac;

+ BCE BCTPOEHHble HaTUBHble NPUNoxXeHUs macOS (3TN NPUNOXEHUS paHblue
Haxoaunucb B nanke «/llporpamMmbi», a Tenepb UX MOXHO HaWTU B nanke
«/Cuctema/llporpamMmbl»).

MpumedaHume. Mo yMoN4YaHUIO HUM OOMH NpPOLLeCC, AaXxe CUCTeMHbI npouecc Apple,
He MMeeT NnpaBa 3anucu B CUCTEMHbIN TOM.

Tom gaHHbIXx. COOAEPXUT UBMEHSEeMble AaHHble, HanpuMep:

- nobble gaHHble B Narnke nofb3oBaTens, B TOM Ynucne ¢poTo, My3sblKy, BUOEO U
DOKYMEHTbI;

« YCTaHOBJ/IEHHble NOSb30BaTeNEM NPUNOXKeEHMS, BKItoYaa AppleScript u Automator;

- Mofib3oBaTeNlbCkune NporpamMMHbie Cpefbl U 4EMOHbI, YyCTaHOBEHHbIEe
nonb3oBaTeneM, opraHmsaumnein UM NPUIoXeHUaMN CTOPOHHUX Pa3paboTUYMKOB;

< Opyruve nanku, KoTopble NpUHaanexaT Nofib3oBaTeNto U OOCTYMHbl eMy A/ 3arnuch,

HanpuMmep: «/lporpammbl», «/bnbnuotekn», «/lMonb3osatenm», «/Volumes»,
«/usrflocal», «/private», «/var» n «/tmp».

[ns KaXa0ro A0N0MHUTENbHOIO CUCTEMHOIO TOMa CO34aeTCq TOM AaHHbIX.
Mpepnsarpy3o4Hbii TOM, TOM BUPTYanbHOM NaMATU U TOM BOCCTaHOB/IEHMS ABNSOTCA
o6WMMKN N He UMetoT AyBINKaTOB.

Ha yctpoiictBax ¢ macOS 11 unun HoBee A9 CUCTEMHOIo TOMa Co3[aeTcsi CHUMOK.
OnepaumoHHasa cucTeMa 3arpy>aeTcsl CoO CHMMKa CUCTEMHOro TOMa, a He NMpocCTo C
M3MEHSIEMOr0 CUCTEMHOIO TOMa, NOAK/IIOYEHHOTO TOIbKO AN YTEHUS.

Ha yctpoiictBax ¢ iOS, iPadOS un visionOS xpaHunuue genntca Kak MUHUMYM Ha ABa
Toma APFS:

+  CWUCTEMHbIN TOM;

¢ TOM [OaHHbIX.
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3awmTa gaHHbIX CBA3KU KloYen

MHOTrMM NPUNoXeHnaM ans paboTbl HEO6XOAUMbI MAPONN N APYrue KOPOTKUE, HO
KOHOUOEeHUManbHble dparMeHTbl aHHbIX, HAaNpPUMep KoY 1 ToKeHbl Bxoaa. CBa3ka
KnoYel npegocTasngeT 6e30MacHbIi cnocob XxpaHeHUa aTUX 3/1eMeHTOB. PasnnyHbie
ornepaLunoHHble cucTeMbl Apple MCNONb3YIOT pasHbie MexaHU3Mbl g obecnedyeHuns
ypoBHel 6e30MacHOCTM, CBA3aAHHbIX C Pa3HbIMU KNnaccaMu 3aluThl CBA3KM KOYEN.
Ha ycTpoiicTeax ¢ macOS TexHonorusa 3awmTbl JaHHbIX HE UCMOMb3YeTca HanpsaMyto
Ona obecnevyeHns aTUX ypoBHEN Oe30MacHOCTH.

0630p

Ons wndpoBaHNsa 3N1EMEHTOB CBSA3KM K/IIOYEN MCMNOMb3YIOTCA ABa pasHbix Kno4a AES-
256-GCM: kntoy Tabnuubl (MeTagaHHble) U KoY CTPOKU (CeKpeTHbIN Kto4d). MeTagaHHble
CBA3KM Ktoyel (Bce aTpubyThbl, Kpome kSecValue) wnopytoTcs ¢ NoOMoLLblo KtoYa
MeTafaHHbIX 419 YCKOPeHUs noncka, a cekpetHoe 3HavyeHune (kSecValueData) wndpyetcsa
C MOMOLLbIO OTAENbHOro CeKPEeTHOro kto4a. Knoy MeTagaHHbIX 3aliMiLeH COMPOLECCOPOM
Secure Enclave, ogHako KalwupyeTcs B Npoueccope NpUIoXeHUA A5 ObICTPOM OTNpaBKy
3anpocoB K CBA3Ke Ktoyel. [ns AoCTyna K CeKpeTHOMY kKJtouy Bcerga tpebyetcs
obpaulieHune K Secure Enclave.

Cesi3Kka K/tovel peannsoBaHa B Buae 6a3bl AaHHbIX SQLite, koTopas xpaHuUTCca B painnoBoit
cucteme. CyuiecTByeT TONbKO ofHa 6a3a gaHHbIX, U AeMOH securityd onpegensert, K
KakKUM 3/IeMeHTaM CBS3KM KJltoUYeil MoXeT obpalaTbCs KaXkabli Npouecc nnmn Kaxpoe
npunoxeHune. APl gocTyna K CBS3ke K/to4Yel BblAatoT BbI3OBbl ,€MOHY, KOTOPbIN
3anpalwunBaeT 3ajaHHble AN npunoxeHusa npaea Keychain-access-groups (rpynnbi
[OOCTyna K CBsI3Ke kJtovein), application-identifier (mopeHTUdUKATOP NpUNoXeHNa) 1
application-group (rpynna npunoxeHuda). Fpynnbl 4oCTyna He orpaHN4YMBalOT 4OCTYN
OAHVM MPOLLECCOM, a MO3BOSOT HECKONIbKMM MPUTOXEHUSIM COBMECTHO UCMOb30BaTb
3/1eMEHTbI CBA3KM KJTOYEN.

3NeMeHTbl CBSA3KN KJIt0Yel MOryT UCMOJIb30BaTbCs COBMECTHO TOIbKO MPUIOXEHUAMMU
O[HOr0 1 TOro Xe paspaboTyunka. 19 COBMECTHOIO UCMOJIb30BaHNSA KITOYEN MPUITOXKEHUS
CTOPOHHUX Pa3paboTUYMKOB MCMOMb3YIOT rPYMMbl 4OCTYyMNa ¢ NPeduKcoM, KOTopbIi

ObiN BblgeneH UM Yepes nporpammy Apple Developer Program nyTtem pacnpegeneHus

no rpynnam nNpunoXxXeHun. Ong npuHygUTeNbHOro UCMOMb30BaHMA NpednKcos n
YHUKaNbHbIX FPYNMN MPUI0XEHUN UCNONb3YIOTCA Noanuch Koaa, npodunn obecneyeHunsa u
nporpamma Apple Developer Program.

[na 3aWmTbl OaHHbIX CBA3KU K/0Yel MCMob3yeTca CTPYKTypa K1acCcoB, aHalormyHas
CTPYKTYpe, UCMOoMb3yeMoi Ans 3alinTbl AaHHbIX B ¢daiinax. PaboTa aTUX KNaccoBs
aHanormyHa paboTe KNaccoB 3alMTbl AaHHbIX B daiifiax, HoO 3TU KNaccbl UCMOMb3YIOT
oTOefNbHble KIoYM U GYHKLUK.

[JocTynHOCTb 3awuTa gaHHbIx B dpainax 3awmTa gaHHbIX CBA3KU KJlOUYENn
B pas6nokuposaHHoM NSFileProtectionComplete kSecAttrAccessibleWhenUnlocked
COCTOSHUMU

B 3abnoknposaHHoM  NSFileProtectionComplete °

COCTOSHUN UnlessOpen

Mocne nepsoi NSFileProtectionComplete kSecAttrAccessibleAfterFirstUnlock
pPa3bnoKUPOBKMU

UntilFirstUserAuthentication
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[ocTynHocTb 3awuTa paHHbIX B dpainax 3awmTa AaHHbIX CBA3KU KJ1lOYEN

Bcerpa NSFileProtectionNone kSecAttrAccessibleAlways
Mpu BKAOYEHUMN KO- ° kSecAttrAccessibleWhen
napons

PasscodeSetThisDeviceOnly

Ecnn npuno)xeHue nonbsyetcs cnyxd6aMmm ¢poHOBOro 06HOBIEHUS,, OHO MOXET
MCcnonb3oBaTh Knacc kSecAttrAccessibleAfterFirstUnlock pna aneMeHTOB CBA3KW K/lOYeN,
KoTopble HeobxoaMMbl BO BpeMs GOHOBOro 06HOBNEHUS.

Knacc kSecAttrAccessibleWhenPasscodeSetThisDeviceOnly paboTaeT Tak Xe, Kak 1
kSecAttrAccessibleWhenUnlocked, onHako ero MoXHoO MCMNOJIb30BaTb, TOJIbKO €Cnu
Ha yCTpPONCTBe 3afaH Kog-naposib. DNeMeHTbl 3TOro Knacca CyL,ecTBYOT TO/IbKO B
CUCTEMHOM XPaHWUIULLE KIIOYEN; OHU:

«  He CUHXpOoHM3MpyloTCa co Cea3kon kntoveli iCloud;
« He BK/t0YalTCs B pe3epBHble KONUK;
« He BK/0YalTCs B XpaHUAMLWa KoYeln nepegayn.

B cnyvae ypaneHus naun c6poca KOO-rnMaposiga KN4Yn KflacCa CTaHOBATCA
He,D,eVICTBVITe}'IbeIMI/I, YTO He NO3BONAET NCMNOIb30BAaTb 3TU 3J/1IEMEHThDI.

[pyrue Knaccbl CBA3KW KOYeN MMeIoT 9KBUBaNEHT «TOMbKO A1 3TOro yCTPOMCTBa».

Mpu nepemeL,eHnn ¢ yCTPONCTBa BO BPEMS PE3EPBHOI0 KOMMPOBaHUS 3TOT 3KBMBANEHT
3awmuLaetca ¢ nomolbto UID, 4To He NO3BONISIET BOCCTAaHOBUTb €ro Ha ApPYromMm yCTPOMUCTBE.
B cuctemax Apple gocTurHyT 6anaHc Mexay 6e30nacHOCTbIO U yO0OBCTBOM: K/lTaCCbl CBA3KMN
KNtoyel BbibMpatoTCsa B 3aBUCMMOCTI OT TUMa 3aluulLaeMor nHdopMaLmm 1n oT Toro, Korga
aTa nHpopmMaums Heobxoanmma onepaumnoHHoln cucteme i0S, iPadOS nnun visionOS.

DOYHKLUUM 3aLLUTbI KNlacca AN gaHHbIX CBA3KMU KJlo4ven

K aneMeHTaM CBS3KU Kto4en NPUMEHSAITCH QYHKLMM 3alMTbl CNefyoWmx Knaccos.

dnemMmeHT JocTynHOCTb

Maponu Wi-Fi Mocne nepBoii pa3bnokKMpoBKN
Y4yeTHble 3anucu MoyThbl Mocne nepBoii pa3bnoKMpoBKN
YyeTHble 3anucu Microsoft Exchange ActiveSync Mocne nepBoii pa3bnokKMpoBKN
Maponn VPN Mocne nepBoi pasbnoKMpoBKN
LDAP, CalDAV, CardDAV Mocne nepBoi pa3bnoKMpoBKN
TOKEeHbl YY4ETHbIX 3anucei B coumalbHbIX CeTaX Mocne nepBoit pas6noKNpPoBKM
Knioun wnopoeaHua yeegomnenunii Handoff Mocne nepeoii pa36bnoKNpPoOBKHK
TokeH iCloud Mocne nepeoii pa36bnoKNPOBKHK
Kntoun iMessage Mocne nepeoii pa36bnokKMpPoBKHM
Maponb «[omalwHel Konnekumm» B pa3610KMpoBaHHOM COCTOSIHUM
Maponwn Safari B pa3610KkMpoBaHHOM COCTOSIHUM
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3aknapkwu Safari B pa36noknpoBaHHOM COCTOSIHUN

PesepBHOe KonupoBaHue ¢ nomolyblo Finder B pa36bnoknpoBaHHOM COCTOSSHUKN, 6€3 BO3MOXHOCTU

unu iTunes nepeHoca

CepTtudunkatbl VPN Mocne nepBoii pa3bnokMpoBkn, 6€3 BO3MOXHOCTKN
nepeHoca

Kntouun Bluetooth® Bcerpa, 63 BO3MOXHOCTMK NepeHoca

TokeH cnyx6bl Apple Push Notification (APNs) Bcerpa, 6e3 BO3MOXHOCTM NepeHoca

CepTudukaTthbl U NnUYHbIN Koy iCloud Bcerpa, 63 BO3MOXHOCTM NepeHoca

PIN-kop SIM-kapTbl Bcerpa, 6e3 BO3MOXHOCTM NepeHoca

TokeH JlokaTopa Bcerpa

ABTOOTBETYUK Bcerpa

B macOS Bce 06bekTbl CBA3KKN K/tOYEN, YCTAHOBMIEHHbIE MPOGUAIMUN KOHOUTYpaLUn,
JocTynHbl Bceraga. B i0S, iPadOS un visionOS gocTynHOCTb 06BEKTOB CBA3KU KIIOYEN,
YyCTaHOBMEHHbIX NpodunemM KoHUrypaummn, 3aBUCUT OT UX TUNa, cnocoba Ux ynoMmHaHus
W 0aTbl UX YCTAHOBKM. M0 yMON4YaHMIO 06beKTbl CBA3KMW K/IOYEN, YCTaHOBNEHHbIE

C ucnonb3soBaHnemM npodunen KOHOGUrypaLumm, LOCTYNHbI 10CAe NepPBOM Pas3bIoKUPOBKMU

u KnaccupuuupyroTcs Kak «6e3 BO3MOXHOCTHY nepeHoca». OfHaKo 00beKT CBA3KMN K/OYEN,
YCTaHOBNEHHbIN NpoduneM KoHbUrypaunmn, 4OCTYNeH BCerga B cliefytowmx cnydyasax:

- 00bekT OblN ycTaHoBNEeH neped obHoBneHnem Ao i0S 15 nnbo iPadOS 15 nnu HoBee;
. 06bekT aBngeTca cepTudUKaToOM, a He YA0CTOBEPEHMEM;

. 0ObeKT 9BM9eTCa YA0CTOBEPEHUEeM, ynoMnuHaeMbiM cepTUdmUKaTom
IdentityCertificateUUID B nonesHol Harpyake com.apple.mdm.

KoHTponb gocTyna K cBA3Ke K/ouen

[ng ycTaHOBKW MONUTUK A40CTyna 1 TpeboBaHUN ayTeHTUOUKALMN CBA3KN KJTlOYEN MOTYT
MCMNONb30BaTb CANCKM KOHTpong goctyna (ACL). SnemMeHTbl B CBSI3Ke MOryT 3afaBaTthb
ycnoBus, Tpebyrowme yyactua nonb3oBaTend, 3anpewas gocTtyn 4o Tex nop, noka
nofb3oBaTeNlb He BbIMOSIHUT ayTeHTUdmKaumio ¢ nomouwbio Optic ID, Face ID nan Touch ID
nn6o He BBeOET Naposib UM KOA-Naposb YCTPONCTBA. MOXHO Tak)Xe orpaHMYnTb OOCTyn
K a/leMeHTaM, yKasaB, 4YTo perucrtpaums ¢ nomoubto Optic ID, Face ID nnn Touch ID

He O0/KHa MeHSITbCA C MOMeHTa ,00aBfeHnsd afneMeHTa. 3To orpaHMyYeHne HanpaeneHo
Ha TO, YTOObI 3/1I0YMbILWNEHHUK HE MOT 06aBUTb COOCTBEHHbIM OTNeYaToK nanbla u
NOSy4YnUTb OOCTYMN K 9N1E€MEHTY CBA3KMU Ktoyein. CNMCKM KOHTPOS JOCTyNa OLeHNBaloTCs
BHYTpUu Secure Enclave n nepepgatotcs sapy TONbKO Npy cObMOOEHMN 3a0aHHbIX
OrpaHuYeHunn.
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ApXUTEKTYypa CBA3KU Ko4ven B macOS

macOS TakXxe npegocTaBngeT 4OCTYN K CBA3Ke K/toyel onga ynobHoro n 6esonacHoro
XpaHeHMa UMeH nonb3oBaTenel 1 naponen, LMGPOBbIX YOOCTOBEPEHUNA, KITHoYel
IWMPPOBaHMA U CEKPETHbIX 3aMeToK. [1ns 4ocTyna K cBA3Ke Ktoyel Heo6XoaMMo OTKPbITh
npunoxexne «Cesiska Ktouein» B nanke «/lporpamMmbl/YTUAnTbI». Micnonb3oBaHne
CBA3KMW K/to4Yel ycTpaHaeT Heo6X0AMMOCTb BBOAUTb — UMM Aaxe 3anoMUHaTb — y4YeTHble
JaHHble AN1g KaXaoro pecypca. [ng kaxnoro nonb3osatens Mac cospaeTtcs cBs3ska
K/loYelt no ymonyaHuto. Takxke nosib3oBaTeni MOryT CO3aBaTb ApYyrue CBA3KN KIoYeln,
npefgHasHayeHHble ON9 onpeaeneHHbIX Lenen.

MoM1UMO MpUMEHeHMd Nob30BaTeNbCKUX CBA30K KNtoyel, B macOS ncnonb3yetcs pag,
CUCTEMHbIX CBA30K K/loYel, KoTopble Noaaep>XMBatoT pecypchbl ayTEHTUDUKALUN, He
3aBucAWMeE OT NOJib30BaTeNs, TakKMe KakK y4YeTHble JaHHble ceTell U naeHTUGUKaTopbl
MHOPACTPYKTYPbl OTKPbITbIX kKntoyen (PKI). HanpumMep, HenameHaeMas cBga3ka Kto4ven
System Roots xpaHUT cepTudunKkaTbl KOPHEBOTO LEHTPa cepTUdUKaLNM MHOPACTPYKTYpPbI
OTKPbITbIX K/IlOYEl NHTEepPHEeTa, ynpolias TakMe pacnpocTpaHeHHble 3af4a4un, Kak
MHTEepHeT-6aHKUHI N 3/1eKTPOHHas Toproeas. AHanornyHbiM o6pasomM nonb3oBaTesb
MOXET pa3BepPHYTb BHYTPEHHME cepTUdMKATbl LeHTpa cepTUdUKaLMKM Ha YNPaBASEMbIX
KoMrnbloTepax Mac, 4To6bl MOMOYb B NPOBEPKE BHYTPEHHMX CAaNTOB U CNYX0.
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FileVault

LLinpposaHmne Toma ¢ nomouwbto FileVault B macOS

Ha komnbloTepax Mac nmeetcs BCTpoeHHas GyHKUNS WndpoBaHUs nog HasBaHUEM
FileVault, koTopas 3awmuLaeT BCe XpaHaWwmecs Ha KoMnbloTepe gaHHble. FileVault
MCMNONb3yeT anroput™m wWundpoBaHua gaHHbix AES-XTS gng 3awmntbl BCero Toma Ha
BHYTPEHHMX U CbEeMHbIX YCTPONCTBAX XpaHeHUS.

®yHkuma FileVault Ha komnbloTepe Mac ¢ unnom Apple peanMsoBaHa C UCMONb30OBAHMEM
TEXHOMOrnm 3alnTbl JaHHbIX knacca C 1 kntoda Toma. Ha Mac ¢ ynnom Apple n Ha Mac

c ymMnom 6esonacHocTu Apple T2 3alwmnbpoBaHHbie BHYTPEHHNE YCTPONCTBA XpaHeHUS,
HanpaMmyto nogkntoveHHble K Secure Enclave, ncnonbsyoT annapaTHble QYHKLUN
6e30MacHOCTM, KOTopble NpeaocTaBaseT 3TOT CONPOLEeCccop, a TakXXe COOTBETCTBYOLME
dyHKunmM moaynsa AES. Ecnu nonb3oBaTtenb BkAo4vnn FileVault Ha Mac, Bo BpeMs 3arpy3ku
notpebyeTcs BBECTU YYETHble JaHHbIe.

MpumeuarHue. na cnegyowmx Mac: 1) Mogenu, BoinyleHHble paHee Mogesiesn ¢ Yynunom T2;
2) KOMMNbIOTEPDI C BHYTPEHHUM XPaHUINLLEM, KOTOPOE M3HAaYaslbHO HE MOCTaB/s/10Ch

¢ Mac; 3) koMnbloTepbl C NOAK/IIOYEHHbBIM BHELWHUM YCTPONCTBOM XpaHeHus.

Mocne BkNto4YeHua FileVault Bce nMetowmecsa daiinbl U BCe JaHHble, 3anuUcbiBaeMble
BNocneacTeuu, wuopytorca. JaHHble, obaBneHHble U 3aTeM yaaneHHble nepes
BknoveHnem FileVault, He wndpytoTcs, U nx MOXeET BbiTb HEBO3MOXHO BOCCTaHOBUTb

C NoMolLbto cynebHbIX NHCTPYMEHTOB BOCCTAHOBJIEHUS OaHHbIX.

BHyTpeHHee XpaHunuLie ¢ BKAoUYeHHoN ¢yHkuuen FileVault

Be3 0encTBUTENbHbIX YYETHbIX JaHHbIX A/19 BXO4a WU KPUATOrpapuyeckoro Kioya
BOCCTAHOBNIEHUss BHYTPeHHMe ToMa APFS ocTaHyTce 3alndpoBaHHbIMU 1 3aLLULLEHHbBIMUA
OT HECAHKLIMOHMPOBAHHOIO A0CTYMNa, Aaxe ecnun n3snedyo pnusnyeckoe yCTPOMCTBO
XPaHEeHUa N3 KOMMNbloTepPa N NOAKIYNUTb ero K gpyromy komnototepy. B macOS 10.15 aT0
OTHOCUTCS U K CACTEMHOMY TOMY, U K TOMY gaHHbIX. HaunHaga ¢ macOS 11 gns 3awmTbl
CUCTEMHOr0o TOMa NpUMeHsieTcs GYHKLMS NOANMMCAHHOIO CUCTEMHOro ToMa (SSV), ogHako
019 3alMTbl TOMOB AaHHbIX NO-MPeXHeMy ncrnonbdyetcs wnedposaHune. LUnpposaHue
BHYTPEHHEro ToMa Ha koMnbtoTepe Mac ¢ ymnom Apple 1 Ha KoMnbtloTepe Mac ¢ ymnom T2
OCYLLLECTBNAETCA NMyTEM NMOCTPOEHUA U KOHTPONSA MepapXxnm Ko4en, 1 OHO OCHOBAHO

Ha TeXHONornsax annapaTtHoro WndpoBaHns, BCTPOEHHbIX B YMM. DTa nepapxusa K4yen
npegHasHavyeHa gn1g OQHOBPEMEHHOIO PeLeHns Cneayowmx YeTbipex 3agau:

- TpeboBaHMe Naposg Nosib3oBaTena oas pacndpoBkuy;

- 3aWuTa cMCTeMbl OT aTaku MeTooM nepe6opa, BbiNOHAEMON HEMNOCPEACTBEHHO Ha
HocUTene MHbOoPMaL MK, KOTopbI 6bln N3BeYeH U3 Mac;

- npefocTaB/eHne BO3SMOXHOCTU 6bICTPOro M HaAeXHOro CTUPaHUs AaHHbIX NyTem
yaaneHus HeobXoaAnMbIX KpUnTorpaduyecknx Kiodeun;
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« MpefocTaBieHne Nosib30BaTeNto BO3MOXHOCTM U3MEHUTb CBOW Naposib (M, B CBOIO
oyepenb, KpUnTorpaduyeckme KUK, UcronbayemMble 0na 3alWmTbl ero ¢aiinos) 6es
Heo6X0AMMOCTM NOBTOPHOIO WKdPOBaHMA BCEro ToMa.

Knto4 xART

Knioy

AnnapaTHbIii aHHble
Knpmq >+ > LI.II/ICDT%OMB:HVIH e ﬂTOMa
Maponb
nonb3oBatens S\ Koy
+ —» wndposanHug
AnnapaTHbIi /' Knto4a
Koy

Ha Mac ¢ ynnom Apple nnu yunom T2 Bcsa obpaboTka kntoya FileVault BbinonHsetca

B Secure Enclave; knoun wndpoBaHng HUKOrga He packpbiBaloTCS HENOCPEACTBEHHO
npoueccopy Intel. Jlio6omy coszgaBaeMmomy ToMy APFS HasHauvaeTcs KoY WndpoBaHms
ToMa. CogepxnmMoe ToMa U MeTaaHHbIX WndpyeTcs ¢ UCNOMb30BaHMEM 3TOrO KJtoya
WwnbpoBaHNS TOMa, KOTOPbINM 3allLMLLaeTCa C MOMOLLbIO KitoYa wudpoBaHusa knoden (KEK).
Mpwn BkNto4veHun FileVault kntoy KEK 3almiiaetca ¢ NOMOLLbIO Naposs Nosib3oBaTens u
annapaTHoro nageHtuéumkatopa UID.

BHyTpeHHee XpaHunuLie ¢ oTka4vYeHHon pyHKumen FileVault

Ecnn Ha koMmnbioTepe Mac ¢ umnom Apple nnm komnbioTepe Mac ¢ ymnom T2 B npouecce
HayallbHOM HacTPOMKM B ACCUCTEHTE HAaCTPOMKN He BKIOYNUTb FileVault, ToM no-npexHemy
OypeT 3awndpoBaH, HO KoY WndpoBaHMsa ToMa B Secure Enclave 6ygeT 3awmiLeH TONbKO
C nomolbto annapaTtHoro UID.

Kntoy XART

Kntoy
+ — wndppoBaHmS — DaHHble TOMa
TOMa

AnnapaTHbIiA KoY

Ecnun Bkntountb FileVault nosgHee (370 6yaeT BbiNONHEHO MITHOBEHHO, MOCKO/bKY AaHHble
yXe 3awmndpoBaHbl), MEXaHN3M aHTMMNOBTOPA NMOMOXET NPeaOoTBPaTUTb UCMONb30OBaHME
CTaporo Kt4a (0OCHOBaHHOIO ToNbKO Ha annapaTtHoMm UID) ang pacwmndpoBkn Toma. TomM
OyaeT 3alWmiLeH C NOMOLLLbIO COYeTaHUA Naponsa noab3oBaTtens n annapaTtHoro UID, kak
Obl/I0O ONMCaHOo paHee.
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YpaneHue TomoB FileVault

Mpwn ynaneHnn Toma conpoueccop Secure Enclave 6eszonacHbiM 0bpa3om ypanseTt

ero ko4 wudpoBaHua Toma. [laHHaa Mepa No3BONSEeT NpeaynpeanTb AanbHenWwmin
OOCTYMN C MOMOLLbO 3TOTO KJtoya (gaxke ong conpoueccopa Secure Enclave). Kpome
TOro, BCe K/o4Yn WndpoBaHUsS TOMOB NMOMeLLalOTCs B YNakoBKY B BUOE K/toYa HoCcuTens.
Knto4y Hocutens He obecneymBaeT AOMNONHUTENbHYIO KOHOUAEHUMANbHOCTb OAaHHbIX.

OH npepHasHa4veH ans 6bICTPOro U HaAEeXHOro yaaneHus AaHHbIX, NOCKONbKy 6e3 Hero
paclwmnedposka 6yaet HEBO3IMOXHOMN.

Ha Mac ¢ yunom Apple n Ha Mac ¢ yunom T2 KoY HOCUTENs rapaHTUPOBAHHO
CTUpaeTcs TexXHONOrmen, nogaepxmsaemMon Secure Enclave, HanpuMep KoMaHgamm
yoaneHHoro ctupaHua MDM. Takol cnocob cTUpaHus KitoyYa HocuTena genaeTt BeCb TOM
Kpuntorpapumyeckm HegOCTYMHbIM.

CbeMHble yCTpOMCTBa XpaHeHUs

Mpn wWndpoBaHNUM CbEMHbIX YCTPONCTB XPaHEHUS He UCMONb3YITCS GYHKLUN
6e3onacHocTn Secure Enclave, a wWndpoBaHMe BbINONHAETCS aHaNOrM4YHo WMPOBAHUIO Ha
KoMnbtoTepe Mac ¢ npoueccopom Intel 6e3 ynna T2.

YnpasneHue FileVault B macOS

Ha yctpoiictBax ¢ macOS opraHusauum MoryT ynpasnaTb FileVault ¢ nomolbto
6e30MacHOro TokeHa UaM ToKeHa MHULManusaumu.

Mcnonb3oBaHue 6e30MNacHOro ToKeHa

B dainosoit cucteme Apple (APFS) B macOS 10.13 n HoBee UCMNosb3yeTcs HOBbI

crnocob reHepupoBaHus kntoven WwnoposaHusa FileVault. B npegbigywmnx Bepcuax macOS

B ToMmax CoreStorage co3gaHue Ko4Yen, MCNoNb3yeMbliX B NpoLecce WwWudpoBaHus
FileVault, npoucxoguno, korga nonb3oBaTenb UK opraHusaunsa skadanm FileVault Ha
Mac. Ha yctpoiictBax ¢ macOS Ha ToMax APFS knto4n reHepupytoTcs npu cosgaHum
nosb3oBaTtend (korga yctaHaBaMBaeTCsl Naposib NepPBOro Nosb3oBaTens) NM6o Npu nepsom
BXO[e nosb3oBaTtesna Ha Mac. Takas peanvsauns Kno4ven WndbpoBaHms, BpeMs UX CO3aaHus
M cnocob XxpaHeHUs COCTaBIAOT YacTb GYHKLNM, Ha3blBaeMol 6e30nacHbili TokeH. Ecnn
roBOPUTb KOHKpeTHee, 6e30MacHbI TOKEH ABNSeTCSa BepCcuelt Ko4va WndpoBaHMa Kda
(KEK), 3aWmu,eHHOM ¢ NOMOLLbIO Maponsd nosb3oBaTens.

Mpwn pa3eepTbiBaHUM FileVault B APFS nonb3oBaTenb CoOXpaHAeT crneayoline BO3MOXHOCTU:

+  UCMNOMb30BaHME CYLLECTBYOWMX MHCTPYMEHTOB U NPOLECCOB, TaKUX Kak INYHbIN
Knto4 BoccTaHoBneHus (PRK), KOTOpbIi MOXET 6biTb COXPaHeH B CUCTEME yrpaBneHus
Mob6UAbHbIMK ycTponcTBamu (MDM);

- nepeHoc BkAtoYeHus FileVault Ha MOMEHT BXxoda Nnofib3oBaTens B CUCTEMY MK BbiXoda
n3 cuctemMol Mac;

+ CcO3JaHue N UCnofib30BaHMe KOPNopaTUBHOIO Kitoya BoccTaHoBneHus (IRK).
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B macOS 11 npn 3agaHun nepBoHa4yanbHOro napong NepBoro nosib3oBaTens Ha
KoMMbloTepe Mac aToMy NoJib30BaTeNto NpenocTaBnsdeTca 6e30nacHbIn TOKEH.

B HEKOTOpPbIX CLUEeHapnax aTo MoXeT ObiTb HeXenaTesbHbIM, TaK Kak paHee

09 npenocTaBfeHnsa 6e3onacHoro TokeHa TpeboBanocb 66l BONTU B YYETHYIO 3aMKUCh
nonb3oBaTtensd. YTo6bl UCKOYUTL 3TO, A06aBbTe NapameTp ;DisabledTags;SecureToken
B aTpubyT AuthenticationAuthority nonb3oBaTtend, npexae 4YeM 3agaBaTb Naposib
nonb3oBaTens, Kak noka3aHo HUXe.

sudo dscl . append /Users/<user name> AuthenticationAuthority
":DisabledTags;SecureToken"

Mcnonb3oBaHMe TOKEHA MHULMaNM3auum

B macOS 10.15 npepcraBneHa HoBas GyHKUMS — TOKeH uHULUMaan3aumy. OHa NnomMoraeTt
npefocTaBnsTh 6€3onacHble TOKEHbl Kak Ang MOBUMIbHbIX YYETHbIX 3anucen, Tak u ong
LOMOMHUTENbHON YYETHOW 3anucK agMUHUCTPaTopa, CO34aHHOM NPU permcTpaumum
ycTponcTBa («ynpaBngeMblil agMUHUCTPaTop»). B macOS 11 ¢ noMoLlbto TOKeHa
MHULMANN3aLNUN MOXHO NPefoCcTaBUTb 6Ge30MnacHbI TOKeH Nto6oMy nofb3oBaTenio,
KOTOPbI BbINOJHAET BXO4, B CMCTEMY Ha Mac, B TOM 4YMC/e YyYEeTHbIM 3aMnCsaM JIOKasbHbIX
nonb3soBatenein. Ona ncrnonb3oBaHusa GpyHKLMN ToKeHa nHULmnanmsaumm B macOS 10.15 nnu
HoBee HeobxogMMo crnegytolee:

- peructpauma Mac 8 MDM 4yepes Apple School Manager nnun Apple Business Manager, B
pesynbTaTte Yero KOMnbioTep Mac CTaHOBUTCSH KOHTPONIMPYEMbBIM;

«  noggepxka aToh yHKLUUN cucTemMoin MDM.

B macOS 10.15.4 unn HoBee CreHepupOoBaHHbIN TOKEH MHULManM3aLunum nepegaetcs

B cuctemy MDM Bo BpeMs NepBOro Bxoaa Ntoboro nonb3oBaTens, Ye 6e3onacHbIi TOKEH
BK/IIOYeH (ecnu cuctema MDM nogaep>xunBaet aTy GyHKLUNIO). TOKEH MHMULMaNMU3aLmn
TakXXe MOXeT ObIiTb CreHePUPOBaAH N NepeaaH ana xpaHeHus B cuctemy MDM

C UCMONb30BaHNEM UHCTPYMeHTa KOMaHaHoM cTpoku profiles, ecnu Heo6xogumo.

B macOS 11 TokeH nHUUnannsaumnm Takxke MoXHO UCMNOMb30BaTb HE TOJbKO

ANns npepocTtaBneHns 6e30NacHOro ToKkeHa y4YeTHbIM 3anucaMm nosib3oBaTesnen.

Ha komnbloTepe Mac ¢ ynnom Apple ToKeH MHULKann3aummn, eciim OH UMeeTCsl, MOXHO
MCNONb30BaTh A8 aBTOpPM3aLMM YCTaHOBKM Kak pacluMpeHunii aapa, Tak U1 06HOBNEHW
nporpamMmMHoro obecnevyeHunsa c nomotlbio MDM.

CpaBHeHMe KOpnopaTUBHbIX N INYHbIX KJ1l04eN BOCCTAHOBJ/IEHUSA

Ons pasénokmpoBkn TomoB CoreStorage n APFS FileVault nogaep>xxvBaet MCnNoib3oBaHue
KOpMopaTMBHOIO K/to4a BoccTaHoBNeHUs — IRK (paHee M3BECTHOro Nof Ha3BaHWEM
uaeHTupukatopa FileVault Master). C nomolbto kntova IRK ygobHo pasbnokmpoBaTb TOM
WM NONTHOCTbIO BbIKNOYMTL FileVault nocpeacTBoM KOMaHAHOM CTPOKMW, HO MOME3HOCTb
3TOro K/toYa ANs opraHmM3alunii orpaHnyeHa, ocobeHHO B HoBenwnx Bepcuax macOS.

Ha Mac ¢ ynnom Apple kntoum IRK He uMetoT HUKaKo GYHKLMOHANbHOW LLEeHHOCTW MO ABYM
npuynHam. Bo-nepB.bix, ¢ noMolubto kitoven IRK Henb3g nonyyntb goctyn K recoveryOS.
Bo-BTOpbIX, peXnM BHELIHErO aucka 6onee He NOALEPXMBAETCS, MO3TOMY Ternepb
HEBO3MOXHO pa3bnokMpoBaTb TOM, MOOK/IOYMB €ro K gpyromy Mac. Bcnegcteme aTux

W OPYTrUX NPUYKUH Mcrnosib3oBaHue karven IRK ans koprnopatuBHoro ynpasneHus FileVault
Ha KomnbroTepax Mac 6osee He pekoMeHayeTcs. BMecTo aToro cnefyer ncrnonb3oBaTb
NNYHbBIN KNtoY BoccTaHoBneHus (PRK).
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Mepbl, npuHnMaemMble Apple anga 3awunThbl
NnepcoHasibHbIX JaHHbIX NO/Ib30BaTENEN

3almTa npu aocTyne NpuioXeHUn K nNosib3oBaTelbCKUM
OaHHbIM

MomMunmMo WwWnedpoBaHNS JaHHbIX BO BpeMs XpaHeHus, ycTponcTea Apple ¢ ncnonb3osaHnem
pa3HbiX TexHoNnorun, B Tom Yyncrne Data Vault, He N03BONAOT NPUNIOXEHUAM NoyYaTb
OOCTYN K nepcoHanbHon nHGopMaLum 6e3 paspellueHns nonb3oBaTtens. B HacTpoiikax

B i0OS, iPadOS nnu visionOS, a Takxxe B CUCTEMHbIX HacTpolkax B macOS nonb3oBaTesnb
MOXET NMPOBEPUTb, KaKne NPUIoXKEeHNS MMeT AOCTYyN K onpeneneHHon nHdopmaumu,

a Takxe npegocTaBUTb UM OTMEHUTb A0CTYM. NpuMeHaloTCs crenyolme orpaHnyeHns
JocTyna:

- i0S, iPadOS, macOS, visionOS: «KaneHpapn», «Kamepa», «KoHTakTbI», « MUKPOPOH»,
«PoTo», «HanoMunHaHuna», «PacnosHaBaHne pedm».

- i0S, iPadQS, visionOS: «Bluetooth», «dom», «Meguna», «Meauna n Apple Music»,
«[BUXEHNE N PUTHECY.

- i0S, watchOS: «3p0poBbe».

« macOS: «MOHNUTOPUHI BBOAA» (HanpuMep, HaxaTue knaBsuul), «3anpoc», «3anuchb
3KpaHa» (HanpuMmep, cTaTu4yeckne CHUMKN U BUAE03annucb aKkpaHa),
«CuCTEMHbIe HAaCTPONKU».

Ha ycTtpoiictBax ¢ iOS 13.4 nubo iPadOS 13.4 nnn HoBee BCe CTOPOHHUE NMPUSTOXKEHNS
aBTOMaTM4YeCckM 3alMiLaloT CBOM AaHHble ¢ noMollbto Data Vault. Data Vault nomoraet
3alMTUTb JaHHble OT HECAHKLLMOHMPOBAHHOIO AOCTYMNa Ja)e CO CTOPOHbI TeX NPOoL,EeCccos,
KOTOpble HE MMelT COBCTBEHHOMN Neco4YHuLbl. K AononHuUTEeNbHbIM kKnaccam B iOS 15,
iPadOS 15 1 HoBee OTHOCATCA: TOKanbHaa CeTb, PyHKUMS «[JanbHOMepP», faHHble JaTYMKOB
M UCMONb30BaHMUS, a TakXXe GOKyCHUpoBaHMe.

Ecnu nonbsoBaTens BxoguT B iCloud, npunoxeHus B iOS 1 iPadOS no ymonyaHuio
nonydyatoT goctyn K iCloud Drive. MNonb3oBaTenu MoryT ynpaenaTb OCTYNOM OTAENbHbIX
npunoxeHuin B paspgene iCloud B Hactpoiikax. Kpome Toro, iOS n iPadOS nossonstoT
HacCTPOMUTb OrpaHMYEHNS, KOTOPble MOMOratoT NpefynpenuTb nepefavy gaHHbIX Mexay
NPUIOXKEHUAMUN U YYETHBIMU 3aNUCAMMU, YCTAHOBIEHHbIMU CUCTEMON yNpaBieHUs
MOB6UNbHBIMKU ycTpoicTBamMu (MDM), 1 y4eTHbIMM 3aNUCsSMU, YCTAHOBIEHHbIMMU
nonb3oBaTenem.
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3alwmTa npu aocTyne K MegaaHHbIM Nnosb3oBaTens

HealthKit cny>xuTt ueHTpanbHbIM Peno3nTopneM AaHHbIX O COCTOSHUW 34,0P0BbS

n pu13myeckoln akTUBHOCTM Ha ycTponcTBax iPhone n Apple Watch. HealthKit Takxe
HanpsMyto B3aMMOLENCTBYET C YCTPONCTBaMM AN cnopTa U 340POBbS, TaKUMU Kak
coBMecTMMble nynbcoMepsbl Bluetooth Low Energy (BLE), a TakXXe conpoL,eccop OBUXeHUS,
BCTPOEHHbIN BO MHOrMe ycTpoicTea i0S. [Ing ntoboro B3anmogenctema HealthKit ¢
NPUNOXEHUIMN N YCTPONCTBaMU ANS 300POBbS U GUTHECA, @ TakXe MegULUHCKUMN
yupexaeHunsamu TpebyeTcs paspelleHne nonb3oBaTtens. OTW JaHHble MMeIoT Klacc 3aluTbl
«3alMnLLeHo, ecnn He OTKPbITO». [JOCTyN K JaHHbIM 3akpbiBaeTcsa Yyepes 10 MUHYT nocne
6/10KMPOBKM yCTpOKCTBa. [JaHHble CHOBA CTAaHOBATCS OOCTYMHbI, Kak TOJIbKO MOoJib30BaTeNb
BBOAWT KoO-Naponb unn ncnonosyet Face ID nnu Touch ID ang pa3bnokmnpoBaHus
ycTponcTBa.

C6op U XpaHeHue AaHHbIX 0 COCTOSHUU 300POBbA U GU3NYECKON
aKTUBHOCTU

HealthKit Takxxe cobupaeT n xpaHUT ynpaensooliMe AaHHble, Takme Kak Tabnuubl gocTyna
AN NPUNOXEeHUN, UMeHa YCTPOMNCTB, NoakKItoYeHHbIX K HealthKit, a Takxxe pacnucanus,
ncrnonb3yemble 4519 3anycka NPpUIoXKeHn Npu NosBAEHUN HOBbIX AaHHbIX. ATU AaHHble
MMELOT Klacc 3allnTbl «3allMeHo A0 NepBoin ayTeHTUdMKaLmnm nonb3osaTtena». [ng
XpaHeHUa MegULMHCKUX 3anncel, Mony4YeHHbIX, Noka yCTPONCTBO 3a610KMPOBaHO
(HanpuMep, BO BpeMS TPEHUPOBKM NOMb30BaTeNs), UCNOMb3YOTCSH BPpeEMEHHbIe danbl
XYPHanoB. 3Tn galinbl UMeIT Kflacc 3alnTbl «3alULLEHO, €C/IN He OTKPbITO». Mpu
pasbnoKMpOoBaHUN YCTPONCTBA BPeMeHHble dalifibl XXYPHaNoB MMNOPTUPYIOTCA B OCHOBHbIE
6a3bl MegaHHbIX, MOC/e Yero yganarorcs.

MeppaHHble MOryT XpaHuTtbca B iCloud. [ng ckBO3HOTO WMdPOBAHMUSA JaHHbIX MPUTIOXEHNS
«3p0poBbe» Tpebyetca iOS 12 unu HoBee, a TakXe ABYyXdakTOpHasa ayTeHTUDMKaLUS.

B MHOM cny4ae gaHHble Nofib3oBaTens No-npexHemy WnudpyoTca Npu XpaHeHUN

1 nepepaye, Ho 6e€3 CKBO3HOTO WKdpoBaHUS. Mpn BKIOYEHUN OBYXPAKTOPHOM
ayTeHTUdUKaLnUM 1 06HOBEHUN cnucTembl Ao iOS 12 nnu HoBee K MeaAaHHbIM
nonb3oBaTens NpMMeHsaeTcs CKBO3HOe WndpoBaHMe.

Mpu pe3epBHOM KOoNMpoBaHUK ycTpoiicTBa Yyepes Finder (B macOS 10.15 n HoBee) nnu
iTunes (B macOS 10.14 n 6onee paHHUX Bepcuax) MeaaaHHble COXPaHAOTCSA TOMbKO B TOM
cryvae, ecnu pesepBHaa Konus sawndpoBaHa.

[aHHble 0 COCTOSAHUM 30,0P0BbS OT MEAULIMHCKUX yqpe)Kp,eHm‘/'l

Monb3oBaTenNn MOryT BOMTM B Noaaep>XXnMBaemMble CUCTEMbI MEANLMHCKUX YYpexXaeHUn
yepes NPUIoXeHMe «300pP0Bbe» OJ14 NMOJIyYEeHUs KONUM 3anmcen o COCTOSHUM CBOEro
300pPOBbA OT 3TUX MEAULIMHCKUX YUYpexaeHuin. Mpu NoakIovYeHnn nonb3oBaTens K cucteme
MEeANLMHCKOT0 yYpeXkaeHUsa OH NpoxoauT ayTeHTUOUKALNIO C UCNOSIb30BaHUEM YYETHbIX
daHHbix knneHTa OAuth 2. Nocne noakntoyYeHns nonb3oBaTens MeanuumMHCKMe 3annucu
3arpyxatrTcd HanpamMmyt n3 cCUcteMbl MeguULIMHCKOIo y4ypexgeHnd yepes 3aljuieHHoe
coeanHeHne TLS 1.3. Mocne 3arpy3ku 3anmcu 0 COCTOAHMN 340POBbs 6€30MacHO XpaHATCH
BMECTEe C ApYrMMnN MeaaaHHbIMN.
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MoannHHOCTb MeaaaHHbIX

BMecTe ¢ 610kaMK flaHHbIX B 6a3e AaHHbIX XPaHATCS MeTafaHHble, KOTopble No3BONS0T
OTCNeAUTb MCTOYHUK KaXKaoM 3anncun. T MetagaHHble BKOYaOT naeHTudukaTop
NPUNOXEeHNI, KoTopas coxpaHuia 3anmcb. KpoMe Toro, MeTagaHHble MOTYT BKJtOYaTb
KOMUIo 3anncu ¢ undpoBon noanucblo. To No3BonseT obecnevynTb NOANNHHOCTb 3anncei,
CreHepupoOBaHHbIX 4OBEPEHHbIM YCTpocTBOM. DopMaT XxpaHeHus LmbpoBo Nnoanmcu
MCMNONb3yeT CUHTaKCUC KpunTtorpapmnyecknx coobueHmn (CMS), 3agaHHbii B RFC 5652.

JocTyn NpuIoXXeHU CTOPOHHUX pa3paboTUYNKOB K MeaaaHHbIM

OocTyn Kk API HealthKit koHTponMpyeTcsa ¢ nomoulblo npas. Kpome Toro, NnpuaoxeHus
OO/IKHbI cobntogaTh OrpaHNYeHMs MO UCMOIb30BaHMUIO AaHHbIX. Hanpumep, NpunoXXeHUsM
3anpeLLeHo MCnonb3oBaTb MegaaHHble AN pekaMHbix Lenen. MpunoxeHns Takxe
OOJIKHbI COAepXaTb CCbINIKY Ha NOMUTUKY KOHOUAEHLUMANbHOCTIN, B KOTOPOW Nogpo6HO
OnncbiBaeTCsa MCMNOMb30BaHNE MeagaHHbIX.

JocTyn NnpunoXxeHnin K MegaaHHbIM PeryimpyeTcs HacTpokaMu KOHGUOeHUManbHOCTH
nonb3oBaTtend. Korga npunoXeHuto Heo6xoauMM O0CTYN K MeAAaHHbIM, NOo/ib30BaTesb
nony4yaeT 3aMpoc Ha NpefocTaBieHne AocTyna (aHanornyHo gocTtyny Kk KoHtaktam, doTto
M OPYrMM UCTOYHUKAM AdaHHbiX i0S). OgHako B cnyYae MeddaHHbIX MPUNoXeHMsa nonydvatoT
OOCTYN OTAENbHO ANF YTEHUS U 3aMuCcK, a TakXXe OTAeNbHO A4 KaXA0ro Tuna MeaaaHHbIX.
Monb3oBaTeNn MOryT NpPoCMaTpPMBaTb M OT3biBaTbh NPeAOCTaBeHHble UMW pa3pelleHns

Ha OOCTYyN K MegdaHHbIM, UCMONb3ys pasaen «HacTponkm» > «3a0poBbe» > «[JocTyn K
OAaHHbIM M yCTpoOMCTBa».

Ecnu npunoxeHnam paspelleHo 3anncbiBaTb AaHHbIE, OHU Tak)e aBToMaTU4ecku
nony4aloT paspellieHne Ha YTeHne JaHHbIX, KOTOpble OHWU 3anucanu. Ecnm y npunoxeHui
€CTb [0CTYMN K YTEHUIO OaHHbIX, OHW MOTYT CYMUTbIBATb AaHHble, 3anMcaHHble No6bIMK
NCTOYHMKaMN. OHAKO MPUNOXKEHUA He MOTyT onpeaennTb YpoBeHb 4OCTynNa,
npeaocTaBAeHHOro Apyrum NpunoXeHnsam. Kpome Toro, NpuioXKeHns He MoryT
[OCTOBEPHO COOBLINTDb, paspelleHo 1 UM YTeHne MeadfaHHbIX. ECnv y npunoxeHus Het
JOCTyna ANna YTeHud, BCe 3anpocChl BO3BPALLAlOT NyCTble OTBETbl — TOYHO TaKue e OTBEThI
BepHyna 6bl nyctasa 6a3a gaHHbIX. 3Ta Mepa HanpaBsieHa Ha To, YTOGbl He NO3BOMUTb
NPUNOXeHUAM aHalN3NPOBaTb COCTOSAHME 300POBbA NOMb30BaTENA, Y3HAB, Kakue TUMbl
[LaHHbIX OTCNEeXMUBAaET Mosb30BaTeb.

MepakapTa ons nonb3oBaTenemn

Monb3oBaTenu NPUNOXeHUs «300POBbe» MOTYT 3aMosIHATb MeakKapTy, ykasas
MHbOPMaL M0, KOTOPas MOXET 0KasaTbCs BaXHOW NPU OKa3aHWUM HEOTNOXHOMN
MeOuUMHCKON noMoln. OTa MHbopMaLnsa BBOaAUTCA U obHoBseTcs BpyyHyto. OHa He
CUHXPOHU3NpYyeTCa C MHbGOopMaLunel B 6azax MegaaHHbIX.

[na pocTtyna K MegkapTe Heo6x0aMMO KOCHYTbCA «SOS» Ha aKpaHe 6/TOKMPOBKMU.
MHbopMaLnsg XpaHUTCA Ha YCTPOMCTBE C KNaccoM «bes 3almnTbl», NoaToMy

LS NonyyYeHns 4oCTyna He HY>XHO BBOAMTb KOA-Naposb yCTPOKCTBa. [Tonb3oBaTeNnn camm
peLatoT, Kaky UYHY0 MHOOPMAaLLMIO BHECTU B MeAKapTy, C Y4ETOM BO3MOXHOM MOJb3bl
1 puckos. B iOS 13 n 6onee paHHUX BEPCUAX TN AaHHbIe COXPAHAOTCS B Pe3epPBHbIX
konusax iCloud. B iOS 14 mefKkapTa CUHXPOHU3MPYETCS MeXAy YCTPOUCTBAMMK C MOMOLLbIO
CloudKit; npumMeHsat0TCS Te Xe XxapakKTepUCTUKN WNdpPoBaHUs, YTO U O OCTallbHbIX
OaHHbIX NPUIOXEeHNs «300POBbE».
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O6MeH JaHHbIMU U3 NPUNOXEHUA «300POBbe»

Ha iPhone ¢ iOS 15 nnu HoBee Nonb3oBaTeNM MOTYT NOAENUTLCSA AAHHBIMU U3 MPUNOXKEHUS
«300p0oBbeE» C OPYruMum ntogbmMmu. [aHHble NPUNOXEHNS «300pP0Bbe», NepenaBaeMble
MeXay ABYMS Monb3oBaTenamMu, 3allineHbl CKBO3HbIM WwWndpoBaHuem iCloud, n Apple

He MOXEeT MOJIYYNTb A0CTYN K AaHHbIM, NepeaaBaeMbiM Yepe3 NpunoXeHne «300p0Bbe».
[Ons ncnonb3oBaHus 3ToM GYHKLNUM YCTPOMCTBA NosiyyaTens U oTApPaBUTeNs O,0/KHbI
paboTaTb nog ynpasneHmnem iOS 15 nnmn HoBee W Ha HUX OOMXKHa OblTb BK/OYEHA
nByxdakTopHas ayTeHTUbUKauus.

Monb3oBaTeNn Takxke MOryT AeNUTbCS AaHHbIMU N3 MPUIOXEHUS «300P0BbE»

C MEAULMHCKUM YyUpexaeHMeM C NoMOLLbo GYHKLMM NCMONb30BAHUSA AaHHbIX MPUNOXEHUS
«300p0OBbeE» COBMECTHO C MEAULMHCKUM y4ypexaeHneM. [aHHble, nepenaBaemMble

C UCMONb30BaHMEM 3TON PYHKLMUN, 3aLLMLULEHBI CKBO3HbIM WMGPOBAHMEM U OOCTYIMHbI
TO/IbKO TeM MeAULMHCKUM YYpexxaeHMaM, KoTopble Bbibpan nonb3oBaTenb, U Apple

He XPaHUT KYM WNDPOBAHUS U HE MMEET A0CTyNa K HUM, a 3HA4YUT, HE MOXET
pacwundpoBaTbh UK MPOCMOTPETb AaHHble U3 MPUNTOXEHNA «300P0OBbE», @ TaKXe

He MOXEeT MHbIM CNocob60M MoAYyYUTb AOCTYN K AaHHbIM, NepefaBaeMbiM C MOMOLLbIO
®YHKLMN UCMONb30BaHUA AaHHbIX MPUTOXEHUA «300P0Bbe» COBMECTHO C MeAULMHCKUM
yuypexpaeHnem. bonee nogpobHyo MHGOPMaALNIO O TOM, KaK MeXaHU3Mbl 3TOM CNyX6Obl
3alMLLaoT Nob30BaTeNbCKNE JaHHbIe MPUNOXEHUS «300P0BbE», MOXHO HaNTK

B pasgene o 6e30nacHoOCTU U KOHOUAEHLMANbHOCTU B pyKOBOACTBE Apple no perncrtpaunm
01§ yYpexneHnin 34paBooxXpaHeHus.
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LinpposBasg noanmcob 1 winppoBaHme

Cnuncku KoOHTpong gocTtyna

[aHHble CBA3KW K/loYel XpaHaTCca B OTAE/NbHbIX pa3aenax U 3aliuiiieHbl C MOMOLLbIO
CnucKkoB KoHTpons goctyna (ACL). Bnarogaps aToMy OOCTYM K YYETHbIM AaHHbIM, KOTOpble
XPaHATCS B MPUNOXEHUAX CTOPOHHUX Pa3paboTUMKOB, HE MOTYT NMONYUYNUTb MPUNOXKEHMUS

C OPYrMMU YYETHbIMU OaHHbIMM (32 UCK/TIOYEHWEM CllyyaeB, Koraa rnosib3osatesb gan

CBOE paspelleHne Ha 3T0). ATOT MexaHW3M 3alluliLaeT yYeTHble JaHHble Ha YCTPOMCTBaxX
Apple, ncnonbayemble AN ayTeEHTUOUKALUN B PA3TUYHBIX MPUNOXEHUAX U CNyX6ax BHYTPU
opraHusaumu.

MouTa

B npunoxeHun «lovyta» MOXHO OTNPaBAATb 3aWMPPOBaAHHbIE COOOLWEHNS, CHAabXEHHbIe
umMdpoBoi nognucbto. NMoyTa aBTOMaTUYECKM HAXOAUT COOTBETCTBYOLLNIA agpec
3M1eKTPOHHOM No4YTbl B popmMaTe RFC 5322 (c y4eToM perucTtpa) uam gonosHUTeNbHble
MMeHa cybbekTa B cepTudurkaTax uMppoBor Nognnucu n WndpoBaHMUS BO BIOXKEHHbIX
TOKeHax noatreepXxaeHus nnyHocTtn (PIV) Ha coBMeCcTUMbIX cMapT-kapTax. Ecnu
HacTpoeHHasa yyeTHasi 3anNnCb 3NEKTPOHHOW NOYTbl COBNagaeT C afpecoM 3/1eKTPOHHOM
noYyTbl B cepTudmnKaTte LUdpPoBOM NOogNNUCU UM WNPPOBaAHUA HA BNIOXKEHHOM TokeHe PIV,
Mo4yTa aBTOMaTnyeckn otobpa>kaet KHOMKY MOAMNUCU B MaHENN MHCTPYMEHTOB B OKHE
HOBOro coobuleHunsa. Ecnun y npunoxeHus «Movta» ecTb cepTMduMKaT WMPpPoBaHUS
3NEeKTPOHHOWM MOYTbl NOSyYaTens UM OHO Halwso ero B rnobanbHoM cnincke agpecoB (GAL)
Microsoft Exchange, B naHenn MHCTPYMEHTOB HOBOro CO00LWEeHNs 0ToOpaxaeTcs 3Ha4YOK
packpbITOro 3amMKa. 3Ha4yoK 3aKpbITOro 3aMka 03Ha4vaeT, YTo nepef oTNpaBkoi cooblieHne
wndpyeTcsa OTKPbITbIM K/TIOYOM nonyvaTtens.

LLndpoaHne S/IMIME oTaenbHbIX COOOLLLEHN

i0S, iPadOS, macOS u visionOS nogaepxueatoT wndposaHme S/MIME ons oTaoenbHbIX
coobueHnn. 9To o3HavaeT, YTo nosbaoatenn S/MIME MOryT no yMonyaHuo noanucbiBaTb
M wnoposBaTb BCe COOBLLEHNA TN BBIOOPOYHO MOAMNMUCHIBATb M WMPPOBATb OTAESNbHbIE
coobueHus.

MoeHTUdOUKaALUMOHHbIE AaHHble, Mcnonb3yeMble ans S/MIME, MoryT ObiTb NepeaaHbl

Ha ycTpoicTBa Apple ¢ nomollblo Npodunen KoHGUrypaumm, CUcTeMbl ynpasneHns
MOoGUAbHbIMK ycTpolicTBamMu (MDM), npocToro npoTokona perncrpauum ceptuomnkaTos
(SCEP) nnun ueHTtpa ceptudumkaumm Microsoft Active Directory.

CmapT-KapTbl

Ha Mac ¢ macOS 10.12 n HoBee BCTpOeHa noagep>xka Kapt PIV. 3Tn kapTbl WWMPOKO
NCMONb3YIOTCS B KOMMEPYECKUX U MPaBUTENbCTBEHHbIX OpraHn3aumax ans AsyxdakTopHoOM
ayTeHTUdUKaUMn, UMbPOBON NOANMUCU N WNdPOBAHNUS.
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CMapT-KapTbl cogepXaT 0AHO UM HECKONbKO LiIMbPOBbIX YA0CTOBEPEHNI, KOTOpPbIe
BK/1H0YAIOT Napy M3 OTKPbLITOrO U IMYHOTO K/loYel U CBA3aHHbIN cepTudukar.
Pas6nokmMpoBaHue cMapT-KapTbl C NoMollbio PIN-koga npefocTtasnget gOCTyn K UYHbIM
K/lo4aM, UCMOoMb3yeMbIM A8 onepauun ayTeHTuduKaumm, wnudpoBaHnsa 1 nognucaHms.
CepTudukaT onpeaenaet, 419 4ero MoXeT UCMOoJIb30BaThCs K04, Kakne aTpubyTbl ¢ HUM
CBA3aHbl U NpoBepeH (NoanucaH) 1 oH cepTUdUKaTOM LIeHTpa cepTUdUKaLnu.

CMapT-KapTbl MOTYT UCMNOJIb30BaThCH A9 ABYXdaKTopHOM ayTeHTudukaumn. Ans
pPa3bnoKMpPOBKN KapTbl HEOOXOAMMO ABa ¢aKkTopa: «4TO-TO, YTO eCTb Y Nonb3oBaTena»
(kapTa) n «4TO-TO, YTO NoAb3oBaTenb 3HaeT» (PIN-kog). B macOS 10.12 n HoBee TakXe
BCTpPOEHa nogaepxka ayTeHTUOUKaLMUM C MOMOLLbIO CMapT-KapTbl B OKHE BXOAa B CUCTEMY
M ayTeHTUdMKaLMmM C NoMoOLLbIO cepTudmnKaTa KnneHTa Ha canTax B Safari. Takxe
noaaepxueaertcsa ayTeHTudumkauns Kerberos ¢ ncnonbzosaHnem nap kntoven (PKINIT) ans
peanusauumn eguMHOro Bxoga B cnyxbbl, nogaepxuBatowme Kerberos. MNoapobHee o cmapT-
kapTax n macOS cM. B pa3gene BeogHaa nHpopmauma ob nHterpaumm cMapT-kapT

B AOKYMeHTe «PasBepTbiBaHMe nnatdopmbl Apple».

3awmndpoBaHHble 06pa3bl ANCKOB

Ha Mac 3awundpoBaHHble 06pa3bl OUCKOB BbICTyMNatloT B KavyecTBe 6e30MnacHbIx
KOHTEMHEepPOB, KOTOPblE MOXHO UCMOJIb30BaTb AN XPaHEHUS U Nepeaayn
KOHOUAEHLMANbHbIX OKYMEHTOB U apyrux dannos. [ns co3gaHunsa 3awmdpoBaHHbIX
06pasoB OMCKOB ncnonb3dyerca [lInckoBas yTuanTa, pacrnofioxXeHHas B nanke
«/MporpamMmbl/YTunutbl». O6pasbl AUCKOB MOTYT 6bITb 3aWIMdpPOBaHblI C MCMOSIb30OBaHNEM
nn6o 128-6utHoro, nmbo 256-6uMTHOro wWudpoeaHusa AES. Mockonbky NOAKIOYEHHbIN
o6pas gncka paccMaTpuBaeTCs Kak noKasbHbI TOM, NOAKAOYEHHbI K Mac, nofib3oBaTenu
MOTyT KONMMPOBaTb, NepemMellaTb U OTKPbIBaTb dalfibl U Nanku, KOTOPble B HEM XpPaHATCS.
Kak n B cnyvae FileVault, wndpoBaHme n pacwmdpoBka cogepXxXmumMoro obpasa gucka
BbIMOMIHAETCA B peafbHOM BpeMeHu. Micnonb3ys 3awmndpoBaHHble 06pasbl JUCKOB,
nonbsoBaTenu Moryt 6e3onacHo ob6MeHUBaTbCS AOKYMeHTaMu, dannaMm n nankamu:
3aWndpoBaHHbIA 06pas AnMcka MOXHO COXPaHUTb Ha CbeMHOM HOCUTene, OTNPaBUTb

B BUE B/IOXEHUS B MOYTOBOE COODOLLEHME NN COXPAHUTb Ha yoaneHHOM CepBepe.
MoppobHee o 3aWMdpoBaHHbIX 06pasax AUCKOB CM. B PyKoBOACTBE Mofib3oBaTeNs
[VCKOBOW yTUNUTBI.
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be3onacHoCcTb NpUNoXeHnn

0630p 6e30MaCHOCTU NPUNTOXKEHWNIA

Ha cerogHaWHNI geHb NPUNOXEHUS 9BNSI0TCA OAHUM U3 CaMblX BaXKHbIX 9/1€EMEHTOB
apxuTeKkTypbl 6e3onacHoCTU. MPUNoXeHNs He TONbKO 3HAaYUTENbHO MOBbILWAOT
NPOAYKTUBHOCTb paboTbl MO/Ib30BATENEN, HO U, €CNTU HE MPUHATb J0MXKHbIX Mep,
MOTyT HeraTMBHO Cka3bliBaTbCs Ha 6€30MacHOCTU CUCTEMbI, ee CTabUNbHOCTU U
Nonb30BaTeNbCKUX AaHHbIX.

MoaTtomy Apple co3gaeT MHOrOYpPOBHEBYIO 3alLUTY, KOTopas NnoMoraeTt orpaguTb
nofib3oBaTesns OT NMPUNOXEHWI, KOTOpPble CoaepXaT N3BeCcTHoe BPeaoHOCHOe

MO, U NPUNOXEHNIN, KOTopble 6biNM B3/TOMaHbl. [OMNONHUTENbHbIE Mepbl 3aLLUThbI
obecrneynBaloT TlLATe NbHbIA KOHTPOb AOCTYMNa NPUNOXEHUIN K MONb30BaTENbCKUM
JaHHbIM, BbIMOHAEMOrO Npu NocpeaHUYecTBe CUCTEMbI. DTU CpeacTBa co3aatoT

cTabunbHyto 1 6e3onacHyto nnatoopMy Ang paboTbl NPUIOKEHUN U NO3BONAIOT ThicAYaMm
pa3paboTyMKoB nNpepgnaraTb COTHU TbicaY nNpunoxeHu gna i0S, iPadOS, macOS, tvOS,
watchOS u visionOS — 6e3 yuiepba aNns LenoCTHOCTU CUCTEMbI. A Nonb3oBaTeNn MOryT

nony4yaTb JOCTYMN K 3TUM MPUIIOXEHUSM CO CBOUX YCTPONCTB Apple, He onacascb BUPYCOB,

BpenoHocHoro MO nnu aTtak.

[ns obecrnevyeHnss caMoro XXecTkoro KOHTPossa BCe NpunoxeHusa Ha iPhone n iPad moryTt

6bITb MOMyYeHbl TONbKO N3 App Store — n Kaxaoe paboTaeT B CBOEN M30NPOBAHHOM

cpepe. B cootBeTcTBUM ¢ TpeboBaHMaMM 3akoHa EC o undpoBbIX pbiHKax nosib3oBaTenu
B EC MoryT ycTaHaBnMBaTb NPUNOXEHUS N3 OPYTMX MAapKeTNIeNCOB N HanpsaMyto ¢ canTa
aBTOPM30OBaHHOIo pa3paboTymka, YTO CHMXAET ypoBeHb 6e3onacHocTu. KomnaHusg Apple

BHegpwua cpencTtea 3alnTbl, B TOM 4Yncne cnepyvouwue:

+  3aBepeHue NPUNOXEeHUN;
- aBTOpu3auus pa3paboTyMKOB Ha MapKeTnience;
- ny6nukauus ceegeHuin ob anbTepHaTUBHbIX cnocobax nnaTexemn.

3TN cpencTBa 3alMTbl MOMOraloT CHUXAaTb PUCKM 1 obecnedYnBaTb MakCUManbHO
BO3MOXHbIA ypoBeHb yaob6cTBa U 6e3onacHocTu g nonb3osatenen B EC. Jaxe
npu NCNoNb30BaHUM 3TUX MeP NPELOCTOPOXHOCTM OCTAaETCS MHOXECTBO PUCKOB.
MofnpobHble CBeLEeHUs NPUBELEHbI B CTaTbe HoBas MHGoOpMaLMs O MPUNOXEHUSX,
pacnpocTpaHseMbix B EBponeiickom Coto3e (Ha aHITMNCKOM a3blke) Ha caiTe
ona paspabotumkos Apple.
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MHorune npunoxeHus Ha Mac gocTtynHbl Yyepes App Store, ogHako nonb3oBaTtenu Mac

Tak)e 3arpy>xatoT U UCMOJb3YI0T NPUIOXEHMUA U3 MHTepHeTa. [ns 6e3onacHoOn 3arpysku
M3 MHTepHeTa B macOS npefyCcMOTPEHbI 4ONONHUTENbHbIE YPOBHW 3alLnTbl. Bo-nepBbiX,
no ymon4yanuto B macOS 10.15 1 HoBee Bce npunoxeHus ons Mac gonHbl 6blITb 3aBepeHbl
KoMnaHuen Apple. 91o TpeboBaHNe NOMOraeT rapaHTUPOBaTb, YTO NMPUTOXEHUS

ans Mac He cofepxaT U3BEeCTHOro BpefoHocHoro MO, 1 BMecTe C TeM He orpaHuM4MBaTb

paspaboTynkoB pamkamm App Store. Bo-BTopbix, macOS BKktoYaeT NnepenoBble cpeacTea
3aliMTbl OT BUPYCOB, NpeaHa3HavYeHHble oNns 610KMpoBaHNA U, NPU HEOBXOANMOCTH,

yhaneHus spegoHocHoro Mo.

MexaHM3M NecoYHuL, NPUMeHseMblll Ha BCex nnatdopmMax, momMoraeT AONONHUTENbHO
3alNTUTb NOMb30BATENbCKME faHHble OT HECAaHKLMOHMPOBAHHOIO AOCTYMa CO CTOPOHbI
npunoxeHui. Tak kak B macOS KpUTUYECKN BaxKHble JaHHble 3alMLLeHbl caMu no cebe,
nosib30BaTeNIn MOryT KOHTPOIMPOBATb AOCTYN NMPUIOXEHUI K dpaitnam Ha paboyem
cTofie, B nankax «JoKYMeHTbI», «3arpysku» 1 Opyrux BaxKHbix nankax. bes cornacus
nonb3oBaTens aTu AaHHble HeAOCTYMHbl HWU OQHOMY MPUIOXEHUIO, HE3aBUCUMO OT TOrO,

NMOMELLLEHO I OHO B MECOYHULLY WU HET.

HaTuBHasa BO3MOXHOCTb

Cnncok Heofo6pPeHHbIX NIarnHoB, CNNMCcokK
Heon06peHHbIX pacwmpeHnin Safari

®aiinbl Ha KapaHTuHe

CurHatypbl XProtect/YARA

Gatekeeper

eficheck

(TpebyeTcsa ana koMnbtoTepa Mac 6e3 ymna
6e3onacHocTu Apple T2)

MporpamMMHbIit 6paHaMayap

BbpaHamayap Packet Filter (PF)

3alnTa LenoCTHOCTU CUCTEMDI

CpefnctBa KOHTpONS gocTyna

CNMNCOK MUCKIIIOYEHHbIX paclnpeHuit agpa
O6s3aTeNnbHOe NoANMcCaHMe NPOrpaMMHOro Koaa

3aBepeHune NpPUIoXeHuit

CTOpPOHHUI aHanor

Basa o119 o6Hapy>XXeHns BUPYCOB, a TakXXe U3BECTHbIX
BPELOHOCHbIX MPUIOXEHWI N Koaa

Basa A/19 o6Hapy>XeHWs BUPYCOB, a TakXXe U3BECTHbIX
BPEAOHOCHbIX MPUIOXEHUNR 1 Koaa

Bbasa ong o6HapyXXeHUs BUPYCOB, a TakXKe M3BECTHbIX
BPEAOHOCHbIX MPUIOXEHUI N Koga; 6e3onacHoOCTb
KOHEYHbIX YCTPONCTB

BesonacHOCTb KOHEYHbIX YCTPOWUCTB; TpebyeT
noanucaHmsa Koga NpUNoXeHUn, 4To nomoraet
3anyckaTb TO/IbKO HafeXHoe nporpaMMmHoe

obecneyeHue

BesonacHOCTb KOHEYHbIX YCTPONCTB; 0BHapy>XeHune
naketa rootkit

Be3onacHOCTb KOHEYHbIX YCTPOWCTB; MPUMEHeHMe
6paHoMayapa

PeweHuns ong 6paHamMayspos
BcTpoeHo B macOS
BcTpoeHo B macOS
BctpoeHo B macOS
BctpoeHo B macOS

BctpoeHo B macOS
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Mpouecc noanncu Kkoga npuioxeHun B iOS,
iPadOS, tvOS, watchOS u visionOS

Ha ycTpoiicteax c iOS, iPadOS, watchOS un visionOS komnaHusa Apple npennaraet Takue
cpencTtea obecneyeHns 6e3onacHOCTU NPUNOXEHNI, Kak 06g93aTenbHaa noanuch Koaa,
cTporoe 0643aTeNnbCTBO BXOAA B CUCTEMY [O/19 pa3paboTYMKOB M MHOroe apyroe.

O6sg3aTenbHag nognucb Kopa

Mocne 3anycka S94p0 KOHTPOIMPYET, KakMe NMofb3oBaTeNbCckne NpoLecchbl U MPUIoXeHns
MOryT ObITb 3anyuleHbl B cucteme. YTobbl MOMOYb NOATBEPANTD, YTO BCE MPUTOXKEHUNS
nonyyeHbl N3 U3BECTHOIO YTBEPXAEHHOr0 NCTOYHMKA N He nogaenaHbl, 3T onepaunoHHbie
cuUcTeMbl TpebyioT, YTOObl BECb UCMONMHSAEMbIN KOA 6bls1 MOANMCcCaH C MOMOLLbIO
cepTuduKaTa, BblgaHHOro Apple. YcTaHOBIEHHbIe Ha YCTPONCTBE NPUOXEHUS, Takne Kak
MouTa n Safari, noanuncanbl Apple. MNMpUNoXXeHna CTOPOHHUX Pa3paboTUNKOB TakXe A0MXKHbI
ObITb MPOBEPEHDI U MOAMNMCaHblI C MOMOLLbIO BbIMYLLEHHOro KoMnaHuen Apple ceptuounkara.
O6a3aTenbHaa NoANMCh Koda paclumMpsaeT KOHLENUMIO LLenoYkn 4OBEpUs C onepaLMoHHON
cucTeMbl Ha npunoxeHna. OHa NoMoraeT MPUHATb Mepbl, YTOObI MPUNOXEHNSA CTOPOHHUX
pa3paboTUMKOB He 3arpyxanu HenoanucaHHble GparMeHTbl Koga UM He UCNoJb30Banu
camMomMoanduULUMpyoLWMNCs Koa.

Mpouecc nognucaHna NPUNoXeHu paspaboTymkamu

Pa3paboTymkmn MOryT nognucbiBaTb CBOU NPUNOXEHUS C MOMOLLbIO cepTUdUKaToB (B
pamkax nporpamMmmbl Apple Developer Program). OHKM Tak)e MOTyT BCTpanBaTb B CBOU
NPUNOXEHNs pasfinyHble NPOorpaMMHble cpedbl U UCNOMb30BaTb CePTUDUKATDI, BblAaHHbIE
Apple, ong npoeepku koga (C NOMOLLbIO CTPOKM naeHTUdMKaTopa KoOMaHabl).

- [lpoBepka cepTupukata. Ons pa3zpaboTkm U yCTaHOBKWU NpuUnoxeHui Ha iPhone, iPad,
Apple TV, Apple Watch n Apple Vision Pro pazpaboT4mku JoOMXKHbl 3apernctpnupoBaTbes
B Apple n npucoeanHuTbca K nporpamMmme Apple Developer Program. Mepep Bbigayen
ceptndunkata komnaHusa Apple nposepseT NMYHOCTb Kaxaoro paspaboTyuka, byab
TO YaCTHOE NNLL0 UM KOMMaHus, B peanbHOM Mupe. Micnonb3ys aTu cepTudumkaThl,
pa3paboTynkn MOryT NognucbiBaTb MPUNOXKEHUS U OTNPaBNsATb Ux B App Store
ONs pacnpocTpaHeHus. B pesynbrate BCce npunoxeHus B App Store oTnpasnstoTcs
NAEHTUOULNPOBAHHBIMU IOABMU U OpraHM3aLmsaMm, YTo BbiICTynaeT B KayecTBe
coepxuBatolero pakTopa AN CO34aHUsa BPeLOHOCHbIX NPUNoxeHuin. Kpome toro,
Apple npoBepseT BCe NPUNOXEHUS, YTO MOMOraeT BbiSBUTb IBHble OWMOKN 1IN
Apyrve 3aMeTHble NpobeMbl U ONpefenmTb, COOTBETCTBYIOT I MPUTOXKEHUS CBOEMY
onuncaHuio. 3Ta NpoBepKa faeT Nofib30BaTeNsIM AOMONIHUTENbHYIO YBEPEHHOCTDb B
KayecTBe MPUIOXKEHUI, KOTOPbIE OHWU MOKYMNatoT.
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- [lpoBepka noanucu koga. PazpaboTumkn npunoxenun ong i0S, iPadOS, tvOS, watchOS
1 visionOS MoryT BCTpanBaTb B CBOM NMPUSTOXEHUSA pa3/InyHble NpOorpaMMHblie cpenbl,
NCnosib3yeMble CaMUM NPUITOXEHNEM UM BCTPOEHHbIMU B HEFO PacCLUNPEHUIMMN.
YT0o6bl 3aMTUTD CUCTEMY U ApPYTrie NPUIOXKEHUS OT 3arpy3kM CTOPOHHEro Koga B Ux
afipecHoe NPOCTPaHCTBO, B MOMEHT 3arpysku CUCTeMa BbIMONHAET NPOBEepPKY NOAnmcu
Kofa Ana BCex AMHaMmnyeckmnx bnbnmoTtek, Ha KOTOpPbIe CCbilaeTca npouecc. ITa
NpoBepKa BbIMOMIHAETCA C MOMOLLbIO naeHTUdmkaTopa koMmaHgbl (Team ID), koTopbIit
N3B/ieKaeTcs U3 BbiNylLLeHHOro kKoMmnaHuen Apple ceptuoukaTta. MoeHTudukaTop
KOMaH[bl NpeacTaBnseTt coboi gecaTusHauvyHyo 6yKBeHHO-LUNdPOBYIO CTPOKY,
Hanpumep 1A2B3C4DS5F. MpunoxeHne MoxeT ccbilaTbesa Ha Nobyto 6ubnmoteky
nnatdopMbl, MOCTaBNAEMYIO BMECTE C CUCTEMOMN, U Nobyto 6MBNNOTEKY C TaKnUM Xe
NOEHTUPUKATOPOM KOMaHAbl B MOAMNNCK KOAA, KaK Y OCHOBHOIO UCMOJIHAIEMOr0O MOAYNS.
[MoCcKoNbKYy MCNOHAEMble MOOYNN, MOCTaBAgeMble KaK YaCTb CUCTEMbI, HE UMEIOT
noeHTudmnKaTopa KoMaHmabl, OHN MOTYT CCbISIaTbCA TONbKO Ha BUBNNOTEKM, TaKkXKe
NMoCTaBNALINECH C CUCTEMOMN.

MpoBepka KOpnopaTUBHbIX MPUITOXKEHUN COOCTBEHHOMN
pa3paboTku

Y nonyymBlWKX paspelleHne KoMnaHUn ecTb BO3MOXHOCTb paspabaTbiBaTb
KopropaTuBHbIe NPUNOXEHUS AN BHYTPEHHEro UCNONb30BaHMS U PacrnpoCcTpaHsTb

X Cpeaun CBOMX COTPYOHMKOB. MNpeanpuaTns n opraHnsauunum MoryT nogaTb 3asiBKY

Ha y4dacTue B nporpamme Apple Developer Enterprise Program (ADEP). [1ns nony4yeHus
LOMOMHUTENbHON MHPOPMaLMN N O3HAKOMIIEHUS C YCIOBUAMMWN y4acTusa nocetute

canTt nporpammbl Apple Developer Enterprise Program. CTaB y4aCTHMKOM MporpamMmbl
ADEP, opraHunsaums MOXeT 3aperncTpupoBaTbca U NoayyYnTb npodub obecnevyeHus,
KOTOpPbIM paspeLlaeT 3anyckaTb KOpNopaTUBHble MPUIOXEHUS COBCTBEHHON paspaboTku
Ha yKasaHHbIX B Npodune ycTporcTeax.

[na 3anycka aTUX NPUIOXEHUI Y NoNb30BaTenel A0/KeH 6biTb YCTaHOBMEH Npodub
obecneyeHnsi. ATo NOMOraeT rapaHTMPOBaTb, YTO TONIbKO CaHKLLMOHNPOBAHHbIE
opraHusaumen nonb3oBaTenNn MOryT 3arpyxaTb npunoxeHus Ha iPhone, iPad

mnn Apple Vision Pro. MpunoxeHns, yCTaHOBIEHHbIE Yepe3 CUCTEMY YyNpaB/ieHUs
MOGUAbHbIMMK yCcTpolicTBaMu (MDM), Mo yMOTYaHUIO CYMTAOTCA AOBEPEHHBIMU, MOCKOJbKY
B3aMMOCBA3b MeXay opraHusaumein n ycTpocTBOM YXXe yCTaHOBJIeHa. B NpoTUBHOM
cnyyae nofb3oBaTeNsaM Heo6XoAMMO aBTOPM30BaTb NPodunb obecrnevyeHus NPUNoXeHns
B HacTpoikax. OpraHusaumm Takxe MOryT 3anpeTuTb nosb3oBaTenaM ogobpsTb
YyCTaHOBKY MPUI0XEHUN HEN3BECTHbIX pa3paboTyunkoB. Mpu NnepBomM 3anycke noboro
KOPMNopaTUBHOIO NPUIoXeHUsS cO6CTBEHHON Pa3paboTKM YCTPOMCTBO A0KHO MONYy4YnUTb
noaTBepxaeHue ot Apple, 4To 3TO NPUSIOXKEHME pa3peLleHo 3anyckaTb.
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Be3onacHocTb npunoxeHuu B i0S, iPadOS
n visionOS

OCHOBHbIe cBefeHNs 0 6be3onacHOCTM NpunoxeHun B i0S,
iPadOS u visionOS

B oTnunyme ot gpyrux MobunbHbix nnatdopm, i0OS, iPadOS n visionOS He no3BongioT
nosib30BaTeNIM YyCTaHaBINBaTb NOTEHLMANbHO BPEAOHOCHbIE HEMOAMUCAHHbIE
NPUNOXEHNs C CaNTOB UM 3anycKaTb HEHaAEXHble NPUNoXxeHus. BMecTo aToro

(3a npegenamn EC) BCce npunoxeHnsa O0XHbI 3arpyxaTtbca ns App Store, kyaa

OHW MOCTYNalT OT NOATBEPXKAEHHbIX PaspaboTUMKOB 1 06s3aTeNnbHO NpoxoasT
aBTOMaTMYeCKylo MPOBEPKY, a TakxXe NPOBEPKY cneunannctamu. Bo Bpems 3anycka
npunoXxeHns GyHKLMS NPOBEPKM MNOAMNUCHK KOLa NPOBepsSeT BCe UCNONHAEeMble CTPaHMULLbI
namsiTu Mo Mepe nx 3arpysku. 3To NOMoOraeT rapaHTUPOBaTb, YTO NPUIOXEHNE He BblNio
M3MEHEHO C MOMEHTAa ero yCTaHOBKW UK nocreaHero o6HoBMeHUs.

Mocne noaTBepPXAEeHMS TOro, YTO MPUJIOXKEHME NONYYEHO N3 HAOEeXHOro MCToOYHKUKa, B i0S,
iPadOS u visionOS npumMmeHstoTCa Mepbl 6€30NacHOCTU, NpegHa3HaYeHHble A9 3alnTbl
OPYTUX MPUNOXEHUI N OCTaNIbHOM CUCTEMbI OT B3/IOMa AaHHbIM NMPUN0XEHNEM.

O 6e3onacHocTu App Store

App Store — 370 HafeXHbIN UCTOYHUK, FOe NoMb3oBaTeN MoryT 6e30nacHo HaxoOuTb
M 3arpyxaTtb npunoxexHus. B App Store nonagatoT NpUNoXeHUs oT NOATBEPXAEHHbIX
pa3paboTyMKOB, KOTOPbIE Aanu cBoe cornacue crnenoBaTb npasunam Apple. 3tu
npunoXxeHua 6e30MacHO pacnpoCTPaHATCS cpeau nofib3oBaTenemn, rapaHTupys
KpunTorpadumyeckyto 3awmnTy 6e3 BOSMOXHOCTU BHECEHUS B Hee n3MeHeHUI. Kaxaoe
NpUNoXeHne 1 Kaxaoe ero o6HoOBIEHME NPOXOAAT NPOBEPKY HAa COOTBETCTBUE
TpeboBaHUAM KOHbUAEHUMANBHOCTN M 6e30nacHOCTU. OTOT NPOLECC MNOCTOSHHO
COBEpLUEHCTBYETCS 1 NO3BONSAET 3alMTUTb Nosib30BaTesNei, He gonyckas B App Store
BpenoHocHoe MO, knbepnpecTynHNUKOB U MOLIEHHMKOB. [TOMUMO 3TOro, MPUIOXeHUs
Ona geTten OoNXHbl cnefoBaTh CTPOrMM NpaBuiaM no cbopy AaHHbIX U 6e30MnacHoCTH,
npusBaHHbIM 0b6ecrneynTb 6€30NacHOCTb AETEN, a TakXKe MMETb HafleXHYI0 MHTerpauuto
C GYHKUMAMU poanTenbckoro KoHTponda B i0S, iPadOS m visionOS.

[anee nepeyncneHbl MIHCTPYMEHTbI 3aLLUTbI, NPUMeHAeMble B App Store.

- ABTOMaTmMyeckas rnpoBepka Ha Haan4yme n3BecTHoro BpegoHocHoro 0. 3Ta npouenypa
npenoTepallaeT nonagaHve sBpenoHocHoro MO B App Store, TeM camMbIM orpaxas
nofib3oBaTesNiell OT ero nosiy4YeHUs u NPUYNHEHNs Bpeaa.

- [llpoBepka crnieumanncTaMmu m3 rpynnbl akcrnepTos. CneumanmcTbl NpeaocTaBnaoT
TOYHOE OMnMncaHne NPUNOXeHNs, COCTaBNAIOT MapPKEeTUHIOBbI TEKCT U CHabXaloT
onncaHue CHUMKaMU aKpaHa. To co3aaeT HagexXHbin 6apbep NpoTns Hanbonee
pacnpocTpaHeHHbIX MOLIEHHUYECKUX AEeNCTBUN, UCMOMb3yeMblX O/ pacnpocTpaHeHus
BpenoHocHoro MO, Takux Kak nogmeHa nonynsapHoro npuaoxeHus unu obeulaxHue
npuBnekaTenbHbiX GYHKLUNN 63 UX peanbHOro npeaocTaBeHus.

« [lpoBepka Bpy4YHyto. Ta NpoLeaypa rapaHTUPYET, YTO NMPUIOXKEHWNE He 3anpalunBaeT
OOCTYN K KOHOUAEHUMANbHbIM AaHHbIM. TakXe NpoBoAUTCA OOMONHUTENbHasA NPOBepkKa
MPUNOXEHWI, UMEIOLLMX MapKUPOBKY «O/19 AeTel», U NOATBEPXAeHNe COBMoOeHNS
CTpOrux npasun no c6opy AaHHbIX 1 6€30MacHOCTU.
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«  [locToBepHbie OT3bIBbI MO/b30BaTENEHM. DTOT 3TAN NOMOraeT BbISBUTb NPOOeMbl
M 3HaYMTENbHO CHU3NTb BEPOATHOCTb BBEAEHMS NONb3oBaTenel B 3abnyxneHue
3/10yMblLWIeHHUKaMK. [laxke ecnv BpefoHOCHOMY MPUIOXEeHUo yaanoch bbl
NOSTHOCTbIO CKPbITb CBOW AENCTBUSA BO BPEMS NMPOBEPKMN, MOMNb30BATENN NPUIOXKEHMS,
CTONKHYBLUMECS C NpobnemMolt n onybnnkoBasLllMe OT3bIB, NpeaynpexanatT apyrux
nonbsoBaTtenen n Apple, Tem cambiM obecneynBas eLle OAUH YPOBEHb 3aLLMUThI.
YT10ObI NOBLICUTbH LLEHHOCTb TakMX NpeaynpexaeHuin, App Store akTneHo 6opeTcs
C MOLUEHHUYECKUMU OT3bIBaMMU.

- [lpoueccsl, npegHasHa4YeHHbIe A4/19 UCMPaBAeHNS U yaaneHNs. TN NPoLecchl
3anyckaloTca B c/iyyae obHapyxXeHus npobneM. Ecnu npunoxeHune 6bi10 pasMelleHo
B App Store, HO No3xe o6HapyXMNocb HapylueHne npasun, Apple BMecTe
C paspaboTynkom obecneymBaeT ycTpaHeHMe npobriemMbl. B onacHbIX CUTyaLMaX
C BOB/IeYEHNEM MOLLIEHHUYECKUX CXEM U BpedoHocHoro MO npunoxeHne HeMeaeHHo
ynanseTca u3 App Store, a nonb3oBaTenu, 3arpysuslime Takoe npuaoxeHue, MoryT
6bITb OMOBELLEHbl O BPEAOHOCHOW aKTUBHOCTU B HEM.

BesonacHocTb npunoxeHuin B i0S, iPadOS 1 visionOS obecne4ynBaeTcs MHOMOYPOBHEBbIMMU
npoBepkamMu, NOMoralwmMMmn NpeaoTBPaTUTb YCTAaHOBKY BpeaoHocHoro MO, a Takxe
npoayMaHHbIMU CpefcTBaMM 3alUTbl NAaTGOPMbl, MOMOralWMMN OFPaHNYnNTb

yuwepb, KOTopbl CNOCOOHbI HAHECTU BPeaoHOCHbIe NPUIoXeHNsa. BCTpoeHHble

dyHKUKNM 6e3onacHocTn i0S, iPadOS un visionOS obecneymBatloT MOLHYO 3aLWUTY,
Hanbosnee NOAXOAALLYIO A1 NOSIb30BATENbCKUX YCTPONCTB. OfHAKO 3TN GYHKLUMMK

He 3aluLLatoT oT Bbibopa, KOTOPbIA NoMb30BaTeb MOXET CAeNaTb caM, NoAAaBLIMKCD

Ha YNOBKW MOLLEHHMKOB. MNMpoBepka NpuioxXeHnin obecrnedymBaeTt cobnogeHme NoanTuK
App Store, HanpaBfieHHbIX Ha 3aWMTy NOb30BaTENEN OT NPUIOXKEHUN, KOTOPbIE MOTYT
nonbiTaTbCa NPUYNHUTD UM Bpefd UM o6MaHOM 3aCTaBUTb UX NPefoCcTaBUTb AOCTYN

K KoHGUAEeHLNaNnbHbIM flaHHbIM. B 0c060 cepbesHbIx cny4vasax, Korga BpefLoHOCHbIe
NPUIOXEHMS NMbITatloTCA 060MTU 3aLLUTY YCTPONCTBA, NpoLeaypa NPOBEPKN NPUTOXKEHUN

B MepPBYIO oYepeb YCAOXHAET JOCTYN TakuX NPUIOXEHUIN K YCTPONCTBaAM nofb3oBaTenen.

MHCTpYyMeHTbl 6e3onacHocTn App Store He MOryT 3alUTUTb NONb30BaTeNel OoT BCcex
PUCKOB, HO OHU Kak YacTb cTpaTernu yrnybneHHomn sawmTbl nnaTtdopMbl cnocobCTBYIOT
TOMY, YTO LUMPOKO pacnpocTpaHeHHble aTaku Ha nonb3osatenen i0OS, iPadOS un visionOS
CTaHOBATCH HelelecoobpasHbIMU U HEBbIFTOAHbIMW AJ19 3/1I0YMbILINEHHUKOB, MbiTaloLLNXCA
n3BneYvb Npubbinb. MpoBepka KaXxaoro NpunoXxeHusa nepen nyénukaumen B App Store
rnomMoraeT NoATBEPANTb, YTO OHO HEe COAEPXUT BpegoHocHoro MO n npegoctasnsget
nonb3oBaTensaM To4YHble AaHHble. KpoMe TOro, ecniv NpunoXeHus npusHaHbl
BPEeOOHOCHbIMU, OHU BbICTPO yAaNATCo, a pacnpocTpaHeHne ux byaylimx Bepcui
6nokupyetcsa. Taknum obpasom Apple 3awmiiaeT 6€30NacHOCTb 3KOCUCTEMbI, 0becneymnBas
CrMOKOWCTBUE Mofib3oBaTenen.
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Be3onacHocTb B npouecce BbinosHeHus B i0S, iPadOS
n visionOS

i0S, iPadOS u visionOS nomMoratoT obecneynTb 6€30MacHOCTb B MPOL,ECCe BbINMOJIHEHMUS
C NnoMolWbto MeXaHN3Ma NecoYHuLUbl, AeKnapnpoBaHUA NMpaB U TEXHOJTOTUA cnyqaﬁHoro
pacnono)xeHunsa B agpecHomM npoctpaHcTee (ASLR).

Meco4yHuua

Bce npunoxeHns CTOPOHHUX pa3paboTUnMKoB NOMELLAOTCS B MECOYHULLbI, YTO
orpaHuM4YmMBaeT UX 4OCTYyN K Gannam, XpaHawmmMcs B 4pYrux NpUIoXKeHUSX, U He NO3BongeT
BHOCUTb M3MeEHeHMUs B paboTy ycTponcTBa. [MecouHnubl 6binm pa3paboTaHbl oas Toro,
4YTO6bI HE MO3BONUTL NMPUIOXKEHUAM COBMPATb U USMEHATb MHGOPMALMIO, COXPaHAEMYIO
ApYyrumu npunoxeHunsamu. Kaxxgoe npuioxeHne ncrnonb3yeT Ans ceomx Gparnnos
YHUKanbHY0 AOMaLLHIOW0 Nanky, KoTopas Ha3dHavaeTcs c/lyvyaliHbiM 06pa3oM nNpu ycTaHOBKe
npunoXeHUs. ECnv NpunoXxeHnto CTOPOHHero paspaboTynka HeobxooMMO MONYyUYUTb
LOCTYN K Y4y>KON MHGOPMaLMM, OHO MOXET CAENaTb 3TO TOJIbKO MPU MOMOLLU CYXKO, ABHbIM
obpasom npepocTtasneHHbix i0S, iPadOS nnum visionOS.

CucteMHble ¢annbl U pecypcbl TakXKe oTAeNeHbl OT NPUI0OXEHUN Nob3oBaTeNeN.
BonblWMHCTBO cUCTEMHbIX dannoB n pecypcos iOS, iPadOS u visionOS, a Takxe Bce
NPUIOXeHNS CTOPOHHUX Pa3paboTynKoB paboTaloT ¢ NpaBaMu HEMNPUBUNETMPOBaHHOMO
«MO6uUNbHOro» nonb3oBaTtend. Becb pa3aen onepawuyMoHHON CUCTEMbI MOAK/IOYEH

TONbKO A9 YTeHusa. CucteMHoe nporpaMMHoe obecrneyeHne He COQePXUT HEHYXKHbIX
MHCTPYMEHTOB, TakKMUX Kak CMyX6bl yaaneHHoro Bxoaa, a APl He No3BONSOT NPUIOXKEHUIM
pacwunpaTh CBOM NOHOMOYMS A1 USMEHEHUS APYTrUX MPUTOXEHUIA UM CaAMON CUCTEMDbI
i0S, iPadOS nnu visionOS.

Mcnonb3oBaHue npas

[na KoHTpona goctyna NpUNoXeHnin CTOPOHHUX pa3paboTymMKoB K MHGoOpMaLmn
nonb3oBaTend U Takum pyHkumam, kak iCloud n pacwmpeHmns, ncnonbsyercs
aeknapupoBaHue npas. [lpaBa — 3TO napbl «KAKOY-3HAYEHUE», KOTOPbIE
3aperucTpupoBaHbl B MPUNOXeEHUN 1 obecnedynBaoT ayTeHTUbMKaLmMo 6e3 NpuBS3Kn Ko
BPEeMEeHMN BbINOJIHEHNS, aHaNornM4yHo ngeHTuoukatopy nonbsosatend B UNIX. lNMockonbky
npaea 3alnLLeHbl LMGPOBOM NOAMMUCHIO, UX HEBO3MOXHO M3MeHUTb. CUCTEMHbIE
NPUAOXKEHNS U EeMOHbI LWWMPOKO MCNOAb3YIOT NpaBa 419 BbIMOSHEHUS KOHKPETHbIX
NPUBUIErMPOBaHHbIX onepaunini — B MPOTUBHOM Cllyyae 05 UX BbIMONHEHUsI TpeboBanochb
Obl MICNONb30BaTb KOPHEBbIE MPOLLECChI. ITO 3HAYNTENBHO CHMXAET BEPOSATHOCTb Nepeayn
npaB B3/IOMaHHbIM CUCTEMHbIM NMPUTOXEHUEM UMN LEMOHOM.

Kpome Toro, npunoXXeHnss MOryT BbINONMHATbL GOHOBYO 06paboTKy TONbKO Yepes
cucTeMHble API. TakuM o6pa3oM NpuioxeHua npoaonxatoTt paboTtaTb 6e3 CHUXEeHUs
NPON3BOANTENBHOCTMN MW 3HAYNTENIBHOIO COKpPaLLEHNS BPpEMEHUN paboTbl

OT akkyMynsTopa.
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besonacHocTb nnatdopmbl Apple

TexHonorus cnyqaﬁHoro pacnosioXXeHnd B agpecHOM NPoCTpPaHCTBEe

TexHonorna cry4anHoro pacnosioXxXeHusa B agpecHoM npocTtpaHcTee (ASLR) nomoraert
3alWMTUTbCA OT aTak, CBA3aHHbIX C MCMONIb30BaHMEM MOBPEXAEHNS NaMaTh. BCTpoeHHble
npuaoXeHUs ncrnonbaytoT ASLR, 4yTo noMoraeT cny4valiHbiM 06pas3oM nepepacnpenensaTb
BCe perunoHbl NamMsaTu Npu 3anycke. B pononHeHune k paboTe npun 3anycke texHonorua ASLR
cnyYalHo pacrnonaraeTt B NaMaTV agpeca UCMOJIHIEMOro Koja, CUCTEMHbIX BubnmnoTek

N CBSA3aHHbIX C HAMW CUCTEMHbIX KOMMOHEHTOB, CHMXas BEPOSITHOCTb MCMOb30BaHMUS
ysi3BMUMOCTel. HanpuMep, aTaka Tuna «Bo3BpaT B 6MBGAMOTEKY» MbiTaeTcs NyTeM nogMeHa
BbIHYANTb YCTPOWCTBO BbIMOSIHUTb BPELOHOCHbIN KO, MaHUNYyNNpys agpecaMmn cteka u
CUCTEMHbBIX 6BUbnMoTeKk. Cny4valiHoe pa3MeLleHne 3TUX 3IEMEHTOB MOBbILIAET CNOXHOCTb
npoeeneHNs ataku, 0Co6eHHO Npu aTake Ha HECKOMIbKO YCTPOMUCTB. Xcode, a Takxe cpepa
paspaboTkn iOS n iPadOS, aBToMaTM4eckn BkIoYaeT noanepxky ASLR B npunoxeHus
CTOPOHHUX Pa3paboTUYMKOB NMPU UX KOMMUAALUN.

dyHKkuua Execute Never

OyHkuma Execute Never (XN) apxutektypbl ARM B iOS 1 iPadOS nome4vaeT cTpaHuLbl
namsTh Kak HeucnosHseMble, obecneynBas 4OMNONHUTENbHYIO 3aWwmnTy. CTpaHULbl NaMaTu,
NMOMeYeHHble KaK AOCTYMHble A9 3anncu U UCTMOJIHAEMbIe, MOTYT NCMNOJIb30BaTbCH TOJIbKO
B XX€CTKO KOHTPONMPYEMbIX YCNOBUSAX: 0P0 NPOBEPSET Han4yme rnpaBa AMHaMM4eckoro
nognnucaHua Koga, Kotopoe npegoctasnsgeTcs Tonbko Apple. Jaxe npu ero Hanu4nm
MOXHO BbIMOJIHUTb TO/IbKO OAMH BbI30OB Mmap 419 3anpoca UCNOSTHIEMOWN U 4OCTYMHOMN
019 3annCKU CTpaHMLbl, KOTOPOI NpucBaMBaeTcs cnydanHbii agpec. Safari ucnonbsyert aTy
dyHKUNIO B cBOEM KoMnunatope JavaScript Just-in-Time (JIT).

3awmTta NPUNoXeHUn n rpynn npunoxxeHumn B i0S, iPadOS
n visionOS

OpraHunsauunm MoryT 3almwaTth npunoxeHus Ha iPhone, iPad n Apple Vision Pro,
ncnonbsysa komnnekt SDK ans iOS, a Takxke BCTYNUB B rpynny o6CcyXXneHns npunoxeHuin
(App Group) Ha nopTane pa3pabotumkos Apple (Apple Developer Portal).

NMpuMeHeHMe 3aWunTbl JaHHbIX B MPUNOXEHUAX

KomnnekTbl paspabotymka MO (SDK) npepnaratoT nonHbii Habop API, koTopbie
YyNpOoLLaloT BHEAPEHME TEXHONOMMM 3aWMUTbl AaHHbIX /19 CTOPOHHUX U KOPNOPaTUBHbIX
pa3paboTyMKOoB, a Takxe NomMoratoT UM obecrneymBaTb BbICOYANLILNN YPOBEHD 3aLLUTHI

B CBOMX NMPUNOXeHUsaX. 3allnmTa gaHHbiXx oxBaTbiBaeT APl ong pa6oTbl ¢ dpalinamm n 6asamu
OaHHbIX, Bktovas NSFileManager, CoreData, NSData n SQLite.

Bbasa gaHHbIX NpunoxeHus «Mo4vTa» (BKIOYas BNOXEHUS), ynpaBnseMble KHUTKU, 3akanku
Safari, 06pasbl 3anycka NPUIOXEHUN 1 AaHHble 0 MECTOMOJIOXEHUM TaKXe XpaHATCS

B 3allMdpoBaHHOM BUeE, a 3alMUTa K/toyel obecneynBaeTca NOCpeacTBOM KO-

napons, KoTopblil 3agaeT nonb3oBaTenb. B KaneHgape (kpome BnoxeHnit), KoHTakTax,
HanomuHaHuax, 3ameTtkax, CoobuieHuax n ®oto napametp Data Protection umeer
3HaYeHue 3alyuiLeHo 40 NepBol ayTeHTUGUKaLMMU M0/1b30BATESIS.

YcTaHOBNEHHbIE NO/Ib30BaTENIEM MPUNOXEHUS, AN KOTOPbIX HE 3ajaH OI'Ipe,El,eﬂeHHbll‘/ll
Knacc 3awWuTbl aHHbIX, MO YMOMIYaHMIO NONyYaloT KNacc «3alueHo 4o I'IepBOVI
ayTeHTUdMKaLNM Nosb3oBaTeENS».
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besonacHocTb nnatdopmbl Apple

MpucoeauHeHue K rpynne npunoXXeHumn

MpUNoXeHNs N pacWNpeHuns, NpuHagnexalline y4yeTHoM 3anmMcu ogqHoro paspaboTymka,
MOTYT COBMECTHO MoJly4aTb AOCTYMN K KOHTEHTY, €C/IM OHU 06beANHEeHbl B rpynny
npunoxeHui. s aToro paspaboTynk AOSKEH CO34aTb NoAXoAsLMe rpynmnbl Ha nopTane
pa3paboTuynkoB Apple 1 BKOYUTb B HUX HEOGXOAMMbIE NMPUNOXEHNA U pacLIMPEHNS.
MpUNoXeHNa, HAaCTPOEHHbIe KaK YaCTb rPynmbl MPUIOXKEHUI, NoyYaoT 4OCTynN K
crefyolmnM gaHHbIM:

«  06LINIA KOHTEHep Ha TOMe, UCMOMb3YEeMblil B KaYecTBe XpaHunuLia, KOTopblli ocTaeTca
Ha YCTPOWCTBE, MOKa Ha HeM yCTaHOB/IeHa XOTa Gbl OAHO MNPUMNOXEHME U3 TPYMMbl;

- 06Lumne HacTpolKkK;
. 0b6Lmne aneMeHTbl CBA3KU KoYen.

MopTan paspaboTumkoB Apple cnocobCcTBYET TOMY, YTOBbI Y KaX 40N rpynnbl NPUAOXEHWN
6bIN YHUKaNbHbIN naeHTudukaTop rpynnsl (GID) B npeaenax BCen aKoCUCTEMbI
NPUNOXEHWNNA.
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Be3onacHocTb npunoxeHmnn B macOS

Be3onacHocTb npunoxeHun B macOS: BBegeHune

B macOS peannsoBaHO HECKOJIbKO NMepeKpbIBaoLWNXCA YpOBHeN 6e30nNacHOCTHU
NPUNOXEHNI, NEePBbIM U3 KOTOPbIX ABASETCAS BO3MOXHOCTb pa3pellunTb 3anycK TOMbKO
noannuCcaHHbIX U HageXHbIX NpunoxeHun n3 App Store. Kpome Toro, MHoroypoBHeBas
3awmTa macOS nomMoraeT NpeaoTBPaTUTb PaboTy C NPUITOXEHUAMU, KOTOpPbIE
3arpy»atoTcs U3 MHTepHeTa n cogepxaT nssectHoe BpegoHocHoe MO. macOS
pacnonaraeT cpeacTBaMu obHapyXeHusa 1 yganeHusa spegoHocHoro MO n obecnevnBaer
OOMOJIHUTENbHbIE MEpPbI 3alUTbl, KOTOpble paspaboTaHbl TakuM 06pa3oM, 4TOObI
npenynpeouTb AOCTYN HEHAOEXHbIX MPUTOXEHUI K MOMb30BaTENbCKUM AaHHbIM. Cny>X6bl
Apple, Takue kak cnyxba 3aBepeHus n cnyxxba obHoeneHnn XProtect, paspaboTaHbi,
4YTOObI NPeaynpeanTb YyCTaHOBKY BpedoHocHoro MO. Mpun Heob6xoaMMOCTN 3TU CyXObl
HaxoasaT BpefoHocHoe MO, KoTopoe MOrf0 OCTaTbC HeE3aMeUY€eHHbIM, a 3aTeM BbICTPO

n 3ddeKTUBHO yaansoT ero. Kpome T0ro, nonb3osateny macOS mMoryT BbibpaTh ntobyto
Mopaenb 6e30MacHOCTK, B TOM YNC/Ie €C/IN OHa NpeAycMaTpuBaeT 3amnyCck HeMognMCaHHOro
M HeHageXXHoro Koga.

Mpouecc nognucu Kkoga npunoxeHun B macOS

Bce npunoxeHus B App Store noanucanbl Apple. NoanncaHne nomoraet ybegnutbes,
4YTO NMPUNOXEHUa He Obln nogaenaHbl UM n3aMeHeHbl. Apple Takxe noanucbiBaeT BCe
NpPUIoXeHusa, NocTaBnseMble ¢ ycTponcTteamum Apple.

YT006bl NpoiTK NpoBepky Gatekeeper ¢ HacTpolkaMm NoO YMOTYaHUIO Ha YCTPOMCTBaAX

¢ macOS 10.15, Bce NpUNoOXeHUs, pacnpocTpaHseMble He Yyeped App Store, A0NXHbI 6bITb
nognucaHbl pa3paboTymMkoM C MOMOLLbIO BbigaHHOro Apple ceptnuéukaTta ngeHTudmnkaTopa
paspaboTumka (M TMYHOrO K/to4Ya) N 3aBepeHbl kKoMnaHuen Apple. KoprnopaTuBHbie
NMPUIOXEHUA TakXe OO0/KHbI ObiTb MOAMNMCAaHbI BbiNyLLEHHbIM KOMNaHnen Apple
MOeHTUdNKaTopoM pas3paboTymka, 4Tobbl NoNb3oBaTENM MO NOATBEPAUTD LLEeTOCTHOCTb
NMPUNOXEHUN.

Ha ycTpoiicteax ¢ macOS nognuncb Koaa u 3aBepeHne He cBa3aHbl Apyr ¢ gpyrom. OHu
MOTYT GbITb BbIMOMIHEHbI PAa3HbIMU UL AMM A5 pa3HbIX Lienei. PaspaboTunk noanucbiBaeT
KO[, C MOMOLLLbIO CBOEro cepTudmnkaTta, NpUBS3aHHOIO K YHUKANbHOMY MOEHTUGUKATOPY
(cepTudukaT BbiNnycKaeTcs KomnaHuel Apple). Bhnarogaps nposepke noanucu
nofb3oBaTeslb MOXeET yb6eamnTbcs, 4YTo NnporpaMmMHoe obecrnevyeHne paspaboTymka He Obino
M3MEHEHO C Tex Nop, Kak paspaboTyumk BbINyCTUN U Nognucan ero. 3aBepeHne MoxeT ObiTb
BbIMOSIHEHO NM06bIM YYACTHMKOM LLEMOYKM pacnpoCcTpaHeHnsa nporpaMMHoro obecneyeHuns.
OHo gokasbiBaeT, 4To Apple nonyymna konuto Koda Ans NpoBepkn Ha Hannyume
BpeaoHocHoro MO 1 4To n3BecTHoe BpedoHocHoe MO o6HapyXeHo He 6bifio. Pe3ynbTaToMm
3aBepeHus aBnseTcsa 6MUneT, KOTOPbIN XpaHUTCA Ha cepBepax Apple n MoxeT 6bITb Npu
XXenaHun NpuKpenneH K NpuUnoXeHuto (KeM yrogHo), YTo He NpUBeAeT K aHHYIMPOBaHUIO
noanncu paspaboTymnka.

B cooTBeTcTBMKM C 0693aTeNbHbIMKU CpeacTBaMu KOHTponsa gocTtyna (MAC) ons nonyveHus
npas, 3alMuiLaeMblix cucteMon, Tpebyetca noanmch koga. Hanpumep, ecnm NpuUnoXeHuto
TpebyeTcs OoCTyn Yyepes3 6paHaMayap, ero Kog A0/KeH 6bITb NoAnMcaH ¢ NoMOLbio
cooTBeTcTByloLlLero npasa MAC.
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Gatekeeper u 3awmTa B npouecce BbinosHeHNs B macOS

B macOS BcTpoeHa TexHonorua Gatekeeper 1 3auimTa B npoLecce BbIMOHEHUS. ITU
cpencTBa noMoratoT y6eanTbes, YTo Ha KoMnbloTepe Mac nosib3oBaTess 3anyckaeTcs
TOJIbKO HafleXXHoe NporpaMMHoe obecrneyeHue.

Gatekeeper

B macOS BcTpoeHa TexHoNnorua 6e3onacHocTu, Ha3biBaeMas Gatekeeper. OHa NpoBepserT,
4YTO MO YMOJIYaHUIO Ha KoMrMbloTepe Mac nonb3oBaTensa 3anyckaeTcs TOIbKO HagexHoe
nporpamMmHoe obecnevyeHne. Korga nonb3oBaTenb 3arpy>aeTt U OTKPbIBaeT NPUIoXeHne,
nnarnH WA nakeT yCTaHOBLLMKA, MONYYeHHbI He Yepe3 App Store, Gatekeeper
npoBepseT, Nosly4eHo NN 3To NporpaMMHoe obecrneyeHne OT NOATBEPXKOAEHHOIO
pa3paboTymka, 3aBepeHO N1 oHO Apple Kak He copepxkallee N3BECTHOIO BPeOHOCHOro
KOHTEHTa 1 He 6bI10 N OHO M3MeHeHo. Gatekeeper TakXXe 3anpallunBaeT corfacue
nonb3oBaTend nepep nNepBbiM OTKPbITUEM 3arpy>XeHHOro nporpamMMHoro obecneveHus,
4TO6bI YOEeanTbCcs, YTO Nonb3oBaTeslb He 6bls1 0OMaHHbIM 06Pa30M BbIHYXAEH 3aMyCTUTb
MCMNONHAEMbIN Ko, KOTOPbIN OH CYMTan NPocTbiM ¢dannomM gaHHbix. Gatekeeper Takxe
oTcnexuBaeT npoucxoxaeHne ¢annos, KOTopble 3anucbiBaeT 3arpyxeHHoe MO.

Mo ymonyaHuto Gatekeeper paboTtaeT TakumM 06pa3omM, 4To6bl MOMOYb y6eanTbcs, YTo

BCe 3arpy>eHHoe nporpamMmMHoe obecneyeHue 6b110 nognucaHo App Store nnum 6oino
nognncaHo 3aperucTpupoBaHHbIM pa3paboTynkomM n 3aBepeHo Apple. MNMpouecc NpoBepku
App Store 1 npouecc 3aBepeHnsa HanpaseHbl Ha TO, YTOObl yOeanTbCs, YTO NPUNIOXKEHME
He CoOep>XUT n3BecTHoro BpegoHocHoro MO. CnegoBaTenbHO, MO YMONYaHUIO BCe
nporpammHoe obecrieyeHne B macOS rnpoBepseTcs Ha Hain4yme n3BecTHOro BpegoHOCHOIro
KOHTEHTa rpu nepBoOM OTKPbITUM HE3aBUCUMO OT TOro, Kakmum 06pa3omM OHO OCTY N0

Ha Mac.

Mpwn xenaHuM Nonb3oBaTeNn U opraHM3aLmnm MoryT pa3peLlmnTb YCTaHOBKY NPOrpaMMHOro
obecneyeHunsa Tonbko n3 App Store. NMonb3oBaTenu Takxxe MOryT MUSMEHUTb NOINTUKN
Gatekeeper, 4To6bl MOXHO ObINIO OTKPbLIBATb Nt060e NporpaMmMHoe obecnevyeHne, ecnn ata
BO3MOXHOCTb HEe OrpaHMYeHa CUCTEMOW ynpaBneHns MobunbHbIMK ycTponcteamu (MDM).
MoMnMO NMpoYero, MoXHO pa3peLlnTb NporpaMMHoe obecrneyvyeHne ¢ albTePHAaTUBHbIMU
naeHTnonkatTopamu. Mpu HeobxognmocTn Gatekeeper MOXHO MOMHOCTbIO OTKIOYNTD.

Gatekeeper TakXe 3awmu,aeT oT pacnpoCcTpPaHEeHUs BPEeOOHOCHbIX NNarMHOB Yepes
06blYHbIe NPUIOXEHMS. B HEKOTOPbIX cliyvasax npu UCMNoib30BaHUM NPUIOXEHNS
3anyckaeTcs 3arpy3ka BpefdoHOCHOro nnarnHa 6e3 segomMa nonb3oBatend. [pu
HeobxoaMmMocTun B paboTy BMewnBaeTca Gatekeeper. OH OTKpbIBAaeT NPUIOXEHNS N3
CnyyYyalHbIX MecT, OOCTYMHbIX TONIbKO AN YTeHUsa. 3Ta Mepa Hanpas/ieHa Ha To, YTOobbI
npeaynpeanTb aBToMaTU4YecKyo 3arpysky njaarmHoB, pacnpocTpaHseMbiX BMecTe ¢
NPUNoXXeHneM.

3awmTa B ripouecce BbIMNOJIHEHUS

CucTeMHble dalinbl, pecypcbl U 94RO OTAeNeHbl OT NOJ/Ib30BaTE/IbCKOr0 NPOCTPaHCTBa
npunoxeHui. Bce npunoxeHus ns App Store noMeLaloTcs B MECOYHULY, YTO
orpaHuYMBaEeT 4S9 HUX QOCTYMN K AAaHHbBIM, XPaHALWMMCA B APYTrUX NPUIoXeHUax. Ecnm
npunoxeHuto 13 App Store TpebyeTca AOCTYN K AaHHbIM APYTrOro NMpuaoXeHUs, OHO MOXeT
nony4YnTb ero ToNbkKo npu nomMouwm APl n cnyx6, npegocTtaenseMbix macOS.
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3awwuTa ot BpegoHocHoro NO n kopga B macOS

Apple ncnonbayet npoLecc aHanmsa yrpos ans 6biICTPOro BbigBEHUS U 6N1OKNPOBKMU
BpeaoHocHoro MO.

Tpy¥ YPOBHS 3alLUTbI

CpepncTBa 3alWuTbl OT BpeaoHocHoro MO AeiCTBYIOT Ha TpeX YPOBHAX:

1. lMpepoTBpalleHue 3arnycka uan BbinosiHeHus BpegoHocHoro 10: App Store nnu
Gatekeeper B coueTaHun co cnyx6oi 3aBepeHus

2. brioknpoBka pabotbl BpegoHocHoro 10 B cuctemax rnosb3osartess: Gatekeeper, cnyxba
3aBepeHuns n XProtect.

3. YcrpaHeHue BpenoHocHoro 10, koTopoe yxe 3apasunsio cuctemy: XProtect

MepBbli ypOBEHb 3alMTbl NPeAHa3HavYeH and npeaoTBpalleHnsa pacnpocTpaHeHus
BpeaoHocHoro MO unm ero ogHOKpaTHOro 3anycka. 3a 310 oTBevatoT App Store
n Gatekeeper B coyetaHum co cnyxo6ol 3aBepeHuns.

Cnepnyolinii ypoBeHb 3alMTbl MOMoOraeT 6bICTPO 06HapYXUTb U 6N1OKMPOBaTb
BpenoHocHoe O B cny4yae ero nosiBieHNs Ha KoMnbloTepe Mac, 4To HeoBX0aAMMO Kak
0N OCTAaHOBKW pacnpocTpaHeHus, Tak U Aas 0O4UCTKK cucteM Mac, B KOTOpble OHO
yXe BHeapunocb. B pononHeHne k Gatekeeper n cnyxbe 3aBepeHUs Ha 3TOM YPOBHe
nopkntoyvaetca XProtect.

HakoHeu, XProtect 3aHnmMaeTca ycTpaHeHneM BpegoHocHoro MO, koTopoe cMorno
YCMNEeLWHOo 3anyCcTUTbLCS B CUCTEME.

B cCOBOKYMHOCTM 3TN CpeacTBa, Kak onvcaHo ganee, obecneynBaioT COOTBETCTBYIOLLYIO
Hagnexaulen npakTuke 3alnTy oT BUPYCOB U BpedoHocHoro MO. CyuwecTByOT U gpyrue
CpeAcTBa 3alliMTbl, B YaCTHOCTU Ha KoMnbloTepe Mac ¢ unnom Apple, ons orpaHnyeHuns
noTteHuManbHoro yuiepba ot BpegoHocHoro MO, KOTopoMy yaanocb 3anyCcTUTbCs B
cucteme. macOS MOXeT MOMOYb 3alWMTUTb NOJIb30BaTENbCKNE AaHHble OT BPEOOHOCHOro
MO (cM. paspen 3awmTa NpU 4OCTYMNe NPUIOXKEHUN K MONb30BaTENbCKUM OaHHbIM) U
MOXET OorpaHnYMBaTb OENCTBUSA, 0OCTYMNHbIe BpeaoHocHoMy MO B cuctemMe (CM. pasgen
LlenocTHOCTb onepaLMoOHHON CUCTEMDI).

3aBepeHue

3aBepeHne — 3710 cnyxba koMmnaHuu Apple, ncnonbayemas Ans BbiSBNEHUS BPeLOHOCHOIO
MO. PazpaboTymku, KOTOpPble XOTAT PAaCNpPOCTPaHATb npunoxeHusa ansg macOS

He yepes App Store, oTNpPaBAsAOT CBOU NPUNOXKEHUS HA NPOBEPKY B paMKax npoLecca
pacnpocTpaHeHus. Apple npoBepsieT nonyyYyeHHOe NporpamMmHoe obecrnevyeHme Ha
Hann4yme M3BeCcTHOro BpeaoHocHoro MO 1, ecnn OHO He o6Hapy>XXeHO, BbigaeT bunet
3aBepeHnsa. ObbIYHO pa3pPaboTUMKN NPUKPENN[IOT 3TOT BUNET K CBOUM MPUNOXKEHUAM,
4yTOo6bI TExHONOrna Gatekeeper Mmorna NpoBepuUTb N 3anNyCTUTb NPUIOXKEHME aaxe 6e3
NOOK/OUYEHNS K UHTEPHETY.
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Apple Tak>Xe MOXEeT BbINYCTUTb BUNET aHHYNALUN A9 NPUTOXKEHUS, €CNN CTaNo U3BECTHO,
YTO OHO ABNAETCS BPEAOHOCHbIM, JaXe ec/ln paHee OHO MoJly4nno 3aBepeHune Apple.
macOS perynspHo NpoBepsIET HaNM4yMe HOBbIX BUNETOB aHHyNaUUK, Tak YTo Gatekeeper
BlafjleeT caMoW akTyanbHOU MHGopMaumen n MoxeT 610KMpoBaTb 3anyck Takux dannos.
3TOT NPOLLEeCC NO3BOJIAET 0YEHb BbICTPO 6/1O0KNPOBATH BPEAOHOCHbIE NMPUIOXEHUS,
NOCKOJIbKY OGHOBNEHMS BbIMOMHAOTCAS B POHOBOM pPeXMME M ropasfo valle, YeM faxe
doHoBble 06HOBNEHUSsI curHaTyp XProtect. Kpome Toro, aToT MexaHn3M 3aLinTbl MOXET
NPUMEHATbLCS K MPUNOXEHNIM, KOTOPble paHee 6bliv 3aBepeHbl KoMnaHuen Apple, 1 K TeMm,
KOTOpble He MpOoLUKM 3TOT NpoLecc.

XProtect

B macOS BcTpoeHa aHTUBMPYCHaa cucTema, kotopas HasbiBaeTcs XProtect. OHa
obHapyxuBaeT 1 yganaet BpeaoHocHoe MO nyTemM ero cpaBHeHUsa ¢ 6a3oi curHaTyp.
3Ta cuctema ncnonbayet curHatypbl YARA, 4yTo6bl 06HapyxmBaTb BpegoHocHoe MO
nyTeM cpaBHEHUS Noao3puTenbHbiX GalnfioB ¢ 6a3oi CUrHaTyp, perynapHo obHOBNSEMON
Apple. Apple oTcnexmnBaeT HOBble C/ly4Yaun 3apakeHua 1 pasHOBUAHOCTU BUPYCOB U
aBTOMAaTMYECKM — OTAE/IbHO OT CUCTEMHbIX OGHOBNEHNN — OBHOBNAET CUrHaTypbl. ATO
no3BonseT NpeaynpeanTb 3apaxeHue koMmnbioTepa Mac BpegoHocHbIM 0. XProtect
aBTOMaTM4eCcKku pacrnosHaeT U 610KMpyeT BbiNOSIHEHNE N3BECTHOIo BpeaoHocHoro MO.

B macOS 10.15 n HoBee XProtect npoBepsieT nporpaMmHoe obecrnevyeHne Ha Hannyme
M3BECTHOrO BPEOOHOCHOr0 KOHTEHTA B C/IefYyLWNX CUTyaunsax.

- TMpunoxeHune 3anyckaetcs B NepBblil pas.
- [punoxeHune 6b110 U3MeHeHO (B palioBon cucteme).
+  CurHatypbl XProtect 6bin1 06HOBMEHDI.

Korpa XProtect pacnosHaeT nsBecTtHoe BpegoHocHoe 10, oHo 6nokupyeTcs

1 nepemMeltaeTcs B KOP3MHY. 3aTeM Nosb30BaTe b NosiyyaeT onoselleHne B Finder.
Monb3oBaTenio MOXeT ObITb NPeasioXXeHo oTNpaBuUTb 06pasubl BpegoHocHoro MO B Apple
04 nosblleHns 6esonacHocT macOS. Ecnn nonb3oBaTenb cornawaetca, XProtect
BbIrPY>KaeT TONbKO UCMOMHAEMbIN Ko, BpegoHocHoro MO, a B cnyvyae NporpaMMHOro
naketa — Becb naket. Hukakue gpyrve gaHHble He OTNpaBnstoTCS.

lMpumeyaHune. 3aBepeHne adPeKTUBHO B OTHOLIEHUN U3BECTHbIX GafoB (Mnn xewen
$annoB) N MoOXeT UCMOMb30BaTbCA AN MPUIOXKEHUN, KOTOPbIE paHee yXe 3amnyckanuch.
MpaBuna aHanusa curHatyp XProtect asngiotca 6onee yHMBepcanbHbIMU, YEM XeLl
KOHKpeTHoro daina, NosToMy flaHHas TEXHOIOTMS MOXET pacrno3HaBaTb BapuaHThl,
KoTopble Apple ewwe He Bugena. XProtect ckaHnpyeT TO/IbKO Te MPUIOXEHUS, KOTOPbIE
OblNM 3BMEHEHDBI UMW 3aMyCcKaloTCcs BMNepBble.

Ecnu BpegoHoCcHOe nporpamMmHoe obecneyeHne NpPoHMKHET Ha Mac, B 3ToM cny4vae
XProtect NnpMMeHUT TEXHONOTUIO AN YCTPaHeHUs 3apaxeHuit. Hanpumep, ee

MoAyNb, NpefHasHa4YeHHbIN 09 YCTpaHeHUs 3apaxeHus, nonyvyaet aBToMaTnyeckmne
ob6HOBEeHNs oT kKoMnaHun Apple (B aBTOMaTUYECKNX OBGHOBIEHMAX CUCTEMHbIX halinos
1 B OOHOBJIEHMSAX CUCTEeMbl 6e3sonacHoCTM). OTa cuctemMa yganaet BpegoHocHoe MO
nocrne nosyyeHnss o6HOBMIEHHON MHbOPMaLUKU U NPOAO/IXKAET NepPUOANYECKN NMPOBEPATb
Hann4me 3apaxeHui; ooHako XProtect He nepesarpyyxaeTt Mac aBTomaTtudeckun. Kpome
Toro, B XProtect BcTpoeHbl NnepenoBbie MHCTPYMEHTbl OOHaPY>XXeHUsS HEM3BECTHOT O
BpeaoHocHoro MO Ha ocHoBe aHanm3a ero noeegeHund. MHPpopmaumsa o BpegoHocHoM M0,
pacno3HaHHOM 3TUMW MHCTPYMEHTaMM, B TOM Yncne 0 ToM, Kakoe 10 OTBETCTBEHHO

3a ero 3arpysky, Mcnosb3yeTtcsa ang ynyduweHus curHatyp XProtect u 6esonacHocTu
macOS.
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ABTOMaTu4eckme o6HoBNeHUsa cuctemMbl 6e3onacHocTtu XProtect

Apple aBToMaTnyecku BbinyckaeT o6HoBneHusa ang XProtect Ha ocHoBe akTyanbHOWN
OOCTYnHOM MHGopMaLum 06 yrposax. Mo ymonyaHuto macOS npoBepsaeT Hannune Takmx
ob6HOBNEeHNI exxeaHeBHO. OGHOBNEHMA CNYXObl 3aBepPeHNs, KOTOPble pacnpoCTpaHATCS
C nucrnonb3oBaHneM cuHxpoHmnsaumm CloudKit, nponcxogdat HaMHOro valle.

PearunpoBaHue Apple Ha o6Hapy>XeHne HOBOro BpegoHocHoro Mo

O6HapyXeHne HOBOro BpegoHOCHOro MO NpMBOAUT K NPUHATUIO psaa Mep.

- OT3biBatoTCca Ntobble CBA3aHHble cepTudUKaTtbl, NPUBSA3aHHbIE K MAEHTUDUKATOPY
pa3paboTynka.

«  BbinyckatoTca 6uneTbl aHHYNALUM 3aBepeHns a1a Bcex dalinos (MpUNoxXeHnn un
CBA3aHHbIX Gainos).

- PaspabarTbiBatoTCs U BbiMycKaloTca curHatypbl XProtect.

BblgBNeHHble CUFHaTYpPbl TakXXe NMPUMEHSIOTCS PETPOaKTUBHO K paHee 3aBepeHHOMY
nporpaMmmMmHOMY o6ecnequV|ro, a ntobble HOBble cny4yau 06Hapy)K6HVIFI npmuBoaaT
K BbIMOJIHEHUIO OAHOI0 NN HECKOJIbKUX ﬂeVICTBMIZ, OMUMCaHHbIX paHee.

B ntore 06Hapy>KeH|/|e BpegoHocHoro MO 3anyckaeT pa Waros, BbIMOIHAEMbIX B TEeYEHME
nocnenoymowmnx cekyHa, 4acos u ,D,Hel7|, 4YTOObI 3aWLNTUTL NONb30BaTENEN Mac, Hackonbko
3TO BO3MOXHO.

O6xopn Gatekeeper n cobbiTug XProtect

Ons paspabotymkos, cospatowmx MO gns obecnevyeHns 6esonacHocTn, B macOS gocTyneH
AP| 6e30macHOCTM KOHeYHbIX ycTpoicTB. Ha Mac ¢ macOS 15 1 HoBee CTOPOHHUE
paspaboTymKku Tenepb MOryT Nofy4yaTb CBeAEHNS O COBbITUAX, KOrAa Nosb3oBaTeb
obxoounT Gatekeeper ong sanycka Kakon-nmbo nporpamMmbl. 3To NOMoraeT paspaboTynkam
BECTU LLeHTPanM30BaHHbI XypHan Takmx cobbiTuiA. Takas BO3MOXHOCTb 0CO6EHHO
nonesHa gna agMuHucTpatopoB 1 B O ana obecneyeHna 6e30nacHOCTU, TaK Kak oHa
CUTHaNn3npyeT o 3anycke HeHageXHoro MO Ha KoOHeYHbIX ycTponcTBax. [Nonb3oBatenu
TakXXe MOryT npocMaTpuBaTb 3TU COObITUA B yTUNUTE eslogger, BCTpoeHHoM B macOS.

APl 6e30MacHOCTM KOHEYHbIX YCTPOWCTB TakxXe npepocTtasnseT nHdopmaumo
o0 BpepoHocHoM [0, pacno3HaHHoOM XProtect. Pa3zpaboTumkm MoryT npocMaTpuBaTb
clnefylouyto MHpopMauuio:

. cnucok $ainos, pacrnosHaHHbIX XProtect;
- noanucb XProtect, cBA3aHHY0 ¢ cobbITUEM pacrno3HaBaHus.

CTOpOHHME pa3paboTyumky MoryT cobupaTb 3Ty AONONHUTENbHYIO MHOOPMAL U0
M XpaHUTb ee ANS OalbHENLIEero pearMpoBaHns Ha yrposbl U LLEHTPANIM30BaHHOIO
XYpPHanuMpoBaHus.
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KoHTponb goctyna npunoxeHnn Kk ¢pamnam B macOS

KomnaHua Apple cumMTaeT, 4TO NPUIOXKEHNI MOTYT UCMOMb30BaTb AaHHbIe NoNb3oBaTeNs
TOMIbKO C €ro cornacus U TosibKO €C/IM OH MOJTHOCTbO MOHMMAET U KOHTPONMPYeT Takoe
ncrnonbsoBaHme. B macOS 10.15 n HoBee 3TOT NOAXOA peasiM30BaH Ha YPOBHE CUCTEMDI.
OH nomMoraet y6eamnTbca, YTo BCE NMPUIOXEHNS MONYYMIN cornacue nonb3oBartens
nepepn nony4yeHMeM AocTyna K dainam B nankax «JOKYMEHTbI» U «3arpy3ku», a Takxe
Ha Pabouem cTone, B iCloud Drive n B ceTeBbiXx TOMax.

B macOS 10.13 n 60nee HOBbIX BEPCUSAX CUCTEMbI MPUNOXEHUS, KOTOPbIM TpebyeTcs
OOCTYIN KO BCEMY YCTPOMUCTBY XPaHeHMs, 4ONXHbI ObiTb AsBHbIM 06pasomM gobaBneHbl B

CucTeMHbIX HaCTpOVIKaX. PaspelleHune nonbsoBaTens Takxe Tp66y6TCFI aong Nncrnonb3oBaHUSA

GYHKLUNIN yHMBEPCANbHOro AOCTyMNa M aBToMaTu3aumm. 3To noMoraeT y6eanTbes, YTo
OHM He 06XxoaAT Apyrve cpencTBa 3aWmnTbl. B 3aBUCMMOCTM OT MONMTUKKN 0CTyNa
nofb3oBaTesio npeanaraerca NM6o oT nonb3osaTens TpebyeTcs USMEHUTb HaCTPONKY
B yKa3aHHOM HWXe pa3gene.

- B macOS 13 nnun HoBee. «CUCTEMHbIE HACTPOMNKU» >
«KoHbunpeHumanbHocTb 1 6e3onacHocTb» > « KOHOUAEHLNANBHOCTb».

- B macOS 12 unn 6onee paHHUX Bepcuax. « CUCTEMHble HaCTPOMKU» >
«3almTa n 6e3onacHocTb» > «KoHPUAEHUNANbHOCTb».

AnemeHT MpunoxeHune BbIBOAUT 3anpoc Ansa Monb3osaTtesnb AO/MKEH U3MEHUTDb

nonbsopaTens CUCTEMHble HacTPOMNKHM
KOH®UAEHUMANbHOCTN

YHUBEpCanbHbIii LOCTYN (x] 9
MONHbIN LOCTYN K BHYTPEHHEMY (%] 9
XpaHuaunLLy

®ainbl 1 nanku 9 °

lMpumeyvaHue. B TOM yucne nanku
«Pa6ounit cton», «JOKYyMEHTbI»,
«3arpysku», ceTeBble ToMa

N CbeMHble TOMa

ABTOMaTuM3auus (cobbitns Apple) Q Q

Ecnn nonb3oBaTenb Bkato4ynn FileVault Ha Mac, To nepepn npoao/iXXeHneM npolecca
3arpysku 1 nojlyd4eHmeM JoCTyna K crneumanmanpoBaHHbIM pexnmam 3arpyskum
notpebyeTcs BBECTU AENCTBUTENbHbIE YYETHble faHHble. be3 AeNCTBUTENbHbIX YYETHbIX

OaHHbIX 05 BXO4a MW KJtoYa BOCCTAHOBJ/IEHMS TOM OCTaHeTCs 3aWndpoBaH M 3almLLEH OT
HeCaHKLMOHNPOBAHHOIO OOCTYNa, f4aXe ecnu n3enedyb pusnyeckoe yCTpOl‘/'ICTBO XpaHeHunsa

M3 KOMMbOTEPA U NOAKMAIOYNUTb €ro K ApyromMmy KoOMnbroTepy.

YT00Obl 3aWMTUTb AaHHble B KoprnopaTuBHon cpeae, UT-oToen gonkeH 3agaTb
NoNNTUKM KoOHburypaunum FileVault n BKIOYNTb UX MPUMEHEHUE C MOMOLLBIO CUCTEMDI
ynpaefeHns MobunbHbiMu ycTpoicteamun (MDM). OpraHmsaumnsam oCTynHO HECKOMbKO
crnoco6boB ynpaBneHns 3awmdpoBaHHbIMM TOMaMM, BKIOYAs KOPNoOpaTUBHbIE K04
BOCCTAHOBJ/IEHUS, NINYHbIE K/OYM BOCCTAHOBMNEHUSI (KOTOPbIE MPU XKENaHUN MOXHO
nepegatb B MDM gns xpaHeHus) unm nx coyetaHne. B MDM TakXe MOXHO yCTaHOBUTb
NOMNTUKY POTaLMU KOYEN.
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Moppep>kka pacwmpeHun B i0S, iPadOS, macOS
n visionOS

MpunoxeHus B i0S, iPadOS, macOS u visionOS MoryT npeaocTaBnsiTb CBOU

GYHKUMN OpYyrUM NPUNOXEeHUSM NOCPeaCcTBOM pacluMpeHmnin. PaclumpeHns — ato
creuvannanpoBaHHblie NognncaHHble NCMOoTHAEeMble ABOUYHbIe ¢haibl, BXOAALWME B NakeT
npunoxeHusa. Bo Bpemsa ycTaHOBKM CUCTEMa aBTOMaTUYECKM 0BHapyXXmnBaeT pacluMpeHns u
nenaet UxX AO0CTYMNHbIMU AN OPYTUX MPUNOXEHUN, NCMONb3YIOLWNX MOAXOASALLYIO CUCTEMY.

Toukun pacwmpeHus

O6nacTb CUCTeMbI, NpefHa3HavyeHHas ANg NoAOePXKM pacluMpeHunii, HasbiBaeTcs

TOYKOWM paclumpeHns. Kaxnas Touka paclwmpeHns npegoctasnset APl n o6ecneunsaet
npuUMeHeHVe NoIMTUK B CBOel obnactu. CucteMa onpenensieT AOCTYMHble pacliMpeHuns Ha
OCHOBE NMpaBuJl COOTBETCTBUSA, 3a4aHHbIX /1 KOHKPETHON TOYKUN pacwnpeHus. CuctemMa
aBTOMaTMYeCKM 3anyckaeT NpoLecchbl PpaclIMPEHNn Mo Mepe HeoBXoaMMOCTHU U yrnpaBnseT
NX 3aKpbiTUEM. YTOBbl OrpPaHNYNTb OOCTYMHOCTb PACNPEHNIN KOHKPETHOMY CUCTEMHOMY
NPUNOXEHWIO, MOXHO MCMO/b30BaTh Npaea. Hanpumep, Buaxert «CerogHa» otobpaxkaetcs
ToNbKO B LleHTpe yBeooOMEHN, a pacluMpeHme aKCrnopTa 4OCTYMNHO TONbKO B NaHenu
ob6uiero goctyna. MpumMepamn Touek pacluMpeHns SBASIOTCS BUOXKETbl «CerogHsa»,

KHoMKa «logennTbca», 4elCTBUA, pefakTupoBaHne otorpaduii, ICTOYHUK GaisioB u
HacTpauBaeMas knaemaTypa.

O6MeH JaHHbIMU MeXAY pacLUMPEeHUIMU

PaclumpeHusa paboTatoT B CO6CTBEHHOM afpecHOM NpocTpaHcTBe. 019 o6MeHa AaHHbIMU
MeXay paclinpeHnemM 1 MpUnoXxeHneM, KoTopoe ero 3anycTuio, UCNoNb3yeTcs
MeXMnpol,eccHas CBA3b NPKU NoCpeaHNYecTBe CUCTEMHOMN NporpaMmMHoON cpenbl. Y HUX HeT
JocTtyna K dainam unm agpecHoMy NpocTpaHcTBY ApYyr Apyra. PaclumMpeHuns nsonmposaHsbl
Lpyr OoT Apyra, OT COAepXXallero X NPUNoXeHUs 1 OT NPUTOXEHNI, KOTOpPble UX
ncnonb3ytoT. OHM UCMONMHAOTCS B NeCoYHULE, Kak NMobble Apyrve NpunoXeHUs CTOPOHHUX
pa3paboTuYnKOB, a UX KOHTEHep oTaeneH OT KOHTeNHepa, CoaepXKallero npuioXxeHue.
OnHako UM O0CTYMHbI T e HacTPOWKM KOHOUAEHUNANbHOCTU, KaK Y NPUIOXKeHUA-
KOHTeWHepa. CnegoBaTebHO, €Cnv NoMb30BaTeNlb NPEAOCTaBU MPUNOXEHUIO 4OCTYN K
KoHTakTaM, 3TOT AOCTYN TakXe MnofiyyaT pacluMpeHuns, BCTPOEHHbIE B MPUNOXEHNE, HO He
nonyyat pacliMpeHus, 3anyckaemMble MPUNOXKeHNEM.

Ncnonb3oBaHMe HacTpanBaeMbixX KnaBuaTyp

HacTpavBaeMble KnaBuaTypbl ABASIOTCA 0CO6bIM TUMOM pPaclUMPEeHunii, KoTopble
BK/IlOYalOTCS Mo/b3oBaTeneM cpasy a1a Bceit cucteMbl. Korga paclumperune knasmuaTypbl
BKJ/IIOYEHO, OHO UCMOJIb3yeTcs A1 BCEX TEKCTOBbIX MONeN, KpoMe Nons Kog-napons

n no6oro nong 6esonacHoOro BBoAa TekcTa. YTobbl orpaHUYMTb Nepepady AaHHbIX
nosfb3oBaTesns, No YMOMYaHMIO HacTpanBaeMble KlaBUaTypbl 3aMyCcKalTca B MeCoYHuLLe
C CWUJIbHO OrPaHMYeHHbIMU BO3MOXHOCTAMM; 3Ta NecoYyHunua 610KMpyeT OOCTYN K CeTy,
K cnyx6aM, KOTopble BbIMOHAT CEeTeBble onepaLun oT UMEHU NpoLecca, a Takxe K
nHTepoelicam API, KoTopble MOrn Gbl MO3BOMIUTbL PaCLUMPEHUIO U3BeKaTb BBOAMMbIE
LaHHble. PaspaboTymMkn HacTpanmBaeMblxX KJlaBnuaTyp MoryT 3anpocuTb s CBOero
pacwnpeHuns oTKPbITbIA OCTYM, YTOObI MOC/e Noy4YeHuss cornacus ot Nosib3oBaTens
cucTeMa Morna 3anyckaTb paclnpeHne B NecoYHuLLEe, UCMOMb3yEeMO Mo YMOMYaHMIO.
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MDM wu paclumnpeHuns

Ha ycTpolicTBax, KOToOpble 3aperucTpupoBaHbl B CUCTEME YyMNpaBneHnUsa MobunbHbIMK
ycTponcteamm (MDM), pacwmnpeHnsa ons paboTbl ¢ JOKYMEHTaMN U KNaBuaTypammu
NoAYNHAIOTCS NpaBuIaM yrnpasfieHMa cpenon npocMoTpa. Hanpumep, cuctemMa

MDM MoOXeT NpUHATb Mepbl, 3aNpeTMB NosIb30BaTe/l0 3KCMOPTUPOBATb JOKYMEHT U3
yNpaBigaeMoro nNpuioXeHUa B HeyrnpasigeMoe XpaHuuniie JOKYMEHTOB UKW 3anpeTuns
MCMNONb30BaTb HEeyNpaBAseMyto KnaBnaTypy B yrnpaBasgeMoM npunoxeHun. Kpome toro,
pPa3paboTUYMKN NPUNOXKEHUN MOTYT 3aMpPEeTUTb UCMNOSIb30BaHNE CTOPOHHUX PacLUMPEHUN
KNaBMaTyp B CBOEM MPUSTOXEHUN.

DOYHKUMM 6e30MacHOCTU B NPUITOXKEHUN
«3aMeTKun»

B npunoxeHne «3amMeTkn» BCTpoeHa ¢yHKUMSA «CekpeTHble 3aMeTKku» (Ha iPhone, iPad,
Mac, Apple Vision Pro u calite iCloud), no3eonstowas 3aWmMTUTb COAEPXMMOe OTAENbHbIX
3ameTok. MNonb3oBaTenu Takxe MOryT 6e30MacHoO AeNnTbCcs 3aMeTkaMn ¢ APYruMu.

CekpeTHble 3aMeTKHU

CeKkpeTHble 3aMeTKM 3alluLLEeHbl CKBO3HbIM WMGPOBAHMEM C UCMONb30BaHMEM
npuayMaHHOro rnofb3oBatenem napons, 6€3 KoToporo HEBO3MOXHO NPOCMOTPETb 3TH
3aMeTKM Ha NoafepXXUBaeMblx YCTPONCTBAX, a Takxe Ha canTe iCloud. Kaxgaa y4yeTHas
3anuchb iCloud (B TOM 4uncre y4yeTHble 3anmucu «Ha MoeM» yCTpPOMCTBE) MOXET UMETb CBOW
naporb.

Korga nonb3oBaTenb 3aceKpeymBaeT 3aMeTKy, cos3faeTtcsd 16-6aMTHbIN KoY Ha OCHOBE
BBEAEHHOr0 UM Napons ¢ ucnonb3oBaHnem anropntma PBKDF2 n SHA-256. 3ameTka n

BCe ee BNOXeHus wuopytotea no anropntMmy AES B pexnme Galois/Counter Mode (AES-
GCM). B CoreData 1 CloudKit cospatoTcs HOBble 3anncK AN XpaHeHUs 3amndpoBaHHOM
3aMeTKM, BNIOXEHUN, Tera n BekTopa nHuumannsaumn. Nocne cosgaHusa HOBbIX 3anncen
McxogHble HesawndpoBaHHble AaHHble yganatTcsa. Cnegyolme BNOXEHUS NOAAEPXMBAOT
wnopoBaHme: n3obpaxxeHns, 3apuUCoBKM, Tabnuubl, KapTbl U CaliTbl. 3aMeTKN, coaepxKalime
Opyrne Tunbl BAOXEHUN, HENb34 3allndpoBaTh, a HEMNOAAEPXXMUBAEMbIE BNOXEHMS HENb3A
006aBUTb B CEKpPeTHble 3aMeTKMN.

145



besonacHocTb nnatdopmbl Apple

[ng npocMoTpa CEKPETHON 3aMeTKM Nob30oBaTeNb AOJI)KEH BBECTU NapPO/b NN NMPONTK
ayTeHTudumkaumo ¢ nomouybto Optic ID, Face ID nnu Touch ID. Mocne ycnewHown
ayTeHTUdMKaLMmM nonb3oBaTens 4fs NPocMoTpa UM CO34aHNSA CeKPETHOM 3aMeTKn
npunoxeHne «3amMeTkM» 3anyckaeT 6e3onacHbin ceaHc. Bo Bpemsa 6e3onacHoro
ceaHca nosib3oBaTeslb MOXET NMPoCMaTPMBaATb CEKPETHbIE 3aMeTKM UK 3alinlLaTb
Opyrve 3aMeTKK, He MPOXOAs NOBTOPHYIO ayTeHTUdMKaumo. OgHako 6e3onacHbiii ceaHc
pacnpocTpaHaeTcs TObKO Ha 3aMeTKM, 3allMLLEHHbIE C MOMOLLbIO TOrO Xe napons.
Ecnu 3aMeTkn 3almiLeHbl C MOMOLLbIO APYroro napons, notpebyerca ayTeHTudmnKaums
nonb3oBaTtens. besonacHbIli ceaHC nNpekpallaeTcs, ecnu:

+ Nofb3oBaTe/b KacaeTcs KHOMKN «3abnoKNMpoBaTb» B MPUIOXKEHUN «3aMETKU»;
- iPhone, iPad unu Apple Vision Pro 6nokupyetcs;

- npunoxeHue «3amMeTkn» Ha iPhone, iPad nnu Apple Vision Pro nepexognT B $OHOBbI
pexum 6onee 4eM Ha 3 MUHYTHI;

«  NpunoxeHne «3aMeTkm» Ha Mac nepexoauTt B GOHOBbIN peXxum 6onee 4eM Ha 8 MUHYT.

YT06bl NIBMEHUTb NMapPOb CEKPETHON 3aMeTKM, NOSb30BaTEsb AOJI)KEH BBECTU TEKYLLNNA
naposib, Tak Kak Ansg cMeHbl napona Henb3sa ncnonbsoaTb Optic ID, Face ID unu Touch ID.
Mocne Toro Kak nosib3oBaTesb BbiGpan HOBbI Naposb, NPUIoXeHNE «3aMeTKn» MOBTOPHO
3alMLLAeT KJTOYN CYLLLECTBYOLLMX 3aMETOK B TOM Xe YyYeTHOM 3anucu, 3amppoBaHHbIX
npegbiaywmm naponem.

Ecnu nonb3oBaTenb HeNpaBuabHO BBOAUT Naposb TPU pasa noapsn, npunoxeHume
«3aMeTKn» NnokasblBaeT NMoackasky, 3afaHHyo Nosib3oBaTe/leM NPK HAcTpoke (ecnu

OHa 6bina 3apgaHa). Ecnm nonb3oBaTtesb MO-NMPeXHeMy He MOXEeT BCMTOMHUTb NMaposb, ero
MOXHO c6pOCUTb B HacTpolikax 3aMeTok. [locne aToro nonb3oBaTeslb CMOXET CO34aBaTb
HOBble CEKpPeTHble 3aMeTKN C HOBbIM Mapo/ieM, HO He CMOXET NPOCMaTPUBaTb CEKPETHbIe
3aMeTKMU, 3allulleHHble cTapbiM naposeM. Ecnm nonb3oBaTteslb BCMOMHUT CTapbli Naponb,
TO CMOXEeT NpocMaTpMBaThb CTapble CeKpeTHble 3aMeTKM faxe rnocnie cb6poca napons.
[na cbpoca napona Heob6xo4MMOo 3HaTb Naposib y4yeTHol 3anucu iCloud nonb3oBaTens.

O6wue 3aMeTKMn

Ecnu kK 3aMeTke He NPUMEHEHO CKBO3HOe WndpOoBaHME C UCMONb30BaHMEM Napons,
MOXHO NMPeaoCcTaBUTbh AOCTYMN K TaKOW 3aMeTKe ApYyrum nonbsosatensam. Ona noboro
TeKcTa W BnoXxeHuii, obasngaemMbix nonb3oBaTenemM B obulyto 3amMeTky, Apple nucnonbsyet
Tun 3awmnopoBaHHbIX aaHHbIX CloudKit. Pecypchbl Bcerga WndpyoTcs Ko4YoMm,
3awmndposaHHbiM B CKRecord. MeTagaHHble, Hanpumep gaTbl CO34aHUA U UBMEHEHMS,
He wnopytotca. CloudKit ynpasnseTt npoLeccoMm, UCMOoNb3ys KOTOPbIN YY4aCTHUKN MOTYT
wnopoBaTh U AewndpoBaTbh NPUHaANEXalme opyr 4pyry gaHHble.
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DYHKLUNMN 6e30NacCHOCTU B NPUITOXKEHUN
«bblCTpble KOMaHAbI»

Mpn HeobxoamMMocCTK BbICTPble KOMaHAbl U3 NPUNOXEHUs «BbICTpble KOMaHObI» MOTYT
ObITb CUHXPOHU3MPOBaHbI Mexay ycTpoicTteamu Apple ¢ nomMoulbto iCloud. MoxHO Takxe
noaennTbcsa ObICTPbIMKM KOMaHA4aMu ¢ ApyrMMmn nonb3osatenamum Yyepes iCloud. BbicTpbie
KOMaHbl XpaHATCSA NOKanbHO B 3alUMPPOBAHHOM BUae.

Monb3oBaTenbCckue BbICTPble KOMaHObl YHUBEPCabHbl: OHU MOXO0XW Ha CKPUMTbI U
npunoxeHus. Mpu 3arpyske 6bICTPbIX KOMaHA, U3 UHTepPHeTa Nosib3oBaTe b Nnony4vyaeT
npeaynpexaeHne o ToM, YTo GbicTpas KOMaHaa He npoBepeHa Apple, U MOXeT NpoBepuUTb
KOMaHay caMocToATeNbHO. YTO6bI 3alWUTUTb NONMb30BaTENA OT BPEOOHOCHbIX 6bICTPbIX
KOMaHf, noaaepxueaetcs aktyanbHaa 6a3a M3BECTHbIX BPEOOHOCHbIX NMPUIOXEHUN 1 Koaa,
YTO NMO3BONAET BbIABNATb BPEAOHOCHbIE BbICTPble KOMaHbl BO BPEMS UX BbIMOMHEHUS.

Monb3oBaTenbckue GbICTPble KOMaHObl MO3BONSAIOT 3aMyckaTb 3afaHHblil NONb30BaTeNEM
kop JavaScript Ha caliTax B Safari npu akTuBaUKUK Ha CTpaHuLLe aKcnopTa. YTobbl 3aWUTUTD
nonb3oBaTesna OT BPeAoHOCHOro kKoga JavaScript, KoTopblil MOXeT, Hanpumep, 06MaHHbIM
06pa3oM BbIHYAUTb MNOMb30BATENS 3aNyCTUTb CKPUNT Ha caliTe coLManbHOM CeTU, KOTOPbIN
6yneT cobupaTb JaHHble Nonb30oBaTesd, BbiNonHAeTCcs NpoBepka JavaScript no ynoMaHyToun
Bblllie 6ase onpeneneHnint BpeoHOCHbIX NpuioxeHnin. Korga nonb3oBaTtesb B NepBbIi

pas 3anyckaeT JavaScript B onpeaeneHHoM AOMeHe, eMy NpegnaraeTca paspelinTb
BbIMONHeHMe BbICTPbIX KOMaH[, coaepaliux JavaScript, Ha Tekyllei Be6-cTpaHuLe aToro
JOMeHa.
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BesonacHocTb cnyx6

O630p 6e3o0nacHOCTU CNYX6

Apple npennaraeT WMPOKUin Habop cyx6 ang NoBbIWEHUA NPaKTUYHOCTH

N 3pOEKTUBHOCTU YCTPOMNCTB. DTU CNY>XOBbl MPEAOCTaBNAT WNPOKME BOZMOXHOCTH
Ons 06/1a4HOro XpaHeHus, CUHXPOHMU3aUMK, XpaHeHUs Naponen, ayTeHTudukaumm,
onnaTbl, 06MeHa coobLeHMaMn, CBA3M U OPYrnx 3agad, npu sToM obecneymnsas
KOHOUOEHUMaNnbHOCTb Nonb3oBaTenelt n 6€30MacHOCTb UX AaHHbIX.

B o710l rnaBe pacckasbiBaeTcs 0 TexHonornax obecnevyeHmns 6€30NacHOCTU, UCMOMb3yeMbIX
iCloud, ¢yHkumen «Bxon c Apple», a Takxxe Apple Pay, iMessage, Apple Messages for
Business, FaceTime, JTokaToOpoM U GyHKLMEN HENPEPBIBHOCTU.

MpumeyvaHme. Cny>x6bl N KOHTEHT Apple [OCTYMHbI HE BO BCEX CTpaHax U permoHax.

AKkKayHT Apple n ynpasngembinn AKKayHT Apple

O630p 6e30nacHocTN AKKayHTa Apple

AKKayHT Apple — 3To y4YeTHas 3anucb, UCNosb3yemas g BXxofa B CEPBUCHI U Cy>6bl
Apple. MNMonb3oBaTenn JoMXHbI 6€30MacHO XpaHUTb AaHHble AN BXoAa B CBOW
AKKayHT Apple, 4TOGbl 3aWMUTUTL €ro OT HECAHKLMOHUPOBAHHOIO AocTyna. g aToro
AKkkayHT Apple TpebyeT MCnonb3oBaTb HafeXHble Naposin, KoTopble:

- [OOJIXHbl coaepXaTb He MeHee BOCbMW CUMBOJIOB;
«  [OOJIXHbI BKOYATb BYKBbI U LNDPbI;

- He [JoNXHbl coaepxXaTb TPU Uun 6oee OAUHAKOBbIX CUMBOJIOB NOAPAL;
«  He [Q0/NXHbl ABNATbCS YacCTO MCMOMb3yeMbIMU MNaPOIAMMU.

[Monb3oBaTenamM pekoMeHayeTCca ycTaHaBNMBaThb elle 6onee HagexHble naponu, nobasnas
OOoNnoSIHNnTeNnbHble CUMBOJIbl U 3HAaKW NpennHaHnA.

Apple Takxe yBegomngeT nosib3oBaTeNiei No afneKTPOHHOW noYvte unu B push-
yBeOoMJIeHUAX 6o o6onMu cnocobamm, ecnuv B yYEeTHYIO 3annch Oblsi BHECEHbI BaXHble
M3MEHEeHUs, HanpuMep ecnu 6biIM U3MEHEHbI NaTeXHble AaHHble NMM60 ecnn Naposb

mnn AkkayHT Apple ncnonb3oBancs gns Bxoga Ha HOBOM yCTponcTee. Ecnm 4Tto-To
BbIrNdanT HEe3HakKoOMbIM, MOJIb30BaTelt0 peKoMeHayeTCcd He3aMeasImTe/slbHO N3SMEeHUTb
naposnb cBoero AkkayHTa Apple.
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Kpome Toro, Apple 3agencTByeT Lenblil pag noaMTUK U npoueayp o8 3aWmTbl YYETHbIX
3anucen nonb3oBaTtenenn. Cioga BXoAUT OrpaHMYeHne KonmM4yecTBa NOMbITOK BXO4a U
nonbiTok cb6poca napons, akTUBHbIN MOHUTOPUHT MOLIEHHNYECKUX OEeNCTBUIA ANg NoMOoLLM
B 0O6Hapy>XXeHnn coBepllaeMblX aTak, a Tak)e perynspHbii NepecMoTp MNOAMUTUK C Yy4eTOM
no6oi HoBOM MHbOpPMaLMK, KOTopas MOXET NOBNATb Ha 6e30MacHOCTb NoMib3oBaTeNeNn.

lMpumeyaHme. TlonuTuka naponen gns ynpaensembix AKkayHToB Apple 3agaeTtcs
agMuHucTpaTopoMm B Apple School Manager unun Apple Business Manager.

OByxdakTopHasa ayTeHTUdUKaums

YT0Obl MOMOYb NOJSIb30BATENSAM OOMONIHUTENbHO 3alNTUTD YYETHbIE 3anucu, Apple

Nno yMONYaHUIO UCNONb3YeT ABYXaKTOPHYIO ayTeHTUGUKaLn — OONONHUTENbHbIN
ypoBeHb 3awwnTbl AkkayHTa Apple. OHa noMoraeT rapaHTMpOoOBaTb, YTO JOCTYM K YY4EeTHOMN
3anncuy MOXeT NOoJTly4YuUTb TOSIbKO ero Bnagesney, gaxe ecniv KTo-To APYroin 3HaeT naposnb
yyeTHoW 3anucu. NMpu ncnonb3oBaHUN ABYXPaKTOPHOM ayTeHTUdMKaLUN OCTYN K YYETHOM
3anucuK nosb3oBaTesis BO3MOXEH TOJIbKO C JOBEPEHHbIX YCTPONCTB, Takux Kak iPhone,
iPad nnu Mac nonbsoBaTens, a TakXe ¢ APyrux yCTPONCTB nocfe Ux noaTBepXaeHus

C MOMOLLLbIO OHOTO M3 OOBEPEHHbIX YCTPONCTB UIN JOBEPEHHbIX HOMEPOB TeslepoHa.
[na nepBoro Bxoga Ha ntob6oM HOBOM yCcTpolcTBe TpebyeTcsa ABa ¢parmMeHTa
MHbopMaumn: naponb AKkkayHTa Apple u WwecTnsHavHbin LMGPOBON NPOBEPOYHbLIA KOf,
KOTOpbIi oTo6paXkaeTca Ha AOBEPEHHbIX YCTPONCTBAX Nosb30oBaTeNsa UM oTnpasaseTcs
Ha JOBEpPEeHHbIN HoOMep TenedoHa. YkasaB 3TOT Kof, NMoJsib30BaTesNb NOATBEPXKAAeT CBOe
[0oBepue HOBOMY YCTPOMCTBY U ero 6e3onacHoCTb ANns Bxoga. Tenepb A4 Nony4yeHus
JO0CTyMna K yYeTHOM 3anncu nofb3oBaTensd HegocTaTo4HO o4HOro napond. [ByxdakTopHas
ayTeHTUbUKaLMa noebllwaeT 6e3onacHocTb AkkayHTa Apple n Bcein nuvHo nHdopmaumm,
KOTOpPYI0 Nonb30BaTesNb XpaHUT B Apple. 9Ta pyHKLUMA nHTerpuposaHa B i0S, iPadOs,
macOS, tvOS, watchOS n cuctembl ayTeHTUdUKALIMK, UCTONb3YyeMble Ha canTax Apple.

Korga nonb3oBaTenb BbIMOMHAET BXof Ha cainTe Apple B Be6-6paysepe, Ha Bce
[OBEepeHHble YCTPONCTBA, CBSA3aHHble C y4eTHoW 3anucbio iCloud nonb3oBaTtens,
nepepaeTcs 3anpoc noaTeepXxaeHuns Beb-ceaHca (BTopon dakTop ayTeHTudmukaumm). Ecnm
nonb3oBaTenb BXOAUT Ha calT Apple yepes Beb6-6paysep Ha JOBEPEHHOM YCTPOMNCTBE, Kof,
NnpoBepKun oTobpaxkaeTcsa NoKanbHO Ha 3TOM J0OBEPeHHOM ycTpolicTee. MNMocne BBoga koaa
Ha 9TOM YCTPOWNCTBE NoJib30BaTeNb NOATBEPXAaeT Beb-ceaHcC.

CGDOC napoJsjida n BoCCtaHoB/1IeHNUe AocTtyna K yLIeTHOVI 3anucu

Ecnu nonb3oBaTenb 3abbin naposb AkkayHTa Apple, ero MoXHO c6poCuTb Ha JOBEPEHHOM
ycTpoicTee. Ecnn goBepeHHoe YCTPOMCTBO HEQOCTYMNHO, HO NMOJMIb30BaTeNb 3HaeT

naposib, MOXHO BbIMOJIHUTb ayTEHTUGUKALMIO MYTEM OTNPABKM KOAa NPOBEPKN Ha HOMEP
TenedoHa, NCMoNb3yeMblii 4OBEPEHHbIM YCTPONCTBOM. [115 6bICTPOro BOCCTAaHOBEHUS
pocTyna K AKKayHTy Apple Tak)ke MOXHO BbINOMHUTb c6poc, BBeAsa KoA-naposb, KOTOPbIN
MCMONb30BasiCa paHee, 1 Koa, NpoBepkn ns SMS. Ecnn npobnemMy Henb3s pewmnTb
yKasaHHbIMM cnocobamMun, HeobxoaMMo crefoBaTh Npolenype BOCCTaHOBEHNS A0CTyna
K yyeTHol 3anucu. NogpobHee cM. B cTaTbe Cciyx6bl nogaepxku Apple: BocctaHoBneHne
y4YeTHOW 3anncK B criyyae, ecim c6pocuTb Naposib y4eTHoM 3anncu Apple He ygaeTcs.
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Be3onacHocTb ynpaBnsemMbiXx AKKayHToB Apple

YnpaBnsemMble AkKkayHTbl Apple paboTatoT BO MHOTOM Tak Xe, Kak 00OblYHble

AkkayHTbl Apple, HO NpuHagaexaT KoMnaHuM nnm obpasoBaTelbHOMY YUYPEXOEHMIO,
KOTOpble UMW YyNPaBAKAOT. 3T opraHm3aummn MoryT cbpacbiBaTb Naposin, orpaHuvnBaTh
BO3MOXHOCTW CBA3U, HanpuMep BblikatoYaTb FaceTime n iMessage, a Takxe ycTaHaBnMBaTb
npasa A0CTyMNa Ha OCHOBe pofelt g COTPYAHUKOB, NpenoaaBaTesien U yY4eHUKOB.

Ons ynpasnsieMbix AKkkayHTOB Apple, HeAOCTYMHbl HEKOTOPbIE CEPBUCHI, HaNnpumep
NokaTop, 3popoBbe 1 HomeKit).

YnpaBneHue A0CTYNOM K ynpasnsembiM AKKayHTaMm Apple

C NOMOLWbIO MHCTPYMEHTOB yMNpaBieHns 0OoCTynoM, BCTpOoeHHbIX B Apple Business Manager
n Apple School Manager, opraHusauumn MoryT onpeaensTh, rAe paspeLleHo UCMOoJb30BaTh
ynpasngemMble AKKayHTbl Apple 1 kakue cnyx6bl UM OOCTYTHbI.

NHCTpYMeHTbI ynpaBieHns 4OCTYMNOM Mo3BOA0T yKasaTb, MOTYT /I Nofb3oBaTeNn
BbINOJIHATb BXOf, C ynpasngeMbiM AkkayHToMm Apple Ha Nto60oM yCcTpoiCcTBe, TOMbKO

Ha ynpaBngeMblX YCTPOWCTBAX UIN TOMbKO HAa KOHTPONMPYEMbIX YCTPOMCTBAX.
AQMMHUCTPATOPbI Tak)Xe MOTYT yKasaTb, paspeLleHo NI NoMb30BaTeNsdM BbIMOMHATb BXOS,
B iCloud Ha caliTe. 3To faeT opraHM3aLMaM BO3MOXHOCTb yMpaBnaTh NpeaocTaBneHnem
JOCTyna K CBOUM [aHHbIM C ynpaBnisgeMblX yCTPOWCTB.

Kpome Toro, agMMHUCTPATOPbl MOryT yYKa3biBaTb, Kakue cny>6bl iCloud gocTynHbl

MX nonb3oBaTenam. MoMMMO NpoYero, MOXHO ynpaBnaaTb 4OCTYNOM K nporpammam Apple
Developer Program, nporpamme 6eta-tectupoBaHua AppleSeed ona UT-cneuynanmncTtos

M nopTany KoHdpuaeHunanoHocTn Apple Ha canTe privacy.apple.com.

YnpaensemMble AKKayHTbl Apple Tak)Xe NoanepXXnBatT COBMECTHYO paboTy

Han ookymeHTamum B Keynote, Numbers, Pages, HanoMuHaHuax n 3amMeTtkax, a Takxe
obuweHne yepes FaceTime n iMessage. [1ng sTUX CEPBUCOB OpraHmM3aumn MOryT yKasbiBaTb,
paspeleHo N1 nonb3oBaTensaM obwaTtbes ¢ nobbiMu cobecegHnKamMm UM TONbKO

C NONb30BaTENSIMU C YYETHbIMU 3aMUCAMU, CO34aHHbIM B TON Xe opraHusauum B Apple
School Manager nnu Apple Business Manager.

Ecnu npaBuna goCTyna M3MEHAIOTCA, HOBble MpaBuia HaunHaloT AeCcTBOoBaTh

Ha BCeX yCTPOMCTBAX, rae Mosb30BaTesb BbIMOMHWA BXOL CO CBOMM YMpaBisieMbIM
AxkkayHTOM Apple. Ecnvn namMmeHsaoTcs Tpe6oBaHUa K ynpaBaseMoMy CTaTyCcy YCTPOMCTBa,
TO Ha BCEX YCTPOMCTBAX, He COOTBETCTBYIOLLMX HOBbIM Tpe6GoBaHNAM, aBTOMATUYeCKH
BbINOJIHAETCS BbIXOA, M3 ynpasnsemoro AkkayHTa Apple.

KoHTponb ynpaBnsieMbix AKKayHTOB Apple

Ynpasnsemble AkkayHTbl Apple, cosgaHHble B Apple School Manager, Takxe
noafepXuBatoT GYHKLUN KOHTPOJIS, YTO MO3BONSET opraHnsaumam cobnogatb TpeboBaHus
3aKkoHogaTenbCTBa U HOpMaTuUBbl B chepe KoHbUaeHUManbHOCTU. MNMonb3oBaTeNb C POJbtO
agMUHUCTpaTopa, PYKOBOAUTENS NOAPA3LENEeHUS UMK PYKOBOAUTENS TPYMNMbl COTPYAHUKOB
MOXEeT KOHTPO/IMPOBaTb onpeneneHHble ynpasnsemble AkkayHTbl Apple.

KoHTponupytouime pykoBoAUTENN MOTYT OTCNEXMUBATb TONbKO Te yYeTHble 3anncu, KoTopble
pacnonoXxeHbl HUXe UX B Mepapxuu opraHnsaummn. Hanpumep, npenogasateny MoryT
KOHTPONMPOBATb YYaLLMXCH, PYKOBOAMTENM MOTYT KOHTPOMPOBATb NpenoaasaTenei u
yyalimxcs, a aAMUHUCTPaTOPbl MOTYT KOHTPONIMPOBaTb PyKOBOAUTENEN, NpenoaasaTenel u
yyauimxcs.
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Korpa yepes Apple School Manager 3anpalinBatoTcs y4eTHble AaHHble A1 KOHTPOJIbHOWN
NpoBepPKU, Co3daeTcs cneymanbHasa ydyeTHas 3annucb C A4OCTYMNOM TOJIbKO K TOMY
ynpaengaemMoMy AKKayHTy Apple, 0519 KOTOpPOro 3anpollieHa KOHTposibHas NpoBepka.
MHCNeKTop MOXET YMTaTb U U3MEHSATb KOHTEHT Nnosib3oBaTens, XxpaHawmniics B iCloud nnu
npunoxeHuax c nogaepxkon CloudKit. Bce 3anpocbl Ha Nofy4YeHMe ayguTOPCKOro gocTyna
coxpaHsatTca B XypHane Apple School Manager. B XXypHanax cogepxuTcs cnegytou,as
MHbOPMaLUS: KTO Obls1 MUHCNEKTOPOM; K KakoMy yrnpaBngeMoMy AkkayHTy Apple nHcnekTop
3anpocun 4ocTyn; BpeMsa 3anpoca U ¢akT NpoBeaeHNs MHCMEeKLMN.

iCloud

0630p 6e3onacHocTH iCloud

iCloud xpaHUT KOHTaKTbl, KaneHgapu, potorpadunn, 4OKYMEHTbl U Apyrue aaHHble
Nnosb30BaTesNs U aBTOMaTUYECKN NOoAAEepPXKMBAET UX aKTyallbHOCTb Ha BCEX YCTPOMCTBAX
nonb3oBaTtena. Kpome Toro, npunoXxeHns CTOPOHHMX Pa3paboTYMKOB MOTyT UCMOb30BaTb
iCloud ona xpaHeHUsa U CUHXPOHU3aLMUM JOKYMEHTOB, @ Tak)e 3Ha4YeHUI Knden

015 NPUNOXEHUN B COOTBETCTBUU C HacTpolikaMn paspaboTymka. 19 HacTpoliku

iCloud nonb3oBaTensaM He06X0AMMO BbIMOMIHNUTL BXOA CO CBOMM AKKayHTOM Apple

M BbIbpaTb HY>XHble cny>X6bl. HekoTopble ¢yHkumnm iCloud, Takmne kak iCloud Drive

n PesepBHoe konuposBaHue iCloud, MoryT 6bITb BbiktoYeHbl U T-aAMUHUCTPATOPOM

C MoMolLblo Npodunein KOHPUrypaumm CUCTeMbI yYrpaBneHns MobuabHbIMK

ycTpoincteamu (MDM).

[Ons 3aWnTbl NONb30BaTENbCKMX AaHHbIX iCloud NnpuMeHseT HagexXHble MeToAbl 3aLLNTbI
M CTporue nonuTukn. bonbwmMHCTBO AaHHbIX iCloud cHavana wndpyoTcs Ha YCTPONCTBE
nonb3oBaTens ¢ nomollbto knoden iCloud, creHepuUpPoBaHHbIX YCTPOUCTBOM, U NNLb
3aTeM BbIrpyxatotca Ha cepBepbl iCloud. [1ng Tex gaHHbIX, KOTOPble He 3alMLLLEHbI
CKBO3HbIM WM POBAHUEM, YCTPOMNCTBO NoNb30BaTens 6e30MnacHO BbirpyXaeT aTu
kntoun iCloud B annapaTHble Mogynu cucteMbl 6e3onacHocTh iCloud, Haxogdwumecs

B LleHTpax o6paboTku gaHHbiXx Apple. 3To no3BongeTt Apple noMmoraTtb Nosib30BaTeNSIM

C BOCCTaAHOB/IEHMEM [aHHbIX U paclindpoBbIBaTb JaHHbIe OT MMEHU Nnofib3oBaTenen,
Korga um aTo HeobxogMMo (Hanpumep, Npu BXoae Ha HOBOEe YCTPOMCTBO, BOCCTAaHOB/IEHUM
M3 pe3epBHON KONMUK UK gocTyne K gaHHbiM iCloud B MHTepHeTe). [aHHble,
nepenaBaeMble Mexay YyCTPOMCTBaMU Nnosib3oBaTtena u cepeepamu iCloud, oTaenbHoO
wndpytoTcsa Nnpu nepepade nocpenctsomM TLS, a cepBepsbl iCloud XxpaHAT gaHHble
nonb3oBaTenen ¢ A4ONO/HNUTENbHbIM YPOBHEM LINGPOBAHNUSA NPU XPaHEHUN.

Knioun wndpoBaHnd, Korga oHn AoCTynHbl Apple, HAOEeXHO XpaHATCS B LLeHTpax
06paboTkm gaHHbIX Apple. Mpun 06paboTke AaHHbIX, XPaHSALLUXCA B CTOPOHHEM LIEHTpe
06paboTKKM AaHHbIX, 3TU KJOYM WNPPOBAHNA OOCTYMHbI TONIbKO MPOrpaMMHOMY
obecneyeHuto Apple, 3anyleHHOMY Ha 3aliMLLEHHbIX CepBepax, Mpnu4YeM TONbKO Toraa,
Korfa BbinosiHseTca Tpebyemas obpaboTka. [ NOBbILEHNS KOHPUAEHLMANBHOCTHU

n 6e3onacHoOCTM MHorue cnyx6bl Apple ncnonb3ytoT ckBo3Hoe WndpoBaHue. bnarogaps
eMy OO0CTyn K Nosib30BaTeNbCKMM AaHHbIM iCloud MOXeT NonyyYnTb TObKO CaM
Nnosib30BaTesb U TOMIbKO C OBEPEHHbIX YCTPOMCTB, HAa KOTOPbIX MNOMIb30BaTEeb BbIMOJIHWUI
BX0[4, CO cBOMM AkkayHTOM Apple.
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Apple Takxe npepgnaraeTt nosb3oBaTendaM OBa BapuaHTa WNGPOBaAHUSA U 3aWUTbl OaHHbIX,
xpaHawmxcs B iCloud.

- CraHpapTHag 3awWuTa gaHHbIX (BbiIOpaHa No ymMon4vaHuio). Nonb3oBaTeNbCKMe AaHHble
iCloud 3awmdpoBaHbl, KNo4YN WMHPOBAHMSA HAAEXHO XPaHATCS B LLeHTPax 06paboTku
naHHbIX Apple, a Apple MoXeT noMoraTb C BOCCTAHOBNEHNEM [aHHbIX U YYETHOM
3anucu. CKBO3HbIM WMPPOBAHMEM 3aLLULLLEHDI NMLWb HEKOTOPbIEe AaHHble iCloud —

14 KaTeropui gaHHbIX, B TOM Yncfe gaHHble 340poBbsa 1 Naponu B CBA3Ke KitoYen
iCloud.

- PacwupeHHad 3awmTa gaHHbix anga iCloud. Heo6a3aTtenbHaa HacTpolika, KoTopad
obecneynBaeT HaMBbICLINIA YPOBEHD 3alMTbl 06M1a4YHbIX JaHHbIX, NpeaiaraeMbii
Apple. Ecnu nonb3oBaTenb BKAOYaeT PaClUMPEeHHY0 3alnTy AaHHbIX, TO 4OCTYnN
K K/to4am wndpoBaHus 6onblielt yactu gaHHbix iCloud aToro nonb3oBaTensa octaercs
TOJIbKO Y JOBEPEHHbIX YCTPONCTB MOJIb30BaTENS, NPU 3TOM [aHHble 3allUNLLEHDI
CKBO3HbIM LWndpoBaHneM. Korga y nonb3oBaTesniei BKAoYeHa PacluMpeHHas 3alnTa
OaHHbIX, CKBO3HbIM WIMGPOBaHMEM 3alLUMLLEHDI 23 KATEFOPUM UX AaHHbIX, B TOM YucCre
pesepBHble konuu iCloud, ®oTo, 3aMeTKM U Apyrue gaHHble.

KoHKpeTHble kaTeropun gaHHbix iCloud, 3aWmiLeHHbIX CKBO3HbIM WNdPOBAHNEM,
rnepeYncrieHbl B ctaTtbe cnyx6bl nogaepxku Apple O630p cucTeMbl 3alUTbl AaHHbIX
B iCloud.

LLindpoeanHume B iCloud

OyHKUMA wndpoBaHus gaHHbix B iCloud rnyboko MHTerpupoBaHa B Mofesib XpaHeHus
[JaHHbIX Ha BCEX YPOBHAX, HauYMHasa ¢ nporpamMmmHbix cpep CloudKit n uHtepdericos API,
KOTOpble MO3BOMAIT MPUTOXEHUAIM N cucTeMHOMY MO XpaHUTb Nofib3oBaTeNbCKME
OaHHble B iCloud 1 nogaep>XXmnBaTb akTyanbHOCTb BCEX JaHHbIX Ha Pa3/INYHbIX YCTPOMCTBaX
M B UHTEpHeTe.

WndposaHue B CloudKit

CloudKit — aTo nporpamMmMHas cpefaa, C NOMOLLbIO KOTOPOW pa3paboTUYnNKN MPUTTOXKEHUN
MOTyT XpaHuTb B iCloud gaHHble TUNa «KOY-3HAYEHUE», CTPYKTYPUPOBaHHbIE AaHHble
M pecypchbl (KpymnHble MacCUBbI AaHHbIX, XpPaHaLLMeca oTaeNbHO OT 6a3bl AaHHbIX,
Hanpumep nsobpaxeHna nnn snaeo). CloudKit nogaep>xmMBaeT Kak OTKpPbITblE, Tak

M NTUYHble 6asbl AaHHbIX, 00beAMHEHHbIE B KOHTEeNHepbl. K TMYHbIM 6a3aM OaHHbIX
npepocTaengeTca rnobanbHblil 4OCTYM, 06bIYHO OHM UCMOMb3YIOTCS 06LWMMU pecypcamm
M He wunopytoTca. B nMyHbix 6a3ax gaHHbIX XxpaHaTca gaHHble iCloud kaxgoro
nonb3oBaTtens.
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CloudKit ucnonbsyeTt nepapxuto kno4ein, KoTopas COOTBETCTBYET CTPYKTYpe AaHHbIX.
JInyHag 6asa maHHbIX KaXaoro KoHTelHepa 3alluiieHa nepapxueit Knden ¢ KopHeM

B aCCYMETPUYHOM KJIloYe, KOTOPbI Ha3blBaeTca K/IYOM Cyx6bl CloudKit. 9Tn Knoun

YHUKanNbHbl AN Kaxaoro nosb3osatens iCloud n reHepupytoTcs Ha UX A0BEPEHHbIX
ycTponcTBax. Korga gaHHble 3anucbiBatotcs B CloudKit, kntoum Bcex 3anucen
reHepupyoTca Ha JOBEPEHHOM YCTPONCTBE Mofib30oBaTeNs U NPUBSA3bIBatOTCA

K COOTBETCTBYIOLLEN MEPaAPXUM KITOYEN Nepep BbirPy3KO No6bIX AaHHbIX.

Kniou cnyx6e 3aludpoBaHHoe
CloudKit none
3awmnppoBaHHoe
/ none

Kniou 30Hs = nioy 3anucy - K04 pecypcos Em———— Pecypchl

MHorune cnyx6bl Apple, nepeuncneHHblie B ctaTbe O630p CUCTEMbI 3aLUTbl AaHHbIX
B iCloud, ncnonb3yT CKBO3HOE WKdpOBaHMeE C NOMOLLbIO KtoYva cnyxobl CloudKit,
KOTOPbINM 3alMLLEH aHANOTMYHO CMHXPOHM3aLmn Cesasku kntoden iCloud. Ons aTux
KoHTeHepoB CloudKit kntoumn cnyx6 [OCTYMNHbI TONIbKO Ha ALOBEPEHHbIX YCTPONCTBAX
nonb3oBaTens U HeJoCcTyNHbl Ang Apple n nobbix TPETbUX CTOPOH. DTU KON

CUHXPOHU3NPYIOTCA MexXay yCTpOI7ICTBaMVI nonb3oBaTenid, AaXke eCcsin Nosib3oBaTeslb pewnT

He CUHXPOHW3MPOBAaTb CBOW Naponun, KNKOYN BXOOa U Apyrue gaHHble ¢ nomolbio CBA3KNK
kntoyel iCloud. B cnyyae yTepu yCTpoOMCcTBa Nosib30BaTes/lb MOXET BOCCTAHOBUTb AaHHble
ceoelt Cea3ku kntoyen iCloud, ucnonbsysa bezonacHoe BoccTtaHoBneHMe CBA3KM KitoYel

iC|OUd, KOHTaKTbl g4 BOCCTaHOBJIEHNA OOCTYMNa UK KJito4 BOCCTAaHOBIEHUSA yHETHOVI
3anncu.

YnpaBneHue knov4amu wmndpposaHng

Kntou cnyx6bl

KoHTelHep
3oHa 1 3oHa 2 3oHa 3
Kntoy 30HbI Kntoy 30HbI Knto4 30HbI
3anuch A (knou) 3anucsk B (kniou) 3anuck C (knou)
SawmdposaHHbie nons 3awudposaHHbie nons 3awndposaHHble nons
HeszawwndposaHHblie nons
HesawundposaHHbie nons HesawwudposaHHbie nons

3awngpoBaHHbIe KAoUun
pecypcos

Ccbl/IKK Ha pecypcbl
a

3alwmndpoBaHHbIi pecype
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BesonacHoCTb 3alMLLEeHHbIX AaHHbIX B CloudKit ocHoBaHa Ha HageXHoCTH
COOTBETCTBYOLWMX K/toyel wnppoeaHus. Knoum cnyxb CloudKit pasgeneHbl Ha aBe
KaTeropuu: 3almileHHble CKBO3HbIM WIMPPOBAHUEM U OOCTYMHbIe Noc/e ayTeHTUudUuKaumm.

- Knwouu cnyx6, 3awmueHHble CKBO3HbIM WKdpoBaHueM. [ns cnyxo6 iCloud,
3alMLLEHHbIX CKBO3HbIM WMPPOBaAHMEM, COOTBETCTBYIOLME YaCTHbIE K/0YM CyX6
CloudKit HuKorga He cTaHOBATCS LOCTYNHbI ANna cepeepoB Apple. Mapbl kKoven
cnyx6, B TOM YMciie YacTHble K/1I04YM, CO34al0TCs JIOKA/IbHO Ha JOBEPEHHOM
yCTpOMCTBE Nofb3oBaTens 1 nepepatroTcs Ha gpyrue ycTpoicTea nofib3oBaTens
B COOTBETCTBUM C HOpMamu 6esonacHocTu Ceasku kno4vein iCloud. BocctaHoBneHue
Ceasku kntoven iCloud 1 npoueccbl CUHXPOHM3aLUKM BbIMOJHAOTCS Yepe3 cepBepbl
Apple, ogHaKo aTK cepBepbl He MOTYT NONYYUTb JOCTYN K Nt0ObIM AaHHbIM B CBA3Ke
KntoYein nonb3oBaTens 6narogaps ee wWnopoBaHuio. B Hanxygliem cueHapumn notepu
pocTtyna Kk Ceaske kntoyein iCloud n BceM MexaHM3MaM ee BOCCTAHOB/IEHUS [aHHble
B CloudKit, 3awuniLeHHble CKBO3HbIM WMPPOBAHMUEM, OKaXyTcs NnoTepsHbl. Apple
HEe MOXEeT MOMOYb B BOCCTAaHOB/IEHUN STUX OaHHbIX.

- Knwo4u cnyx6, gocTtynHbie nocne ayTeHTUGuMKauumun. ns apyrmux cnyxo, Takmx Kak
®oTo 1 iCloud Drive, knto4n cnyx6 xpaHAaTCs B annapaTHbIX MOAYIAX CUCTEMbI
6esonacHocTun iCloud, HaxoasaLWKMXCa B LLeHTpax 06paboTkm aaHHbIX Apple, U K HUM
MOTYT MoJly4aTb AOCTYN HeKoTopbie cnyX6bl Apple. Korga nonb3oBaTenb BXoguUT
B iCloud Ha HOBOM ycTpoicTBe 1 ayTeHTUdUUMpPYyeT cBol AKkayHT Apple, cepBepbil
Apple MoryT nony4yaTb 4OCTYN K 3TUM K/ltouaM 6e3 ganbHelwmx gencTeuii
nonb3oBaTensd. Hanpumep, nocne Bxoga Ha canT iCloud.com nonb3oBaTenb MOXeT
Ccpasy npocmaTpuBaTb CBOU GOTO OHNANH. DTU KIOYM CNYXKO ABNAOTCS KtoYaMu,
[OCTYMHbIMM 0C/1e ayTeHTUGUKaumum.

PaclumpeHHas 3awuTta gaHHbix ang iCloud

PacwupeHHasa 3awmTa gaHHbix gng iCloud — aTo Heo6g3aTenbHaa HacTpolika, KoTopas
obecneymBaeT HaMBbICLWINI YPOBEHb 3alMTbl 061a4YHbIX JaHHbIX, Npefnaraembin Apple.
Korga nonb3oBaTenb BkOYaeT PaclUMPeHHYIO 3alUTY AaHHbIX, JOCTYN K KAto4YaMm
wndpoBaHns Gonblien YacTu aaHHbIX iCloud aToro nonb3oBaTesia ocTaeTcs TOMbKO

y OOBEPEHHbIX YCTPONCTB NMoJib30BaTeNs, NPU 3TOM JaHHble 3alUNLLEHbl CKBO3HbIM
wngposaHmemM. Y nonb3oBaTenei, BKIYNBLIMX PaclUMPeHHY0 3alWnUTy AaHHbIX,
CKBO3HbIM WMdpPOBaHMEM 3allMLLEHbl He 14, a 23 KaTeropun gaHHbIX, B TOM Yuce
pe3epBHble konuu iCloud, ®oTo, 3aMeTKkM U Apyrnue gaHHble.

lMpumeyaHmne. ITa GYHKLMUA MOXET BbITb AOCTYMNHA HE BO BCeX CTpaHaxX U permoHax.

KoHuenuma PacluMpeHHOM 3aluThl AaHHbIX npocTta. Bece knoun cnyx6 CloudKit,
KOTopble Obl/IM CreHepupoBaHbl Ha YCTPOICTBE U 3aTEM BbIrPYXeHbl B JOCTYMHbIE

nocse ayteHTudumKaumm annapaTHble MOayn cuctemol 6esonacHoctu (HSM) iCloud,
Haxopgdunecs B LeHTpax 06paboTkm gaHHbIX Apple, yoansaioTcs n3 atux HSM 1 octatotcs
TONIbKO B AOMeHe 3awmTbl CBa3kK kntodel iCloud gaHHon yyeTHoM 3anncu. OHKU
obpabaTbiBalOTCA Tak Xe, Kak MMeloLWwmecs KNovn cnyx6, 3awmieHHble CKBO3HbIM
wngppoBaHneM. ITo o3Ha4vaeT, 4To Apple 6onblie He MOXeT Nosly4yaTb AOCTYMN K 3TUM
K/to4aMm.

PaclinpeHHas 3aumMTa gaHHbIX Tak)ke aBToMaTnyecku sawmuwaet nons CloudKit, kotopbie
OTMeYeHbl Kak 3aWwmndpoBaHHble CTOPOHHMMMK pa3paboTunkamu, n Bce pecypchbl CloudKit.
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BknioyeHne PaclumMpeHHOM 3almnTbl JaHHbIX

Korpa nonb3oBaTenb BkAOYaeT PaCcluMpeHHYI0 3allnTy AaHHbIX, [OBepeHHas nnathopma
39TOro nosib3oBaTesNs BbINOMHAET ABa AelcTBusa. CHayana oHa nepenaet HaMepeHue
nonb3oBaTens BKAOYNTb PaclUMpPEHHYO 3alMTY AaHHbIX 08 APYTUX YCTPONCTB 3TOro
Nosb30BaTenNs, 3alULLEHHbBIX CKBO3HbIM WNdpoBaHMeM. [1ns 3TOro oHa 3anucbiBaeT
HOBOE 3HaYeHue, NoOANUCAHHOE NTIOKaNbHbIMU KJlO4aMW YCTPOMUCTB, B MeTafaHHble
ycTponcTe B Ceaske ktoyer iCloud. CepBepbl Apple He MoryT yoanuTb UK U3MEHUTb 3Ty
MHPOpPMaLMIO, U OHA CUHXPOHU3UPYETCS C APYrMMU YCTPOMCTBAMM NOMb30BaTENS.

3aTeM YyCTPOWCTBO 3anyckaeT yaaneHue Kato4den cnyx0, 4OCTynHbIX Moce
ayTeHTuGUuKaLmm, N3 LeHTPoB 06paboTkn aaHHbIX Apple. MoCKONbKY 3TN KNOUM 3aLlMLLLEHDI
HSM iCloud, oHuM ypandaioTca HeMeaneHHo, HaBceraa u 6e3 BO3MOXHOCTM BOCCTAaHOB/IEHUS.
Mocne yganeHus aTux kno4vein Apple 6onblie He MOXET NONYYNUTb A0CTYN K /1106bIM
OAHHbIM, 3alULLEHHBIM K/lto4aMn cnyx6 nonb3oBaTens. B aToT MOMEHT YCTPOMUCTBO
HauyMHaeT Npouenypy aCMHXPOHHON poTauun KoYel, B Xoae KOTOPON Co3aeTcs HOBbIN
KNt0Y cny>x6bl Ona KaXa0M us cnyxo6, Koyun KOTopbiX paHee Obliv AOCTYMHbI A9 CEPBEPOB
Apple. Ecnn BbINOMHUTbL pOTaLMIO K/lOYeN He yaaeTcs n3-3a c60s CeTeBoro coeguHeHns
WNN OPYron OWNOKK, yCTPOMCTBO NOBTOPSAET NOMbITKM pOTaLMKM KIt0Yel 00 ee yCnewHoro
BbIMOJIHEHUS.

Mocne ycnemHon poTaynun Kntoyen CJ'Iy)K6 HOBbl€ OaHHble, 3afMnMCaHHblE B cny>K6y,
CTaHOBUTCS HEBO3MOXHO paclmndpoBaTb C MOMOLLbIO CTApPOro Kit4ya CJ'Iy)K6bI. OTW faHHble
3aujnueHbl HOBbIM K/HO4Y0OM, KOTOpri/JI ynpaBngdeTcd TO/IbKO JOBepPeHHbIMU yCTpOVICTBaMM
nonb3oBaTens U HUKorga He 6bin pocTtyneH ans Apple.

PacwunpeHHas 3awmuTa gaHHbIX U Be6-pgoctyn K iCloud.com

Korga nonb3oBaTesb BriepBble BK/OYaeT PacluMpeHHYo 3aluMTy AaHHbIX, Be6-40CTyn

K AaHHbIM 3TOro nosib3oBaTensa Ha iCloud.com aBToMaTu4yecku BbikitoyaeTcs. MpuynHomn
aBnsgeTcs 10, YTOo y Beb6-cepBepoB iCloud 6onblie HeT gocTyna K kKito4yamM, HeobXxoaMMbIM
ONa pacwundpoBKM N 0ToOpaXKeHUss gaHHbIX nonb3oBaTend. Mpu XXenaHnm nob3oBaTeNb
MOXeT CHOBa BKJII0UYMTb BEO-A0CTYMN U UCMOJIb30BaTb CBOE JOBEPEHHOE YCTPOMCTBO
019 0OCTyna K CBOUM 3alindpoBaHHbIM gaHHbIM iCloud 4yepes MHTepHeT.

Mocne BkAOYeHUa Be6-A0CTyNa Nofb3oBaTesb AO/KEH aBTOPU30BaTb OHMNANH-BXOL,

B CUCTEMY Ha O[IHOM M3 CBOMX [OBEPEHHbIX YCTPOMCTB NPU KaXX40oM nocel,eHnm camnTa
iCloud.com. Takaa aBTopu3aLusa gaeT yCTPONCTBY NpaBo Ha Be6-gocTyn. B TeyeHne
cnefyolLero yaca aTo yCTPOMCTBO NPUHMMAET OT onpedefieHHblx cepeepoB Apple
3anpochbl Ha 3arpy3Ky OTAEsNbHbIX K/loYen CNyx6, HO TONIbKO TeX, KOTOpble COOTBETCTBYIOT
CMUCKY pa3peLleHHbIX Ciy»6, 06bl4HO A0CTYMNHbIX Ha iCloud.com. MHbIMK cnoBamMu, gaxe
nocne Toro, Kak nosb3oBaTeslb aBTOPU3YyeT OHMNANH-BXOA B CUCTEMY, 3aMpoc cepeepa

He CMOXEeT BblHYOMUTb YCTPOMCTBO NOMb30BaTENS BbIFPY3UTb K/OUMN CIyX0 ONs OaHHbIX,
KOTOpble He NpeaHasHayeHbl Ana npocmoTpa Ha iCloud.com (HanpuMep, AaHHbIX 300POBbA
unun naponen B Ceaske kntovel iCloud). CepBepbl Apple 3anpalmBatoT TONbKO Te K/oYu
Ccnyx6, KoTopble He06X0ANMbI A9 paclNdGPOBKM KOHKPETHbIX AaHHbIX, K KOTOPbIM
nonb3oBaTenb 3anpallumMBaeT A0CTYN B MHTepHeTe. Mpu Kaxaoi Bbirpy3ke Kio4da cryXobbl
3TOT KJI0Y WndpyeTcs C UCMNOSIb30BaHMEM KPaTKOBPEMEHHOIO KJto4Ya, NMPUBA3aHHOIO

K Beb-ceaHCy, KOTOPbI aBTOPU30BaH Nosib3oBaTeNeM, a Ha YCTPOMCTBE noJsib3oBaTtens
oTobparkaeTcs yBeaoMneHne ¢ ykasaHmeM cnyx6bbl iCloud, gaHHble KOTOPOI BPEMEHHO
CTaHOBATCHA OOCTYNHbIMU Oa cepBepoB Apple.
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CoxpaHeHue Bbl60pa noJsib3oBaTtenda

HacTpolikn PaclwimMpeHHoM 3aWwmTbl AaHHbIX U Beb-gocTyna K iCloud.com MoryT 6biTb
M3MEHEHbI TOJIbKO MOJib30BaTeNEM. DTN 3HAYEHUS XPAHATCA B MeTaJaHHbIX YCTPONCTBA
B CBa3ke kntoyel iCloud nonb3oBaTens n MoryT ObiTb U3MEHEHbI TO/IbKO C OHOro

13 0OBEPEHHbIX YCTPONCTB nosb3oBaTtena. Cepepbl Apple He MOTYT U3BMEHATb 3TU
HaCTPOMKM OT UMEHU NOJb30BaTENA U HE MOTYT BO3BpalllaTb UX K NpeablayLumum
KOHOUrypaumnam.

Bo3MOXHble yrpo3bl g 6e3onacHOCTU Npu obuiem gocTtyne
N COBMeCTHOM paboTe

B 60nblUMHCTBE CNy4YaeB, KOraa nonb3oBaTeny AensaTcs KOHTEHTOM /19 COBMECTHOM
paboTbl (HanpuMep, HacTpaneatoT obLiMe 3aMeTKK, oOLLMe HanoMUHaHKs, obuime

nanku B iCloud Drive nnn obwyto meguateky iCloud) n y Bcex y4acTHMKOB BKJIlOYEHA
PacwunpeHHas 3awmTa gaHHbIX, cepBepbl Apple ncnonbayoTcs TONbKO A1 HACTPONKM
obuiero gocTyna, HoO He UMeT JoCTyna K KntoYaM wndpoBaHns obwmx gaHHbiX. KOHTEHT
no-npexHemMy 3allinlieH CKBO3HbIM WMPPOBAHMEM M OOCTYMNEH TONIbKO Ha AOBEPEHHbIX
YCTPOMNCTBAX y4aCTHUKOB. MpKn OTKPbITUM 06LLEero AocTyna K Ka)aoMy o06bekTy

Apple MoXeT coxpaHaTb 3aro/ioBOK U MHGOPMATUBHYO MUHMATIOPY 3TOr0 06bekTa

CO CTaHOapTHOM 3alMTON AaHHbIX, YTOObl NPeaoCcTaBIAaTb NosyyYaTensaM BO3MOXHOCTb
npenBapuTeNbHOro NPocMoTpa.

Ecnu npu BkNtoYyeHUn obLiero gocTyna nonb3oBaTefb BbibMpaeT BapMaHT «BCEM, Y KOrO
€CTb CCblJIKa», KOHTEHT CTaHOBUTCS AOCTYMHbIM AN cepBepoB Apple co cTaHZapTHOMN
3alLMTOM AaHHbIX, Tak Kak cepBepaM HeobxoaMma BO3MOXHOCTb NPefoCTaBNATb OCTYN
BCeM, KTO oTkpbiBaeT URL-ccbIfKy.

DyHKLUMA coBMeCTHOM paboTbl B iWork n ¢yHkLmMa «Obuwme anbboMbl» B MPUNOXKEHUN
«DoTO» He NoaaepXunBatT PacluMpeHHyto 3alunTy faHHbIX. Korga nonb3oBaTtenu
COBMeCTHO paboTatoT Haf AokyMeHToM iWork nnm oTkpbiBatoT gokyMeHT iWork 13 obuiein
nanku B iCloud Drive, knto4n wndpoBaHng aToro gokyMmeHTa 6e30nacHo Bbirpy>atoTcs

Ha cepBepbl iWork B LLeHTpax 06paboTku aaHHbix Apple. MpUYMHON 3TOro 9BNSETCA TO, YTO
npu coBmecTHon paboTe B iWork B pexunme peanbHOro BpeMeHU M3MEHEHUS OOKYMeHTa
CUHXPOHU3NPYIOTCA MeXAy y4acTHUKamMn Yyepes cepsep. ®oTo, Aob6aBeHHble B GYHKLNIO
«Obwme anbboMbl», XPaHATCSA CO CTAaHOAPTHOM 3aLLMTON JaHHbIX, TaK Kak aTa GyHKUUS
paspeluaeTt genatb anbbomMbl 06LLESOCTYNHbIMU B UHTEPHETE.

BbikntoueHune Pacu.mpeHHoﬁ 3alnTbl AaHHDbIX

Monb3oBaTenb MOXET B Nt060e BpeMs BbIK/TIOUYUTb PacwmnpeHHyto 3aWwmnTy gaHHbIX. Ecnu
nonb3oBaTeslb pelwaeT caenatb 3TO, 3aNyCKakTCd yKa3aHHble HM>XXe NMpoLeccChbl.

1. YCTpOICTBO NoMb30BaTe/d CHavyana 3anucbiBaeT HOBbIN BbI6OP B MeTafdaHHble y4acTus
B CBaske kntoyein iCloud, n ata HacTpolika 6e30nacHO CUHXPOHU3NPYETCA Ha BCe
YCTPOMNCTBA NOMb30BaTeNq.

2. YCTPOWCTBO Nofib30BaTeNS 6€30MacHO BbIrpy>KaeT KYM cryxb ansg Bcex cnyxo,
AOCTyrnHbIx nocne ayteHTupukauymm, 8 HSM iCloud B LeHTpax o6paboTkun gaHHbix Apple.
Mpn 3TOM HUKOTAA HE BbIFrPYXatTCS KN0UYM CNyX6, 3alMLeHHbIX CKBO3HbIM WNPOBaHNEM
CO CTaHOapTHOM 3aWMTON AaHHbIX, Takux Kak CBsizka kntovel iCloud n 3popoBsbe.
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YCTPOMCTBO BbIrpyKaeT Kak UCXOAHbIe KoYn CNyX6, creHepupoBaHHbie 00 BKOYEHUS
PaclWwnpeHHON 3alMTbl AaHHbIX, Tak U HOBble KJT0UYN CNYyX6, CreHepupoBaHHble

nocsie BKtoYeHU aTol GYHKUNUK. Mpu 3TOM BCe flaHHble B 3TUX CNy>X6ax CTaHOBATCS
OOCTYMHbIMW Nocne ayTeHTUdMKaumn, a ons y4eTHoO 3anncmn CHoBa HauyMHaeT A4eCcTBOBaTb
CTaHOapTHas 3alMTa AaHHbIX, NpU KoTopoin Apple MoXeT nomMoraTb No/ib30BaTENtO
BOCCTaHaB/MBaATb GOMbLWMHCTBO AaHHbIX, EC/IM NOMb30BaTe b NOTEPSAET LOCTYN K CBOEW
YYETHOW 3anuncu.

OauHble iCloud, onsa KoTopbix He AelcTByeT PacluMpeHHas 3almTa
AaHHbIX

N3-3a HEOBXOAUMOCTUN B3aUMOAENCTBUS C rNobanbHbIMU CUCTEMAMU 3/TEKTPOHHOM
NnoYTbl, KOHTAKTOB M kaneHpapein Mouta iCloud, KoHTakTbl iCloud 1 KaneHnpgapsb iCloud
He 3alLMLLEHbl CKBO3HbIM LNdPOBaHNEM.

iCloud xpaHuUT HeKoTopble AaHHble 6e3 3alNTbl YHMKaNbHbIX A1 NONb30BaTeNs Ko4en
cnyx6 CloudKit, maxke korga Bk/itoYeHa PaclumMpeHHas 3awmTa gaHHbIX. YToObl AaHHble
6b1nn 3aWmueHbl, nong 3anucen CloudKit gonxHbl 6bITb 9BHbIM 06pa3oM 06bABMEHDI
KaK «3aWmndpoBaHHble» B CXeMe KOHTeWHepa, a AN19 3allMppoBaHHbIX NONen YTeHUS

1 3anucu TpebyeTtca ncnonb3oBaTb cneumanbHble APL. [laTa U BpeMs U3MeHeHUs
dannoB nnnm o6bEKTOB UCMOMb3YOTCA A1 COPTUPOBKN MHOPMaLIMM NoNb3oBaTeNs,

a KOHTPOJIbHble CyMMbI dannoB 1 gaHHbix ¢oTo NnoMoratT Apple ycTpaHaTb Ayb6nMpoBaHue
M ONTUMU3NPOBATb XpaHUNULLE AaHHbIX Nonb3oBaTend B iCloud 1 Ha ycTponcTBe,

He nony4yaa gocTyna kK camMum dannam u dpoto. NMoapobHaa nHopMaLMs O TOM, Kak
npuMeHsaeTcs WndpoBaHne A9 KOHKPETHbIX KaTeropuin AaHHbIX, NpuBeaeHa B cTaTbe
cnyxo6bl nogaepxku Apple O63o0p cucTembl 3alWmTbl AaHHbIX B iCloud.

Takue pelleHns, Kak UCMOJIb30BaHNE KOHTPOJIbHbIX CYMM A1 YCTpaHeHUs ay6nnpoBaHms
OaHHbIX (LUMPOKO M3BECTHAsA TEXHONIOIUS KOHBEPreHTHOIro WndpoBaHMs) N3HAYaNbHO
Oblnn BCTPOEHbI B Ciy6bl iCloud B MOMEHT nx 3anycka. 3T MeTagaHHble BCeraa
3aWwmndpoBaHbl, Ho Apple XpaHUT KNYM WNHPOBaAHMUS CO CTaHQAPTHOM 3alMTON OaHHbIX.
Mpoponxas paboTy No yCUNEHUIO 3alLNTbI faHHbIX BCeX nosb3oBaTenei, Apple BHegpsieT
CKBO3HOE WNPPOBaHME HOBbIX TUMOB OaHHbIX, B TOM YMC/Ie 3TOr0 TUMNa MeTafaHHbIX,

4N1S nonb3oBaTesnei, BKIOYNBLINX PaclUMpPeHHYO 3alUnTy OaHHbIX.

Tpe6oBaHusa ons PaclumMpeHHON 3aWnTbl AaHHbIX

YT0ObI BKIOUMTbL PaclumpeHHyto 3awmTy gaHHbix gnga iCloud, Heo6xoamMmMo cobnogeHme
cnenyoumnx TpeboBaHU.

+  Y4yeTHad 3anucb nofb3oBaTens AOJ/KHa nogaepXuBaTb CKBO3HOE WKbpOBaHMe.
[ns ckBo3Horo wndpoBaHus Tpebyetcsa apyxdakTopHas ayTeHTUdUKaums
AkkayHTa Apple, a Ha LOBEpPEHHbIX YCTPONCTBaxX Nosb3oBaTensa Ao/XXeH 6bITb 3a4aH
naposb Unu Kog-naponb. NogpobHee cM. B cTaTbe CcnyX6bl nogaepxkn Apple
[ByxdakTopHaa ayTeHTUdUKauna onsa AkkayHTta Apple.

«  YcTpolicTBa, Ha KOTOPbIX NO/Ib30BaTESb BbINOHWUI BXO4 CO CBOMM AKKayHTOM Apple,
LO/MKHbI 6bITb 06HOBMEHbI A0 i0S 16.2, iPadOS 16.2, macOS 13.1, tvOS 16.2,
watchOS 9.2 nnu HoBee, a Takxe o HoBelwel Bepcumn iCloud gna Windows. 310
HEeob6XoaAMMO AN TOro, YTOObl UCKIOUYUTb BO3SMOXHOCTb HEMPaBUbHON 06paboTky
HOBbIX co3aHHbIX kntoyen B i0S, iPadOS, macOS, tvOS nnu watchOS: cuctema mMoxeT
NMOBTOPHO BbIrpy3nTb UX B HSM, gocTynHeie nocnie ayteHTugukaLmm, olumboyHo
MbiTassCb BOCCTAaHOBUTb COCTOSIHME YUYETHON 3anncu.
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- [lonb3oBaTenb 4OMKEH HACTPOUTb KaK MUHUMYM OAWVH aﬂbTepHaTMBHbll‘;l cnocob
BOCCTaHOBEHNA (O,EI,VIH NN HECKOJIbKO KOHTAKTOB /19 BOCCTAaHOBJIEHUA OOCTYynNa
nnn KoYy BOCCTaHOBJ'IEHI/IFI), C NOMOLLbIO KOTOPOIro nosib3oBaTeslb CMOXeET
BOCCTAaHOBWUTb CBOU AaHHbIe iC|0Ud, ecnun notepdeT gocTtyn K cBoel yquHoﬁ 3anuncu.

Ecnn cnocobbl BocCcTaHOBNEHUS He cpaboTaloT (HanpuMep, AaHHble KOHTaKTa

AN BOCCTAaHOBNEHUst AOCTyMNa ycTapenu unu nonb3oBaTtesnb Ux 3abbin), Apple He cMoxeT
MOMOYb C BOCCTAHOB/IEHMEM NONb30BaTeNbCKMX AaHHbIX iCloud, 3aLmMLLEHHbIX CKBO3HbIM
wndpoBaHNEM.

PaclwunpeHHyo 3alnTy AaHHbIx Ana iCloud MoXHO BK/toYaTb TObKO AN AkkayHTa Apple.

YnpaBnsiemble AKKayHTbl Apple 1 getckmne y4yeTHble 3anmcu (B 3aBUCUMOCTU OT CTpaHbl
UNM pernoHa) He Noaaep>xunBatoTce.

Be3onacHocCTb pe3epBHOro konmposaHus iCloud

Mcnonb3ya Wi-Fi, iCloud exxegHeBHO BbIMONHAET pe3epBHOE KONMMPOBaHMe
MHbOpPMaLMK, BKOYas HACTPONKN YCTPONCTBA, AaHHble NPUNOXeHUH, GoTo

M BMAEO 13 anbboma «DoTonsieHka» 1 pasroBopbl U3 NPUIoXeHUs «CoobLeHns».
PesepBHoe konupoBaHue iCloud BbIMONHSAETCS TO/IbKO B TOM Clly4ae, ecnu

YCTPOMNCTBO 3a6/OKMPOBAHO, NOAKIOYEHO K UCTOYHUKY MUTAHUSA U NOAKIIIOYEHO

K nHTepHeTy no Wi-Fi. YunTtbiBas wmdppoBaHme xpaHunmiLa gaHHbix B iOS u iPadOSs,
pe3epBHOe KonmpoBaHue iCloud obecneynBaeT 3aWMTy JaHHbIX U NPU 3TOM NO3BONSET
BbIMOMHATb UHKPEMEHTHOE pPe3epBHOE KOMMPOBaHME U BOCCTaHOB/IEHMe 6e3 yyacTus
nonb3oBatend. 1o yMon4aHuUo B annapaTHbIX MOAYSX cucTeMbl 6esonacHocTh iCloud
B ueHTpax 06paboTkn gaHHbIX Apple xpaHuTcs pesepBHas Konus Ka4da cnyxobbl
pe3epBHOro konmposaHus B iCloud. STOT K04 OTHOCUTCS K KAaTErOPUUN AaHHbIX,
LOCTYMHbIX Nocfie ayTeHTuduKauunmn. [Ing nonb3oBaTenen, BKAOYMBLLUMX PaclumpeHHyo
3awmTy gaHHbix ans iCloud, knto4 cnyx6bl pedepBHOro konnposaHus B iCloud 3awmnuieH
CKBO3HbIM WNdpPOBAHNEM M AOCTYMEH TO/IbKO CaMUM MOSb30BaTeNIM Ha UX AOBEPEHHbIX
yCTPONCTBaX.

Ecnu co3pmaHHble ¢dainbl UMEeT Takmne KaccChl 3alUTbl aHHbIX, KOTOPble HEOOCTYMHbI
npun 3a610KMPOBaAHHOM YCTPOMCTBE, UX K/t0UM palioB WMPpPYOTCH C UCMONb30BaHMEM
KJII0YEN KNaccoB M3 XpaHuUnuLLa Ko4Yen pesepBHoOro konnposaHus B iCloud, a daiinbl
BK/toYatoTcs B pe3epBHble konun iCloud B ncxogHoM (3aindppoBaHHOM) COCTOSAHUK. Bece
dannbl WndpyoTca BO BpeMsd nepeayun, a BoO BpeMs xpaHeHus Bce dannbl wWnppytotea
C UCMNOMb30BaHMEM KJIlOYEN Ha OCHOBE YYEeTHbIX 3anncei, Kak onMcaHo B pasgene

o wuoporarHuu B CloudKit.

XpaHunuuie knoyen pe3epBHOro konmposaHusa B iCloud cogepXmnT acMMMETpPUYHbIe
kntoum (Curve25519) onsg TakMx KNacCcoB 3alMUTbl AaHHbIX, 4OCTYN K KOTOPbIM
3anpeLleH, Kkorga ycTpoicTeo 3abnokmpoBaHo. KOMMIekT pe3epBHON KOMUKU XpaHUTCS
B yyeTHol 3anucu iCloud nonb3oBaTens U COCTOUT U3 KONuK daliioB Nosib3oBaTens

M XpaHunuua Knden pesepBHoro konmposaHua B iCloud. XpaHunuiie kio4ven
pe3epBHOro konMpoeaHus B iCloud 3auiMiLeHOo criydYaliHbIM KH0YOM, KOTOPbIN Takxe
coxpaHaeTcsa B KOMMeKTe pe3epBHoN konuun. (Monb3oBaTtenbckunii napons iCloud

He ucnonb3yeTtca Ang wndposaHUs, NoaTomMy nameHeHme napons iCloud He npuBoanT
K @aHHYNIMPOBAHMUIO UMEIOLLMXCS Pe3epPBHbIX KOMWUIA.)
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Mpu BOCCTAHOBNEHWM U3 NONb30BATENbCKON y4YeTHON 3anucu iCloud naenekatTcs
pesepBHble Konuun Gannos, XxpaHUIuLWa Ktoven pesepeHoro konvposaHus B iCloud

N KftoYa OT 3TOro XpaHunuuia knoyen. CHavyana ¢ NoMoLLbio 3TOro Kko4ya
pacwundpoBbIBAaETCS XPaHUMLLE KOYeh pe3epBHOro KonmpoBaHus B iCloud, a 3atem

C NoMolLblo Ktoven GannoB N3 xpaHunuuwa Knoyen pacwndpoBbiBaoTcs Galinbl,
XpPaHUBLUMECS B KOMMIEKTe pe3epBHOM Konuu. 3Tn dainbl 3anncoiBatotcsd B Gannosyto
CUCTEMY KakK HOBble daiibl, TO3TOMY OHM MOBTOPHO WKdPYIOTCAS B COOTBETCTBMU CO CBOUM
K/TaCCOM 3alUnTbl AaHHbIX.

Mpun pe3epBHOM KonnpoBaHuu B iCloud cospatoTcsa pesepBHble KOMUKU CReayouLero
KOHTeHTa:

+ WMHdopmMauma o npnobpeTeHHON My3bike, duUibMax, Tenewoy, NPUIoXEHUIX N KHUrax.
PesepBHas konus iCloud BkntoYaeT MHGoOpMaL Mo 0 NPUOBPETEHHOM KOHTEHTE, KOTOPbIN
HaxoOMTCa Ha NpuHagaexalleM Nnosb3oBaTesNo YCTPONCTBE, HO He caM NPUob6peTeHHbIN
KOHTeHT. Korga nonb3oBaTesib BOCCTaHaBIMBAET AaHHble U3 pe3epBHon konuu iCloud,
NnpUobpeTeHHbI KOHTEHT aBTOMaTUYECKU 3arpyyxaeTtca ns iTunes Store, App Store,
npunoxeHnsa Apple TV nnn Apple Books. HekoTopble BUAbl KOHTEHTa 3arpyxatTcs
aBTOMATMYECKM HE BO BCEX CTpaHax M permoHax. Kpome Toro, nokymnku MoryT 6biTb
HeOOoCTYMHbI, €C/IX NOJIb30BaTe/lb BEPHYJT 3a HUX YMN/la4yeHHble CPeaCcTBa UMM OHU
6onblle He NpeacTaB/ieHbl B COOTBETCTBYOLWEM MarasuHe. NonHaa nctopumsa nNokynok
cBsA3aHa ¢ AkkayHToM Apple nonb3oBaTtens.

- ®oTtorpadun 1 BUaOeo Ha ycTponcTBax nonb3osatend. Obpatnte BHMMAHME, YTO
ecnun nonb3osaTenb Bkatounn doto iCloud B i0OS 8.1, iPadOS 13.1 nn60o OS X 10.10.3
nnn Hosee, GOTO N BMOEO NMonb3oBaTena yxe xpaHatcsa B iCloud, nosTomMy oHuM
He BKJ/It0OUYeHbl B pe3epBHYto konuto iCloud.

- KoHTakTbl, cobbITUSA KaneHgapsa, HaNOMUHAHUA U 3aMeTKU.
- HacTtpoiku ycTpoiicTea.

- [laHHble NPUTOXEHUN.

«  OKpaH «[oMOMN» N MEeCTOMNONOXEeHNE MPUTOXKEHWNINA.

«  KoHourypauma HomeKit.

- [aHHble MeagkapThl.

« Taponb ronocoBbix 3anucen (ecnmn ato HeobxoanMo, TpebyeTcsa dusmnyeckas
SIM-kapTa, KoTopas Ucnofib3oBanach npu pe3epBHOM KONMUPOBaHUN).

. CoobuweHus, Apple Messages for Business, TekcToBble coobuieHuns (SMS) n MMS
(ecnun aTo HeobxogmMmo, TpebyeTtca dusnyeckas SIM-kapTa, KoTopas UCNonb3oBanach
npuv pe3epBHOM KOMUPOBaHUN).

OyHKUMa «Pe3epBHOe konuposaHue iCloud» Takxe Mcnonb3yeTcs g pe3epBHOro
KOMMPOBaHNSA NOKaNbHOM CBA3KM KtoYen ycTponcTBa. MNMpu 3TOM OHa 3alumiieHa K1tlo4oM
Ha OCHOBe KOpPHEeBOro Kpuntorpadpuyeckoro knoda UID Secure Enclave ycTpoincTea. 3ToT
KJIl0Y YHUKaNeH ans ycTpoicTBa U HemsBecTeH Apple. bnarogaps aToMy BOCCTaHOBUTb
6a3y JaHHbIX MOXHO TO/IbKO Ha TOM YCTPOMCTBE, C KOTOPOro OHa MoslyyeHa, U HUKTO
Opyroi, Bkiovaa Apple, He MoXeT ee npounTaTh. NogpobHee cM. B pa3gene Secure
Enclave.
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Coob6weHuqa B iCloud

OyHKuMa «CoobuieHns B iCloud» noapgep>XuBaeT akTyallbHOCTb U AOCTYMNHOCTb BCeN
MCTOPUM COOBLLLEHNI Ha BCEX YCTPONCTBAX Nofb3oBaTens.

Mpu cTaHOapTHOM 3alnTe aaHHbix CoobueHuns B iCloud 3alyuiLeHbl CKBO3HbIM
wndpoBaHneM, korga pesepsHoe konnpoeaHue B iCloud BbikntoveHo. Korga
pe3epBHOe KonupoBaHue iCloud BKIOYEHO, B COCTaB pe3epBHON KONUM BXoaUT

Konusa knoda wnupposaHmsa CoobuieHnii B iCloud, 4yTo nossonget Apple nomoraTtb
Nnosb30BaTeNIIM C BOCCTAHOBJIEHMEM MX COOBLLEHNI Aaxe B clyvyae noTepu goctyna

Kk Cea3ske kntoyel iCloud 1 goBepeHHbIM ycTpoiicTBaM. Ecnm nonb3oBaTenb Bbik/oYaeT
pe3epBHOe KonuposaHue B iCloud, Ha yCTpONCTBE NoONb30BaTENS FreHepPUPYeTCs HOBbIN
KoY A9 3aWmThl 6yayuwmnx coobuieHmin B iCloud. HoBbIN KtOY XPaHUTCA TONMbKO

B CBa3ke kntoyein iCloud 1 gocTyneH ToNbKo NOMIb30BATENIO HA €ro 4OBEPEHHbIX
yCTPONCTBaxX, a HOBble faHHble, 3aNncaHHble B 9TOT KOHTeNHep, 6yaeT HEBO3MOXHO
pacwundpoBaTb CTapbiM KHOYOM KOHTENHepa.

Korpga BkntoveHa PaclwmpeHHas 3awmTta gaHHbix, CoobueHuns B iCloud Bcerga 3alniieHsbl
CKBO3HbIM WndpoBaHmeM. Korga BkntovyeHo pesepBHoe konmpoBaHue B iCloud, CKBO3HbIM
WwndpoBaHNeM 3allMLLEHO BCE COAEPXKMUMOE PE3EePBHON KOMUK, B TOM YUCTIE KoUK
wnedposaHna CoobuieHui B iCloud. Kntoy cnyx6bl pe3epBHoro konuposaHua B iCloud

1 KoY KoHTelHepa CoobueHunin B iCloud cbpacbiBaloTcs, Korga nosb3oBaTesb BKAOYaeT
PaclunpeHHyto 3almUTy AaHHbIX. [ogpobHas nHdopMaLmna npueeneHa B cTaTbe CryX0bl
nognepxkn Apple O630p cucTeMbl 3alLnTbl gaHHbIX B iCloud.

besonacHocTb YacTHoro y3na iCloud

YacTHbilh y3en iCloud He ToNbKO MOMOraeT 3almiaTth Nofb30BaTENS MPU NPOCMOTPE
Beb6-caliToB Safari, HO U copepXnUT BCe 3anpochl Ha pa3peleHne nmeH B DNS.
bnaropmaps aToMy HUKTO, gaxe Apple, He MoXxeT conocTaBuTb IP-agpec nonb3oBaTend

C ero AencTBMSAMU B UHTepHeTe. Takoi pe3ynbTaT JOCTUraeTcs NyTeM UCMNob30BaHuUS
pasHbIX NPOKCK-CEPBEPOB: NPOKCU-CepBepa Bxoasalero tpaduka, ynpasnsemoro Apple,
M MPOKCU-cepBepa ucxopauiero Tpaduka, ynpaBnsgeMoro nocTaBlMKOM KOHTEHTA.
YTo6bl cnonb3oBaTbh YacTHbiN y3en iCloud, Tpebyetcsa iOS 15, iPadOS 15, macOS 12.0.1,
visionOS 1.0 nnn HoBee, a TakxXe O0NXKeH OblTb BbiNonHeH BxoA B iCloud+ ¢ nomMoubto
AkkayHTa Apple. Mocne aToro MoXHo BkItOUYNTb YacTHbil y3en iCloud, Bbibpas
«HacTpolikn» > «iCloud» nnn «CnucteMHble HacTpoinku» > «iCloud».

MonpobHasa MHPopmaLmsa npmuBeaeHa B 063ope YacTtHoro ysna iCloud.

ObecneyeHne 6e30MaCHOCTU U KOHTaAKTbI
0N BOCCTAaHOB/IEHUA AocTyna

Monb3oBaTenu MoryT 0o6aBnaTbh A0 NATU NOAEN, KOTOPbIM OHU J,0BEPSAIOT, B KaYecTBe
KOHTaKTOB /19 BOCCTAaHOBIEHUS [OCTYNa. AT KOHTAKTbl MOMOIFYT BOCCTAaHOBUTb JOCTYM
K y4YeTHOI 3anucu u gaHHbiM iCloud, B TOM YMcne BCEM JaHHbIM, KOTOpPbie 3alMLLEeHbl
CKBO3HbIM WM POBaHMEM, HE3aBUCUMO OT TOTO, BK/lOYEHa N PacluMpeHHas 3almTa
LaHHbIX. H1 Apple, HWM KOHTaKT ANg BOCCTAHOBNEHUs AoCTyna camMu no cebe He obnagaioT
nHdopmMaumen, Heo6xXxoAMMOI AN BOCCTAaHOBMNEHMS NoNb30oBaTeNbCKNX AaHHbIX iCloud,
3alMLLEHHbIX CKBO3HbIM LWNGPOBAHUEM.
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DYHKLNOHUPOBAHME KOHTAKTOB [4/1 BOCCTAHOBEHUS AOCTYyNa o6ecrneymBaeT NosHyto
KOHOUOEHUMANbHOCTb AaHHbIX. Apple He 3HaeT, KOro nosib3oBaTeslb Ha3HaYM/1 KOHTaKTaMu
[N BOCCTaHoBMeHMda gocTyna. Cepsepbl Apple nonyyaoT MHGOPMALMIO O KOHTAKTe

L7191 BOCCTaHOB/IEHMs O,0CTyMNa TOJIbKO B XOe MOMbITKM BOCCTAHOB/IEHUS, NOC/Ee TOro

Kak nosb3oBaTeslb 3aMpoCKT MOMOLLb U COOTBETCTBYIOLLNI KOHTAKT Ha4yHeT npoLecc
BOCCTaHOB/IeHMS. [Tocne BOCCTaHOBMIEHUS 3Ta UHGOPMaLMs He coxpaHseTcs.

Mpouecc obecnevyeHns 6e30NacCHOCTUN C MOMOLLbIO KOHTAKTOB
ang BoCCTaHOBJ/1IeHUd gocTtyna

Korga nonb3oBaTesib HacTpanBaeT KOHTAKT OJ19 BOCCTAaHOBMEHUA AOCTyNa, reHepupyeTcs
KJ1t0Y, CBSI3aHHbIM C KOHTAKTOM. DTOT KNto4 o6ecneymBaeT 3awWmTy A4 goctyna

K nonb3oBaTenbcknM aaHHbIM iCloud, B ToM 4yncne gaHHbiM CloudKit, koTopblie
3allMLLEHbI CKBO3HbIM WMbPOBaHMEM. 3aTeM reHepupyeTcs cnyvanHblil 256-6MTHbIN
kntoy AES, KoTopblli ucnonbayeTcs Ans wnudpoBaHUs Ko4Ya U cCo3aaHns nakeTa KOHTakTa
019 BOCCTAaHOBNEHUs 40CTyna. 3almndpoBaHHbI NakeT NpeaocTaBNsSeTCa KOHTaKTy

[J19 BOCCTAaHOBNEHMS faHHbIX, a cny4valHbii kntod AES xpaHuTtcsa B Apple. Hu kntoy

AES, HMX nakeT Nno oTAeNbHOCTM He NpeaoCcTaBigaioT HUKaKol nHpopmMaumm o 6a3oBom
Kntoye. BoccTaHOBNEHME NCXOQHOMO KJto4a U AOCTYN K NOJIb30BaTENbCKUM AaHHbIM
iCloud BO3MOXHbI TO/IbKO MOC/Ie TOro, Kak Ha YCTPONCTBE NoJfib3oBaTens 6yayT ycnewHo
nony4yeHbl n 06begnHeHbl 06e YacTu Kt4va: NnakeT OT KOHTaKTa 4J/19 BOCCTaHOBNEeHNS
gocTtyna u kno4 AES ot Apple.

Mpw HacTpolike KOHTaKTa A% BOCCTAHOB/IEHWNS [OCTyNa YCTPOMNCTBO Nofb3oBaTens
obMeHMBaeTCst AaHHbIMK ¢ cepBepamu Apple, 4To6bI BbIFPY3UTb Ty YacTb AaHHbIX

KNtoya, KoTopasa 6yaeT xpaHutbcs y Apple (ynomMaHyTbIn Boiwe ko4 AES). 3aTeMm
YCTPOMCTBO CO3AaeT 3allULLEHHbI CKBO3HbIM WppoBaHMeM KoHTelHep CloudKit

C KOHTaKTOM /19 BOCCTAHOBMIEHUS LOCTYNa U UCMNOMb3YEeT 3TOT KOHTENHEP AN OTNPaBKU
TOWM YacTu K/tova, KoTopas HeobXoAMMa KOHTAKTY AJ11 BOCCTAaHOBEHUS 40OCTyNa

(makeT KOHTaKTa AN BOCCTaHOBMIEHMS fOCTyNa WndpyeTcsa ¢ NoMoLlbio kntoda AES).
CekpeTHbI Ko, aBToOpU3aumm, cospaHHbin Apple, Takxe nepepaeTcs KOHTaKTy gns
BOCCTaHOBeHUs gocTyna. Ero MoXHo 6yaeT ncnonb3oBaTth AS1S BOCCTaHOBEHMUS YYETHOMN
3anucu n cbpoca naponsd yyetHol 3anucu. O6MeH gaHHbIMU, HE06X0AUMbIN, YTOObI
NPUrnacuTb KOHTaKTbl A1 BOCCTAHOBNEHWS AOCTYyMNa U NOMy4YnUTb OT HUX Of06peHune
3anpoca, NPonCXoauT Yepes B3auMHO-ayTeHTUOULMPOBaHHbIN KaHan IDS. KoHTakT

[J19 BOCCTAaHOBNEHMS [OCTYNa aBTOMaTUYECKM COXpaHaeT NoflyYeHHble faHHble B CBOEM
Csaske kntoyein iCloud. Apple He MOXeT Noy4YnTb AOCTYMN HU K COAEPXMMOMY KOHTENHepa
CloudKit, HM k Cesizke kntovei iCloud, B KOTOpPbIX XpaHATCS 3TW gaHHble. Mpu obMeHe
LaHHbIMK cepBepbl Apple MOryT NpoYnTaTb TOIbKO aHOHUMHbIN MAEHTUUKATOP KOHTaKTa
A1 BOCCTaHOBNEHMS foCcTyna.

MospHee, ecnu Nonb3oBaTeNto NoTpebyeTcs BOCCTAHOBUTbL AOCTYN K CBOEW

yyYeTHOW 3anucu n gaHHbiM iCloud, nonb3oBaTenb MOXET 3aMpPoOCUTb MOMOLLb

y KOHTaKTa A/19 BOCCTaHOBJ/IEHMS foCcTyna. B 3TOT MOMEHT Ha YyCTPOMNCTBE KOHTaKTa

0119 BOCCTaHOB/IEHNS [OCTYyNa reHepupyeTcs Ko BOCCTaHOBIeHUS. KoHTaKT

0119 BOCCTaHOBMIEHNS OOCTyNa nepefaeT aTOT KO NOJib30BaTeto He B 3/1IeEKTPOHHOM Buae
(Hanpumep, coobaeT NMYHO UK No TenedoHy). 3aTeM NOb30OBaTENb BBOAUT 3TOT KOf,
BOCCTaHOB/IEHMS HA CBOEM YCTPOMNCTBE, YTOObl YCTaHOBUTb Ge3onacHoe coefnHeHne
Mexpay ycTponcTeamu no npotokony SPAKE2+, conepxumoe kotoporo Apple He moxeT
npoynTaTb. 3a OpraHnsaumio 3TOro Npouecca oTeeYvatoT cepsepbl Apple, HO Apple

He MOXEeT 3anyCTUTb NPOLLeCC BOCCTAaHOBNEHUS.
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Mocne ycTaHOBNeHMa 6€30NacHOro CoeAMHeHNa 1 BbIMOJIHEHUSA BCEX HE0BX0AMMbIX
npoBepok 6e30MacHOCTU YCTPOINCTBO KOHTAKTa /19 BOCCTAHOB/IEHNs A0CTyna Bo3BpalLaeT
CBOI0 YaCTb [aHHbIX K/loYa M paHee NpeaoCcTaB/ieHHbll CeKPETHbIN KOoa aBTopu3saLum
nonb3oBaTesto, 3arnpocuBLIEeMy BOCCTaHOBeHMe. MNonb3oBaTesnb nepenaeT aTOT CeKPETHbIN
KO[ aBTOpM3aLmMu Ha cepsepbl Apple, KoTopble paspeLwatoT eMy Noay4yuTb OCTYN

K JaHHbIM KJloYa, XpaHawmmcs y Apple. MpenoctaBuB ceKpeTHbIN Koa Ang aBTopusaLuy,
Tak>Xe MOXHO c6pOCUTb Napob YYETHOMN 3aNnCK, YTo6bl BOCCTAaHOBUTb A0OCTYN K HEW.

HakoHel, yCTPOMCTBO Nosib3oBaTesNs 06beAUHSEeT faHHble KJltoYa, NoslyYeHHble
oT Apple 1 oT KOHTaKTa A1 BOCCTaHOBJIEHMS [0CTYNa, a 3aTeM UCMOb3YeT UX, YTOObI
pacwundpoBaTb M BOCCTAHOBUTH AaHHble iCloud.

OnpepeneHHble Mepbl 6€30MacHOCTH, B TOM YUC/ie NPOBepKa akTUBHOCTM YYETHOMN 3anncu
nonb3oBaTens, He NO3BONAIOT KOHTaKTY A9 BOCCTaHOBNEHMA AOCTYyMNa 3anyCcTUTb NpoLecc
BOCCTaHOB/eHMd 6e3 cornacua nonb3osaTtensd. ECnum yyeTHasa 3anmMcb akTUBHa, KOHTAKTY
019 BOCCTAaHOBMEHUS A0CTyNa Takxe notpebyeTcsa ykasaTb HeaBHMI KOA-Naposb
ycTponcTea unu kog 6esonacHocTu iCloud.

ObecneyeHne 6e30NacHOCTU N LMPPOBbIE HACNEAHUKMN

B y4yeTHOI 3anNMCcmn MOXHO Ha3Ha4YnTb LLMPPOBbLIX HACNeAHMKOB, YTOObI NepenaTh UM

CBOW flaHHble nocne cMepTu. LindpoBoit HacnegHUK Ha3HayaeTcs Tak Xe, Kak

M KOHTaKT A1 BOCCTaHOBNeHMs gocTtyna. OaHako Koy LndpoBoro HacnegHuka

He coaepXnT nidopmMauuto, Heobxoanmyio ang pacwmdbposkn Ceasku kntoven iCloud
yMepLliero nonbsosaTensd. CTpykTypa K/to4ya uMeeT Takol e dopMmaT, Kak y KOHTaKTa

019 BOCCTAaHOBNEHUS O0CTyMNa K yYeTHOM 3anncK, 3a UCKOYEHNEM TOrO, YTO B 3TOM
cny4ae B Apple xpaHuTcd 3alindpoBaHHbIN NakeT, a UMdPOBOM HacNeQHUK NosyYaeT KoY
AES. OT0 No3BONSET COKPaATUTb pparMeHT, KOTOPbI nony4yaeT UMPPOBON HACNEOHUK,

M YNPOCTUTb ero nevyaTb Npy He06X0AMMOCTU, HO COXPaHUTb HEBO3MOXHOCTb MONYYUTb
MHbOPMaLMIO O CaMOM KJltoye as Noboi N3 CTOPOH.

[aHHble K/o4Ya, KOTOPbIN Nnony4YaeT UMPpPOoBOM HacNegHNK, B NOb30BaTeIbCKOM
OOKYMEHTaLM N Ha3blBaloTCa Kto4oM gocTyna. Koy gocTyna coxpaHsaeTcs

Ha NoaaepXuBaeMbiX YCTPONCTBAX aBTOMaTM4YeCcku, HO ero MOXHO pacrneyaTaTbh U XPaHUTb
He B unodposoin dopme. MoapobHee cM. B cTaTbe cnyxObl noaaepxkn Apple Kak no6asutb
undpoBoro HacnegHuka gng sawero AkkayHta Apple.

MNMocne cMepTu NMosib3oBaTeNs ero UMdpPoBble HacNeaHUKN MOTYT 3anpoCUTb AOCTY,
BbINOJIHWB BXO[, Ha caiTe Apple ons 3aasnexHnit. nga atoro TpebyeTtca npegocTaBuTb
CBWOETENbCTBO O CMEPTU U BbIMOMHUTb YaCTUYHYIO aBTOPMU3aLMIO C MOMOLLbIO CEKPETHOT0
Kofa, yNoMsaHYTOro B npefabiayuiem pasgene. Nocne Bcex nposepok 6esonacHoctu Apple
BblJaeT M4 Mo/b30BaTENs M Naposib HOBOM YYETHOI 3anncu 1 nepegaeT Heo6xoaMMble
[aHHble KMloYa UMPOBOMY HacleOHUKY.

[Ons 6onee ynobHoro Beoa Kto4a AoCTyna aTOT KJItoY nNpeaocTaBnseTcs B Buae
OykBeHHO-LUNdPOBOro koga co cega3aHHbIM QR-komoMm. Mocne BBOAaA Kto4Ya AOCTYN

K gaHHbIM iCloud ymepluero yenoBseka BoCCTaHaBIMBaeTCA. ITO MOXHO caenaTb

Ha yCTpOMNCTBE U B MHTepHeTe. MoapobHasa nHbopmMaLusa npueeneHa B cTaTtbe CryX0bl
noaaepxku Apple 3anpoc gocTtyna K y4yeTHon 3anucu Apple B kayecTBe UMPPOBOro
HacnegHuKa.
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YnpaBneHue Koa-napossMm u naponsamMm

O630p 6e30nacHOCTM Napons

i0S, iPadOS, macOS u visionOS No03BONAKOT NONb30BATENAM BbINOHATb 6€30MacHY0

M yaobHyo ayTeHTUPUKaLMIO B CTOPOHHUX NPUOXEHUSAX M Ha calTax C UCMOMIb30BaHUEM
napons. MNMpouie BCero ynpasnaTb NaponsgsMn, eciiv UCMofib30BaTb OAHY YUYETHYIO 3anuchb
[N BXOAa B pasHble CUCTEMbI. Micnonbaya ¢yHKUMIO «Bxon ¢ Apple», nonb3oBatenn MoryT
BbIMOMIHATb BXOM, B CTOPOHHUX NMPUNOXEHUAX U Ha callTax, He co3faBas AOMOMIHUTENbHbIE
yyeTHble 3aNncu 1 He 3anoMmHas Naposun, a Nosib3ysacb cBoMM AKKayHTOM Apple, KOTopbii
3almLLeH AByXPakToOpHOM ayTeHTUdUKaumen. Ecnu cat He nogaep>Xuneaet GYHKLNIO
«Bxopn ¢ Apple», MOXHO BOCMONb30BaTbCA PYHKLMEN aBTOMATUYECKOro CO34aHus
HageXHbIx naponei. bnarogapa aTol GYyHKLUUM YCTPONCTBA NOMb30BATENS MOTMYT
aBTOMaTM4YeCKM co3daBaTb, CUHXPOHU3UPOBATb U BBOOUTb YHUKAJbHbIE HafleXHble Napon
Ona canToB n npunoxeHun. Ha iPhone, iPad 1 Apple Vision Pro naponu coxpaHsatoTtcs

B CneunanbHoli cBa3Ke kftoyelr ABTO3anosiHeHMsa naponei. NMonb3oBaTenb MOXET
yNpaBnaTb 3TOM CBA3KOM K/lOYEN, OTKPbIB «HacTponku» > «lMaponn».

Ha Mac MOXHO ynpaBfiaTb COXpPaHeHHbIMU NaponaMu B pasgene «lMaponm» B HaCcTpomnKax
Safari. CuCTeMy CUHXPOHM3aLMM TakXKe MOXHO UCMOMb30BaTb A1 CUHXPOHM3ALUUN
naposei, Kotopble 6bIIN BPYYHYIO CO3[aHbl MOMb30BaTENEM.

be3onacHocTb pyHKUUUN «Bxon ¢ Apple»

OyHKUNa «Bxoa ¢ Apple» npeanaraet 60nee KOHGUAEHLMANbHYIO, MPO3PaYHY0 1
yOo6HYy0 anbTepHaTUBY OPYTrMM TEXHONOMMAM eAnHOro Bxoda. MNonb3oBaTtesb NosyyaeT
BO3MOXHOCTb KOHTPO/IMPOBaTb PAaCNpoOCTpaHeHe NMUYHON MHDOoPMaLMU U MOXKET OAHUM
KacaHWeM BbINOMHATb BXO[, B Pa3Hblie CUCTEMBI.

dyHKUMA «Bxog ¢ Apple» no3sonsdeT cos3gaBaTb yYeTHble 3aNMUCU U BXOOUTb B MPUTOXEHUS
M Ha canlTbl ¢ UMeWwmMMca AKkayHToM Apple, npu aToM NpefocTasnigasg nosb3oBaTesto
60/bllie BO3MOXHOCTEN A/19 KOHTPOA NMNYHOU MHbopMauuu. Mpn co3gaHnm yyeTHom
3anucu NPUIOXKEeHUa MOTYT 3anpallmBaTb TOIbKO UMS U afpec 9N1eKTPOHHOW NoYTbl
nonb3oBaTens, Npu 3TOM Yy NoNb3oBaTeNna Bcerga ecTb Bbi6op. MOXHO coobLUTb
NPUIOXEHWIO CBOW afpec 3NeKTPOHHOM MOoYThl UM He PacKpbiBaTb €ro, a BMEcTo

3TOro UCMNOJb30BaTh HOBYIO CNYXOyY peTpaHCNALMM YaCcTHbIX MOYTOBbIX agpecos Apple.
3Ta cnyxba cospaeT YHUKabHbI aHOHUMHbI afpec 3/1eKTPOHHOM NOYTbl, MUCbMa C
KoToporo 6yayT nepeHanpaBnaTbCs Ha IMYHbIN agpec nonb3oBaTtens. bnarogaps aTomy
nonb3oBaTeslb CMOXET NoJflydyaTb Nofe3Hble CooblLeHNsa oT pa3paboTynka, NPy 3TOM
3alWMTUB NTUYHOE NPOCTPAHCTBO M KOHTPONNPYA UCMONTb30BaHNE NEePCOHalbHbIX JaHHbIX.

OyHkumMa «Bxog c Apple» co3paHa gna obecnevyeHus 6e3o0nacHOCTU. Y Kaxaoro
nonb3oBatensd ¢yHKUNM «Bxon ¢ Apple» gonxHa 6biTb BKAOYEHa ABYXPaKTOpHas
ayTeHTuoduKauna ona AkkayHta Apple. [ByxdakTopHas ayTeHTUPUKaL s noMmoraer
3aWMTUTb He ToNbKO AKKayHT Apple, HO U yYeTHble 3anncu, KoTopble Nosib30BaTeNb
cospaet B npunoxeHunsax. Kpome toro, komnaHusa Apple paspabortana v BHegpuna

B dyHKUNIO «Bxon c Apple» ocobyto Mepy ang 6opbbbl C MOLWEHHNYECTBOM, KOTOpas
He HapyllaeT KOHPMOEHLUNANbHOCTb NOMb30BaTENbCKUX AaHHbIX. Bnarogapsa aton mepe
pa3paboTymMKn MOryT ObiTb YBEPEHDI B TOM, YTO HOBbIE MOMIb30BaTE/IN — 3TO peasbHble
Noan, a He 60Tbl UK ynpaBnsgeMble CKPpUNTaMn yYeTHble 3anumcu.
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ABTOMaTMYyecKoe co3faHne HaaeXXHbIX naposen

Ecnun BkntoyeHa Ceaska kntoyelt iCloud, cuctema iOS, iPadOS, macOS unu visionOS
aBTOMaTMYeCcKkn co3faeT HafexHble C/lydYailHble YHUKaNbHble Napov Npu perucTpaLmnm
nonb3oBaTensd UNN U3MeHeHUN Napond Ha calTe B Safari. ABToMaTuyeckoe cosmaHune
HageXHbIX Naposel Takxe OOCTYMNHO B NpUIoXeHUaX. MNMonb3oBaTesNb OOMXKEH 0TKa3aTbCa
OT UCNOJb30BaHNA HadeXHbIX Naponielt, ecnm ato He Tpebyetca. Co3gaHHble Naponun
COXpPaHATCA B CBA3KE K/I0UYEN U CUHXPOHU3UPYIOTCSA MEXAY YCTPOUCTBaMM C NMOMOLLbIO
CBsasku kntoyel iCloud, ecnu oHa BK/tOYEHa.

Mo yMon4yaHuio reHepupytoTcsa naponn gnnuHon 20 cumeonoB. OHKU cogepXaT ogHy Luudpy,
OOWH CUMBON B BEPXHEM pPeruncTpe, gea gedunca n 16 CUMBOJIOB B HUXKHEM pPErncTpe.
CNOXHOCTb CreHepupoBaHHbIX Naposieit coctaBnsgeT 71 6UT 3HTPONUKN, YTO COOTBETCTBYET
BbICOKOMY YPOBHIO HafEeXHOCTMU.

Maponu reHepupyrTCs Ha OCHOBE 3BPUCTUYECKON CUCTEMDI, KOTOpaa onpeaenseT, 4To
nonb3oBaTesib o6pallaeTcs K Mo napons g cosgaHms naponsd. ECnim aBpucTrUYecKon
CUCTEME He yJaeTcs onpenenunTh, YTO BbIMOMHAETCA co3faHne napons, paspaboTymku
NPUIOXEHU MOryT YCTaHOBUTb A9 cBoero TekctoBoro nond UITextContentType.
newPassword, a Be6-pa3paboTynky MOTryT YyCTAaHOBUTb AN1S 3N1IEMEHTOB <input> 3HayeHue
autocomplete= "new-password".

MpUnoXeHUsa U caTbl MOryT coobLLaTh NpaBuia, KOTOPbIM AOMXHbI COOTBETCTBOBATH
naponu. 3To nomoraeT obecrneymBaTb COBMECTUMOCTb CreHEePUPOBaHHbIX Nnaponen

C cooTBeTCTBYyLWel cnyx6oii. [lng nepegadm aTux npasun paspaboTUmMKM O0KHbI
ncnonbsoBaTtbh UITextInputPasswordRules unu atpmnbyT passwordrules B anemMeHTax
input. YcTpoiicTBa OyayT reHepmupoBaTbh CaMbli HaAeXHbl Napofib, COOTBETCTBYIOLLNNI
3TUM NpaBuIam.

Be3sonacHoCcTb GYHKLUUU «ABTO3aMno/IHEHME NapoNen»

DyHKUNS «ABTO3aMoIHEHME NMapoig» aBTOMaTU4YeCKMN BBOOUT YYETHble AaHHble, KOTOpble
XpaHATCH B cBA3Ke Kitoyel. MeHeayep naponen Ceasku knoyvel iCloud n ABTo3anonHeHne
napong npefocTaBnaloT chnefytoline BO3MOXHOCTHU:

-+ 3arojiIHeHue y4YeTHbIX AaHHbIX B MPUTIOXEHUAX U Ha calTax;
- reHepupoBaHWe HageXHbIX Naponew;

- coxpaHeHMe naponen B NPUIOXEHNIX U Ha caliTax B Safari;
- 6esonacHasg nepepgava naposeit KOHTaKTaM Nnosnb3oBaTens;

- MpefocTaBneHue naponei HaxoaduieMyca noénmnsocTtn Apple TV, KoTopblit
3anpalunBaeT y4YeTHble JaHHble.

Co3aaHue 1 coxpaHeHue naposieit B MPUNOXEHUsX, a Takxe NpeaocTaB/ieHMe naponemn
Apple TV pocTtynHo Tonbko B i0S, iPadOS u visionOS.
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ABTO3anosIHEHME Napons B MPUIOXKEHUNAX

B iOS, iPadOS un visionOS MOXHO BBOAUTb COXPaHEHHbIe MMEHa Moib3oBaTenen 1 nNaposnmn
B MONSX O/ BBOOA YYETHbIX AaHHbIX B MPUNOXEHUAX — Tak Xe, Kak NPu UCMOoNb30BaHUN
dYHKUMN «ABTO3anonHeHne naponsa» B Safari. Ha iPhone 1 iPad nonb3soBaTensM Hy>HO
KOCHYTbCS KHOMKMK C n306paxeHnemM kito4a B naHenn QuickType Ha BUpTyanbHOM
knasmaTtype. B npunoxeHusax gns macOS, cosgaHHbIX ¢ noMolbio Mac Catalyst,

nof nonsMun Ons BBOAa YYEeTHbIX AaHHbIX 0OTo6paXkaeTcsa packpbiBaloL,eecs MeHto
«[Maponun».

Ecnn npunoxeHne HafeXHO CBA3aHO C CalTOM, KOTOPbIA UCNONb3YET TOT XXe MexaHU3M
CBfA3bIBAaHNSA Ha OCHOBE TOro Xe daiina apple-app-site-association, B naHenu QuickType

B iOS 1 iPadOS, a Takxe B packpbiBatolweMcst MeHio macOS oTobpaxatoTcs npegnaraemMblie
yyeTHble faHHble NPUNOXEHUs, eCIM OHU COXPaHEeHbl B CBA3Ke Kto4yel ABTO3amnoIHeHNUs
napons. 3To faet Nonb3oBaTeNIM BO3MOXHOCTb pa3pellaTb PackpbiTUe YyYETHbIX JaHHbIX,
COXpaHeHHbIX B Safari, npunoxeHnsM ¢ TakMMm e cCBONCTBaMM 6e3onacHoCcTU, Ho 6e3
BHegpeHus APl B npunoxeHus.

ABTO3anofiHeHne Napons He packpbiBaeT NPUMOXEHWNIO HUKAKMUX CBEAEeHNN 06 YyYETHbIX
[OaHHbIX, NOoKa Mofib30BaTeNlb HEe pa3peLlnT PacKpbiBaTbh YYETHbIE JaHHble 3TOMY
npunoxeHuto. CNMCcKU y4eTHbIX AaHHbIX 0To6pa)akTca 3a npeaenamm npouecca
NPUNOXEHNS.

Ecnn Mexay npunoxeHneMm n canToM yCTaHOBJIEHbl OTHOLWIEHUS AOBEPUS U NONb30BaTeNb
BBOOMT YYETHble JaHHble B MPUIOXeHUN, To cuctema iOS, iPadOS nnu visionOS moxeTt
3anpoOCUTb COXPaHEHNE 3TUX YUYETHbIX JaHHbIX B CBSI3Ke K/tove ABTO3anofHeHUs naposen
ONS fanbHENWero NCnoib30oBaHus.

[locTyn NPUIoXXeHUn K CoOXpaHEeHHbIM Naponsam

Korga nonb3oBaTesb NbiTaeTcs BbIMOMHUTDL BXOf, npunoxeHusa ans ioOS, iPadOS, macOS

1 visionOS MoryT 3anpalwunBaTb aBTOMaTUYeCKoe 3anoJ/IHeHne naposen n3 cBa3ku

kntoyen yepes ASAuthorizationPasswordProvider n SecAddSharedwWebCredential.
MapameTpbl NOCTaBLMKA NApOsg U ero 3anpoca MOXHO UCMNOJ/Ib30BaTb COBMECTHO

c dpyHKUMen «Bxon c Apple». B pe3aynbTaTe BbI30B O4HOM0O 1 Toro xe APl nossonut
Nosb30BaTE/O BOMTU B MPUNOXKEHNE HE3ABUCMMO OT TOro, 6bi1 M NAaposib YYETHOM 3anncu
3ajaH nosb3oBaTeneM UanM yyeTHas 3anuch Obina cosgaHa ¢ NoMoLbio GYHKLUK

«Bxop c Apple».

MPUNOXeHNs MOTYT NMONYYUTb AOCTYMN K COXPaHEHHbIM NaposgaM TOIbKO B TOM cllyvae,
€Cn paspaboTUMK NPUIOKEHUA, aAMUHUCTPATOP CaiTa U Nonb3oBaTe b Aann Ha 3TO
cornacue. PaspaboTumky NpuUIoXeHUn BbipaxkaloT CBOe HaMepeHne MCrnonb3oBaTb
naponu, coxpaHeHHble B Safari, Bknto4yasa B CBOe NpuioxeHne COOTBETCTBYIOLLIME NpaBa.
Cnucok npae npeactaBngeT co60i CNUCOK MOMHbIX OMEHHbIX MMEH COOTBETCTBYIOLLNX
cainToB. CaliTbl JOMXKHbI Pa3MeCTUTb Ha CBOeM cepBepe dalifl Co CMUCKOM YHUKaNbHbIX
MaeHTUOUKaTOPOB paspeLleHHbIX Apple NpUIoXKeHUN.

Mpwn ycTaHOBKe NpuUIoXeHUs ¢ npaBoMm com.apple.developer.associated-domains
onepaunoHHble cuctembl i0S, iPadOS n visionOS oTnpaBnStoT KaXXaAoMy U3 NepevymncieHHbIx
B crincke canToB TLS-3anpoc ogHoro n3 cneayowmx ¢annos:

- apple-app-site-association

- .well-known/apple-app-site-association
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Ecnu B dpaiine ykazaH ngeHTMdmKaTop ycTaHaBIMBaeMoro npuioxenus, To iOS, iPadOS

1 visionOS nomMeyaloT, YTO MexXay CalToOM U MPUTOXEHUEM CYLLLECTBYIOT JOBEPUTENbHbIE
OTHOLEeHMA. ToNbKO NMPU HaNMYNK 0,0BEPUTENbHbIX OTHOLLIEHUI BbI30OBblI 9TUX ABYX

APl npuBoasT K 0TOOpa)KeHuto 3anpoca, B OTBET Ha KOTOPbIN Nonb3oBaTesb AO/KEH
cornacuTtbCs Ha nepepgavy naponen NpuUNoXxeHuo, Ux o6HOBNEHWE UK yOoaneHue, npexae
yeM Naponu ByayT nepeaaHbl NPUNOXKEHMIO.

PekoMeHpaumu no 6es3onacHoCcTy naponen

B cnncke naponeit aBto3anonHeHusa B i0S, iPadOS, macOS u visionOS ykasbiBaeTcH,
Kakune U3 coxpaHeHHbIX Naposiei MOBTOPHO MCIO/Ib3YOTCS Ha Pa3HbIX canTax,
BblAEeNA0TCA Napon, KOTOpPble CYUTAOTCA HEHAAEXHbIMM, a TakXXe Naponun, KoTopble 6bin
CKOMMPOMETUPOBAHbI UK YKpadeHbl B pe3ynbTaTe yTeyku AaHHbIX.

0630p

Mcnonb3oBaHWe 0QHOMO U TOTO Xe Napons B HECKOJIbKUX CepBUCaX MOXET caenaTb 3Tn
y4yeTHble 3anncu ya3BUMbIMU A8 aTaku C UCMOJIb30BaHNEM YKPadeHHbIX YYETHbIX AaHHbIX.
Ecnu oguH 13 cepBMcoB ByaeT B3/IOMaH, a Napoaiv NOXULLLEHbI, 3/TOYMbILLITEHHUKM CMOTYT
MCNOJIb30BaTb Te XXe y4YeTHble JaHHble B APYrnx cepBncax angd B3sioMa OOMNOJHUTENIbHbIX
YYeTHbIX 3anunucen.

- [laponb nomevaeTcs Kak HeO4HOKPAaTHO MCI'IO/'Ib3OBaHHbIka, eC/in OguH N TOT Xe NnapoJib
MCMNOoNb3yeTcCd B Ka4eCTBe COXPaHEeHHOro napongd B pa3HblX JOMeEHaX.

- [laponun nomMevaroTcsa Kak HeHageXHble, eCNM OHU MOTYT 6bITb NIErKO yrafaHbl
3M10yMbllneHHMKoM. i0S, iPadOS, macOS un visionOS pacno3HaloT pacnpocTpaHeHHble
WabnoHbl, MCNoNb3yeMble A1 CO3A4aHNs Nerko 3anoMmnHatoWwmMxcs naponen, HanpmuMep,
NCcrnonb3oBaHWe CIOB U3 CNoBaps, pacnpoCTpaHeHHble NOACTAaHOBKU CMMBOJIOB
(HanpuMep, ncnonb3oBaHne «p4sswOrd» BMecTo «password»), pacrnosioXXeHHble paaoM
KnaBuwu (Hanpumep, «ql12we34r» Ha knasuatype QWERTY) nnn nostopstoumecs
nocnenoBaTenbHOCTU (Hanpumep, «123123»). 3T wabnoHbl YaCcToO UCMNOMb3YIOTCS ANs
Cc030aHuNsi Naposien, yaoBNETBOPSOWMX MUHUMaNbHble TpeboBaHUs cnyXx6, ofgHaKo OHU
TakXe 4aCTO MCMOJIb3YITCS 3/10YMbILUTEHHMKAMK, NbITaOWNUMNCS NOSYYUTb Naposib
MeToa oM nepebopa.

MockonbKy MHOrne cny>x6bl TPebyT MCNONb30BaHNA UMeHHO PIN-Koga U3 yeTbipex
WM WecTn undp, aTM KOPOTKME KOA-Naposiv OLEeHNBATCS No gpyrum npasmnam. PIN-
KoObl CYMTAOTCS HEHaOEeXHbIMU, €C/TN OHM COBMagatoT C 4acTo UcnonbayeMbiMu PIN-
KoJaMu, npeacTaBngaioT coboli Bo3pacTalolyo Unn ybbiBatollyo NocnenoBaTebHOCTb,
Hanpumep «1234» nnn «8765», unu cnepytoT NnoeTopsoLLeMycs WwWabnoHy, HanpuMmep
«123123» nnn «123321».

- Maponu nomeyatoTcs Kak MoXuMLieHHbIe, €CNN N0 CBEAEHUAM GYHKLMUMU MOHUTOPUHTA
naponer oHu 6biNn HaOeHbl B MacCuUBaXxX AaHHbIX, KOTOpble GblAN YKpaaeHbl B
pesynbTaTe yTeuyku AaHHbIX. [MoapobHee cM. B pasgene MoHUTOPUHT Naponen.

HeHapexXHble, NOBTOPHO UCMOJIb3YyEMble UMW NMOXULLEHHbIE Mapon NoMeYatoTcs
COOTBETCTBYOWMM 06pa3oM B cnncke naponen (macOS) nnm ykasbiBatoTcs

B COOTBETCTBYIOWEM MHTEpdelice pekoMeHaaunin no 6esonacHocTu (B i0S, iPadOS

n visionOS). Ecnun nonb3oBaTenb BbINOMHSAET BXoA, Ha canTe B Safari ¢ ucnonbsoBaHmem
paHee COXpaHEHHOro Naposs, KOTOPbIA BIAETCS OYeHb HEHAAEXHbIM UK 6bin yKpagaeH

B pe3yfibTaTe yTeuyku faHHbIX, oTobparxkaeTcd npenynpexaeHne, B KOTOPOM HaCTOSITENbHO
peKoMeHAyeTCcs aBTOMaTMUYeCKN CO3A4aTb HOBbIM HafeXHbI Naposb.
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MoBblweHne 6e3onacHOCTU ayTeHTUdUKaLMKU y4YeTHoM 3anucu B iOS,
iPadOS u visionOS

MprnoXxeHus, KOTOpble UCNOSMb3YIOT pacllMpeHne a9 U3MeHeHUs ayTeHTudurkaumm
y4YeTHOW 3anucu (B NporpaMMHoOM cpefe cnyxX6 ayTeHTudUKaLumnm), Moryt 6bicTpo
MOBbIWATb YPOBEHb 3aLLMUTbI YYETHbIX 3aNMUCEN, 3aLLULLEHHbIX MaposieM, B OAHO KacaHue
KHOMKW. HanpuMep, oHn MOryT npegnaratb ncnonb3oBatb GyHKUMIO «Bxog ¢ Apple»
WY aBTOMaTMyecKkoe co3faHmne HafleXXHOro napons. 9Ta Tovka paclwmpeHns 4oCTynHa
B i0S, iPadOS u visionOS.

Ecnu Ha ycTpolCTBE YCTaHOBJIEHO MPUJIOXEHME, B KOTOPOM peann3oBaHa To4ka
paclmnpeHunsa, Nnofnb3oBaTen MoryT BbiGpaTb BapuaHTbl MOBbILEHUS YPOBHSA 6€30MacHOCTU
(oTKpbIB pekoMeHaaunm no 6e3onacHOCTU AN YYETHbIX AaHHbIX, CBA3aHHbIX

C NpUIoXeHNeM, B HacTponkax MeHeaxepa naposnen Ceasku knoven iCloud). MoBbileHMe
YPOBHSI 6€30MacHOCTI Takxe npefnaraeTcs BO BpeMs BXxoda Mnofib3oBaTens B NPUIOXKEHME
C UCMNOMb30BaHMEM HEHAMEXHbIX YYETHbIX AaHHbIX. [punoxeHns MoryT nepegasaTtb
cucteMe nHPopMaLmio 0 TOM, YTO He cnefyeT npensaratb BapuMaHTbl NOBbILEHUS YPOBHSA
6es3onacHocTK nocne Bxoga B cuctemMy. C nomolubto HoBoro APl AuthenticationServices
MPUNOXEeHNUAa TakXe MOryt CaMoCTOATEe/IbHO Bbi3blBaTb PacClLNpeHNda U NoBbILAaTb YPOBEHb
6e30MacHOCTK, NPennoYTUTENIbHO B HACTPOMKAX YYETHOM 3anncKu Uan Ha aKpaHe
ynpaB/ieHUsa YYETHOM 3annchbio B MPUSTOXKEHUN.

MpunoxeHns MOryT NoaaepXmBaTbh Co3AaHne HafexHbIx naponen, GpyHKLMo «Bxoa,

c Apple» nubo o6e aTu GpyHKUMN. [pU UCMONb30BaAHUM GYHKLUM CO30aHNUSA HadeXHbIX
naponen cuctemMa reHepupyeT A4 nonb3oBaTensd HageXHbl naponb. MNpn Heob6xognMMocTH
B MPUIOXEHUM MOTYT cofilep)aTbCa HacTpanBaeMble NpaBuia co3faHnga naponen ana
reHepupoBaHMUa HOBbIX Naporneii. Korga nonb3oBaTtesb NepeksoyaeTca ¢ UCNOMb30BaHUA
napongd Ha GyHKUUO «Bxoa ¢ Apple», cucteMa npenocTasBnseT HOBble YYeTHble JaHHble
«Bxop ¢ Apple», n pacluMpeHmne CBA3bIBAeT UX C 3TOW YYETHOW 3amnuchio. B yyeTHbIX
[JaHHbIX He yKa3blBaeTcs afpec a/ekKTPOHHOM no4Tbl AKkayHTa Apple. Mocne ycnewHoro
nepexoja Ha ucrnofib3oBaHue GpyHKUUN «Bxog c Apple» cuctema ypansaer us cBasku
K/toYen Nonb3oBaTesnia UCMOMb30BaABLUMNCA paHee NnapoJsib, eC/v OH OblsT TaM COXPaHeH.

PacwunpeHna ong naMeHeHusa ayTeHTUOUKALUM YYETHOM 3anmMcu MOTYT BbIMOMHUTD
[OOMONIHUTENbHYIO ayTeHTUdMKaALMIO MONb30BaTeNs, NPeXae YeM MoBbIlaTh YPOBEHb
6e3onacHocTu. Ecnm ypoBeHb 6€30MacHOCTM NOBbIWAETCS C MOMOLLbIO MEHEeAXepa
naponen nnu nocne Bxoaa B NpuUIoXeHne, paclumpeHne npenocTaBnseT UMs nosb3oBaTerns
M Naposib g y4eTHOM 3anncu, ypoBeHb 6€30MacHOCTU KOTOPOI HY>XXHO MOBbICUTD.

Mpwn NoBbIWEHNN YPOBHS 6€30MacHOCTN B NMPUNOXEHUN NpeaocTaBNSeTCs TONbKO

UMs nonb3oBaTtend. Ecnu paclwmpeHuio TpebyeTcs A0NoNHUTENbHasa ayTeHTUDMKaLNS
nonb3oBaTens, nepep NnoBblleHNeM YPOBHSA 6€30MacHOCTU OHO MOXET 3anpoCUTb
oToOpa)XkeHne HacTpanBaeMoro nHTepdeinca nonb3oBaTtens. 3To Heob6xoanMMo Oa Toro,
4YTOObI MONb30BaTENb MPUMEHWIT BTOPOM GakTop ayTeHTUdUKaLUN 1 pa3peLllns NoBbileHne
YyPOBHA 6€30MacHOCTH.

MOHUTOPUHI Naponemn

MOHUTOPUHT Maponeit — aTo GYHKLMA, KOTopas cConocTasngeT naponu, xpaHaumecs B
cBA3Ke KJoYeli ABTo3amnoHeHNs naposei, ¢ NaponsgMm B NOCTOAHHO OGHOBISIEMOM CMUCKe
naponem, KoTopble 6biY NOXULLEHbI Y PA3NIMYHbIX OHNaH-OpraHn3aLUuii B pesynbtaTte
yTeuYkun gaHHbIX. Ecnn aTa GyHKLUMS BKIOYEHa, MPOTOKON MOHUTOPUHIa HEMpPEpPbIBHO
cornocTaBfgeT naponu B CBA3Ke Kitodelt ABTo3anonHeHns naposei nonb3osaTtens

C NapofiaMu B 06HOBIIEMOM Crucke.
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Kak pa6oTaeT MOHUTOPUHT

YCTPONCTBO NOCTOAHHO NPOBEPSAET Napon Nofb3oBaTens NnyTeM LUMKINYeCKoro
nepe6opa, oTNpaBnsag 3anpochl Yepes UHTepBan BpeMeHW, KOTOPbIA He 3aBUCUT

OT Naposieit Nonb3oBaTens UM TOro, Kak UX UCMob3yeT MeHedep naponen. 3T1o
nomMoraeT rapaHTMpPOBaTh akTyaNlbHOCTb COCTOSAHUIA MPOBEPKN B COOTBETCTBUM

C TeKYLINUM OTCNeXMBaeMbIM CMIUCKOM MOXULLEHHbIX naponen. YTobbl cnocobCTBOBATH
npegynpexaeHuio yTeukn MHGopMaLmMmn 0 TOM, CKOJbKO Y MoSb30BaTeNs YHUKanbHbIX
napornei, 3anpocbl 06beAMHAOTCA B NaKeTbl U BbIMONHAOTCS NapannenbHo. Bo Bpems
KaXk4oW NpoBepKM napannenbHo NnpoBepsaeTcs GUKCUPOBAHHOE KOTMYECTBO Naposen,
M ecnun y nonb3oBaTens MeHblle naponei, reHepupyoTca clydaiiHble Naponu, Kotopble
3aTeM 006aBNAOTCA B 3aMpOChl AN9 YCTPaHEHUs pas3nnyunii.

Kak conocTtaBnqaioTcs naponu

ConocTaBneHune naponien BbiNonHaeTcs B ABa aTana. CaMble pacnpocTpaHeHHble
NoXuLL,eHHble Naposn coaepXaTcs B TOKalbHOM CMUCKe Ha YCTPOMCTBE Nofb3oBaTens.
Ecnu naponb nosb3oBaTtesis UMeeTcs B 3TOM CMUCKe, cpasy Xe oTobpaxaercs
COOTBETCTBYlOLLEee YyBeAoM/eHne 6e3 Kakoro-nmbo BHELWHero B3auMoaencTena. 3Ta
dYHKLMA HanpaBeHa Ha To, YToBbl UCKMIOUYUTL YTeUKY MHDOoPMaLMN 06 UMEIOLLLUXCS

y Nonb3oBaTens Naponsx, KoTopble NoABep>KeHbl Hanbonee BbICOKOMY PUCKY M3-3a
nosiBNeHNa B CINUCKe CKOMMPOMETUPOBAHHbIX Naponein.

Ecnu naposnb OTCYTCTBYET B CMUCKE CaMblX PacnpoCTPaHEHHbIX MOXULLEHHbIX Napoen,
OH COMOCTAaB/SETCS C MEHEE PACNPOCTPAHEHHbIMU MOXULLEHHBIMU MapPONIMMU.

CpaBHeHue naponei/'l noJsib3oBaTtesid C nNnapojasaMun B oTcsie>XknsaemMoMm
crnucke

MpoBepka HanM4nsg B OTCIEXXUBAEMOM CMUCKE Mapos, KOTOPOro HET B /TOKaSIbHOM
cnucke, nogpasymeBaeT HEKOTopoe B3aumopelictTeme ¢ cepeepamu Apple. YTobbl NOMoYb
npenynpenuTb OTNPaBKy HagexXHbIX naponen B Apple, npumeHseTcst nepeceyeHue
3aKpbITbIX HA6OPOB WNdPOBaHNS, KOTOPOE UCMOb3yeTCs AN CPaBHEHWUS Naposei
nonb3oBaTtens ¢ 60/blNM HABOPOM MOXULLEHHbIX Naponel. 3Ta PyHKLMA HanpasneHa

Ha To, YTO6blI NepenaBaTh B KOMMNaHUO Apple He3HaYNTENbHbIN 06bEM MHPOPMaL MK

B OTHOLLEHWUWN Naponen, MeHee NOABEPXKEHHbIX B3IOMy. [11g napons nonb3oBaTtens

3Ta MHbopMauust orpaHnyeHa 15-6UTHbIM NpePMKCOM KpuntTorpadnyeckoro xetua.
YpoaneHve ns aToro MHTEPaKTMBHOMO NpoLecca Hanbosnee 4YacTo MNOXMLLAEMbIX NApPOSIeN C
MCMONIb30BaHMEM JIOKaJIbHOrO CMKUCKa CaMblX PacnpoCTPaHEeHHbIX MOXULEHHbIX Naposei
NPUBOANT K CHUXEHUIO OTHOCUTENIbHOM YacTOTbl, C KOTOPOW Naposu BCTpeyalTcs B
cermeHTax Beb-cnyx6. bnarogaps aToMy Ha OCHOBE BbIMOJIHEHHOTO MOUCKa He yfaacTcs
cpoenaTb KakmMe-nnbo BbIBOObI B OTHOWEHWM Naposiei nonb3oBaTens.

Jlexxalmin B OCHOBE NMPOTOKON pasfenseT CNMCcOoK OTCNeXMBaeMbIX Naposiei, B KOTOPOM Ha
MOMEHT HamnMcaHus gaHHOro AokyMeHTa cogepxanocb nopsgka 1,5 munnnapna naponen,
Ha 2'® pa3nnyHbiXx cerMeHToB. CerMeHT, B KOTOPbIN BXOAUT Naposib, OCHOBAH Ha NepBbIX

15 6uTax 3HavyeHuMa xewa SHA256 napond. Kpome TOro, KaXablh MOXULLLEHHbI Naposb
(pw) cBg3aH C TOYKOW aNMNTUYECKON KpUBOI Ha Kpusok NIST P256: Pow = a-Hg,,(pPW), roe
a — 3TO CEKPEeTHbIN CNyYaiiHblii KNoY, M3BECTHbIN ToNbko Apple, a Hy,  — aTo cnyvaiiHas
GYHKLMA NPOrHO3MpoBaHMs, KOTopas ConocTaBAseT Naposin C ToYKaMu Ha KPUBOWN

no metony Llenblo — BaH e BycTteliHe — Ynaca. [laHHoe npeobpa3oBaHue Npu3BaHo
CKPbITb 3HAaYeHMsa naponein NnyTemM BblYMCIEHUI N NPeaoTBPaTUTb OTOBPaXKeHe HOBbIX
NMOXWULLEHHbIX Maponen Npu NCrnoib3oBaHUM MOHUTOPUHIa Naponen.
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YT10ObI BHIYNCINTD NepeceyeHne 3aKkpbiTbix HA6OPOB, YCTPOIMCTBO NOMb30BaTENS
onpenenseTr CerMeHT, B KOTOPbI BXOAUT Naposib Nonb3oBaTens, C MOMOLLbo NapaMeTpa
A, 15-6uTHOro npedpukca SHA256(upw), roe upw — 370 OAMH U3 Naposie Nonb3oBaTens.
YCTPOMCTBO reHepupyeT CBOK COHBCTBEHHYIO Clly4YallHY0 KOHCTaHTY, 3, u oTnpaBnseT
Touky P_= B-H,,(Uupw) Ha cepBep BMecCTe C 3aMpOCOM CEerMeHTa, COOTBETCTBYOLLEro A.
3pech B ckpbiBaeT nHGopMaLmio 0 Naporsie Nonb3oBaTens U orpaHM4YnBaeT nHGopmaumio,
npepoctaengemMyto Apple o napone, oo A. HakoHeL, cepBep NPUHUMAET TOYKY,
OTNpaBNeHHYIo YyCTPOMNCTBOM NOMb3oBaTens, Bblunucnget aP_ = af-Hg, (Uupw), a 3aTem
BO3BpalLaeT ero BMecTe C COOTBETCTBYOLWNM CETMEHTOM Todek BA={ PpW | SHA256(pw)
HauyMHaeTcsa ¢ npedukca A} onsg ycTponcTea.

Bosspallaemasn nHbopmaLus No3songeT yCTPponCTey BbluncanTb BY, = {B PpW | PpW € B,}.
Ecnu oP_e B’,, To Naposnb nonbsosatesis 6bia NOXULLEH.

OTnpaBka naponen gpyrnm nosb3oBaTensaM Uan Ha gpyrue
ycTpouncTtea Apple

Apple 6e3onacHo oTnpasBAseT Napoaun APYrnum nonb3oBaTenaM UK Ha Apyrme ycTponcTBa
Apple c nomoubto AirDrop, a Takxe Ha Apple TV.

CoxpaHeHue y4YeTHbIX AaHHbIX Ha 4PYroM YCTPOMUCTBE C MOMOLLbIO
AirDrop

Korga ¢yHkuma iCloud BktoYeHa, NOb30BaTENN MOTYT OTNPaBAATb COXPaHEHHbIe
yyeTHble faHHble Ha Apyroe YyCTPOMCTBO C NoMollbto AirDrop. Y4YeTHble faHHble — 3TO UMS
nonb3oBaTens, Napofib U aapeca CanToB, OJ19 KOTOPbIX OHM coXpaHeHbl. OTnpaBKa yYeTHbIX
OaHHbIX ¢ nomMoulbto AirDrop Bcerga BbINonHAeTCca B pexunme «ToNbKO And KOHTaKToB»
He3aBMCUMMO OT HacTpoek nosib3oBaTens. [llocne nonyyeHus cornacus nonb3osaTens

Ha MPUHUMaIOLLEM YCTPOMCTBE YYETHbIE JaHHble COXPAHSAOTCA B CBA3KE K/IOYEN
aBTO3aroJIHEHMS Napons, KoTopas NPMHagNexXnT nosb3oBaTernto.

3anosiHeHue yYeTHbIX QaHHbIX B NpUioXeHuax Ha Apple TV

DOyHKUMA «ABTO3aMNoJIHEHNE Napong» MOXeET UCMOIb30BaTbCA A9 BBOAA YYETHbIX
OaHHbIX B npunoxeHnax Ha Apple TV. Korga nonb3oBaTtenb BbibMpaeT TeKCTOBOE none
MMeHu nonb3oBatena unn napons B tvOS, Apple TV HauMHaeT nepegaBaTb 3anpoc
ABTO3ano/IHeHNsa napons no npoTtokony Bluetooth Low Energy (BLE).

Ha Haxopswmnxcsa nobnmsocTtur iPhone unu iPad otobpayaeTtca 3anpoc, npearatoLLmmn
nonb3oBaTesNto NOAENNTbCSA YYeTHbIMU AaHHbiMK ¢ Apple TV. Cnocob ycTaHoBNEeHUS
3alMPPOBAHHOIO COeANHEHUS 3aBUCUT OT clieaytolmx GakTopoB.

- Ecnun yctpoiicteo 1 Apple TV ncnonb3yoT oaHy U Ty Xe y4yeTHyto 3anuch iCloud, mexay
HMMW aBTOMaTM4YeCKM yCTaHaBMBaeTCs 3allMdpoBaHHOE CoOeAMHEHNE.

- Ecnn yctpoincteo 1 Apple TV ucnonbsytoT pasHble y4yeTHble 3anucu iCloud,
nonb3oBaTeso NpeajaraeTcs yCTaHOBUTH 3allMPpPOBaHHOE COeAUHEHNE NMyTEM BBOAA
PIN-kopga. lng nonyyeHusa aToro 3anpoca iPhone gomxeH 6biTb padbnoknpoBaH u
HaXoAMTbCS B HEMocpeacTBEHHON 6M30CTN OT NynbTa Siri Remote, CBSI3aHHOIO € 3TUM
Apple TV.

Mocne yctaHoBNeHMs 3alMdpoBaHHOTO coeanHeHnsa BLE yyeTHble faHHble nepegatoTcs Ha
Apple TV n aBToMaTu4yecku BBOASTCSH B COOTBETCTBYOLME TEKCTOBbIE MO B MPUIOXEHUN.

169



PacwmnpeHns NoCTaBLWUKOB YYETHbIX OaHHbIX

Ha yctpoiictBax ¢ iOS, iPadOS n macOS nonb3oBaTeslb MOXET Ha3HaA4YUTb
cooTBeTCTBYylOLWee TpeboBaHNAM NPUNOXEHNE CTOPOHHErO paspaboTymka NOCTaBLLUKOM
YYETHbIX AaHHbIX ong GYHKLUN «ABTO3aMNoOIHEHME Napofiei». ITO MOXHO caenaTb

B pasfgene Hactpoek «[Maponun» (B iOS n iPadOS), B pasgene CUCTEMHbIX HaCTPOEK
«PacwupeHuns» (8 macOS 13 unun Hoeee) Unu HenocpencTBeHHO B CUCTEMHbIX HAacTpoiiKax
(8 macOS 12 nnn 6onee paHHeln Bepcum). 3TOT MEXAHU3M OCHOBaH Ha paclUMpeHnsax
npunoXeHui. PaclunpeHne nocTaBLLMKa YYETHbIX AaHHbIX JOJIXKHO pegoCcTaB/isTh
BU3yanbHbl MHTepdenc ons Bbibopa y4yeTHbIX AaHHbIX. KpoMe Toro, paclimpeHne Moxer
npefgocTas/igTh MeTafiaHHble COXPaHEHHbIX YYETHbIX JaHHbIX, YTOObl OHM Npeanarannco
npsamo B naHenun QuickType (i0OS n iPadOS) nnu B kayecTBe NpeaNoXeHUs aBTO3anoHEHUS
(macOS). B cocTaB MeTafaHHbIX BXOOMUT CalT, AN KOTOPOro cCoxXxpaHeHbl y4YeTHble AaHHble,
M UMd nonb3oBaTens, HO He BXoauT caM naponb. i0S, iPadOS 1 macOS 3anpawueatoT
naposib y paclimMpeHus, Korga nosb3oBaTesib XO4eT BCTaBUTb €ro B MPUIOXEHUN

nnu Ha cante B Safari. MeTagaHHble YYETHbIX JAHHbIX XPaHATCS B KOHTENHEPE NPUNOXEHMUS
NOCTaBLLMKa YYETHbIX AaHHbIX M aBTOMAaTUYECKMN YOANAI0TCSA NPU YOANEeHUN MPUTOXEHUS.

Cesa3ka knwoyen iCloud

0630p 6e3onacHocTu Cea3ku kntoudewn iCloud

Cesaszka kntoyeit iCloud no3eongeT 6e30MacHO CUHXPOHU3NPOBATb Mapon N KUK
Bxona Mexnay iPhone, iPad, Mac, Apple Watch n Apple Vision Pro, He nepepaBas aTu
naHHble B Apple. [TOMMMO BbICOKOTO YPOBHSA KOHPUAEHLNANbHOCTU 1 6€30MaCHOCTH,
OV3aiH 1 apxutekTypa Cesasku knoyen iCloud obecrneymBatoT NPoCTOTY UCMOMIb30BAHUA
M BO3MOXHOCTb BOCCTAHOBJIEHMSA CBS3KW KJIl0UYEel gaxe B TOM criyyae, ec/in Bce
yCTpOMNCTBa Nosb3oBaTena HeaocTynHbl. CBa3ka knto4vent iCloud cocTonT U3 ABYX CNyX6:
CUMHXPOHU3aLMN CBA3KM KJIIOYEN N BOCCTAHOBNEHUSI CBA3KMW KITOYEN.

CBsaska kntoyei iCloud 1 BoccTaHOBNEHME CBA3KM K/IOYEN peann3oBaHbl TakUM 06pasoMm,
4YTO MApPOJIN N KJI0UM BXO[Aa MNOJib30BaTeNs OCTAOTCS 3alLULLEHHbIMM OaXxe B chneayoumx
cuTyaumax:

- y4yeTHasd 3anucso iCloud nonb3oBaTens B3afoMaHa;
- cepsuc iCloud B3noMaH BHELWHNM 3/10YMbILJTIEHHUKOM UMW COTPYAHUKOM;

e TpeTbd CTOPOHa noslydymna Aoctyn K y4eTHbIM 3anncdam nonb3oBaTtend.

MUHTerpauusa meHep)xepa naponein co Ceaskom kntdei iCloud

i0S, iPadOS, macOS u visionOS MoryT aBToMaTU4YeCKM reHepmnpoBaTb Kpuntorpadunyecku
CTOMKME CrlyYalHble CTPOKM A1 UCMOMIb30BaHUA B KaYeCcTBe Nnaposieit y4YeTHbIX

3anucelt B Safari. i0S, iPadOS u visionOS Tak)e MOTyT reHepupoBaTb HafeXHble

naponu ans npunoxeHun. CreHepnpoBaHHbIe NMapon XPaHATCA B CBA3KE K/tOYen

N CUHXPOHU3UPYIOTCS C APYrMMU YCTPOUCTBAMU. DNIEMEHTbI CBA3KUN KitoYel

nepepatTcd Mexay yCTponcTBaMn U cepeepamu Apple, o4HaKo OHU 3aLLULLLEHDI
CKBO3HbIM WNdpoBaHUeM, NoaToMy Apple n gpyrue ycTponcTea He MOryT nNpo4nTaTb

NX cCofepxnmoe.
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bes3onacHas CMHXPOHM3aLUs CBA3KU Knouen

Korga nonb3oBaTesb BriepBble BKoYaeT CBA3Ky kntovel iCloud Ha ycTpolicTBe

C ABYXdpaKTOpHOM ayTeHTUdMKaLMen, yCTPOMCTBO yCTaHaBNMBaET KpPyr 4OBeEpUa U co3aaeT
Ons cebs nOeHTUOUKATOP CUHXPOHU3ALMN. DTOT MAEHTUOUKATOP CUHXPOHM3ALUN,
COCTOALWMNA U3 aCUMMETPUYHbBIX 3NTNTUNTUYECKUX KITloYen (C ncnonb3oeaHnemM P-384),
XpaHUTCS B CBSA3KE K/loYel Ha ycTponcTee. Kaxaoe yCTponCcTBO BeAeT CBON CNMCOK
NOEHTUOUKATOPOB CUHXPOHM3AUMN APYTUX YCTPOMUCTB NOMb30BaTeNsd U nognucbiBaeT

€ero OlHUM 13 CBOUX KtoYeln ngeHTudunkaummn. 3t cnuckn xpanartcsa B CloudKit, uto
No3BONSET YCTPOMCTBAM MOMIb30BaTeNs COrlacoBaHHO 1 6€30MacHO CUHXPOHMU3MPOBATb
JaHHble CBA3KW KtoYel Mmexay coboit.

[na coBmecTuMocTun ¢ 6onee paHHMMuK yctponctBamu iCloud ycTaHaBnvMBaeTcs
aHaNorMYHbIN KPyr ooBepus n GopMUpyeTcs OPYron MAEHTUDUKATOP CUHXPOHU3ALMN.
OTKPbITbIN KNOY noeHTUdMKaTOpa CUHXPOHM3aL MU NOMeLLaeTCca B KPYT, a cam Kpyr
NnoanucbiBaeTCs ABaXKAbl: B MePBbI pas ¢ MOMOLLbIO IMYHOIO KJtova naeHTudunkatopa
CUHXPOHM3aLMN, a BO BTOPOW pa3 C NOMOLLbD aCUMMETPUYHOIO SIMNTUYECKOrO KtoYa
(Ha ocHoBe P-256), nonyyeHHoro na napong iCloud nonb3oBatens. BmecTte ¢ Kpyrom
COXpaHSaTCA NapaMeTpbl (CNy4YalHOe 3HaYeHNe «COM» U YUCI0 MOBTOPEHUN),
MCMNOoNb30BaHHbIe AN co3aaHus katoda n3 naponda iCloud nonb3soBaTtens.

XpaHunuuwe iCloud gng Kpyra CMHXpPOHU3aLUK

B cnyyae y4yeTHbIX 3anuncei ¢ AByxpakToOpHON ayTeHTUDMKALMEN CMTUCOK AOBEPEHHbIX
CUHXPOHU3aLMUI Kaxaoro ycTpoicTea xpaHutea B CloudKit. 3T cnmucky yCTpONCTB Hesb3s
npounTatb 6€3 naponsa iCloud nonb3oBatens U HeNb3d U3MEHUTb, HE UMeS NTIMYHbIX KJtoYel
BNagetolLero ycTpoicTea.

AHaNOrMYHbIM 06Pa30M MOAMNUCAHHbBIA KPYT CUHXPOHU3ALMMN XPAaHUTCS B XpaHUAULLe
KNtoYen 1 3HavYeHult B yyeTHol 3anucu iCloud nonb3oBaTens. Ero Henb3g npoynTtaThb
6e3 napong iCloud nonb3oBaTeNa U HENb3S U3MEHUTb, HE UMes IYHOI O K/ltoya
naeHTMdMKaTOpPa CUHXPOHU3aL MM OLHOIO M3 YIeHOB Kpyra.

Mopsapok no6aBneHus Apyrux yCTpouCcTB Nosib3oBaTeNs B KPYr CUHXPOHU3aLum

Mocne Bxoga B iCloud HoBble ycTpoicTBa 406aBNAOTCS B KPYr CUHXPOHU3aLUNK

CBsasku kntoyen iCloud ogHMM 13 gBYyX cnoco6oB: NM60 06beaAnHUBLIMCH B Napy

C 3apeructpupoBaHHbiM B iCloud ycTpoMCTBOM, Ha KOTOPOM 6b1510 0406pEHO 3TO HOBOE
yCTpONCTBO, NMBO NCnosnb3ys BoccTaHoBneHne Cea3ku kntovein iCloud.

Mpw co3gaHnn napbl 3anpallmBatolLee YCTPONCTBO cO3[aeT HOBble MAEHTUdUKATOPbI
CUHXPOHU3aLMN OAHOBPEMEHHO O KPYra CUHXPOHU3ALNN U CMTIUCKOB CUHXPOHMU3ALLUN

(B cnyyae y4yeTHbIX 3anucen ¢ AByxdakTopHON ayTeHTUuduKaumnen) n nepenaeT nx
opobpuBLemMy ycTponcTey. OgobpuBLlee YCTPONCTBO 406aBNSET B KPYTr CUHXPOHM3aL MK
OTKPbITbIM KMOY HOBOTO YJieHa M NMOLMUCHIBAET €ro ele pas C NOMOLLbIO CBOErO
noeHTudMKaTopa CUHXPOHU3ALUKN 1 KNtoYa, noflydyeHHoro n3 naponsa iCloud nonbsoBatens.
HoBbI Kpyr cUHXpoHM3aumn nepepaeTca B iCloud, roe ero aHanormyHbiM o6pasom
NoAMNuCbIBaeT HOBbIN YnieH Kpyra. B cnyyvae y4yeTHbIx 3anuncent ¢ AByx$akTOpHOMN
ayTeHTudbwmKaLmen ogobpurBLLee YCTPONCTBO TakxXe NpefocTaBnseT NPUCoeguHSIOLLEMYCS
YCTPOWCTBY Bay4Yep, NOAMNUCAaHHbIN KntoYaMn ngeHTudumnkaumm ogobpmreluero ycTponcTea,
NoOATBEPXAas, YTO NPUCOEANHSAIOLEMYCS YCTPONCTBY MOXHO [0BEPSATb. 3aTeM 3TO
YyCTPONCTBO OGHOBNSAET CBOI OTAE/NbHbIN CMUCOK AOBEPEHHbIX NAEHTUDUKATOPOB
CUHXPOHMU3aLMN, YTOObI BKIIOYNTL B HErO NpUcCoeaunHsioLLeecs yCTPOUCTBO.
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Tenepb B KPYr BXOASAT ABa YNeHa, Uy KaXXA0ro U3 HAUX eCTb OTKPbITbIN K1Y OPYyroro
yfieHa. YneHbl Kpyra HauMHatOT 06MeHMBaTbLCA UHAMBUAYANbHBIMU 3IEMEHTaMU CBSA3KMU
kntovelt yepes CloudKit nnun xpanunuue iCloud Tuna «knto4Y-3HavyeHne» B 3aBUCUMOCTHU
oT cutyaumn. Ecnmn oba uneHa Kpyra XxoTaT UBMEHUTb OANH U TOT XXe 3/IeMeHT, Bbibupaetcs
OOUH UNK OPYroi, 4Tobbl ocTancs ToNbkKo OANH aneMeHT. KaXabli CUHXPOHU3UPYEMbIN
aNeMeHT WudpyeTcsa TakMM 06pa3oM, YTO ero MOXeT pacluMdpoBaTb TONbKO YCTPOMCTBO
N3 Kpyra nosepus nonbsosatens. OH He MOXeT 6bITb paclwmndpoBaH NObIMU APYTUMK
ycTponcTBaMun uam komnaHuen Apple.

Korga K Kpyry npucoeguHatoTCs HOBble YCTPOMCTBA, BCA NpoLeaypa noBTopseTcs.
Hanpumep, Npu NpucoeanHEHUN TPETbero yCTPOMCTBa ero MOXHO 06beANnHUTb B Napy
C OAHWUM U3 APYrUX YCTPONCTB nofib3oBaTena. Mpu nobaBneHnn HOBOTo YfeHa Kpyra
BbIMO/THAETCS €ro CUHXPOHU3ALNSA C APYrMMM YeHaMn Kpyra. Ta Mepa Hanpas/eHa Ha
TO, YTOGbI Ha BCeX YCTPOMCTBaX XPaHUIUCh OAMHAKOBbIE 3N1eMeHTbl CBA3KU K0YeN.

CUHXPOHU3UPYIOTCS TOJIbKO onpepaeneHHble 3/IEMEHTbI

HekoTopble af1eMeHTbl CBA3KWN KJIOUYEl, Takue Kak kntovm iMessage, oTHoCSTCS

K KOHKPEeTHOMY YCTPOMCTBY, MO3TOMY OHU [0JI)XHbl OCTaBaTbCs Ha ycTpolicTBe. YTOObI
NPeLoTBPaTUTb HEOXKMOAHHYIO Nepefayy faHHbIX, KaXXAbli CUHXPOHNU3UPYEMbIA 06bEKT
OoJXeH 6bITb ABHO 0603HavYeH aTpubyTom kSecAttrSynchronizable.

Apple ycTaHaBnmBaeT aToT aTpubyT 419 NONb30BaTENbCKUX AaHHbIX Safari (Bknoyas nmeHa
nonb3oBaTesiei, Maponm N HoMepa KPeanTHbIX KapT), a TakxXe Ans naponen cetent Wi-Fi,
Knoyen wmuopoBaHma HomeKit 1 opyrux aneMeHToB CBA3KN Kto4Yel, noaaepxmsaomx
CKBO3HOe WwndposaHue iCloud.

KpoMe Toro, mo yMOn4aHuo B CUHXPOHM3ALMN HE YYaCTBYIOT 3/IEMEHTbI CBSA3KM KOYEN,
fo6aBfieHHble MPUNOXEHUIMU CTOPOHHUX pa3paboTumkoB. Mpu nobaBneHUn 31eMEHTOB B
CBA3KY K/toyel pas3paboTymkmn OOMXKHbI YCTaHOBUTb aTpubyT kSecAttrSynchronizable.

Be3onacHoe BoccTaHoBNeHue CBA3KM Kitodei iCloud

Cesaszka kntoyer iCloud nepepaet gaHHble CBA3KM Kto4e nonb3oBaTtens B Apple,

He no3Bonaa Apple unTaTb copgepxalinecs B Hell Naponu n apyrue gaHHole. [axe ecnm y
nonb3oBaTens ecTb TONbKO OOHO YCTPOMUCTBO, GYHKLMSA BOCCTAaHOBNEHUS CBA3KWN KITOYEN
obecneymBaeT 3alWnUTy OT NOTEPU AaHHbIX. ATO ocobeHHO BaxHO, ecnun Safari reHepupyeT
cnyvariHble HagexHble Mapoan UK KYn Bxoga A9 YYEeTHbIX 3anuceit Ha calTax,
NOCKOJIbKY €0MHCTBEHHbIN 3K3eMMNAap 3TUX Napofiein XpaHNUTCS B CBA3KE KtoYel.

(DyH}J,aMeHTaJ'IbeIM 3/1eMEeHTOM BOCCTaHOBNEHUS CBA3KM KJIOUYEN aBngaeTcs cny>|<6a
LOMONHUTENbHON ayTeHTUbMKaLMm n 6e3o0nacHOro OTBETCTBEHHOIO XPaHeHHUS,
pa3paboTaHHas KoMnaHuen Apple cneumanbHo Oas NOAAEPXKKM 3TOM GyHKLUUKN. CBA3Ka
KStoYel nonb3oBaTens 3awndpoBaHa C UCMOSIb30BAaHNEM HALEXHOT0 KOA-Napons, u
cny>6a OTBETCTBEHHOI0 XpaHeHMs BblaaeT KOMUIo 3TON CBA3KWN K/toYel TOMbKO Npu
cobniofgeHnn cTtpororo Habopa ycnoBuii.

Mcnonb3oBaHue AOMNOJIHUTENbHON ayTeHTUdUKaLUn

EcTb Hecko/ibko cnocob60B yCTaHOBUTb HafeXHbI KOA-Naposb.

- Ecnu gng yyeTHON 3anucu nonb3oBaTens BkAloYeHa AByXxdakTopHas ayTeHTuduKaums,
[N19 BOCCTaHOB/IeHWd NepeaaHHoM Ha XpaHeHne CBA3KM Kito4yell ucnonbayercs
Kof4-napofib ycTpoMncTea.
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«  Ecnu ppyxdakTopHas ayTeHTMdUKALNS HE HACTPOEHa, MOMNb30BaTENIO NpeaaraeTcs
cospaTb kop, 6e3onacHocTu iCloud, BBeas kog-naposb u3 6 unop. Jinbo, He ncnonbsys
ABYX}DaKTOPHYO ayTeHTUdUKALNIO, NONb30BATENM MOrYT yKa3aTb COOCTBEHHbIN, Bonee
OJIVMHHbBIA KOf, NN MO3BONMUTb YCTPOMCTBaM C034aTb KpUnTorpadmuyeckn cnydamHbii
KO, KOTOPbIA OHW MOTYT 3anncaTb U XPaHUTb CaMOCTOSATENbHO.

Mpouecc nepepaymn CBA3KU Knou4en Ha XpaHeHue

Mocne 3agaHua Kog-naponsa cBsi3ka Kto4yen nepenaeTcs Ha OTBETCTBEHHOE XpaHeHue

B Apple. YcTpolcTBO cHa4vana akCrnopTMpyeT KOMUIo CBA3KU KoYel Nosib3oBaTens,

a 3aTeM WKOpPYET ee KIoYaMn U3 XPaHMUINLLEG aCUMMETPUYHDBIX K/toYel n nomMeliaeT

B NpuUHagfexauliee nonb3oBatento xpaHunuule iCloud B Buae nap kao4en u 3Ha4YeHUN.
XpaHunuie KnYen salnLaeTca ¢ NnoMollblo koaa 6esonacHocTu iCloud 1 oTKkpbITOro
K/ltoYa KnacTepa annapaTtHoOro mMoayna cuctemol 6esonacHoctu (HSM), B koTopom
XPaHUTCH 3anMncb OTBETCTBEHHOrO XpaHeHnsa. 3Ta 3anncb CTaAaHOBUTCS 3aMNuUCbio
OTBETCTBEHHOro xpaHeHus iCloud nonb3oBaTtens. B crniyyae yyeTHbIX 3anncen

C ABYXpaKTOPHOM ayTeHTUdMKaLMel cea3Ka ktoyen Takxe xpaHutea B CloudKit. OHa
3alMLLeHa C MOMOLLbI MPOMEXYTOYHbIX K/l0Yel, KOTOPble MOXHO BOCCTAHOBUTb TOJIbKO
C NMOMOLLbIO COAEePXMMOro 3anmMcmn oTBeTCTBEHHOro xpaHeHus iCloud, yto o6ecneynBaet
O[MHAaKOBbI YPOBEHb 3aLLUTDI.

C noMoLblo COAEPXMMOro 3anMcu oTBEeTCTBEHHOIO XpaHeHns BoCcCTaHaBNuBalllee
YCTPOWCTBO Tak)e MOXeT 3aHOBO NpucoeanHuTbea k Ceaske kntodelt iCloud, noaTeepans
09 UMeoLINMXCs YCTPOMUCTB, YTO BOCCTaHaBNMBalollee YCTPOMCTBO 3aBePLLNIO NpoLLecc
nepepavu, a cnefgosaTenbHO, Bagenew, y4eTHON 3anmMcu Aan Ha 3To CBOe paspelleHue.

MpumeyaHue. NIOMUMO YCTAaHOBKW Kofa 6e30MacHOCTU, NO/b30BaTENN A0/KHbI
3aperucTpmpoBaTb HoMep TenedoHa AN CBOMX y4YeTHbIX 3anucel iCloud. 9T1o
obecneyrBaeT BTOPOI YPOBEHb ayTEHTMPUKALUM NPU BOCCTAHOBIEHUN CBA3KMU
Kntoyel. Monb3oBaTenb nony4yaet SMS 1 40/KEH Ha HEFO OTBETUTb, YTOObLI NpoLecc
BOCCTaHOBEHUNS 6bl1 MPOOOJIXKEH.

Be3onacHoCTb OTBETCTBEHHOro XpaHeHua CBA3ku kntoyen iCloud

BesonacHas nHopacTpykTypa iCloud nomMmoraeT rapaHTMpoOBaTb, YTO BOCCTAHOB/EHNE
nepenaHHOM CBA3KM KtOYeN CMOTYT BbIMOMHUTD TONIbKO aBTOPU30BaHHbIE NOJ/Ib30BaTENN
n yctpoicTtea. 3a iCloud pacnonoxeHbl KnacTtepbl annapaTHbIX MOAY/eNn CUCTEMDI
6e3onacHocTn (HSM), KoTopble 3aluLLLaoT 3aNUCK OTBETCTBEHHOIO XpaHeHus. Kak
OMMcCaHo paHee, KaX bl KNacTep MMEET KJ1loY, KOTOPbIN UCnonb3yeTcsd Ana WwndpoBaHus
HaxoOdLlMXca noa ero KOHTPoJieM 3annceil OTBETCTBEHHOIO XpaHeHus.

YT0o6bl BOCCTAHOBUTH CBSA3KY K/OYEN, MOMb30BaTENb AO/KEH NMPONTU ayTeHTUDUKaLNIO
C Mcnonb3oBaHMEM CBOel yyeTHOM 3anucu n napons iCloud, a Tak>xe oTBETUTH

Ha coobuieHne SMS, KoTopoe byaeT OoTNpPaBAeHO Ha 3apPEerncTPUPOBaAHHbIN HOMEP
TenedoHa. 3aTeM NoJsib3oBaTeNb A0/IXXEeH BBeCTU cBoM kop 6e3onacHocTn iCloud. YTobbI
ybeguTbcs, YTO Nofb3oBaTeNb 3HaeT cBon ko 6e3onacHocTu iCloud, knactep HSM
ncnonb3yet npoTokon Secure Remote Password (SRP); cam kof He nepecblnaeTca B
KoMnaHuto Apple. Kaxabii uneH knactepa He3aBUCUMO OT Apyrux ybexpaercs, 4To
nosb3oBaTesib He NPEBbICU MaKCUMallbHOE KONIMYEeCTBO MOMbITOK M3BIeYeHUs CBOel
3anucK (cM. HuXxe). Ecnm 60nblWIMHCTBO Y1EHOB K/1lacTepa cornalwatTca ¢ 3TUM, Knactep
CHMMaEeT 3aluTy C 3annCn OTBETCTBEHHOIO XPaHEHNs 1N OTMNPAaBNSET €e Ha YCTPOMCTBO
nonb3oBaTens.
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3aTeM YCTPOMCTBO C MOMOLLbIO COXPaHEHHbIX AaHHbIX pacliMdPpPOBbIBAET CyYalHbIN KoY,
KOTOpbIM 6biNna 3awndpoBaHa cBsa3ka kKftovel nonb3oaTtens. C NOMOLLbIO 3TOro K/toYa
cBA3Ka kitovel, nonyyeHHas na CloudKit n xpaHunuuia knoyein 1 sHavyeHun B iCloud,
pacwundpoBbIBaeTCS M BOCCTaHaBMBaeTCs Ha ycTpoicTeBe. Cnyxba OTBETCTBEHHOIO
XpaHeHusa paspewaeT 4o 10 NonNbITOK ayTeEHTUOUKALMM U MOSTYHEHNS XPaHSLLENCS B HEN
3anucu. lNMocne HeCKONMbKNX HEYAAaBLUMXCS NOMbITOK 3anucb 6n0KMpyeTcs, U, 4Tobbl
NOSlyYMTb NPaBO Ha AOMOJIHUTENbHbIE MOMbITKW, MOMb30BaTENb AO/MKEH NMO3BOHUTb

B cnyxby nogpepxku Apple. NMocne gecaToil HeyaaBLwencs NonbiTkn knactep HSM
YHUUYTOXAET 3arnncb OTBETCTBEHHOIO XPaHEHMUs, 1 BOCCTAaHOBUTb CBA3KY K/tOYeMn
HEBO3MOXHO. TakoM NOAXof 3alMiuiaeT OT NoMbITOK N3BMeYb 3anncb MeToaoM nepebopa,
HO XXepTBYET CBA3KOW KJOYEN.

OTN NOAUTUKKM 3aKOAMpPOBaHbl B npowmeke HSM. KapTbl agMUHUCTPaTUBHOIO AOCTYnNa,
paspelwatoume BHOCUTb UBMEHEHUS B MPOLLMBKY, YHNUYTOXeHbI. JTlobaa nonbiTka
M3MEHEeHNs NPOLWMBKN UK 40CTYyNa K IMYHOMY KoYy NPUBOAUT K TOMY, YTO KflacTep
HSM ypanseTt nu4Hbli kKoY. Ecnm aTo nponcxoguT, Bnageney, Kaxaom CBa3Ku

Kto4Yen, 3aWnlLeHHON 3TUM KNacTepoM, nonyvyaeTt cooblieHne o TOM, YTO ero 3anucu
OTBETCTBEHHOIrO XpaHeHUs 6bin yTepsHbl. Mpu XXenaHnm Nob3oBaTeN MOryT OTNPaBUTb
3anmMcu Ha XpaHeHne NOBTOPHO.

Apple Pay

O630p 6e3onacHocTn Apple Pay

C nomouwbto Apple Pay nonb3oBaTtenu nogaepxueaemolx iPhone, iPad, Mac, Apple Watch

n Apple Vision Pro moryT nerko, 6e3onacHo n kKoHouaeHumManbHo onnavymeaTb NOKYMNKM

B MarasmHax, B NpUIOXeHUaX U Ha cainTax B Safari. Monb3oBaTenu TakXxe MoryT 0ob6aBnsaTb
B Apple Wallet TpaHcnopTHbie KapTbl, CTyaeHYeckne 6uneTbl U KapTbl JOCTYyNa, €CNN OHU
nopnepxueatoT Apple Pay. [na nonb3oBaTteneit a1o yaobHo, a 3aliMTa, BCTPOEHHas Kak B
annapaTHoOe, Tak 1 B NporpaMMHoe obecrnevyeHune, rapaHTupyet 6€30nacHOCTb.

Kpome Toro, B Apple Pay npegycMoTpeHa 3almTa MYHbIX AaHHbIX Nofb3oBaTenen.

Apple Pay He cobupaeT nHGopMaumio 0 TpaH3aKLMAaX, KOTOPY MOXHO 6bin10 6bl cBA3aTb C
KOHKpPEeTHbIM noJsib3oBaTesieM. NnaTexHble onepaunm BbIMOHAOTCS UCKTIOYUTENBHO MEXAY
nonb3oBaTeneMm, NPOAaBLOM U AMUTEHTOM MJIATEXHOM KapTbl.

be3sonacHocTb KOMMNOHeHTOB Apple Pay

B Apple Pay ucnonb3yeTca HeCkosbKo anmnapaTHbIX U NPOrpaMMHbIX GYHKLWIA,
npengHasHayeHHbIx And 6€30MacHOro U HaEeXHOro CoBeplleHus NoKynok.

Secure Element

Yun Secure Element npeacTaBnset cobon cTaHOapTHYIO CEPTUPULMPOBAHHYIO
MUKpoOcCxeMy, paboTatouyto Ha nnatdopme Java Card n coBMmectTumyto ¢ TpeboBaHUIMMU
dMHAHCOBOW OTpac/N K a1eKTPOHHbIM nnaTexam. Yumn Secure Element u nnatpopma

Java Card cepTudunumnpoBaHbl Mo cTaHAapTy oLeHKN 6esonacHocTn EMVCo. Mocne
YCMELHOro NpoxoxXxaeHns oueHkn 6esonacHoct EMVCo BblgaeT yHUKaNbHbINM cepTudurkaT
VMHTErpanbHOM MUKPOCXEMbl U NIaTHOPMbI.

Yun Secure Element 6bin cepTUdPULNPOBAH Ha OCHOBE CTaHAAPTOB OLEHKN Mo 06LWmMm
KpuUtepuam.
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KoHTponnep NFC

KoHTponnep NFC obpabaTtbiBaeT NPOTOKObl B/IMXKHEN GECKOHTAKTHOW CBA3U

M MapLlpyTU3NPYeT OaHHble, NepeaaBaeMble MeXay NpPoLecCopPOM MNPUIOXKEHMUA U YATNOM
Secure Element, a Takxe mexay Secure Element n TepMnHanom, yCTaHOBJ/IEHHbIM B TOYKE
npopaxu.

Apple Wallet

MpunoxeHue Apple Wallet — yoo6HbIl cnoco6 go6aBnaTb KpeanTHble, AebeToBble

1N MarasuHHble KapTbl, YNpaBagaTb UMW 1 cCOBepLIaTb nNnaTexu Yepes Apple Pay. B
Apple Wallet nonb3oBaTenn MoryT npocMaTpuBaTb CBOU KapTbl U ONONHUTENbHYIO
nHdopmMaumio, NPefoCTaB/IEHHYO SMUTEHTOM, HaNPUMep, 0 AEACTBYIOLWMX NONUTUKAX
KOHOUAEHLMANbHOCTW, HEJaBHMX TpaH3aKuMax U MHOromM gpyrom. Kpome toro,
nonb3oBaTenun MoryT fobaensaTb kapTbl B Apple Pay 4yepes cnepytowme npunoxeHus:

- AccUCTeHT HacTpoinku n Hactpoiikm B iOS 1 iPadQOS;
+ npunoxeHne «Yacol» Ha Apple Watch;

- B pasgene «Wallet u Apple Pay» CucTteMHbix HacTpoek (macOS) ang komnbtoTepos Mac
c ceHcopoMm Touch ID.

Kpome Toro, c Apple Wallet nonb3oBaTtenu Takxe MoryT gob6aBnsaTb TPaHCNOPTHbIE KapThl,
CKWA0YHble KapTbl, NOCafA04YHble TanoHbl, 6UNeTbl, NogapoYHble KapTbl, CTyAeHYeckmne
OuneTobl, KapTbl 4OCTyMNa U Apyrve KapTbl U YyNPaBaaTb UMW,

Secure Enclave

Ha ycTpolicTBax c 6uomMeTpmnyeckon ayTeHTUbMUKaLMEN N KOMMNboTepax Mac ¢ unnom
Apple 1 knaBnaTtypoit Magic Keyboard ¢ Touch ID xpaHunuue Secure Enclave ynpasnsiet
NpoLLeccoM ayTeHTUDUKALIUM 1 NMO3BONSET BbIMOMHATbD aBTOPU30BaHHbIe TPaH3aKLUK.

B cnyyae c Apple Watch ycTpolicTBO [0/1KHO BbITb pa3bnoknMpoBaHo, a Nofib3oBaTesb
OOJIXKEeH ABaXabl HaxkaTb O0KOBYIO KHOMKY. MHbopMaumsa 06 o6Hapy>XXeHnn OBONHOTo
Ha)kaTus NepepaeTca HanpsMyto B ynn Secure Element unn Secure Enclave (npu ero
HanM4ynKn), He NPoxoas Yepes NPoLEeCCcCop NPUNOXEHUN.

CepBepbl Apple Pay

Cepsepbl Apple Pay ynpaBnsaioT HaCTPOWKOM U NpeaocTaB/ieHNEeM KPeauTHbIX, 0e6eToBbIX,
TPaHCMOPTHbIX KapT, CTyaeH4Yecknx 6unetos n kapT goctyna B Apple Wallet. Cepepbil
TakXXe ynpaBngioT y4eTHbIMM HOMEepaMu YCTPONCTB, KOTopble XpaHaTcsa B Secure Element.
3Tu cepBepbl B3aMMOAENCTBYIOT Kak C YCTPOMCTBOM, Tak U C cepBepamMm niaTexHom
cCeTu UM aMnUTeHTa KapTbl. Kpome Toro, cepsepbl Apple Pay oTBe4atoT 3a NOBTOpPHOE
WndpoBaHMe NNaTeXHbIX YYETHbIX AaHHbIX MPW OnsaTte B NPUIOXEHUIX Unn B IHTepHeTe.
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Kak Apple Pay 3awimiiaeT NoKynku nosb3oBaTenemn

Secure Element

B Secure Element xpaHuTca cneumanbHo pa3paboTaHHbIi annieT Ana ynpasneHus

Apple Pay. OH Tak>e cofepXuT annnetbl, CepTUGULNPOBAHHbIE NNATEXHbIMU CETIMU
WM aMUTEeHTaMn KapT. [aHHble KpeaAnTHON, AeB6eToOBON UK NpenoniadYeHHon KapTbl
OTNPaBASAOTCS U3 NNATEXHON CETU UM OT AMUTEHTA KapTbl 3TUM annjetam — Npu 3ToMm
[JaHHble 3aWndpoBaHbl C MOMOLLBIO K/IOYEN, N3BECTHbIX TONIbKO NAATEXHON CETU UK
9MUTEHTY KapTbl U fOMeHY 6e30MacHOCTM annneToB. OTU aHHble XpaHATCSA B annieTax
1 3awmaoTcs pyHkumMamm obecneveHusa 6esonacHocTun Secure Element. Bo Bpems
TpaH3akuumM TepMMUHan B3aMMoaencTByeT HenocpeacTBEHHO ¢ Ynunom Secure Element no
crieymanbHOM annapaTHOW WKWHe ¢ NoMoLbto KoHTponnepa NFC.

KoHTponnep NFC

KoHTponnep NFC BbicTynaeT B KayecTBe NyHKTa AocTyna Kk Secure Element n nomoraet
cpenatb Tak, YToObl BCe HECKOHTAKTHbIe TPaH3aKLUMKN BbIMOMHANCH C UCNOb30BaHNEM
YCTAHOBMIEHHOI 0 B TOYKE MPOAaXn TepMnUHana, KoTopblil HaxoanTcs B6IM3N yCTPONCTBA.
Tonbko 3anpochbl Ha onfaTy, NoCTynalwme OT TepMUHaNa Ha MecTe aKcnyaTaumu,
oTMevatotca kKoHTponnepom NFC kak 6ecKoHTakTHble TpaH3aKLUUK.

[epyxaTenb KapTbl aBTOPM3YET NNaTex KpeauTHol, nebetoBoi Ui npeaoniavyeHHom
KapTol (BKNtoYas KapTbl MarasnHoOB), UCNOb3ys OAUH U3 3TUX METOA0B:

- 6uomeTpuyeckasa ayTeHTUPUKaALUS;
< Maposib UK KOA4-Naposib YCTPOWCTBA;
- [BOIHOE HaxxaTue 6GOKOBOW KHOMKWN Ha pa3b/iokMpoBaHHbIX Yacax Apple Watch.

MnaTexHble annneTbl B Secure Element nogrotasnveatoT 6eCKOHTaKTHble OTBETbI. 3aTeM
KOHTpO/ep HanpaenseT ux B obnactb aeictema NFC. Takum o6pasom, geTanu niatexa
ocTatoTca B o6nactu geictena NFC 1 HMKOrQa He AOCTUraloT NpoLeccopa NpunoxXeHuin.
MnaTexHble gaHHble A5 niaTtexen B NPUIOXEHUAX U Ha caliTax, Hao6opoT, CHavana

nepepatoTcs npoueccopy npunoxerHunin. OgHako Secure Element wnopyet ux, npexane 4em

OHM pgocTuratoT cepeepa Apple Pay.
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KpeouTHble, oebeToBble U npeaoniavyeHHble KapTbl

0630p 6e3o0nacHOCTM NpeaocTaB/eHns KapT

Korga nonb3oBaTesnb gobaBnser KpeguTHyto, Ae6eToBYyO UK NpeaoniadvyeHHyo KapTy

(B TOM uyncne marasnHHble KapTbl) B Apple Wallet, komnaHus Apple 6e3onacHo oTnpasnsgeT
SMUTEHTY KapTbl UM aBTOPU30BAHHOMY UM MOCTaBLLUKY yCyr (06bIYHO — MaTEXHOMN
ceTun) nHpopmMaumto 06 aTon KapTe BMecTe C APYyrMMn ceegeHnsaMmn ob yyeTHomn

3anucu n ycTponcTee nosb3oBaTtens. Micnonbsya aTy MHGOPMaLNIO, SMUTEHT KapThbl

(nnn ero NnocTaBLLKK YCNyr) pelwaeT, 0g4obpuTb N1 3anNpoc nonb3oBaTens o gobaBneHnn
KapTbl B Apple Wallet. Mpwn npepoctaBneHnun kaptol Apple Pay ncnonb3ayet Tpu

Bbl30Ba CO CTOPOHbI CeEpBepa A1 OTNPaBKN U MONYYEHUS AaHHbIX OT SMUTEHTa KapTbl

WU U3 NnaTexHon ceTu:

. TpebyeMble nong;
«  npoBepKa KapTbl;
« npuB#A3Ka U NpegocTasfieHne.

AMUTEHT KapTbl UK NNaTeXHas CeTb UCMOJb3YIOT 3TU BbI3OBbI A1 NPOBEPKU

N yTBEPXIEHUA KapT, a Takxe nx nobasneHus B Apple Wallet. [aHHble, nepenaBaembie
BO BpeMs 3TUX CeaHCOB CBA3U «K/NEHT-cepBep», WndpyloTcsa no npotokony TLS 1.2
WUNn HoBee.

MofiHble HOMepa KapT He XPaHSATCA HU Ha YCTPOMCTBE, HU Ha cepBepax Apple Pay. BmecTo
3TOr0 3MUTEHT KapTbl CO3AaeT YHUKalbHbI/ YYeTHbIi HOMep YCTPOWCTBA M oTnpaBnsgeT
ero B Apple B 3aimdpoBaHHOM BUaeE, a 3aTeM 3TOT HOMep XpaHuTca B Secure Element.
YUyeTHbI HOMep YCTPoICcTBa WndpyeTca Taknum obpasom, 4To y Apple HeT K HeMy
pocTyna. Ka) bl y4eTHbI HOMep YCTPONCTBA YHUKANEH U oTnYaeTcs oT 60/blUNHCTBA
HOMEPOB KPEeAUTHbIX U Ae6eTOBbIX KapT. IMUTEHT KapTbl MW NaTexHas ceTb MOXeT
3anpeTnTb UCMONIb30BaHMe YYETHOro HoMepa YCTPONCTBA ANA onnaTbl GU3NYeCcKomn
KapTol C MarHUTHOM MOJIOCON, a TakxXe A/19 onnaTbl No TenedboHy UM Ha calTax. YYeTHbIN
HoMep ycTponcTBa B Secure Element HMKorga He xpaHUTcAa Ha cepBepax Apple Pay, ero
pe3epBHble Konuu He cospatoTcs B iCloud, 1 oH M30MpPOBAH OT 3TUX YCTPOMUCTB:

+  YCTPOWCTBA, UCMOJb3ylolMe BUOMETPUYECKYIO ayTEHTUDMKALMIO;
+  Apple Watch;
- KoMnbtoTepbl Mac ¢ ynnom Apple n knasmnaTtypon Magic Keyboard ¢ Touch ID.

Monb3oBaTenu MoryT no6asnath kKapTbl Ha Apple Watch ona Apple Pay B npunoxeHuu
Apple Watch Ha cBoeM iPhone unu B NnpuioXeHnn aMnTeHTa KapTbl. [lobaBneHue KapThbl
Ha Apple Watch MOXHO BbINOTHUTL OAHMM N3 YKa3aHHbIX COCO6O0B.

- Ecnu 4yacbl 06begnHeHsbl B napy ¢ iPhone. Yacbl OMXHbl HaX0OUTbCA B 30HE AENCTBUS
Bluetooth.

- Ecnu yacbhl HacTpoeHbl 6e3 iPhone. Yacbl fOMXHbI UMETb A0CTYN K MHTepHeTy no Wi-Fi.

KapTaMm, 3apernctpmpoBaHHbiM cneLumnanbHo ang ncnonb3oBaHusa ¢ Apple Watch,
HasHa4valTCca COOCTBEHHbIE YYeTHble HOMepa YCTPOMCTBA, KOTOpPble XpaHATca B Secure
Element Ha Apple Watch.
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Mocne pobaBneHns KPeauTHbIX, 0e0eTOBbIX UM NPeaonavYeHHbIX KapT (B TOM yucne
MarasuHHbIX KapT) OHK ByayT oTo6paxaTbCca B CNMcKe KapT B ACCUCTEHTE HacTPOMKK

Ha YCTPOMNCTBax, Ha KOTOPbIX BbIMOIHEH BXOM, B Ty Xe y4YeTHyto 3anuch iCloud. 3Tn kapTbl
0CTaloTCA B CMUCKE, NOKa OHM aKTUBHbI XOTS 6bl Ha OAHOM ycTpoicTBe. KapTbl yoanaiTcs
M3 CNKcKa Yepes ceMb JHel nocne yganeHus c nocnegHero yctponcrtea. Ong paboTbl
3TON PYHKLMN B COOTBETCTBYOLLLEN yYeTHOM 3anucu iCloud gonxHa 6biTb BK/IlOYEHA
OByxdakTopHas ayTeHTudumnkaums.

[No6aBneHune KpeauTHbIX UK gebeToBbix KapT B Apple Pay

BaHkoBCkune KapTbl MOXHO [,06aBNaTb Bpy4HYto B Apple Pay Ha ycTpoicTBax Apple.

[Jo6aBneHue KpeaUTHbIX UK Ae6eToBbIX KapT BPY4YHYIO

YT106bl ,O6ABUTL KApPTy BPYYHYIO, NONb30BaTENO HEOHXOANMMO BBECTU CBOE UMS, HOMEP
KapTbl, CpOK ee gencTeus n ko CVV. 3To MOXHO caenatb B ACCUCTEHTE HAaCTPOIKMU,
npunoxeHnn «Hactporikn», Apple Wallet nnu npunoxenun Apple Watch. 31y
MHGOpPMaLMIO Tak)Ke MOXHO CHSITb Ha KaMepy ycTpolcTBa. 3aTeM Apple nonbiTaeTcs
3aMo/IHUTb UMS, HOMEP KapTbl U CPOK ee AencTBms. DOTOCHUMOK He COoXpaHseTcs

Ha yCTponcTBe Uan B Meguateke. MNocne 3anofIHEHUS BCEX MOSIeN UX 3HaYEHUs

(kpome kopa CVV) npoBepsaioTca B paMKax npouecca npoBepkun KapTbl. 3aTeM OHU
WwnopytoTcs 1 oTNpaBnstoTCca Ha cepBep Apple Pay ona nepegayv aMUTEHTY KapThl

WY NnaTexHon ceTu.

Ecnu B npouecce NpoBepky KapTbl SMUTEHT KapTbl UK NaaTexHas ceTb BO3BpaLLatoT
noeHTMdUKaTOP NoNoXeHU n ycnosuin, Apple 3arpyxaet n oTobpaxkaeT nosib3oBaTeso
NMoMIOXeHUs U YC/IOBUS SMUTEHTa KapTbl. ECIKM Nonb3oBaTeNb NPUHMMAET NoNoXeHUs

M ycnoBusa aMuTeHTa, Apple oTnpasnser naeHTUbMUKaTOP NPUHATBIX ycnosuit n CVV-kon,
npoLeccy nNpuBAsKW 1 npegocTasneHns. KpomMe Toro, B pamkax npouecca npueasku

1 npepocTtaBneHns Apple nepegaet MHPOPMaALMIO C YCTPOMCTBA SMUTEHTY KapTbl

nnn cetn. ta MHGOPMaLMa BKIIOYAET creayloline daHHble:

- cBeflleHVa 06 aKTMBHOCTM Nnonb3oBaTens B iTunes n App Store (Hanpumep, ecTb n
y nofib3oBaTensa gonras UCTopusa TpaHsakuumii B iTunes);

- cBefeHus ob ycTpoicTBe nosb3oBaTens (Hanpumep, Homep TenedoHa, UM U MOAENb
YCTPONCTBA, a Takxe cBefeHusa o nobbix CONyTCTBYOWMX ycTponcTeax Apple,
HeobxoauMbIX Ans HacTponku Apple Pay);

+  NpubansutenbHasa reonosnums Noab3oBaTens B MOMeHT gobaBneHnsa KapTbl (ecnum
y noJib3oBaTesid BKJZTIOYEHDbI CJ'Iy)K6bI reosokaymm).

Ncnonb3ysa aTy MHGOPMaLMio, SMUTEHT KapTbl peLlaeT, pa3peLwmnTb Nn gobasneHne KapThbl
B Apple Pay.

B pesynbraTe BbINONIHEHUS MPUBA3KN N NPefoCTaB/ieHNs NPOUCXOOAT ABa cobbiTus.

- YCTPOMCTBO HauMHaeT 3arpyxaTtb ¢dann KpeanuTHo nnm nebeToBon KapTbl A
Apple Wallet.

«  YCTpOWCTBO HauuHaeT NpuBA3Ky kapTbl kK Secure Element.
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®dann kapTbl copepxut URL-agpeca, nepenas no KOTOpbIM MOXHO 3arpy3nTb
n3obpaxxeHnsa KapTbl, TakMe MeTafdaHHble, Kak KOHTakTHasa MHPopmMaums, CB3aHHbIe
NPUIOXEHU SMUTEHTa KapTbl U Noaaep>XnuBaemMblie GyHKLUUU. KpoMe TOro, oH COAepXuT
pa3nnyHblie JaHHble 0 COCTOSAHMUKM KapTbl: Oblfa Nu BbiNOJIHEHA NepCcoHann3auns Secure
Element, He NPMOCTAaHOBNIEHO N OENCTBUE KapTbl €e SMUTEHTOM, TpebyeTcs nu
OOMNONIHUTENbHAsA NPOBeEPKa, Npexae YeM KapTy MOXHO 6yaeT ncnonb3oBaTbh Ang onaatbl €
nomouwbto Apple Pay, n Tak ganee.

Do6aBneHne KpeauTHbIX Uau aeb6eToBbIX KapT U3 y4YeTHOM 3anucu iTunes Store

[na no6asneHus KpeguUTHOW Unu OebeToBOI KapTbl, 3aperncTpupoBaHHol B iTunes,
nofib3oBaTesto MOXeT NnoTpeboBaTbCsd MOBTOPHO BBECTM Naposib cBoero AkkayHrta Apple.
Mocne nony4vyeHms HoMepa KapTbl M3 iTunes BbINOIHAETCH NpoBepKa KapTbl. Ecnu kapTy
MOXHO McMnofb3oBaTh ¢ Apple Pay, yCTPOINCTBO 3arpyaeT 1 NokasbliBaeT Ha aKpaHe
MoIOXEHUs U YC/TOBUSE SMUTEHTA KapTbl, a 3aTEM OTMNPaBAsSeT UX MAeHTUdUKaTop

1 ko 6e30MacHOCTY KapTbl Npoueccy NpUBA3KN U NpenocTaBieHnd. Onga KapT,
3aperncTpupoBaHHbIX B yYeTHON 3anucK iTunes, MoxeT noTpe6oBaTbca OONONHUTENbHAS
nposepka.

[Jo6aBneHne KpeaUTHbIX UK 0e6eToBbIX KapT U3 NPUIOXKEHUS SMUTEHTa KapTbl

Ecnn npunoxeHne 3aperncTpmpoBaHo ons ncnonb3osaHus ¢ Apple Pay, sTomy
NMPUIOXKEHUIO U CEPBEPY SMUTEHTA KapTbl Ha3Ha4aloTCsa KIOYN. DTN KITHOUM UCTOMNb3YIOTCS
ONs WndpoBaHNA OaHHbIX KapTbl, OTNPaBAIeMbIX SMUTEHTY. OTa Mepa HanpasfieHa Ha To,
4YTOb6bI YyCTPONCTBO Apple He MOrNIo NpoYnTaTh 3TU AaHHble. [polecc npeaocTaBneHms
MOXOX Ha UCMoNb3yeMblii Npn nobaBneHnn KapT BPYYHYO (CM. Bbille), 3a UCK/TIOYEHNEM
Toro, 4to BMecTo koga CVV ncnonbaytoTca ogHOPa30Bblie MNaposn.

[Oo6aBneHne KpeaUTHbIX U1K 0e6eTOoBbIX KapT Ha calTe SMUTEHTa KapTbl

HekoTopble SMUTEHTbI KapT AalT BO3MOXHOCTb HayaTb NPOLLECC NpeaoCcTaB/ieHns KapTbl
ona Apple Wallet Ha cBoeM caliTe. B aToM cnyyae nonb3oBaTesb CHavyana BbibupaeT

Ha cailTe aMUTEHTa Ty KapTy, KOTOPYIO HY>XXHO NpeaocTaBnTb. 3aTeM Nosb3oBaTeb
nepeHanpasnseTcs Ha He3aBMCcUMYlo niolanky Apple ong exoga (B nomeHe Apple), roe
nofb3oBaTesio npeanaraeTca BOWTU co cBOMM AkkayHToM Apple. Mocne ycrnewHoro Bxoaa
nosib3oBaTesib BbibepeT OfHO UM HECKObKO YCTPOMCTB, YTOObI NPefoCTaBUTb KapTy,

a 3aTeM NoaTBEpPAUT 3aBeplieHre NPeaoCTaBNeHNS Ha KaXA0M U3 LLesieBblX YCTPOWCTB.

[o6aBneHue AONOJHUTENbHOW NPOBEPKMU

OMUTEHT KapTbl MOXET PeLlnTb, YTO ANd KpeanTHon unn gebeToBol kKapTbl TpebyeTcs
OOMnoNHUTEeNbHasa NnpoBepka. B 3aBUCUMOCTKN OT TOro, YTO nNpegnaraet SMUTEHT KapThbl,
nofb3oBaTelb MOXET BblOpaTb OANH U3 Pa3/IMYHbIX BapPUaAHTOB NPOBEPKU: TEKCTOBOE
coobuleHne, aNeKTPOHHOE NUCbMO, 3BOHOK M3 CNyX6bl Noaaep>XKu Unn oamH ns cnocobos
NpoBepPKM B 0A0OPEHHOM MPUNOXEHUN SMUTEHTA KapTbl. B cnyvyae TekcToBOro coobuieHuns
W 3/1EKTPOHHOI0 NMMCbMa NOJb30BaTe/lb MOXET BblOpaTb KOHTAKTHble AaHHble, yXe
3aperucTpupoBaHHble y aMUTEHTa KapTbl. Ha BbiGpaHHbI agpec unm Homep TenedoHa
OyneT oTnpasneH koA, KoTopbli noTpebyetcs BBecTu B Apple Wallet, Hactpoinkax nnn
npunoxeHun Apple Watch. Ecnu nonb3oBaTesnb BbIOUpaeT NPOBEpPKY Yepes cyxoby
NoaAepPXKU NN MPUNTOXEHWE, BbINOMHAOTCA AENCTBUS, NPeayCMOTPEHHbIE SMUTEHTOM.
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ABTOpM3aLMa NnaTexemn npu ncnonbsosaHum Apple Pay

Ha ycTpoiicTtee ¢ Secure Element MOXHO COBepLWNTb MaTex TOMbKO Mocsie ero
aBTopu3sauuu xpaHunuuieM Secure Enclave. B xofe aToll aBTopu3aLuuu nosb3osBaTesb
noaTBepXaaeT CBOe HaMepeHe COBEPLINTb NiaTex U NPONAEeHHYI0 ayTeHTUGUKaLMIO
OAHVM U3 CReayLmnx crnocobos:

- 6uomeTpuyeckas ayTeHTUDMKaLNS;
- Maposib UK KOA-Naposib YCTPOWCTBA;
- [BOINHOE HaxxaTue GOKOBOW KHOMKW Ha pa3biokupoBaHHbIX Yacax Apple Watch.

Mo yMonyaHuio cnonb3yerca 6uomMeTpuyeckas ayteHTudukauma (ecnm oHa goOCTynHa),
HO BMECTO Hee B 11060 MOMEHT MOXHO UCMOMb30BaTb Naposib WU KOA-Mapofib — OHU
Takxxe 6yayT NpeanoXxeHbl NOCne TPpex HeyaayHbiX MOMbITOK pacno3HaBaHuea oTneyvyaTka
nanbla Uan AByX HeydadHblX NOMbITOK pacno3HaBaHua nuua. lfocne NaTv HeygadHbix
nonbITOK UCMNONb30BaHMe Napons Uan Kog-napona o6a3aTenbHo.

Kpome Toro, kof-naponb Tpebyetcd, ecnm 6uomeTpuyeckas ayteHTuomnkaumns
He HaCTpOeHa NN ee NCNONb30BaHNE He BKIOYeHO ang Apple Pay.

Mcnonb3oBaHue obLiero Knw4a napbl

Secure Enclave 1 Secure Element o6MeHuMBatloTCa AaHHbIMUK MO NocnenoBaTelbHOMY
nHTepdency. Secure Element cBa3biBaeTcs ¢ kKoHTponnepom NFC, KoTopblli nogkntovyaeTcs
K npoueccopy npunoxeHuii. Secure Element n Secure Enclave He coeguHsioTCa HanpsMylto,
HO OHM MOryT 6e30onacHo 06MeHNBaTbCA AAaHHbIMU C UCMONIb30BAHMEM OTKPbITOr0

KNtoya, reHepupyemMoro Bo BpeMs 3anycka. Bo BpemMsa 3aBoACKON HACTPOMKM Ha KaXa0oM
N3 3TUX YCTPOMUCTB YKa3blBAaeTCS CTaTUYECKUIA OTKPbITbIA KJ1I0Y BTOPOro YCTPOMCTBA.
OTKpbITbIN KNtoY Secure Enclave ocHoBaH Ha ero knto4e UID n ngeHtndukatope Secure
Element. COOTBETCTBYIOLWNI NTNYHDBIN KNIOY XPaHUTCSA BHYTPM 060pya0BaHMUS U CKPbIT

OT NporpaMMHoro obecrneyeHus. B npolecce BbIMONHEHUS U3 CTATUYECKUX OTKPbITbIX
KNtoyel cocTaBngeTcs o6l KoY Mo NPOTOKOY COorfnacoBaHua knoden Ouoon —
XennMaHa Ha annuntuyeckux kpmebix (ECDH). 3ToT obwmin kntoy obecnevymBaet
6e30nacHbIn 06MeH gaHHbIMU.

ABTOpu3aumsa 6es3onacHoi TpaH3aKLun

Korga nonb3oBaTesnb aBTOpU3yeT TpaH3akL Mo, 4TO NOATBEPXAAEeTCS PUINYECKUM
nencTemeMm, nepenasaeMblM B Secure Enclave, Secure Enclave otnpaBngseTt nognucaHHble
OaHHble O TUne ayTeHTUPUKaLNN 1 CBEAEHNS O TUNe TpaH3akunm (becKkoHTakTHasa unm

B NpunoxeHumn) umny Secure Element B cBS3ke CO c/lyYyaillHbIM 3Ha4YeHNEM aBTopuM3aLm
(AR). 3HaueHune AR reHepupyetca B Secure Enclave, korga nonb3oBaTenb BNepBble
npenocTaBngeT KPeAUTHYO KapTy. 3HaYeHNe COXpaHSeTcsl, MoKa BK/OYEeHa TEXHONOrns
Apple Pay, n sawmwaercs wmnoposaHmemM Secure Enclave 1 NnpoTMBOOTKATHbIM
MexaHnamoM. OHo 6e3onacHo nepepaetca ynny Secure Element ¢ nomollblo kKno4a
napbl. Mpu Nony4yeHnn HoBOro 3HavyeHms AR umn Secure Element nomMeyvaeT BCce paHee
pobaBneHHble KapTbl Kak yTpaTuUBLUME CUNY.
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Mcnonb3oBaHMe KpUNTorpaMmbl naaTtexa ang AMHaMmnyeckom
6e3onacHoCTU

MnaTexHble TPaH3aKWUKN, UHULMMPYEMDBIE NIATEXHbIMU annieTamMu, coagepxaT
KpUNTOrpaMMy nniaTtexa, a Takxxe y4yeTHblli HOMep YCTpOoCTBa. ATa KpUnTtorpamma
(oAHOPa30BbIN KOA) BbIYMCASETCS C MOMOLLBIO CYETYMKA TPaH3aKLUMUN 1 KtoYa.
3HayeHue cyeTUYMKa TpaH3akLMi yBeNnYnBaeTCa A9 KaXaon HOBOW TpaH3akuuu. Koy
npepocTaBAsgeTCs NaaTeXxHbIM annaeToM B Xofe nepcoHannsaumm, 1 oH U3BeCTeH
NAaTeXHON CeTU UM SMUTEHTY KapTbl UK UM 06OMM. B 3aBUCUMOCTM OT CXEMbl OMaThl
npu pacyeTe TakXXe MOryT UCMOJIb30BaTbCS APYrue AaHHble, Hanpumep:

- Henpeackasyemoe yncno, bopmMmpyemoe TepMuHanoM (ona NFC-TpaH3sakuuit);

+  3HauyeHue GyHKUUM aHTMNOBTOpa ANns cepeepa Apple Pay (ans TpaHsakuuin
B MPUOXEHUAX);

«  pesynbTaTbl NPOBEPKM NONb30BaTENS, HanpuMep MHPopMaLna o cnocobe Bepudpmkaumm
Bnagenbua kaptbl (CVM).

3TN Koabl 6€30MacHOCTN NPEeAOCTaBAAOTCS MNAATEXHOW CEeTU U SMUTEHTY KapTbl, YTO
No3BONAET SMUTEHTY MPOBEPATb KaXaylo TpaH3akuuio. [InnHa Taknx Kofos 6e30nacHoOCTH
MOXeT BbITb Pa3MYHOM 1 3aBUCUT OT TUMNA TPaH3aKLUUW.

CoBeplueHue nnatexxen kaptamum ¢ nomolbio Apple Pay

Apple Pay MOXHO ncrnonb3oBaTb A0S ONaThl MOKYMOK B Mara3mHax, B MPUNOXeHMIxX
M Ha cauTax.

OnnaTta ¢ NnoMoLWbIO KapT B MarasmHax

Ecnu iPhone nnu Apple Watch BkntoyeHbl 1 o6Hapy>XunsatT 30HY gencteunsa NFC,

a npunoxeHune Apple Wallet 3agaHo no ymonyaHuto ang nnatexen n 6€CKOHTaKTHbIX
TpaH3akLUuWii, YyCTPOUCTBO NpepsaraeT Noib3oBaTeNo 3anpoLlleHHYo KapTy (ecnu 3agaH
aBTOMaTM4eCcKuil BbIGOp 3TON KapTbl) NMbo KapTy no ymonvaHuto na Apple Wallet (aTum
MOXHO ynpaBnaTb B HacTpolikax). Monb3oBaTenb TakXXe MOXeT oTKpPbiTb Apple Wallet
1 BbIOpaThb KapTy, a eCiv yCTPOUCTBO 3abOKMPOBaAHO, TO:

+  OBaXAbl HakaTb 6OKOBYO KHOMKY Ha ycTponcTBax ¢ Face ID (ecnv no ymMonyaHuto
3apaHo npunoxeHune Apple Wallet);

+  [BaXAbl HaXaTb KHOMKY KHOMKY «[JoMoin» Ha ycTpoicTeax ¢ Touch ID (ecnu
no ymMon4aHuto 3agaHo npunoxeHune Apple Wallet);

« ucrnonb3oBaTb GYHKLUUM YHUBEPCANbHOro A0CTyna, 4Tobbl Nonb3oBaThca Apple Pay,
Korga akpaH 3abnokupoBaH.

3aTteM nepep nepegavent MHGopmMaLMmM Nosb3oBaTeNb A0MKeEH NOATBEPAUTb CBOE
HaMepeHue BbIMOMIHUTbL MIaTeX U NPONTU ayTeHTUdUKALINIO OAHUM U3 3TUX CNOCOBOB:

- 6uomeTpuyeckasa ayTeHTUGMKaALUS;
< Maposb UK KOA4-Naposib YCTPOWCTBA;
- [BOIHOE HaxxaTue 6GOKOBOW KHOMKWN Ha pa3biokMpoBaHHbIX Yacax Apple Watch.

bes ayTeHTMdUKauMM NonbloBaTens naaTexHas nHopmMaLmng He oTnpaBiseTcs.
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Korga nnyHoOCTb nMonb3oBaTensa NoaTBepXaeHa, ang o6paboTkn nnaTtexa NCNonb3yTcs
YyYeTHbI1 HOMep YCTPOMCTBA U YHUKASbHbIM Koa 6e3onacHocTu. Hu Apple, HM ycTpolicTBO
nonb3oBaTens He OTNPAaBAT NpoAaBLaM NMofiHble HoMepa kapT. OgHako Apple MoxeT
nony4yaTb aHOHUMHbIE JaHHble, HaNPMUMepP 0 BPEMEHM N MECTE BbINMONIHEHUS TPaH3aKLUMN.
OTa MHpopmMaums nomoraetT ynydwatb Apple Pay u gpyrune cepeucol Apple.

OnnaTta ¢ NOMOLLbIO KapT B MPUIOXKEHUAX

Apple Pay Tak)xe MOXHO MCrnonb3oBaTb ANs nnatexen B npunoxeHunax ang ios, iPadoOs,
macOS, watchOS un visionOS. Korga nonb3oBaTeny COBepLUIatoT NaaTexun B MPUN0XKeHNax
yepes Apple Pay, komnaHus Apple nony4yaeT 3awmndpoBaHHY MHGOPMALUIO O TPaH3aKLMH,
4TOObI HANPaBUTb NNaTeX KOHKPEeTHOMY pa3paboTymnky unm npogasLy, B agpec KOToporo
nonb3oBaTenb genaeT nnaTtex. [pexae 4eM oTnpaBuUTb ee pa3paboTunky Uan nponasLy,
Apple 3aHOBO WNdpPYET ee C NCMONb30BaHMEM KJ1t0Ya, Ha3HA4YaeMoro Kaxaomy
pa3paboTymky. OTO NOMOraeT rapaHTUPOBaTb, YTO TONIbKO aBTOPU30BaHHbIN pa3paboTumk,
BNageWmin napon kKnoven, MoxeT paclimdbpoBaTb 3Ty nHdopmMaumto. Apple Pay
COXpaHaeT aHOHMMHYI0 MHPOPMaLMIO O TPaH3aKLMN, HaNnpuUMep NPUMEPHYI0 CYMMY
nokynkun. 3ta MHGopMaLKNa He MOXET NMPUBECTU K MOJSIb30BATENIO U HE COAEPXUT AaHHbIX O
TOM, YTO MMEHHO 6bIN0 KYyNAeHo.

Apple Pay paboTaeT He TO/IbKO B MarasuHax, Ho 1 B npuioxeHuax gnga iOS, iPadOs,
macOS, watchOS un visionOS. Korga nonb3oBaTeNb COBEpPLUAET onnaTy B NPUIOXEHUN,
Apple nonyyaet 3awmdpoBaHHble faHHble O TpaH3akuun. 3atemM Apple oTnpaBngeTt atu
JaHHble COOTBETCTBYOLLEMY pa3paboTuuky nnm npogasuy. MNepen atum Apple noBTOpHO
WndpyeT AaHHbIe KMHOYOM, YHUKaAbHbIM AN AA@HHOro pa3paboTyunka. 3To rapaHTUpyeT,
4YTO TOJIbKO aBTOPU3OBaHHbLIN pa3paboTymMK MOXET MONYYNTb JOCTYN K AAHHbIM.

Apple Pay coxpaHaeT aHOHUMHble faHHble, HAaNpUMep 0 CyMMe MoKynku. Ho aTn gaHHble
He CBA3bIBAlOTCA C MOMb30BaTENSIMW U HE NO3BONSAIOT ONPenennTb, YTO MMEHHO 6bINo
npunobpeTteHo.

Korga npunoxeHue 3anyckaeT NnaTexHyto TpaHsakuuio Apple Pay, cepeepbl Apple Pay
nosnyvatoT 3alWndpoBaHHYO TPaH3aKLKUIO C YyCTPOMCTBA paHblle, YEM ee MoNyunT
npopasel,. 3atemM cepBepbl Apple Pay NnOBTOPHO WK pPYIOT TpaH3aKLMio C UICNONb30BaHNEM
K/toMa, Ha3zHa4YaeMoro KaXxaomy npogasLy, Noc/ie Yero peTpaHCcanpyoT ee NpoaasLyy.

Korga npunoxeHue 3anpalumBaeT onnaTy, OHO Bbi3biBaeT API, 4To6bl onpenennTs,
noanepxueaeTt nn yctponcteo Apple Pay 1 ecTb N1 y nonb3oBaTens KpeauTHble

nnu pebetoBble KapTbl, KOTOPbIMM MOXHO OMNAATUTb NOKYMNKY B NiaTEXHON CeTH,
noaaepxveaemon npogasLoM. MpunoxeHne 3anpalwmeaet HGopmMaumo, HeobxoanmMyto
ons 06paboTky 1 BbINOMHEHWUS TPaH3akLWK, HanpuUMep pacyeTHbI agpec, agpec AOCTaBkK
M KOHTaKTHble AaHHble. 3aTeM nNpunoxeHune 3anpawupaet y i0OS, iPadOS, macOS,

watchOS nnu visionOS gocTyn k Apple Pay. Ha cooTBeTCTBYylOLWLEM 3KpaHe 3anpallmMBaeTcs
MHPOPMaLMs O NPUNOXEHUN N Opyre HeobXxoauMble CBEAEHUS, HAaNpUMep

06 ncnonb3yemom kapTe.
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B 9T0 BpeMs npunoxeHune noayyaeTt gaHHble 0 ropofae, pervoHe/wTaTte N NOYTOBOM
nHpgekce, nospondroume BbIMUCIIUTb NTOFOBYHO CTOMMOCTb OOCTaBKW. MonHbIN Ha6op
3aﬂp0LU6HHOl7'I MHbOPpMaLMN He NpeLoCTaBNsSeTCs NPUIOXEHMIO, MOKa Nosib3oBaTeslb
He aBTOopun3yeT nnatex oaHUM U3 3aTUX crnoco6oB:

- OunomeTpuyeckas ayteHTUdUKaums;
+  Mapofb UNu KoA-naposb YCTPONCTBA;
. [BOMNHOE HaxaTue 6OKOBOW KHOMKM Ha pa3b/iokMpoBaHHbIX Yacax Apple Watch.

Mocne aBTopM3aunm nnatexa MHGopmMauuns, NnpencraBneHHas B nucte Apple Pay,
nepepaeTcsd nNpoaasLy.

OnnaTta ¢ NOMOLLbIO KapT B 61NL-NPUNTOXKEHNIX

Bnnu-npunoxeHne — 3To HebGONbLIOK GpParMeHT MNPUTOXEHUS, MO3BONAOLW NN
nonb3oBaTesto 6bICTPO BbIMOHUTL ONpeaeneHHyto 3agavy (HanpumMep, B39Tb HanpokaT
Benocunen unv onnaTuTb NapKoBKY), He 3arpy»as Bce npunoxeHune. Ecnn 6nuuy-
npunoXxeHune Nogaep>XX1MBaeT NnaTexun, Nonb3oBaTeb MOXET BbIMONHUTbL BXog ¢ Apple
(ecnun aTa BOBMOXHOCTb HacTpoeHa pa3paboTymMKoM), a 3aTeM COBEPLUNTb naaTex
yepes Apple Pay. Korga nonb3oBaTenb COBepLlUaeT naaTex B 6nL-NpunoXxeHnmn, Bce
NPUHUMaeMble Mepbl 6e30MacHOCTN M 3alNTbl KOHOUAEHUMANbHOCTU aHaNOrUYHbI TEM,
KOTOpble MPUHMMAIOTCS NMPK onaaTe B NPUNOXEHUMN.

Kak nosib3oBaTenu aBTOPU3YIOT, a NpogaBL,bl MPOBEPSAIOT MaTexmu
B MPUNOXXeHNdXx

[Ona obecneyeHns 6e30nNacHOCTN NiaTeXxen B NPUIOXEHUSIX NONb30BaTENN U NPOAABLbI
nepepatoT HGopMauuto Ha cepsepbl Apple Pay, B Secure Element, Ha ycTpoincTBo

1 B APl npunoxeHunsd. CHa4ana nonb3oBaTeslb aBTOPU3YET NaaTex B NPUIOXKeHUU. 3aTeM
npunoXeHue 3anpalimBaeT Kpuntorpadumyeckoe aHa4yeHne GyHKLMN aHTUNOBTOPa

oT cepBepoB Apple Pay. CepBepbl 0OTANPaBASOT 3TO 3HAaYeHNUe BMecTe C APpYyrnmMu
OaHHbIMKM TpaH3akumu B Secure Element ong co3gaHms yYeTHbIX OaHHbIX nnaTexa,
KoTopble wudpytoTca kntovom Apple. 3atem umn Secure Element Bo3BpalLaeT yY4eTHble
JaHHble nnatexa Ha cepBepbl Apple Pay ona pacwmdpoBkn, CpaBHEHUS 3HAYEHUN
GYHKLMM aHTMNOBTOPa CO 3HAaYEHMSIMU, N3HAYaNbHO NepegaHHbix cepBepamn Apple Pay,
M MOBTOPHOTO WNGPOBaHUS YYETHbIX AaHHbIX NaaTeXa KAl4YoM npoaasua. locne aToro
cepBepbl BO3BPALLAOT YYETHbIE JaHHble Ha YCTPOMCTBO, KOTOpoe Bo3BpallaeT ux B API

npunoxeHus, a APl nepegaeT Ux B cCMCTeMy NpoJaBua ana o6paboTku. HakoHel, npoaasel,

npoeepdeT y4yeTHble aHHble NnjiaTteXXa U noaTeep>XaaeT TpaH3akKLUuto.

B APl LonmKHbI ObITb YKa3aHbl MOEHTUPMKATOPbI NOAAEPXKMBAEMbIX NPOLAABL,OB

C COOTBETCTBYOLWMMWN NOSTHOMOUYNAMU. [TpUnoxeHne Takxxe MOXeT OTNPaBUTb Ha
nognucb umny Secure Element gononHuTenbHble gaHHble, HaNpPMMep HOMep 3akasa Unu
yOOCTOBepeHMe nokynaTens, 4Tobbl rapaHTUpPOBaTb, YTO TPaH3akuMsa He byaeT cBsS3aHa

Cc opyrmm nonb3osatenem. [ing atoro pa3pa6OT‘-II/IK NPUNOXeHNa MOXeT yKa3aTb AaHHble

0 KOHKpeTHOM npunoxeHun (applicationData) B 3anpoce nnaTtexa. XewWw 3TUX JaHHbIX

BK/IlOYaeTcq B 3aliMdpoBaHHble naaTexHble gaHHble. 3aTeM npogasel, A0/KeH ybeanTbes,
YTO Xell ero gaHHbIx applicationData coBnagaet ¢ xeweM, BKIOYEHHbIM B naaTeXHble

OaHHble.
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OnnaTa ¢ NOMoOLWbIO KapT Ha canTax

Apple Pay MOXHO ncnonb3oBaTb A1 COBEPLUEHNS NiaTexXel Ha canTax ¢ YCTPOMCTB,
nepevYncneHHbIx ganee:

«  YCTPOWCTBA, MCMOMb3ytowme BUOMETPUYECKYIO ayTEHTUDUKALMIO;
- Apple Watch;
- KoMnbloTepbl Mac ¢ unnom Apple n knaematypon Magic Keyboard ¢ Touch ID.

TpaH3akuum Apple Pay Tak)e MOXHO HayaTb Ha Mac 1 3akKOHYMTb Ha iPhone, Ha KOTopoM
BkNtoueH Apple Pay, nnun Ha Apple Watch, ecnv oHn nCcnonb3yioT Ty Xe y4eTHYIo 3anuchb
iCloud. Ecnn nonb3oBaTesnb NepenaeT niaaTtexHyo MHGopMaLmno 3TUM Crnocobom,

Apple Pay Handoff nepenaeT nnatexHyto nHbopmauymio mexay Mac v aBTOpn3oBaHHbIM
YCTPONCTBOM MO NMPOTOKOJY CKBO3HOIO WMPPOBaHMA CNyxX6bl naeHTUdunkauum Apple

(IDS). KnueHT IDS Ha Mac ncnonbayeT Ons WNdpPOoBaHNS KNOYM YCTPOMUCTB NoMb3oBaTens,
NO3TOMY HUKaKoe Apyroe yCTPOMCTBO He MOXET paclindpoBaTtb 3Ty MHbOpMauuto. Y Apple
HeT OOoCTyna K 3TUM KJto4yaM.

3anpoc obHapyXeHUs ycTpoicTB Ang nepenadn Apple Pay yepes Handoff cogep>xut tmn
M YHUKaJbHbIN MOeHTUOUKATOP KPeAUTHbIX KapT NoJsib30BaTeNs, a TakxXe psi MeTagaHHbIX.
Y4YeTHbI HOMEp YCTPONCTBA, Ha3HaYeHHbI KapTe Nosib30oBaTesd, He nepenaeTcs:

OH MpogofXaeT HafeXHo XpaHMTbcs Ha iPhone nnn Apple Watch nonbsoBatens. Apple
Take 6e30MacHO NepefaeT HeAaBHO UCMOIb30BaHHbIE MOJIb30BAaTENIEM KOHTAKTHbIE
OaHHble, agpeca A0CTaBKU M agpeca nnaTtenblmka Yyepes Ceasky knden iCloud.

Korpa nonbsoBaTtenb aBTOPU3YET NaTex, TO MNATEXHbIN TOKEH, YHUKaNbHO
3aWwWndpoBaHHbIM A5 KaX4oro ceptudmkaTta canTa npogasua, 6esonacHo nepegaetcs
c iPhone nnun Apple Watch nonbsoBatens Ha ero Mac, a 3aTeM Ha caillT npogasua.

MpumeyaHue. 3anpalunBaTbh U COBeEpLIATb OMNaTy MOryT TO/IbKO YCTPOWCTBA, Haxoasumecs
nobnusocTtu gpyr oT apyra. bnmsocTtb onpepensercs no onopeuweHnam Bluetooth® Low
Energy (BLE).

[na ncnonbsoBaHua Apple Pay Ha caiiTe TakXe HeEOH6XO0ANMO, YTObbl 3TOT CalT 6bin
3apeructpupoBaH B Apple. lNocne perncrpaunm gomMeHa npoBepka 4OMEHHOI0 MMEHN
BbIMOIHAETCSA TONbKO nocne Toro, kak Apple BbigacT ceptudukaT knmeHTa TLS. CanThl,
noaaepxuneatowme Apple Pay, oonxHbl:

+ MpepnocTaBnaTb CBOW KOHTEHT no HTTPS;

«  Nony4nTb 6e30nacHbIl ceaHC NpofaBLa (YHMKaNbHbIA O KaXaoh TpaH3aKumm)
oT cepBepa Apple, ncnonbaysa BblgaHHbIN Apple cepTudukat knmeHTa TLS.

[laHHble ceaHca cBA3M NpoaaBLa NognucbiBatoTca koMmnaHuenn Apple. Mocne Toro kak
NOAMUCb CeaHca CBsA3M NpoJaBL,a NoaTBEPXAEHA, CalT MOXET 3anpoCUTb, eCTb Nn

y nonb3oBaTens yCTPONCTBO ¢ nognep>xxkon Apple Pay n akTuBMpoBaHa v Ha HEM
KpepuTHasa, nebetoBas UM NnpegonnavyeHHasa kapTa. Hukakue gpyrue faHHble He
npegocTtaBnstoTcs. Ecnm nonb3oBaTtenb He XOYeT AeNNTbCSA 3TOM MHOPMaLMEN, MOXHO
OTKJIIOYNUTb 3anpPOoChl 0 AOCTYNHOCTU Apple Pay B HacTpolikax KoHbugeHunanbHocTun Safari
Ha ycTpoicTBax iPhone, iPad 1 Mac.
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Ecnu canT ncnonb3yet HoBelwyto Bepcuto SDK JS gna Apple Pay, TpaHsakuuu Apple Pay
TakXe MOXHO HauyMHaTb U3 Noboro cTopoHHero Beb6-6paysepa B N0b6OM onepaLMoOHHOMN
cucTeMe Ha nogaepxuBatouwem Apple Pay iPhone unun iPad ¢ iOS 18, iPadOS 18 nnu HoBee.
[na aToro He06xo04MMO OTCKaHMPOBATb KO C MOMOLLbIO KAMepPbl YCTPOMUCTBA, YTOObI
yCTaHOBUTb coeauHeHne ¢ canTtom. Korga calT npenocTaBnseT aTOT KOA, Mexay canToMm
n cepBepammn Apple yctaHaBnmBaeTcs 6e3onacHoe coeanHeHmne WebSocket. MNocne
CKaHMpOBaHNA Kofa yCcTaHaBMBaeTcs elwe ogHo 6e3onacHoe coeanHeHne WebSocket
Mexnay YCTPOMCTBOM C noaaepyxkor Apple Pay n cepsepamu Apple. Takum o6pasom
cos3faeTcsd HeobxoauMoe AByHanpaBleHHoe CoefMHeHne Mexay CaulToM U YCTPOMCTBOM
c nopaepxkon Apple Pay, B koTopoM cepBepbl Apple paboTatoT Kak peTpaHcnsTop. 3atemM
nto60on 06MeH faHHbIMU MeXay 3TUMU OBYMS CTOPOHaMM BbINOJIHAETCS N0 06bIYHOM
npouenype oHnanH-TpaH3akumn Apple Pay.

[Mocne noaTBepXAeHUs ceaHca CBA3M NpohasLa NPUMEHSIOTCS Te XXe Mepbl obecneyeHus
KOHOUOEHUMANbHOCTU U 6e3OI'IaCHOCTI/I, KaK U npwn onsate B NPUIoXXeHNN.

ABTOMaTHUYeCKMe rnjaTtexun n ToKkeHbl NpoaaBLOB

YcTpoincTtea ¢ i0OS 16, iPadOS 16, macOS 13 n HoBee MOTFyT UCMOJIb30BaTb TOKEHDI
npopasLoB Apple Pay, koTopble o6ecneymBatoT 6e3onacHble nNaaTexm Ha BCex
ycTponcTBax nonb3oBaTtens. OGHOBNEHHbI 3KpaH nnatexen Yyepes Apple Pay noBbiwaer
yoo06CTBO NnaTeXen, aBTopmnsoBaHHbIX 3apaHee. APl Apple Pay Takxxe nogaep>xunsaer
HOBble TWUMbl TPaH3akLMiA, N03BONSAA pasdpaboTunkaM HacTpanmBaTb aKpaH naaTexen

ONs pasNnyHbIX 3afaY, Taknx Kak NoANUCKU, perynspHble cyeTa, NaaTexmn no paccpoyke
1 aBTOMaTMU4YeCcKOoe nornofiHeHne 6anaHca KapT.

ToKeHbl MPOAaBLOB HE YHUKaNbHbI 4719 KaXA0ro yCTPOKWCTBa, NO3TOMY NPW yaaneHun
nnaTeXXHoWN KapTbl C YCTPONCTBA NO/Ib30BaTe/lb MOXET NMPOAOMXUTb COBeplleHne
perynapHbix nnatexen.

NnaTeXXn HeCKoJIbKUM npoaasuam

B iOS 16 1 HoBee Apple Pay nogaep>xmMBaeT BO3MOXHOCTb YKasblBaTb CYyMMbl MOKYMOK
O HECKOJMIbKMX MPOAaBLLOB B O4HOM NnaTexHoM nucte Apple Pay. 3To nosgonser
Nnosb30BaTeNIIM COBepLUaTb HECKObKO NMOKYMNOK OAHOBPEMEHHO — HanpuMep, onaaTuTb
OuneTbl Ha caMoneT, apeHay aBToMo6MAS 1 OTeNb OQHUM NNaTeXoM, pacnpenenvs ero
Mexay npogasLamMu.

becKkoHTakTHble KapTbl B Apple Pay

[0ns nepefayun gaHHbIX ¢ nogaepXXmBaeMbix KapT Ha CoBMeCcTUMble TepMuHanbl NFC
KomMnaHua Apple ncnonbsyet npotokon Apple VAS (Apple Value Added Services). MNMpoTokon
VAS MOXHO NMPUMEHSTb Ha CTOPOHHUX BECKOHTaKTHbIX TEPMUHANAX UIN B MPUNOXKEHUSAX
ons iPhone. OH ncnonbayet NFC ong B3auMogencTeuns ¢ noaaepXxmeaemMbiMn
ycTpoiictBamu Apple. MNMpotokon VAS paboTaeT Ha KOPOTKOM PacCTOSAHUU U MOXKET
MCMNoNb30BaTbCA AN NpeabsaBeHns 6eCKOHTAKTHbIX KapT HE3aBMCUMO U/IN B pamMKax
BbINONHEHUSA TpaH3akuun Apple Pay.
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Ecnun nogHecTu ycTponcTBO K TepMuHany NFC, TepMUHanN MHULUMPYET NonydyeHne
nHdopMaLmm o0 KapTe, OTMNPaBMB 3aMpoc 0 Hannyum KapTbl. ECnv Ha KapTe ecTb
noeHTUdMKaTOp NoCTaBlLMKa, MOb30BaTENIO NpeAnaraeTcs aBTopu3oBaTb ee 0HUM
M3 3TUX crnocoboB.:

- OunomeTpuyeckas ayteHTUdUKaums;
+  Mapofb UNu KoA-naposb YCTPONCTBA;
. [BOMNHOE HaxaTue 6OKOBOW KHOMKM Ha pa3b/iokMpoBaHHbIX Yacax Apple Watch.

MHbopMaLuns o KapTe, BpeMeHHas MeTka M 0OHOPAa30BbIN cny4YanHbiii kntoy ECDH P-256
BMeCTe C OTKPbITbIM K/1H0YOM MOCTaBLIMKa KapThl MCMOJMb3YOTCH, YTOBbI MONYUYMUTb KITHOY
lWMdpoBaHMa AN AaHHbIX KapTbl, KOTOpble NepeaatoTcsd Ha TepMuHan.

B Bepcuax ¢ iOS 12.0.1 no iOS 13 nonb3oBaTenn MoryT BPYUHYIO BbibpaTb KapTy, npexne
yeM npenbasuTb ee NFC-TepMumHany npogasua. Ha yctpoiicteax ¢ iOS 13.1 n HoBee
NOCTaBLLMKWN KapT MOTYT yKa3biBaTb, HY>XHa 1 ayTeHTUdUKaLUS NS KapTbl, BbIOpaHHOM
BPYYHYIO, UM KapTy MOXHO UCnonb3oBaTb 6e3 ayTeHTUdunKaumu.

OTobpaxkeHne KapT Kak HegoCTynHbiX B Apple Pay

KpeouTtHblie, nebeToBble U NpenonaadvyeHHble KapTbl, 4ob6aBneHHble B Secure Element,
MOXHO MCMONb30BaTh, TONbKO ecnn Secure Element nonyyaeT aBTopmn3aLunto ¢ TeMu xe
K/II0YOM Mapbl U CNy4YalHbIM 3Ha4YeHneM aBTopu3auum (AR), KoTopble MCMOMb30BaNMUCh NPU
nobasneHun kaptbl. Mpu nonyyeHnn HoBoro 3HadyeHnsa AR ymun Secure Element nomevaer
BCe paHee gobaBfieHHble KapTbl Kak yTpaTUBLIME CUy. DTO No3BonsgeT onepaunoHHoOM
cucTteme coobuath Secure Enclave, kakue KapTbl cneayeTt genaTtb HegOCTYNMHbIMKU AN
MNCMOIb30BaHMA, OTMeYas CBOI KOMUIo 3HaYeHMs AR Kak He,eICTBUTENbHYIO B CNeayoumnx
cuTyaumax.

Cnoco6 npekpalieHus AecTBUSA KapTbl YcTpoucTBo

3anpoc KoA-napons BbIK/OYEH. iPhone, iPad, Apple Watch, Apple Vision Pro
3anpoc napons BbIKOYEH. Mac

Monb3oBaTtenb Bbiwen n3 iCloud. iPhone, iPad, Mac, Apple Watch, Apple Vision Pro
Monb3oBaTenb BbiIGpan cTMpaHne BCEro KOHTEHTA iPhone, iPad, Mac, Apple Watch, Apple Vision Pro

M HacTpoek.

YCTpOMCTBO 6GblSI0 BOCCTAHOBEHO B pexume iPhone, iPad, Mac, Apple Watch, Apple Vision Pro
BOCCTaHOBNEHMS.
Pa3pbiB napbl Apple Watch

Ecnu nonb3oBaTenb CTUpPaeT BCe AaHHble C YCTPONCTBaA C NOMOLLbIO yHKUMN «CTepeTb
KOHTEHT M HacTPOMKN», C MOMOLLbto JTokaTopa Unu Npu BOCCTAaHOBNEHUN YCTPOMNCTBA, 3TO
ycTponcTBo nepepaet B Secure Element koMaHoy oTMETUTb BCe KapTbl Kak yTpaTuBLUME
cuny. MNpn aToM BCe KapTbl MTHOBEHHO NepeBoaaTCcs B HeAeNCTBUTENIbHOE COCTOSHME,

a nocrne nogkntoyeHnsa Kk cepeepam Apple Pay nonHocTbio cTupatTca n3 Secure

Element. HesaBucmumo ot atoro npouecca Secure Enclave nomevaeT 3Ha4yeHne AR kak
HeOencTBUTeNbHOE, YTOObI C paHee 3aperncTPUPOBaHHbIX KapT Hesb3s 6blf10 aBTOPU30BaTh
nnatexu. Mpu NOAKIOYEHUN K CETU YCTPOMCTBO MNbiTaeTCcs CBA3aTbCs C CepBepamMu

Apple Pay. 3Ta Mepa HanpaB/ieHa Ha TO, 4TOObI BCe KapTbl OblIN CTepTbl N3 Secure
Element.
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MpuocTaHoOBKa AeNcTBUA, yaaneHue u ctTupaHue KapT

Monb3oBaTesb MOXET MPUOCTaHOBUTb Aencteune Apple Pay, a Takxe yaannTb UK CTepeTb
CBOM KapTbl HAa YCTPOMCTBAX, MCMOMb3ya Cocobbl, MepeyYncrieHHble ganee.

YcTponcTBo Cnoco6 npuocTtaHoBKU AeicTBua Cnoco6bl yaaneHus u cTupaHusa Kapt
Apple Pay ns3 Apple Pay
iPhone, iPad, Mac MepeBecTn YCTPONCTBO B PEXUM NokaTop

nponaxmu ¢ noMmoubto JlokaTtopa Apple Wallet

YpanuTb yCTPOWCTBO c canTa icloud.com
Ypanutb ycTpoicTBo n3 AkkayHTta Apple

Yoanutb AKKayHT Apple Ha cTpaHuLe
«[laHHble U KOHOUAEHLMANbHOCTb»
Ha caliTe Apple

Apple Watch [MepeBecTn yCTPOMUCTBO B PEXUM NokaTop

nponaxw c nomouibto JlokaTopa Apple Wallet
YOanuTb yCTPONCTBO C caltTa icloud.com
YpanuTb ycTponCcTBO N3 AkkayHTa Apple

Ypanutb AKKayHT Apple Ha cTpaHuLe
«[JaHHble U KOHOUMOEHLMNANbHOCTb»
Ha canTe Apple

Ypanutb us npunoxenuns Apple Watch
Ha iPhone, 06begMHEHHOM B nNapy

Apple Vision Pro H/O Apple Wallet
YpanuTb yCTPOMWCTBO Cc canTa icloud.com
Ypanutb ycTponcTeo n3 AkkayHta Apple

Ypanutb AKKayHT Apple Ha cTpaHuLue
«[JaHHble 1 KOHOUMAEHLUNANbHOCTb»
Ha calTe Apple

Korga nonb3oBaTenb NnpuocTaHaBNMBaeT AeNCcTBMe KapTbl MK yaoanseTt ee us Apple Pay,
SMUTEHT KapTbl UM COOTBETCTBYIOLLLAA NaTeXHas ceTb NpUocTaHaBIMBaeT

VN @aHHYNMPYET BO3MOXHOCTb COBEpPLUATb MNAaTeXn 3TOM KapTONn, Aaxe ecnum yCTPOMUCTBO
HaxoauTcs odnanH 1 He nogkntoveHo K Wi-Fi unu cotoBoi cetu. MNMonb3oBaTesnb TakXxe
MOXeT 06paTUTbCa K SMUTEHTY KapTbl C NPOCbO6OMN NMPUOCTAHOBUTb AENCTBUE 3TOM KapThbl
nnn yganutb ee n3 Apple Pay.

besonacHocTtb Apple Card

Ha noppaepxuBaemMblix Mmoaensx iPhone n Mac nonb3oBaTefnb MOXeT 6e3onacHo nogaTb
3as9BKYy Ha nonyyeHue kaptbl Apple Card.

3agaBKa Ha nonydeHue Kaptbl Apple Card

Ha ycTpoiictBax ¢ i0OS 12.4, iPadOS 13.1, macOS 10.14.6, watchOS 5.3, visionOS 1.0
1 HoBee kapTy Apple Card MoXHO Mcnonb3oBaTb A9 coBeplleHns nnaTtexen c Apple Pay
B MarasuHax, B NPUIOXEHNAX U Ha calTax.
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YT106bI NOAATHL 3asBKY Ha nony4yeHune kaptbol Apple Card, nonb3oBaTesnb 4OMXKEH BONTHU
B CBOI0 y4eTHyto 3anuch iCloud Ha iPhone unu iPad, coBmecTtumom ¢ Apple Pay,

a B y4yeTHol 3anuncu iCloud gonHa 6bITb BKJItOUYeHa ABYyXdakTopHaa ayTeHTudumkaums.
JIn6o MoxHO nopaTb 3asiBKY Ha caiTe apply.applecard.apple, BbINONHWB BXOA,

c AkkayHToM Apple. Korpoa 3asBka 6yneT ogobpeHa, kapta Apple Card noasutcs

B Apple Wallet nnu B pasgene «Hactpoliku» > «Wallet n Apple Pay» Ha nio6om

13 NoJLepXnBaemMblX YCTPONCTB, rAe Nofib30BaTe b BbIMOHWUA BXOL CO CBOUM
AkkayHTOM Apple.

Mocne Toro Kak nosnb3oBaTesnb nogan 3asasky Ha Apple Card, napTHepbl Apple no pa6oTte ¢
NOEHTUDUKALMOHHBIMWN OaHHbIMU 6e3onacHbIM 06pa3oM NPoBepPAOT UOEHTUGUKALMOHHYIO

MHPOpMaLMIO NONb30BaTeNd, nNocne 4Yero oHa nepepgaetcsa Goldman Sachs Bank USA ans
OLEHKM NOEHTUPUKALMOHHbBIX AaHHbIX U KPeANTOCNOCOBHOCTH.

MHbopmMaLuns, KoTopad 6bina npegocTaBneHa nNpu nogayve 3adaBku, Hanpumep HoMmep
colManbHOro cTpaxoBaHusa nnu ¢otorpaduna yooctoBepeHms NMYHOCTHN, 6Be3onacHo
nepepaetcya naptHepam Apple no paboTe ¢ NAEHTUPUKALMOHHBIMU AAHHBIMU N/UNK
Goldman Sachs Bank USA, 3awmndpoBaHHaa ¢ NoMoLblo KJtoda nonyyartenda. Apple He
MOXeT pacwmndpoBaTb 3TV JaHHbIE.

NHdopmauma o goxoaax, NnpeaocTaBfieHHas Npu nogaye 3asBku, a Takxke MHbGopMaLus
0 6aHKOBCKOM cyeTe, ncnosblyemMas Ans onnaTbl BbICTaBAEHHbIX CHETOB, 6e3onacHo
nepepaetca Goldman Sachs Bank USA B 3awmndpoBaHHoM Buge. LLndposaHue
BbIMOJTHAETCS C MOMOLLbIO K/toYa nonyyvatens. MHpopmaums o 6aHKOBCKOM cyeTe
coxpaHsieTcs B CBA3Ke ktoyein. Apple He MoxeT pacwndpoBaTb 3TN faHHbIE.

Mpw pobaeneHumn Apple Card B Apple Wallet nnbopmauus, aHanormyHasa Toi, 4TO
npeaocTaBnseTca npu gobaBneHnn KpeanuTHon nnm nebeToBoit KapTbl, MOXeT ObITb
oTnpasneHa 6aHKy-napTHepy komnaHun Apple, To ectb B Goldman Sachs Bank USA
1 B Apple Payments Inc. 9Ta nHdopmMaums NCNosb3yeTcsa TONbKO A5 yCTpaHeHUs
Hernonagok, NpeaoTBpalleHnss MOoLEeHHWYeCTBa U cCob/oAeHNs 3aKOHO4aTeNbCTBa.

Ha ycTtpoiictBax ¢ iOS 14.6, iPadOS 14.6, watchOS 7.5 unu HoBee opraHmMsaTop rpynnobl
cemeliHoro goctyna B iCloud, y koToporo ecTtb kapTta Apple Card, MoXeT OennTbce eto
C ApYyruMu YneHamu rpynnbl ceMenHoro goctyna B iCloud, KOTOPbIM y)Ke UCMOTHUIOCH
13 neT. Ans noaTBepXAeHUs 3anpoca B npurnaweHnn notpebyertca ayteHTudumkaumna.

Apple Wallet ncnonbsyet kntou B Secure Enclave, 4To6bl BbIUMCANUTbL NOAMNUCH, KOTOpas

CBSI3blBaeT Bragenblia v npurialleHHoro nonb3oBaTtens. Ty NognnUcb NPOBEPSIOT cepBepPbI

Apple.

B gononHeHne K 3TOMY OpraHn3aTop MOXET HacTPOUTb IMMUT MO onepaumam Yy4aCcTHUKOB.
KapTbl y4aCTHMKOB MOXHO 3a6/10KkMpoBaTh B Ntoboe BpeMs, YTo6bl OHUM HE MOMN TPAaTUTb

cpeacTBa yepe3 Apple Wallet. Korga conagenen nnu y4acTHuK cTaplue 18 net npumer
npurnaweHne 1 NogacT 3asBKY, 3TOMY Ye/loBeKy noTpebyeTca NponTu Yepes npouecc
paccMOTpeHns 3asBKUW, ONMCaHHbIN B pasferie o nogade 3asaBKW Ha Mofly4yeHue KapThbl
Apple Card B Apple Wallet.
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MNcnonb3oBaHune Kaptbl Apple Card

B paspene Apple Card B Apple Wallet MoXHO 3aka3aTb dpusmyeckyto kapty. Nocne Toro
KakK nosib3oBaTeb NOAYYNT GU3NYECKYIO KapTy, OHa akTUBMpyeTCcs ¢ nomoLlbio MeTkn NFC
13 KOHBepTa C p13MYeckol KapTon. OTa MeTKa YHUKaNbHa A5 KaXa0M KapTbl U HE MOXeT
ObITb UCMONb30BaHa 4,19 akTUBaLUMUM KapTbl ApPYroro nonb3oBatensd. KapTy TakXKe MOXHO
aKTMBMPOBaATb BPYYHYIO B HacTpoiikax Apple Wallet. Kpome Toro, nonb3oBaTtenb MOXeT

B Ntoboe Bpemsa 3abnoknmpoBaTb unm paszbnokmuposaTb dpusmnyeckyto kapty B Apple Wallet.

CsepeHuns o nnatexax ¢ Apple Card n kaptax B Apple Wallet

Mnatexun co cyeTta Apple Card MOXHO BbINONHATL U3 Beb6-Opay3epa unu ns Apple Wallet
B iOS ¢ nomoulbto Apple Cash 1 6aHkoBcKoro cyeta. MoXHo 3anaHMpoBaTb MOBTOPHbIE
naaTeXXu Uan HacTPOUTb OLHOPA30BbIN NaTeX B ykasaHHY AaTy ¢ nomowbto Apple Cash
n 6aHKoBCKoro cyeta. Korga nonb3oBaTeflb COBepLUAET nnaTex, Ha cepBepbl Apple Pay
oTnpaBnsieTcd 3anpoc Kpuntorpadruyeckoro sHavyeHnss GyHKLUM aHTUMOBTOpPA, Kak

n B cny4vae c Apple Cash. 3HaueHue GYyHKLNM aHTUNOBTOPA BMECTe C APYrMMU AaHHbIMU
nnatexa nepepaetcsa B Secure Element gng BbluMcnenumsa nognmucu. 3atemMm ata Nnognuch
BO3BpallaeTca Ha cepBepbl Apple Pay. CepBepbl Apple Pay npoBepstoT ayTeHTUMdUKaLUIO,
LLe/TIOCTHOCTb M MPaBUIbHOCTb NiaTeXa Ha OCHOBaHWW MOAMUCU U 3HaYeHUsa GYHKLNK
aHTMNOBTOpPA, Nocne Yero naaTtex noctynaet B 6aHk Goldman Sachs Bank USA

Ha 06paboTky.

Apple Wallet nasnekaet Homep kaptbl Apple Card, npegbsinaa ceptudukat. Cepsep
Apple Pay npoBepsaeT cepTudunkar, 4Tobbl MOATBEPOUTDL, YTO K/tOY Bbls1 cCreHepmupoBaH

B Secure Enclave. 3ateM OH MCNoONb3yeT 3TOT KoY, YTOObI 3alWmMdpoBaTb HOMEpP KapTbl
Apple Card nepepn TeMm, kak BepHyTb ero B Apple Wallet, 4To6bl ToNbko iPhone, kKoTopbii
3anpocun HoMmep kapTbl Apple Card, Mor ero pacwudposaTb. [Mocne pacwmdpoBkM HOMEpP
Apple Card coxpaHseTcsa B Caske kntoyer iCloud.

Ons otobpaxeHuna Homepa Apple Card Ha BupTyanbHol kapTe B Apple Wallet TpebyeTtcs
ayTeHTuodUKaLumna nonblosaTena ¢ nomouibto Face ID, Touch ID unn kog-napons.
Monb3oBaTeslb MOXET 3aMeHUTb 3TU AaHHble B pa3aene nHGopMaumm o KapTe, OTKJIIOYMB
npeabiayLyto KapTy.

PacwunpeHHas 3awuTa OT MOLWIEHHUYECTBA

Ha ycTtpoiictBax ¢ iOS 15 nn60o iPadOS 15 nnu HoBee nonb3oBaTesnb kapTbl Apple Card
MOXeT BKIOUYMNTb GYHKLUNIO «PaclumnpeHHas 3almnTa oT MolweHHnYecTBa» B Apple Wallet.
Korga dyHKuUMs BKNOYEHa, Kof 6e30nacHOCTM KapTbl 06HOBNSAETCS Kaxable

HEeCKOJIbKO AHeMN.

be3onacHocTb Apple Cash

Ha ycTpoiictBax ¢ iOS 11.2, iPadOS 13.1, watchOS 4.2, visionOS 1.0 unn HoBee KapTy
Apple Cash MmoxHO ncnonb3osaTb Ha iPhone, iPad nnun Apple Watch gns otnpaskuy,
nony4yeHns 1 3anpoca AeHeXHbIX CPeACcTB OT ApYyrux nonb3osaTtenei. Korga nonbsoatenb
nonyvaeT feHexHble cpencTea, oHn pgobasngioTcs Ha cyeT Apple Cash, gng poctyna

K KOTOpPOMY MOXHO nepeitn B Apple Wallet nunu B pasgen «Hactpoiikn» > «Wallet

n Apple Pay» Ha nto6oM 13 nogaep>XXMBaeMbix YCTPOUCTB, FAe Nosb30BaTe b BbIMOAHUA
BXOM, CO cBOMM AkkayHTOM Apple.

MpumeuarHue. Cepsuc Apple Cash B HacTosiLee BpeMs OOCTYMNEH TOMbKO
nonbsoBatensm B CLUA.
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Ha ycTpoiicteax ¢ iOS 14, iPadOS 14, watchOS 7, visionOS 1.0 nnn HoBee opraHusaTop
rpynnbl ceMenHoro goctyna B iCloud, nogTBepanBLLNIA CBOK NMYHOCTL ans Apple Cash,
MOXeT BK/tounTb Apple Cash ans 4neHoB cBoel ceMb, KOTOPbIM elle He UCMOTHUNOCH

18 net. TakXe opraHM3aTop MOXeT OrpaHMYnTb BO3MOXHOCTU TakMX Mosib3oBaTenen no
oTnpaBke AeHEeXHbIX CPeACTB TOJIbKO YleHaM CeMbW UM TONbKO KOHTakTaM. Ecnu yneny
ceMbM B Bo3pacTe Ao 18 net TpebyeTca BoccTaHOBUTb AKKayHT Apple, opraHnsaTtopy
rpynnbl CEMenHoro gocTtyna notpebyetca CHoBa BPYYHY akTMBMpoBaTb kKapTy Apple Cash
ANS 9Toro nonbsoBaTtens. ECNv HeCOBEPLUIEHHONETHUI YleH ceMbU 6oNblle HE BXOOUT B
yncno nonbsosatenel CemelnHoro goctyna iCloud, cpeactea co cueta Apple Cash Takoro
nonb3oBaTesis aBTOMaTUYeCKM NePEBOAATCS Ha CHET opraHmM3aTopa.

Korpa nonb3oBaTtenb HacTpausaeT Apple Cash, nHpopmaumsa, aHanornyHaa MHGopmaumm
npun gobaBneHUn KPeanuTHoOM nnu nebeToBon KapTbl, MOXET B6biTb OTNPaBJieHa

B Green Dot Bank (napTHepckuii 6aHk Apple B CLUA) 1 B Apple Payments Inc. —
[0YEpPHI00 KOMMNaHUIO, Haxoasllyocs B NMOJIHOM cobCcTBeHHOCTM Apple 1 co3paHHyto

ONS 3alnTbl KOHPUAEHLUNANbHOCTM NOSb30BaTeNEN: OHa XpPaHUT U obpabaTbiBaeT
MHbopMauuto otTaenbHo oT Apple Takum o6pasom, 4To Apple He nMeeT 06 3TOM CBeAEHUN.
BblweykasaHHas nHGopMaLma UCNONb3yeTcs TONbKO B LiensX ycTpaHeHMa Henonagok,
npenoTBpalleHns MoLEeHHUYecTBa U cob0AEHNS HOPMATUBOB.

MUcnonb3oBaHune Apple Cash B iMessage

[nsg coBeplleHns MexXnonb3oBaTeNbCKUX NaaTexemn n ncnonbsosaHms Apple Cash
nonb3oBaTesb LOJI)XEH BOWNTU B CBOIO y4YeTHYto 3anuch iCloud Ha ycTpolicTie,
coBMecTMMOM ¢ Apple Cash, a B ero yyeTHol 3anucu iCloud gosnxHa 6bITb HacTpoeHa
AByxXdakTopHas ayTeHTUduKaums. Monb3oBaTen MOryT MHMLMMPOBATb 3anpochl U
nepeBobl AEeHEXHbIX CPeaCcTB U3 NpunoxeHna «CoobueHua» unm nonpocus Siri. Koraa
nonb3oBaTesb MbITAaeTCa OTNPaBUTb LEHEXHbIE CPeACTBa, B iMessage oTobpaxatoTcs
cBepgeHunsa Apple Pay. CHauana Bcerga otobpaxaetcs 6anaHc Apple Cash. Mpwu
HEeoOX04MMOCTN AOMOMHNTENbHbIE CPEeACTBA CAUCHIBAOTCS CO BTOPOW KPeanTHOM

unu nebeToBOI KapTbl, KOTOPYIO Nonb3oBaTenb gobasun B Apple Wallet.

MNcnonb3oBaHue ¢pyHKUMKM Tap to Cash

[nsa ncnonbsoBaHua ¢yHKumm Tap to Cash nonb3oBaTenb JOMXKEH BONTU B CBOKO YYETHYIO
3anucb iCloud Ha iPhone unu Apple Watch n B 3Toln y4eTHON 3anncu JosKHa 6biTb
BKJIlOUeHa AByxdakTopHas ayTeHTUdmUKauma. Ytobbl oTNPaBUTb OEHEXHbIE CPEACTBa,
nonb3oBaTesb AOIKEH yYKa3aTb OTNPaBAIEMYO CYMMY, MOAHECTU CBOE YCTPOMCTBO

K YCTPOWCTBY afpecaTa v NPONTN ayTeHTUDMKALMIO OOHUM M3 3TUX CNOCOOOB:

- 6uomeTpuyeckasa ayTeHTUDMKaALUS;
- KOoA-Maposib YCTPOWUCTBA;
- [BOIHOE HaxxaTue 6GOKOBOW KHOMKWN Ha pasbiokMpoBaHHbIX Yacax Apple Watch.

MNMocne ayTeHTUdUKaALMM HEOBXOAMMO HECKONIbKO CEKYH[ yaepXnBaTb YCTPOMCTBA PAaoM
[/ YCTaHOBKM COeOMHEeHUs, B pe3yibTaTe KOTOPOro 6yayT oTnpaB/ieHbl AeHeXHble
cpeacTsa.
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Ucnonb3oBaHue Apple Cash B MmarasamHax, NpunoXeHUsax U B UHTEpHeTe

KapTty Apple Cash B Apple Wallet MoXHO ncnonb3oBaTtb [4/19 COBEpPLUEHUS NnaTexen

c Apple Pay B MarasunHax, NnpunoXeHuax n nHtepHete. MoXHO Takxxe nepesoguTb
LeHeXHble cpefcTBa co cyeTta Apple Cash Ha 6aHKOBCKUI cyeT. [TOMUMO NONy4YeHUs
LEHEXHbIX CpencTB OT APYrnx Nofib3oBaTeNie, MOXHO Tak)Xe BHOCUTb AeHEeXHble
cpepncTBa Ha cyeT Apple Cash ¢ pebetoBbix UM NpegonnadeHHbix kapT B Apple Wallet.

Mocne 3aBeplleHUa TpaH3aKLMN Mexay nonb3oBaTenamu Apple Payments Inc. coxpaHsieT
M MOXET UCMonb3oBaTb MHGOPMaLUO 06 3TUX TpaH3aKUMAX B LEeNsax yCTpaHeHus
Henonapok, NpeaoTBpaLLeHNa MOLWEHHNYeCTBa U cobnogeHns HopmMaTuBoB. OcTalbHble
noapasneneHus Apple He pacnonaratoT HGoOpMaLMel 0 TOM, KOMY NoJib30BaTellb
OTNpaBWUI OeHEeXHble CpeacTBa, OT KOro Nony4Ymn AeHeXHble cpefcTBa UM Kakyto nokKynky
onnaTtun kapton Apple Cash.

Korga nonb3oBaTesnb OTNpaBnseT AeHeXHble cpeacTBa ¢ nomMoubio Apple Pay, BHocuT
OeHexHble cpenctBa Ha cyeT Apple Cash nnu nepeBoaunT oeHeXHble cpeacTBa

Ha 6aHKOBCKMI cYeT, Ha cepBepbl Apple Pay oTnpaBnseTcs 3anpoc Ans nonyyeHus
Kpuntorpadunyeckoro sHavyeHUss GyHKLUM aHTUNOBTOPA, aHaNIOrMYHOIro 3HaYeHUIO,
BO3BpalwaemMomy Apple Pay B npnnoxeHusx. 317o 3HavyeHne pyHKLUN aHTUNOBTOpa BMecTe
C APYyrMMU OaHHbIMUK TpaH3akunm nepegaeTcda B Secure Element gns BbluMcneHns nognmcu
nnaTexa. 3aTeM aTa NoANUCb BO3BpalLaeTcs Ha cepBepbl Apple Pay. CepBepbl Apple Pay
npoBepsIoT ayTeHTUdUKaLMIO, LLeTOCTHOCTb M NPaBUIbHOCTb TpaH3aKLUMM, NCNONb3ys
MOANUCH NnaTexa n 3HavyeHne GyHKLMKN aHTUNoBTOpa. [locne aToro Ha4YMHaeTCs NepeBos,
OEHEeXHbIX CPeACTB, a No/ib30BaTeNb YBEAOMASETCS O 3aBepLUEHUN TpaH3aKLUN.

Ecnn B TpaH3akuuu Ucnonb3yeTtcs:

- ne6eToBad KapTa 419 BHeCeHUs AeHexXHbIx cpeacTs B Apple Cash;

+  BHECeHWe O0MNOJIHUTENbHbIX OEHEeXHbIX CPeACTB B C/lyYyae HeJoCTaToYHOro 6anaHca
Apple Cash.

Tak>ke reHepupyloTca 3aliMdpoBaHHble yYeTHble AaHHble NnnaTexa, KoTopble 3aTeM
oTnpaBnaTCca Ha cepBepbl Apple Pay. OTa npouenypa aHanoruyHa ToMy, kak Apple Pay
paboTaeT B NPUNOXKEHMAX U Ha canTax.

Ecnn 6anaHc cyeta Apple Cash npeBbillaeT onpegeneHHy CyMMy Uam cuctemMa
duKCHMpyeT NoA03PUTENbHYI0 aKTUBHOCTb, MONb30BaTeNO NpeanaraeTcsd NogTBEpPAnTb
CBOIO IMYHOCTbL. IHGOpMaLKe, NpenocTaBneHHaa nonb3oBaTeneM A1 NOATBEPXAEHUS
CBOEl IMYHOCTK, HanNnpMUMep HOMepP COLMaNbHOro CTPaxoBaHMUS UM OTBETbI Ha BOMPOCHI
(Takue Kak HasBaHMe yNuLbl, HAa KOTOPOW paHee Xun nonb3oBaTenb), 6€3onacHo
nepenaetcs napTHepy Apple n wndpyetca ¢ nomMoLbio ero knto4va. Apple He moxeTt
pacwmnopoBaTb 3TM faHHble. [Nonb3oBaTento 6yaeT NpenoXeHo ele pa3 NoATBEpPAUTb
CBOIO JIMYHOCTb NMPK BOCCTaHOBeHMN AKkayHTa Apple, npexae YeM nofb3oBaTelb CMOXET
CHOBa MOy4YnTb OOCTYyN K cBoeMy cuyeTy Apple Cash.
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Be3onacHocTb cnyx6bl Tap to Pay on iPhone

Cepsuc Tap to Pay on iPhone gaeTt BO3MOXHOCTb npogasuam B CLUA npuHumaTb

Apple Pay 1 gpyrne 6eCkOHTaKTHble NaaTexun ¢ ncnofib3oBaHneM iPhone n naptHepckoro
npunoxeHus onga i0S. C noMoLwbto 3TOM cnyx6bl Nofb3oBaTENN C NOJAEPXKNBAEMbIMU
ycTpoiictBamu iPhone MoryT 6e3onacHo NnpuHMUMaTbh GECKOHTaKTHbIe NaTexu U KapTbl,
noppepxuBatowme NFC n nobasneHHble B Apple Pay. Mpu ncnonbsoBaHuu cnyx6bol Tap
to Pay on iPhone npopgaBuam He TpebyeTcsa gononHuTenbHoe ob6opyaoBaHme, 4ToObI
NPUHMMaTb 6ECKOHTaKTHbIE NaaTexu.

Tap to Pay on iPhone npegycMaTpuBaeT 3alUTy NUYHbIX AaHHbIX NaaTenblimnka. 3Ta
cnyx6a He cobupaeT HMKAKOW MHbOPMaLIMK O TpaH3aKLMaX, KOTOPYO MOXHO CBA3aTb

C KOHKPETHbIM naaTenbuMkoM. JaHHble NnaTeXHoWM KapTbl, Takne Kak HoMep KpeauTHOM
unun nebetosoi kapTbl (PAN), 3awmwaet Secure Element, n npogasel, He BUAUT 3TH
[aHHble Ha CBOEM yCTpoicTee. [JaHHble NaaTexHoN KapTbl PpacKpbiBalOTCS TOMbKO
nnaTeXxHon cuctemMe npopgasLa, NiaTeNblNKy U SMUTEHTY KapTbl. KpoMe Toro, cnyx6a Tap
to Pay on iPhone He cobupaeT nMeHa, agpeca Uin HoMepa TenedoHOB NaTebLUKOB.

OyHKUMA Tap to Pay on iPhone 6bina oLeHeHa CTOPOHHEN opraHusaLunen,

a UMEeHHO, akkpeaunToBaHHOW nabopaTopuelt no oueHke 6e3onacHoOCTU, U ogobpeHa
aong ncnonb3oBaHUA BCeMU NMPUHATbIMU NNIaTeXHbIMU CETAMU Ha TeppPpUTOopUAX, rae oHa
OOCTYMHa.

be3onacHOCTb KOMMNOHEHTa Ang 6eCKOHTAKTHbIX NiaTexemn

- Secure Element. Secure Element conep>xut obpabaTtbiBatowme nnaTexu sgpa, KoTopble
CUYMTbIBAIOT AaHHble KapT 6ECKOHTAKTHOM onaTbl U o6ecnevynBatoT UX 6e30MacHOCTb.

«  KoHtposnnep NFC. KoHtponnep NFC o6pabaTbiBaeT NPOTOKOJblI 6MXKHEN
6EeCKOHTAKTHOI CBA3U U perynnpyet o6MeH gaHHbIMU, NepegaBaeMbiMn Mexay
npoLeccopomM npunoxeHuin u Secure Element, a Takxxe mexay Secure Element
N KapTol 6eCKOHTaKTHON onnaTbl.

- CepBepsbi cyx6sl Tap to Pay on iPhone. CepBepbl cny>x6bl Tap to Pay on iPhone
YNPaBigaloT HAaCTPOMKON U MHULUMann3aumnen obpabaTbiBatolmx NnaTexun aaep
Ha ycTpoincTBe. CepBepbl TakXe OTC/eXnBatoT 6€30MacHOCTb YCTPOMCTB,
ncnonb3yowmx yHkumo Tap to Pay on iPhone, B cooTBeTcTBMM CO cTaHgapToMm CPoC
09 6eCKOHTAKTHbIX NniaTexel Ha KOMMepPYeCcknx MoBuMbHbIX YCTPOMCTBAX, KOTOPbIN
BbinyuieH CoBeToM Mo cTaHAapTamM 6e30MnacHOCTN MHAYCTPUM NNATEXHbIX KapT, a Takxe
B COOTBETCTBMUM CO CTaHOapTOM 6€30MacHOCTU MHAYCTPUMN NAaTEXHbIX KapT.

Kak cny>6a Tap to Pay on iPhone cuutbiBaeT KpeauTHble, gebetoBble
M npeponavyeHHble KapTbl

Kak o6ecneunBaetca 6e3onacHocTb ¢pyHKUMMU Tap to Pay

Mpn nepBoM nUcnonb3oBaHMK cNy>x6bl Tap to Pay on iPhone ¢ npunoxeHneMm, y KOTOPoro
OO0CTaTOYHO npaB., cepBep cnyxbbl Tap to Pay on iPhone onpeagensgeT, COOTBETCTBYET /N
YCTPONCTBO HEOGXOAMMbIM KPUTEPUSM, TaKUM KaK Modesnb yCTponcTea, Bepcus iOS,

a Takxe yCTaHOB/eH N KoA-naposib. [ocne BbiNO/HEHMA 3TOM NPOBEPKU annieT npuema
nnaTexa sarpyxaetcsi ¢ cepBepa cnyXb6bl Tap to Pay on iPhone n yctaHaBnnBaetcs

B Secure Element BMecTe co cBA3aHHOM KOHUrypaLMen nnaTexHoro aapa. 3ta
onepaunsa BbinofHgeTca 6e3onacHo Mexnay cepBepamu cnyXbbl Tap to Pay on iPhone

n Secure Element. Secure Element npoBepsieT LEeNOCTHOCTb U MOANIMHHOCTb 3TUX AAHHbIX
nepepn ycTaHOBKO.
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Kak obecneunBaetca 6e3onacHoe YtTeHune KapT ¢ nomMolbio pyHkuum Tap to Pay

Korga ¢yHkums Tap to Pay on iPhone 3anpaluvBaeT KapTy, NPoYMTaHHY0 nnaTtoopmon
ProximityReader, oTobpaxaeTcs akpaH, KOHTponupyemblii iOS, ¢ npeanoxeHnem
NoSib30BaTes0 KOCHYTbCS NiaTeXHOM KapTbl. [Toka akTUBEH 3TOT 9KpaH KacaHus, HUKakune
NPUNOXEHNST HE MOTYT MPOYMTaTb AaHHble C NobbIX CEHCOPOB, CNOCOOHbIX NepenaTb
nobylo YacTb KOHOUAEHUMANbHBIX JaHHbIX C KapTbl. i0OS nHMUnanM3npyeT paboTty
CUMTbIBATENS MJATEXHOM KapTbl, @ 3aTeM OTNpaBnseT 3anpoc o6pabaTbiBaloWMM MaaTexXM
anpaM B Secure Element, 4To6bl OHM HaYanu YTeHUE KapThbl.

Ha aTom atane Secure Element npuHnMaeT KOHTPOAb Haf KoHTponnepom NFC B pexunme
yTeHnsa. B aToM pexunme paspelueH obMeH gaHHbIMU KapTbl Yepes KoHTponnep NFC Tonbko
Mexnay nnatexHol kapton n Secure Element. MNMnaTeXHble KapTbl MOXHO CYMTbIBATb TO/IbKO
B 9TOM pexunme.

Mocne Toro kak annieT npveMa nnatexa B Secure Element 3aBepwnT YTeHMe NNaTEXHOMN
KapTbl, OH 3alWnbpyeT 1 NoanuweT ee AaHHble. [JaHHble NaTeXHOW KapTbl OcTaloTCs
3amuLeHbl wWndpoBaHneM N ayTeHTUdGUKaLMel, Noka oHM He ByayT nepepaHsl

nnaTexHon cuctemMe. PacwmdpoBaTb AaHHbIe KapTbl MOXET TOJIbKO MiaTeXHas CUCTEMA,
ncnonbsyemas NpuioXeHneM Ans 3anpoca YTeHUs NaaTexHom KkapTol. MNnaTexHas cuctema
[LOJI)KHA 3anNpoCcUTb KoY Ans pacwndpoBKM AaHHbIX NAaTEXHON KapTbl y cepBepa

cnyx6bl Tap to Pay on iPhone. CepBep cnyx6bl Tap to Pay on iPhone BbigaeT noctaBLiuKy
naaTeXHbIX YCNyr Ko4um pacwmdpoBKK nocsie NpoBepPKU LEeNOCTHOCTU U NOLJIMHHOCTU
JaHHbIX U NOATBEPXAEHMS TOro, YTO KapTa bbina npoymTaHa B TedeHne 60 cekyHp nocne
3anpoca kntYa pacwmdpoBKN JaHHbIX MNIaTEXHOM KapTbl.

dTa Mofdenb NoMoraeTt caenaTtb Tak, YTo6bl faHHble NAaTexXHoN KapTbl He Mor
pacwndpoBaTbh HUKTO, KPOMeE MaTexXHON cUCTeMbl, KoTopas obpabaTbiBaeT aTy
TpaH3akuuio Oas npoaasL,a.

MUcnonb3oBaHue BBoaa PIN-kopa ong aBTopu3saummn TpaH3aKuumn

dyHkumMa BBoaa PIN-koaa nossongeT nnatenblimnky BBoanTb PIN-kof Ha ycTpolicTee
npogasua ang aBTtopusaynm TpaHsakumn. dkpaH Beoga PIN-Koga MoXeT 3anyckaTbca
cpasy nocrie KacaHus 1 3aBUCUT OT MHOpPMaLUK, NOCTYyMNatolWen ¢ NAaTeXHOM KapThl.
JIn60 nocTaBLKMK NAaTEXHbIX YCAYr MOXET akTMBMPOBaTb 9KpaH BBoga PIN-koaa,
npenocTaBMB NOAMNUCAHHbIA TOKEH, AENCTBUTENbHbIN TOIbKO AJ19 OAHOWN onpeaesieHHon
TpaH3aKkumu.

MexaHn3am BBoga PIN-koga Obifl oLeHeH CTOPOHHEN opraHusaumein, a UMeHHo
aKKpeaouToBaHHOM NnabopaTopuen No oLeHke 6e30MnacHOCTU, U NONYyYMN akKpeauTaLuto
BCEMM MPUHATbIMU NNATEXHbIMU CETAMU Ha TEPPUTOPUAX, FTAE OH AOCTyneH. OyHKUUS
Tap to Pay on iPhone He no3BonsieT caoenatb CHUMOK PIN-koga ¢ noMoLLbo Kakux-nmbo
dYHKLUMNA Ona co3gaHns CHUMKOB 3KpaHa Uy 3anncen akpaHa.

BeepneHHble unodpbl PIN-koga HagexHo dukcupytoTca ymnom Secure Element.

Secure Element ncnonbsyet undpbl PIN-koga 1 cosgaet 3awmndpoBaHHbiin PIN-6110K,
COOTBETCTBYIOLWMIA CTaHAAPTY NaaTexXHo nHgyctpumn. Co cBOUX CepBepoB, COBMECTUMbIX
c TexHonormnen PIN 1 cCOOTBETCTBYIOLWMX CTaHAapTaM 6e30MacHOCTU NAaTEXHOM
nHaycTpun, Apple 6esonacHo nepepaet 3alindpoBaHHbIi PIN-6/10K Ha niaTexHyto
cucTeMy npopasua Ans ganbHenwen o6paboTku.
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MpeumywecTtea PIN-koga:
«  PIN-kop HMKOrga He [OCTyneH NpoaasLy Ha ero yCTPOMCTBE;
- PIN-kof HMKoOrga He paclindpoBbiBaeTca koMnaHuen Apple;

- PIN-Kofg HMKOrga He XxpaHuTca kKoMnaHuen Apple.

O6Gecne4yeHne 6e3onacHoOCTHU yCTDOﬁCTBa npopasLa BO BpemMd BBOAaA
PIN-kopa

Bo Bpems BBoaa PIN-Kofa yCTPOMCTBO MOBEPHYTO 9KPAHOM K MaTenblmKy, U npoaasel,
MOXEeT He UMeTb K HeMY AocTyna. YTobbl 3aWMTUTb CBOE YCTPONCTBO U XpaHsaLWmMecs

Ha HeM [JaHHble, NpoaaBel, MOXeT BK/IIOUYNTb BIOKUMPOBKY akpaHa ans ¢pyHkumn Tap

to Pay on iPhone. BNoknpoBKy MOXHO BK/IOYNTb B HACTPOMKaX I060ro npuioxeHus,
nopaepxuatowwero Tap to Pay on iPhone. Korpa 610kMpoBKa BKIOYEHA, YCTPONCTBO
npopasLa 6nokmpyeTcs BO BpeMs oTobpaxeHus akpaHa Beoga PIN-koga. Mocne Toro
KaK nnaTenblmk BBen koA cBoen PIN-kapTbl, npoaaBel, Ao/IXXeH pa3biokMpoBaTh CBOE
ycTponcTeo ¢ nomMolulbto Face ID, Touch ID nnn kopg-napons, 4Tobbl NPOAOIKNTL €ro
MCnonb3oBaTb. ATO rapaHTUPYeET, YTO NAaTeNblMK He NOAYYUT JOCTYN K YCTPOMNCTBY
npopasLa.

Ncnonb3oBaHue Apple Wallet

[NocTtyn yepes Apple Wallet

B Apple Wallet Ha noggep>xunBaeMbix ycTpoincTeax iPhone n Apple Watch nonb3oBatenu
MOTYT XpPaHUTb KOYM pasnmnyHbix TMNoB. Korga nonb3oBaTtenb NoAXoAMT K ABEPU,

Ha aKpaHe MOXEeT Aaxe aBToMaTu4ecku oTobpaxkaTbCsa HYXHbIN Kitoy (ecnu Skcnpecc-
pPEeXnM BK/IOYEH M MOALEPXKMBAETCA 3TUM KTHOYOM), U Bnarogaps TEXHONOr MK
6ecnpoBoHOM CBSA3N Manoro paguyca genctema (NFC) nonb3oBaTenb MOXET BOUTH,
NMPOCTO KOCHYBLUUCH 3KpaHa.

Ypo6cTBO UCnosb30BaHUS

JKcnpecc-pexum

JKcnpecc-pexunM BKOHaeTcsa No ymondaHuio npu gobasneHunun kntova B Apple Wallet.
Kntoun B dkcnpecc-pexnme paboTatoT ¢ nogaepXxmeaowmmMmm nx TepMmHanamMmm

6e3 ayTeHTUPUMKaumm ¢ nomMoubto Face ID, Touch ID, kog-naponsd Uan ABOMHOIO HaXxaTus
60KoBOIN KHOMKKN Ha Apple Watch. YTo6bl BbIKNIOUYNTD 3Ty GYHKLMIO, MOMb30BaTENN MOTYT
BbIK/IIOYNTb DKCNPECC-PEeXMM, KOCHYBLUMCb KHOMKM «ELLe» Ha INLEBOI CTOPOHE KapTbl,
npeacTtaenstowein cobomn kntod, B Apple Wallet. YTobbl CHOBa BKIOUYNTL DKCMPECC-PEXUM,
notpebyetcs Face ID, Touch ID nnu kog-naponb.

CoBMeCTHOE UCMOoJib30BaHUe Kitouen

Ha ycTtpoiictBax ¢ iOS 16 1 HoBee AN1I9 HEKOTOPbIX TUMOB K/toYel AOCTYNHO COBMECTHOe
MCrnofib3oBaHMe.
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Monb3oBaTeny MoryT 6e3onacHo U KOHPUAEHUMANbHO NPEeAOCTaBUTb AOCTYN K KoYy
(HanpuMep, KAOYY OT AoMa unm aBTomMobunsg) co ceoero iPhone Ha iPhone gpyroro
nonbsoBaTtens. YTo6bl NPefoCTaBUTb AOCTYN K K/tOYY, MOMNb30BaATENO HYXHO KOCHYTbCS
3Hayka obuiero gocTyna ans atoro kntova B Apple Wallet, a 3atem BbibpaTb oguH

13 cnocoboB NpefocTaBfeHns JocTyna, otobpaxaeMbiX Ha CTpaHULLe aKcnopTa.
Bnapenbupbl KNt0Yen TakXKe MOTyT BbIBUpaTb YPOBEHb [,0CTYNa U CPOK AEeNCTBMUS

48 Kaxkporo obuiero kntoya. Bnagenew kntoda MOXeT OTC/IeXMBaTb BCE KIOYU, KOTOPbIM
OH MOAENNACS, U MOXET 3aKpbiTb AOCTYN K IO6OMY TakoMy KJto4vy, faxe eclin YeNoBek,
NonNy4YMBLINIA [OCTYN, NpenocTaBui AOCTYN APYTrUM Nofb30BaTeNsM.

MpurnaweHne Ha 4OCTYN K K/OYY XPaHUTCS B aHOHMMHOMN popMe Ha BblAeNeHHOM cepBepe
BHYTPM NOYTOBOrO flLMKA N 3aLLNLLEHO KTOYOM WwndpoBaHnsa AES-128 nnn AES-256. Kntou
wndpoBaHNg HAKOrOa He NepenaeTcs Ha cepBep UK KOMY-TM60 KpoMe HasHa4YeHHOoro
rnony4yaTens, U TONbKO Mony4yaTesb MOXeT paclwmndpoBaTbh NpurnaweHne Ha goctyn. Nocne
co34aHuns NoYToBOro duiMka iPhone Bnagenbua kao4a NnpegocTaBngeT 3asaBky Ha 4OCTyn,
NPUBSI3aHHYO CEPBEPOM TOJIbKO K 3TOMY NMo4YToBOMY silmky. Korga iPhone nonyyatens
K/lto4a BNepBble NoayyaeT AOCTYN K 3TOMY MOYTOBOMY SILLUKY, OH NPeaoCTaBnseT 3asaBKy
nony4yaTtens Ha 4ocTyn. [JOCTyn K 3TOMY MOYTOBOMY SLLMKY MOTYT MOAy4YnTb ToNbko iPhone
Bfagenbua Kjk4ya 1 nony4yatens Knoya, npeaocTaBuBlLUNe OENCTBUTENbHbIE 3a89BKU

Ha gocTtyn. Kaxpas 3adaBka Ha gocTtyn oT iPhone nmeet yHukanbHoe 3HadeHne UUID

B COOTBETCTBMU C NpoTokonoM RFC4122.

[ns noBblleHNsa ypoBHA 6e30nacHOCTM Bnagenel, Kjo4ya MoXeT BKAOYUTb c/ly4yaliHo
reHepupyemblii Koa akTuBauum n3 6 Lumudp, KOTopbii NnoTpebyeTcsa BBeCTU Ha iPhone
nonyyatensa kfato4a. Konmyecteo 40oMNyCTUMbIX MOMbITOK BBOAA 3TOr0 KoAa ycTaHaBIMBaeTco
M noATBepXaaeTcs BnafenbleM Kova unm napTHEPCKUM cepBepoM. Brnagenel knova
[OO/KEH nepenaTtb 3TOT KO, akTUBaLMKW MofyYaTento Kfk4ya, a nofy4vyaTesb OOMXKeH

BBECTM 3TOT KO, Npu 3anpoce ero NoaTBep>XaeHus, NoNy4eHHOM OT Bragenbla Kfda

WM NapTHEPCKOro cepBepa.

Korpa nony4yaTtenb Kfto4a BOCMNONb30Bascs npurnawenneMm, iPhone nonyyatens
HEeMe[J1eHHO CTUpPAaEeT ero ¢ cepeepa. MoYTOBbIN AWMK C NPUrNALLEHMEM Ha [OCTYN

K KNoYy TakxXe UMeeT orpaHnUYeHHbI CPOK CYLLECTBOBAHMUS, KOTOPbI yCTaHaBNBaeTCS
npu cosgaHnmn aToro guMKa U KoOHTponnpyeTcs cepeepoM. CepBep aBTOMaTUYECKHU
CTMUpaeT Bce NpurnalleHnsi, Cpok AeiCTBMUS KOTOPbIX UCTEK.

B 3aBMCMMOCTUN OT MCXOLHOIO NMPOM3BOAUTENS KJTIOUYM TaKXKe MOXHO nepenaBaTth
Ha yCTpOMCTBa ApYrux NponsBoanTeneit, Ho cnocob 3awmnTbl 06Wero 4ocTyna K Ko4vy
MOXEeT oTNnYaTbcs oT cnocoba, ucnonb3yemoro Apple.

KoHdupeHumanbHOCTb 1 6€30MacHOCTb

Kntounm goctyna B Apple Wallet MakcuManbHO 3 PEKTUBHO UCNONb3YIOT PYHKLMUN
6e30MacHOCTM U KOHGUAEHLUNANBHOCTU, BCTPOEHHbIe B iPhone n Apple Watch. JaHHble

0 TOM, KOrfa unu rge YenoBek ncnonbsyeT knwo4vn ns Apple Wallet, Hukorga He nepepgatoTcs
B Apple n He coxpaHsalTCca Ha cepBepax Apple, a y4eTHble gaHHble 6e30MacHO XpaHATCS

B Secure Element Ha nogaoepxunBaembix ycTpolicTBax. B Secure Element BcTpoeHbl
crneunanbHo pa3paboTaHHble anneTbl A9 6e30MacHOro yrnpaBfieHusa Kiodamu,
MCKOYaoLWme BO3SMOXHOCTb UX U3B/IEYEHUS NN YTEYKN.

Mepepn TeM Kak NpenoCcTaBUTb KOYN, NONb30BaTe b A0/IXXEH BOMTU B CBOIO YYETHYIO
3anucso iCloud Ha coBMecTMMOM iPhone 1 BKIOUYMTb OBYXDAKTOPHYIO ayTeHTUdMKaumo
anga iCloud (ons ctyneHyeckmnx 6uneToB AByxPpakTopHas ayTeHTUPMKaLMs He TpebyeTcs).
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JdanbHenwue warun (HanpuMep, NpUBa3Ka U MHULIMANM3aLnsa) aHanormyHbl NpoLeccy
npenocTaBneHns KpeauTHbIX U 4ebeToBbIX KapT. Bo BpeMs TpaH3akLuMuU CYNTbIBATENb
obMeHMBaeTCa AaHHbIMW HEeMocpeacTBeHHO ¢ YMnom Secure Element no ycTaHOBNEHHOMY
6e3onacHoOMYy KaHany ¢ nomoubto KoHTponnepa NFC, koTopbln paboTaeT B MasioM paguyce
nencrTeuns.

KonunyecTBo ycTpoincTs (Bkatoyas iPhone n Apple Watch), KoTopbiM MOXHO NpeaocTaBUThb
K/l0Y JocTyna, onpeaensaeTcs u KOHTPONMPYeTCa KaXablM NapTHEPOM U MOXeT
pasnuyaTtbcs A1 pasHbiX NapTHepoB. [py TakoM NoaxXoae KaX bl NapTHEpP MOXeT
YyNpaeiaTb MakCMMalbHbIM KOMYECTBOM KJIlOYEN, NpeaoCcTaB/ieHHbIX An1d onpeaeneHHoro
TUMa yCTPOMCTB, B COOTBETCTBUM CO CBOUMM NoTpebHocTamu. [na atoro Apple
npepnocTaensgeT napTHepam MHGOPMaLMIO O TUMe YCTPONCTB U UX 06e31nYeHHble
naoeHTuounkatTopbl. MoeHTUOMKATOPbl OTNMYAOTCA Y PasHbiX NapPTHEPOB M3 COOBPaXeHMUN
KOHOUAEHUMANbHOCTU N 6€30MacHOCTU.

MapTHepbl TakXe nony4atoT naeHTuduKaTopbl Nob30BaTeNel, KOTopble ABNAOTCS
AHOHUMHbIMU N YHUKANTbHbIMW 019 Ka>XXO0ro napTtHepa. 91K VIJJ,eHTVI(])I/IKaTOpr
no3BonsaoT UM 6e30NacHO NPUBA3aTh K04 K cBoel y4yeTHol 3anucu iCloud B npouecce
nepBOHayYanbHOro NpeaocTaBfeHnsa. 9Ta Mepa 3alluliaeT nosib3oBaTesien OT NonyyYeHus
K/toYel, NpenocTaBfeHHbIX MOCTOPOHHMUMMK NNLAMU, — HanpuMep, eCciv y4yeTHasa 3anuchb
naptHepa 6bina B3foMaHa.

Koy MOXHO BbIK/IIOYUTb UK yOanuTb Cleayowmmm cnocobamu:

« yAaneHHoe CTUpaHMe COLEPXKMMOrO M HAaCTPOEK YCTPOMCTBA C MOMOLLbIO MPUTOXKEHUS
«JlokaTop»;

< MepeBof YCTPOMCTBA B PEXMUM NPOoMna)xu C MOMOLLbIO NPUIOXeEHN «JToKaTop»;

«  MoJsyYyeHue KOMaHIbl YAaneHHOro CTMpaHusa oT CUCTeMbl yrpaBieHns MoBUIbHbIMU
ycTpoicteamu (MDM);

« yAaneHue BCex KapT CO CTpaHWuLbl cBoero AkkayHTa Apple;
- ypaneHue Bcex kapT un3 iCloud.com;

- ypganeHue Bcex kapT u3 Apple Wallet;

« yAaneHue KapTbl N3 NPUNOXEHUS SMUTEHTA.

B iOS 15.4 nnu HoBee, Korga nofib3oBaTeNb ABa)Abl HaXXMMaeT 60KOBYIO KHOMKY Ha iPhone
c Face ID nnu gBa)abl HaxxnumMaeT KHonkKy «Jdomoli» Ha iPhone ¢ Touch ID, knto4n

M OaHHble KapT AOCTyna 3Toro rnofib3oBaTens He oTo6paXatoTcs, Noka He BbINOJIHEHA
ayTeHTUdUKaLMAa Ha ycTpoicTee. MNepen TeM Kak nepenaTtb U 0To6pPasnUTb onpeaeneHHyto
MHbOopMaLULo, BKIIOYaa cBeaeHna o 6poHnpoBaHum otens, B Apple Wallet, TpebyeTtcs
BbIMOJIHUTbL ayTeHTUdUKaumio ¢ nomMoubio Face ID, Touch ID nnn kog-napons.

Bupabl kntoven gocrtyna

Apple Wallet nogagepxuBaeT pa3nnyHble cnocobbl 4OCTYNa, B TOM YMC/1e FOCTUHUYHbIE
KN0Y-KapTbl, Mponycka Ha paboTy U cTyaeH4Yeckme 6MIeTbl, a TakXe Ko4ynM oT goMa
1 aBTOoMObGUNA.
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foCcTUHULUDbI

FocTUHMYHbIE KNIoY-KapTbl B Apple Wallet o6ecneymBaloT NPoCcToN U 6ECKOHTAKTHbIN
OOCTYIN C MOMEHTa 3acefleHnsa 00 Bble3aa, NPeaoCcTaBnsas AONOIHUTE NbHbIE MPeNMYyLLLECTBA
B OTHOLUEHUM KOHPUAEHLMaNbHOCTN U 6€e30MacHOCTM rocTel Mo CPaBHEHUIO

CO CTaHOapTHbIMU NIacTUKOBbIMU KapTaMn. FOCTU OTesnei, B KOTOPbIX NCMONb3yeTcs aTa
dYHKLMSA, MOTYT KacaHMeM oTAnpaTb ABEPU HOMepa C NOMOLLbIO Kitoven B Apple Wallet

Ha COBMeCTUMbIX ycTponcTBax iPhone n Apple Watch Series 4 nnu Hogee.

BoamoxHocTn Apple Wallet cospaHbl 49 MakcuManbHOTo yao6cTBa nosib3oBaTenei:

- KapTa npenocTaBngeTca Yepes nNpuioxeHne oTens nepep 3ae3goM, YTobbl ee MOXHO
Obino pob6aBuThb B Apple Wallet 3apaHee;

+  Ha yCTpPOWCTBO A00aBnA0TCS 3Ha4YKW KapT ANs 3aesfa, No3songwoume
3aperncTpmpoBaTbCsl B OTesne U Nony4YnTb HoMmep yepes Apple Wallet;

«  KJ1I04M MOTYT OBHOBNATHCS MOC/e NpeaocTaBneHns, YTo6bl MOXHO BbII0 U3MEHSATb
YyCNOBUA UMM NpoAfieBaTb BpeMs TeKyL,ero npebbiBaHNS;

- opHoOM kntoY-kapTon B Apple Wallet MOXHO OTKpbIBaTb HECKOJIbKO HOMEPOB;

«  KJII0YM C UCTEKLUMM CPOKOM AeNCTBUS aBTOMaTUYeCKM apxmBupytoTcsa B Apple Wallet.

KapTtbl Disney MagicMobile Pass

Monb3oBaTenu moryT fo6aeuTb KapTy Disney MagicMobile Pass B Apple Wallet Ha iPhone
unn Apple Watch, 4to6bl 3axoanTb B NoAAepXMBatoOLLIME ee NapKu pa3erevyeHuin Disney.
KapTtbl MagicMobile Pass MOXHO ncnonb3oBaTb A9 BXO4a Ha TEPPUTOPUIO Mapka, a Takxe
Ha nogaepXXMBalLLINX ee CYNTbIBATENAX BHYTPU Napka.

YTobbl g06aBMTbL KapTy Disney MagicMobile Pass, nonb3oBatenb goNXeH BKIOYNTb
OBYXbaKTOPHYIO ayTeHTUdUKaumo ong ceoen yuyetHon 3anmcu iCloud, a Takxe UMeTb
6uneTtbl UM OPOHMPOBAHMS B Napke pasBneyvyeHuin c nogaepxkon Disney MagicMobile
Pass, cBa3aHHble C gencTBylolLel yyeTHol 3anucbio My Disney Experience. B npuno)xeHumn
My Disney Experience Ha iPhone nonb3oBaTefnib MOXeT BblOpaTb O4HY UM HECKOJIbKO

KapT ona pobasneHunsa B Apple Wallet. Ecnn y nonb3oBatens ecTb 06begMHEHHbIe B Napy
yacbl Apple Watch, BbibpaHHble KapTbl aBTOMaTU4YeCKM NpeaocTaBnaoTca Kak ansg iPhone,
Tak 1 ans Yacos Apple Watch, o6begnHeHHbIX ¢ HAM B napy. g kapT, nobaBneHHbIX

Ha iPhone n Apple Watch, no ymonyaHuto BktoYyeH kcnpecc-pexum. Ong npocToTbl
MCMONb30BaHMA DKCMPECC-PeEXMM OJHOBPEMEHHO BK/IlOYaeTcs ANns Bcex kapT MagicMobile
Pass, nMetoLmxca Ha yCTPOICTBe.

Ha ogHO yCTPOMCTBO MOXHO 006aBUTb HECKOJMIbKO KapT, MO3TOMY MOJfIb30BaTelb MOXET
yNpaBnaTb KapTaMu BCEX YYAaCTHMKOB, C KOTOPbIMUM OTNpaBngeTcsa B napk. BnagenbLpl
Tak>XXe MOryT AeNiMTbCa CBOUMMMU KapTaMu C APYrMMuM Nob3oBaTeNs MU Yepes NPUNoXeHue
My Disney Experience. NMonb3oBaTenun, KOTOPbIM NpPeaocTaB/ieH AOCTYN, MOryT 006aBNaThb
COoOoTBeTCTBYlOWME KapTbl B Apple Wallet.

Mponycka Ha paboTy

Kntoy-kapTbl COTPYOAHUKOB NOAOePXXNBAEMbIX KOMMNAHMN-NAapTHEPOB MOXHO A,00aBUTb

B Apple Wallet Ha iPhone n Apple Watch, npegoctaBne COTpyaHMKaM No BCEMY MUPY
BO3MOXHOCTb NMoJly4aTb 6E€CKOHTAKTHbIM JOCTYN Ha paboTe. YTo6bl 4O06aBUTb KOY-KaAPTY,
y COTPYAHMKA O0NXHA OblTb BKOYEHA MHOrodakTopHaa ayTeHTUdUKaumna ansg y4yeTHom
3anucu, UCnonb3yeMon O1a BXxoaa B npunoxeHue pabotogatens.
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Knto4y-kapTa coTpyaHuKa obnanaet BCeMU NpenMylilecTeaMmn GyHKLMIA 40CTYnNa,
paspaboTaHHbIX KoMnaHuel Apple. C kNtoY-KapToi Nonb3oBaTen MOryT:

- aBTOMaTM4yecku 0o6aBnaTb KOY-KapTbl Ha 06beanHeHHble B Nnapy Apple Watch
Yyepes push-yesenomMneHune o npegocTaBneHUn KapTbl, 0159 KOTOPOro He TpebyeTtcs
yCTaHaBNMBaTb NPUIOXKEHNE NapTHepa;

« nony4aTb 4OCTYM K MOMELLeHUAM, UCMONb3Ys DKCMPECC-PexmnM;

+ nony4yaTb JOCTyn K paboyemMy MecTy, gaxe ecnu iPhone paspseH.

CTtyneHuyeckue bunetnbl

Mpwu ucnonb3oBaHum iOS 12 nnn HoBee yyalwmecs, npenogaBaTes i U COTPYOHUKMN
yyacTBylOLWMX B NporpaMmMe y4yebHbix 3aBeeHNn MOryT 0o6aBuUTb CBOU CTyAeHYecKme
6unetbl B Apple Wallet Ha nogaepxuBaemMbix mogensax iPhone n Apple Watch, 4tobbl
onnaymBaTb MOKYMNKW U NPOXoAuUTb Be3fe, rae AencTeyeT ux unert.

[Ons po6aeneHns ctygeH4yeckoro buneta B Apple Wallet ucnonbsyetca npunoxeHue
3MUTEHTaA KapTbl Unn yyebHoro 3aBegeHunsa. C TeEXHNYECKON TOYKM 3peHMs npolenypa
aHanormyHa onucaHHom B pasgene «[obaBneHne KpeanTHbIX UM 0ebeToBbIX KapT 13
NPUIOXEHUS SMUTEHTa KapTbi». KpoMe TOro, NpunoXeHus SOMKHbI NoAAepXMBaTb
OBYXDaKTOPHYO ayTEHTUOUKALUIO AN YYETHbIX 3anMcei, KoTopble 3alinlLatoT 4oCTyn
K cTygoeH4yeckum bunetam. KapTy MOXHO OAHOBPEMEHHO HacTpouTb Ha iPhone

M 06beanHeHHbIX C HUM B napy 4Yacax Apple Watch.

MHorokesapTupHbie goMa M anapTaMeHTbl

KBapTUpOCHbEMLLUKM U 0BCNYXNBAIOLLNIA anapTaMeHTbl MepcoHan B 3gaHuax
nognepXnBaeMblx NapTHEPOB MOryT 006aBnAThb Ktoun oT goma B Apple Wallet,

4YTO6bl BXOANTH B 3[aHMe M NnocelLaTb 06bekTbl ero MHPpacTpykTypbl. Knoym ot gomMa
MOTyT ObITb NPeaoCcTaBNeHbl B MPUIOXEHUM NapTHepa. Ecnn KoMnaHMn-napTHepbI
noaaepXuBatoT yNpoLLEHHOE NpeaocTaBeHne, ynpaenaoume 3gaHneM MoryT oTnpaBuThb
KBapTUPOCHbEMLIMKAM CCbINIKY, YTOObl Ha4aTb NpenocTaB/ieHne, Nto6bIM MPUBbIYHbBIM
crnoco6boM (Hanpumep, No 31eKTPOHHOM NoyTe Unn SMS), a KBapTUPOCHEMLIUKY OCTaHeTCs
TOMIbKO HaXaTb CCbINKY, YTOObl aKTUBUPOBATb KoY. Banu-npunoxeHns Takxe paboTatoT
6e30MacHO 1 BbICTPO: C UX MOMOLLbID MOXHO NPeaoCTaBUTb K04, He yCTaHaBNMBag
npunoxeHune naptHepa. JonoNHUTeNbHas HPopMaLma NpuUBeeHa B cTaTbe CNy>X6bl
nopnepxku Apple: MicnonbsoBaHue 6nuL-nNpunoxeHnii Ha iPhone.

Knto4 oT KBapTUPbl B MHOTOKBAapPTUPHOM AOMe TakXXe MOXHO MCMNo/b30BaTb B JKcnpecc-
pexuMe 1 6e3onacHo nepegaBaTthb ApPY3baM U YneHaM ceMbu. [NogpobHee cM. B pasgene
CoBMeCTHOE MCMNOJSIb30BaHUe K/YeNn.

Kntod4 ot poma

Knto4 oT goma, goctynHbln B Apple Wallet, MoXHO ncnonb3oBatb ¢ 3aMKaMu,
nopaepxuaowmmMmmn TexHonormo NFC, 4yTobbl OTKpbIBaTb 3TV 3aMKUM NMPOCTbIM KaCaHMeM
iPhone nnun yacos Apple Watch. JlononHutenoHas nHGopMaLMa O TOM, KaK HaCTPOUTb

M Mcrnonb3oBaTb KJlOY OT A0Ma, NpuUBeAeHa B cTaTbe CNyxX0bl noaaepXxku Apple:
OTnupaHue gBepu KIOYOM OT AoMa Ha iPhone.
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Korga nonb3oBaTenb HacTpauMBaeT KJloY OT JOMa, ero aBToMaTU4YeCcKy nosy4yatoT Bce
XWUTeNu aToro gomMa. Ytobbl NOAENNTLCA KIIOYOM OT JOMa UK yOoanuTb Nofib3oBaTens

13 obuiero goma, Bnagenel, 4oMa MOXeT OTKPbITb NpunoxeHne «doM» U U3MEHUTb
HaCTPOMKM ANs NpUriaweHnin u y4actHMkoB. Korga nonb3oBaTenb NPUMET NpurnaweHue
NPUCOeanNHUTLCS K JOMY M UCMONb30BaTb K04 OT Hero, 6yaeT 3anyuw,eHo npegocTaBneHne
Kno4a oT aoma B Apple Wallet Ha ycTpoincTBe aToro nonb3oBaTtens. Ecnu nonb3oBaTesb
pPeLWmnT NOKMHYTb AIOM WU ecnu Bnagesney, 0T30BeT AOCTYN K AOMY, TO K/lo4 oT goMa byaet
yoaneH ns Apple Wallet.

Knioy ot aBTOMo6ung

Ha nopgaep>xmBaeMbix Mogensax iPhone n yacax Apple Watch, ¢ kotopbiMn co3gaHa

napa, uMmeeTcs co6CcTBeHHaa PYHKLMA XpaHeHUa LMD POBLIX KtoYel oT aBTOMoOUNS

B Apple Wallet. Kntoum oT aBTOMOOWUNIA NpeacTaB/ieHbl B BUAe KapT (co3gaHHbiXx Apple

OT UMeHUu aBTonpomnssoantens) B Apple Wallet. 9Tn knoun nogaep>XMBatoT NOHbIN
XU3HEHHbIN unkn kapT Apple Pay (pexum nponaxwu iCloud, yananeHHoe cTupaHue,
NloKanbHOe yganeHne KapTbl, a TakXXe CTUpPaHMe BCEero KOHTeHTa n HacTpoek). Kak

M B C/ly4ae co CTaHOapTHbIM ynpaBieHnem kaptamu Apple Pay, obuime knwo4m gns
aBTOMOOUNSA MOXHO yaanuTb ¢ iPhone n Apple Watch Bnagenbua, a Takxe ns nHtepoeica
onepaTtopa (HMI) TpaHcnopTHOro cpefcTea.

Kntoum oT aBTOMOBGUNS MOXHO MCMOb30BaTb, HaNnpuMep, onsg 610KNPoOBKHK

N pasbnokMpoBKN TPAHCMOPTHOIO CPencTBa, OTKPbIBAHUS M 3aKpblBaHUS BaraxHuka,
BK/IIOUYEHMS N OTKJIIOYEHMS ByaAnNbHMKA, a TakxXe ANg 3anycka gBuratens u nepeeopa
TPaHCMOPTHOrO CPEACTBaA B PEXUM BOXAEHUS. [1ns B3aUMHOM ayTeHTUdUKaALLUM
MUCMoNb3yeTcs «CTaHOapTHas TpaH3akuma», KoTopas aBnaetca o6a3aTtenbHON Onq
3anycka gsuratens. Ona TpaH3akunii 610KMPOBKN 1 pa3bIoKMPOBKN MOXET MPUMEHSTbHCS
«BbICTpas TpaH3aKLmMa», eCcin 3TO HEOH6XOANUMO U3 coobpaXKeHN MPON3BOANTENbHOCTMU.

Kntoun cospatotca nytem o6beanHeHusa B napy yctTpoiicTea iPhone ¢ nogaepxunsaembim
TPaHCMOPTHbLIM CPEACTBOM Mofib30oBaTeNs. Bce kno4n cospgalotca HEMOCPEACTBEHHO

Ha ynne Secure Element ¢ ncnonb3oBaHNMeM BCTPOEHHOIO MexaHM3Ma co3faHuns

KNtoyen Ha ocHoBe anannTuyecknx kpuebix (NIST P-256) (ECC-OBKG), a nu4Hble Knto4un
HUKOrfa He nokmgatT ymn Secure Element. YcTpolcTBO 1 TpaHCNOPTHOE CPencTBo
0bMeHMBaTCA JaHHbIMUK C Ucnosb3oBaHneM nnbo TexHonornm NFC, nn6o Bluetooth® LE
N CBEPXLIMPOKOMNONOCHOM TexHonorum (UWB). Ona ynpasneHus Kto4aMmn UCnosb3yeTcs
APl Apple n cepBepa aBTONPON3BOAMUTENS CO B3aUMHO ayTEHTUPULMPOBaAHHbIM TLS-
coegunHeHneM. Mocne cospgaHns Napbl Mexay Kto4YoM 1 iPhone ko4 Takxke nepegaetcs
Ha nobble Apple Watch, ¢ koTopbiMu ana atoro iPhone co3pnaHa napa. Nocne yoaneHus
KJlloYa C YCTPOMCTBA UM C TPAHCMOPTHOIO CPeAcTBa Yepes ero nHTepdeinc BOCCTaHOBUTD
KN4 He ypacTtcs. PaboTy K/tovel Ha YTePSHHbIX UK YKPaAEeHHbIX YCTPOMCTBAX MOXHO
NPUOCTaHOBUTb U BO3OOHOBUTb, O4HaKO A1 UX MOBTOPHOrO NpenocTaBieHns Ha HOBOM
ycTpolicTBe TpebyeTcs co3faTb HOBYIO Mapy MM 3aHOBO NPefoCTaBUTb K HUM JOCTYI.

Knto4ym oT aBToMO6UNS TakXKe MOXHO MCMNOSIb30BaTh B JKCNpecc-pexunme n 6e3onacHo
nepepaeaTb OPY3bsM N YneHaM ceMbl. MNoapobHee cM. B pasgene CoBMecTHoe
ncrnonb3oBaHue knoYvei. NogpobHee o 6€30MacHOCTU U KOHOUAEHUMANBHOCTN LNDPOBbIX
KNtoyel oT aBToMob6una cM. B pasgene besonacHocTb kitovyen oT aBTomMobund B iOS.
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Knioy ot MoToponnepa

Ha iPhone ¢ iOS 17 nnun HoBee B onpeaeneHHblX CTpaHax U permoHax nosnb3oBaTeny MoryT
NOJy4YnTb KHOY OT MOTOPOJIIEPa U3 NPUIOXEHNS OAHOMO U3 MAapTHEPOB, NOAOEPXNBAIOLLNX
3Ty dyHKUMIO, HanpsMyto B Apple Wallet Ha nogaep>xnsaemomM iPhone n o6begnHEHHbIX

C HUM B napy Yacax Apple Watch n nonb3oBaTbCs 3TUM K/IIOYOM AN CNEAYIOWUX LeNei:

- 610KMpoBaTb UM PasbroKMpPoBaTb MOTOPOJIIEP OOQHUM KacaHUeM;

. BnokupoBaTb UK pa3biokMpoBaTh BaraxXHUK MoTopossiepa (Mpu ero Haanmynum) ogHUM
KacaHueMm.

BbigeneHHbin annnet B Secure Element 6e3onacHo xpaHUT 3alindpoBaHHble yYeTHble
[JaHHble, CBA3aHHble C K/IlOYOM OT MOTOpPOJISIepa, U NO3BOJISET BbINMOSIHATH 6e30MacHble
TpaH3aKLUu1W, CBS3aHHble C MOTOPOJIJIEPOM.

Ha 3apgHel cTopoHe KapTbl NO/b30BaTeNIN MOTYT BUAETb AOMNO/IHUTENbHYIO MHOOPMaL MO
0 CBOEM MOTOpOJiepe, HanpuMep nocnegHune 4 undpbl ero 3asogckoro Homepa (VIN)
M ero HoMepHoI 3Hak. Takad MHOOPMaLNA MOXKET CYMTATbCH KOHPUAEHLIMANbHOMN,

M OOCTYN K HEN BO3MOXEH TOJIbKO nocsie 6MoMeTpuyeckoln ayTeHTudmKkaumm nnm seoaa
KofO-napons yCcTponcTBa.

Kno4n oT MoToposifiepa TakXe MOXHO UCMOoNb30BaTh B AKcnpecc-pexunmMe 1 6e3onacHo
nepenaeaTb APY3baM U YieHaM ceMbu. MogpobHee cM. B pasgene CoBMecTHoe
MCMoMb30BaHMe KIYeN.

Be3onacHocCTb Kno4ven ot asTomoounsa B iOS

Pa3spaboTumkn MoryT obecneymBaTb 6e30nacHyo NoaaepXKy 31eKTPOHHbIX K/lo4en
OT aBTOMOOUNS Ha nogaepxmneaeMblx iPhone n yacax Apple Watch, ¢ koTopbiMu
cosfaHa napa.

Co3paHue napbl ¢ BNagenbLem

Bnapenew gonkeH NOATBEPAUTb, YTO TPAHCMOPTHOE CPEACTBO NMPUHAANEXUT eMy (cnocob
noaTBepXXAeHNa 3aBUCUT OT aBTONPOM3BOAMTENS), MOC/Ie Yero OH CMOXEeT HavyaTb npouecc
co3daHus napbl B NPUAOXEHUN aBTONPOU3BOAUTENS C MOMOLLbIO CCbINIKM B MUCbME,
oTrnpaBNeHHOM aBTONPON3BOAUTENEM, UNN MOCPELCTBOM MEHIO TPAHCNOPTHOIO CpeacTea.
B nto6om cnyyvae npu cosgaHum napbl Bnageney, 4onxeH BBeCTM Ha iPhone cekpeTHbIl
0[HOPAa30BbIl Naposib, KOTOPbIA UCMOMb3yeTcs AN CO34aHMsa 3allULLEHHOrO KaHana cBa3un
no npotokony SPAKE2+ Ha ocHoBe kpuBol NIST P-256. Mpu ncnonb3oBaHnm NpuioxeHms
WM CCbINIKX B MMCbMe Maposib aBTOMaTUYeCckn nepegaetca Ha iPhone. Mpu co3gaHnm napsbl
13 HTepdelica TPaHCNOPTHOro cpeacTBa Naposib Heo6X0AMMO BBECTM BPYUHYIO.

CoBMecCTHOe ucnoJjib3oBaHue Kjyen

Bnapeneu iPhone, o6begMHEHHOro B napy, MoXeT AeNTbCA KNto4YaMn C COBMECTUMbIMU
iPhone uneHoB ceMbu 1 gpys3en (a 3aTeM nepepasaTb kno4m Ha Apple Watch, ¢ koTopbiMu
cospaHa napa). [1ns aToro Heo6xXxo4MMO OTNPaBUTb COOTBETCTBYIOLLEE NMpUrnalieHne ¢
nomMoulbto iMessage u cnyx6bl ngeHtndukaumm Apple (IDS). O6MeH BceMu KoMaHaaMu
Mo NpefaoCTaB/IEHNIO AOCTYMNa OCYLLECTBISETCA C UCMONb30BaHMEM PYHKLIMM CKBO3HOIO
wnoposaHus cnyxbbl IDS. O6beanHeHHbIN B Napy iPhone Bnagenbua npenaTcTeyeT
M3MEHEeHWIo KaHana cnyx6 ngeHtTndurkaumm Bo BpeMsa npegocTaBneHna 4ocTtyna, 4to
3alMuLaeT oT Nnepeagpecaunm npurnaweHnn.
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Mocne NpuHATUS NpurnawexHus iPhone yneHa ceMbun UK apyra cosgaet LndpoBoi

K104 M OTNPaBAFeT Lenoyky cepTudmnkaToB CoO34aHNs KntoyYa obpaTHO Ha YCTPOUCTBO
iPhone Bnagenbua, KOTopbli 06befMHeH B napy, AN NOATBEPXAEHUS TOro, YTO KoY 6bin
co3faH Ha noasMHHoM yctpoincTee Apple. YcTpolicTBo iPhone Bnagenbua, ¢ KOTOpbIM
co3faHa napa, noanucbiBaeT oTKPbITbIN kKntoy ECC ycTponcTea iPhone apyroro yneHa
ceMbM UK apyra, a 3aTeM oTnpasBngeT noanucb o6paTHO Ha YCTPOMUCTBO iPhone 4neHa
ceMbu unu gpyra. [lns nognucu Ha ycTpoKCTBe Blagenbla nonb3oaTtento Tpebyetca
nponTn ayteHTndmkaumuio (c nomoulbto Face ID, Touch ID nnu kog-napons) n 6esonacHo
NOATBEPAUTb CBOE HaMepeHMe, Kak onucaHo B pasgene McnonbsoBaHue Optic ID, Face ID
1 Touch ID. ABTOopu3saums 3anpallimBaeTcs Npu oTnpaske NpuUrialeHna u XpaHUTCa Ha yune
Secure Element ons ncnonb3oBaHus Npu Bo3BpaTe 3anpoca Ha nognnucaHne yCcTpoucTBOM
apyra. KnioyeBble pa3pelleHuns NnpefocTaBnsaoTcs aBToMobuno nnbo oHNaH ¢ cepBepa
OEM aBTOMOGMIS UM BO BPEMS MEPBOro MCMNOMb30BaHMa obuiero k4ya B asBTomoburne.

YpaneHue Kjova

YOanuTb KoY C YCTPONCTBA, KOTOPOMY K/ltoy 6bisl paHee NpenocTaBieH ans
MCMOMb30BaHMA, MOXHO C YCTPONCTBa BNaenbLa Uan us nHtepdelica TpaHCNOPTHOIo
cpeacTBa. Onepauun yganeHus c iPhone Bnagenbua BbIMOMNHATCS He3aMeanmMTenbHo,
Oaxke ecniv B 9TOT MOMEHT BRagenel, Ucnonb3yeT K/toy. B cuny atoro nepen yganeHmem
oTobpakaeTcs npeaynpexaeHne, akueHTUpyolLee BHUMaHWe Nofib3oBaTenNs

Ha HeobpPaTUMOCTKN ITOro AencTBUA. YoaneHue Kno4yel B aBTOMobMIe BO3MOXHO B itoboe
BpeMs n1Mbo ToNbKo Torga, korga aBToMo6ub HaXo4MTCA OHMANH.

B o6ounx cnyvyasx ucnonb3oBapluee NpefoCTaBNeHHbIN BNagenbueM KoY yCTPONCTBO
WM TPaHCMOPTHOE CPeacTBO NepefaeT nHdopmaumio o6 ynaneHnn Ha cepBep
MHBEeHTapu3aunm knoven (KIS) Ha cTopoHe aBTOMNPOU3BOANTENS, KOTOPbIA peructTpupyer
BblAaHHbIe K/I0YM B LLeNiX CTPpaxoBaHuS.

Bnagenew MoXeT 3anpocuTb yaaneHue, nepenasa Ha o6paTHYO0 CTOPOHY CBOel KapTbl
Bnagenbua. CHavana 3anpoc oTnpasnseTca aBTONPOU3BOAUTENIO, YTOBbI OH yaanun
KJ1I0Y C TPAHCMOPTHOIO CpeacTBa. YCN0BMA yaaneHns Kitya ¢ TpaHCNoPTHOro cpeacTea
onpeaenser aBTONPON3BOAUTENb. TONbKO MOC/e yaaneHns Kida ¢ TpaHCNopTHOro
cpencTBa aBTONPOU3BOAUTESNb OTMPABISAET Ha YCTPOMCTBO, UCMOMb30BaBLLEe
npenocTaB/ieHHbIN BNagebLeM KJTH0Y, 3anpoc Ha yaaNleHHoe NnpekpalleHne 4eicTBus
K/toya.

Mocne Toro Kak gencTBmne Kir4ya Ha yCTPONCTBE NpeKpaLLeHo, annseT, KOTopbi ynpaBnseT
uMbpPOoBbIMK KSItOYaMKN OT aBToOMOGUNEl, co3paeT yooCToBepeHne npekpalleHns aencTems
KNtoYa, 3aBepeHHoe Kpuntorpaduyeckor nognmcbo. To yoOCTOBEPEHME NOATBEPXKAAET
yhaneHue Kto4ya aBTonponsBogmMTeneM u UCnonb3yeTcsa A9 yoaneHus Ki4a ¢

cepsepa KIS.

CTtaHpapTHble TpaH3akuuu ¢ ncnonbsosaHmem NFC

B aBTOMO6UNAX, noaaepxuBatowmx kntoum NFC, 6e3onacHblil kKaHan cBA3u
yCTaHaB/IMBAETCA MeXay cUUTbiBaTeNeM 1 iPhone nytemM cosgaHua nap gMHaMumyeckux
Knto4Yen Ha cumTbiBaTene u iPhone. C noMollblo MeToda corflacoBaHusa Kntoven

0BLWMIN KoY MOXHO CreHepupoBaTbh Ha OCHOBE AaHHbIX C 060UX YCTPOICTB, a 3aTEM
MCMNONb30BaTb €ro A5 co3faHma obwero CMMMEeTPUYHOro K/to4a C MOMOLLLbIO aliropuTMa
Onddun — Xennmana, dyHKUUM GOPMUPOBAHUSA KIHOYEN U Noanucen n3 ctaTuyeckoro
KJltoYa, 3aaHHOro Npu cosgaHumn napbl.
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OMHaMUYecKnin oTKPbITbI KoY, CreHepPUPOBaHHbI Ha TPAaHCMOPTHOM CpeacTBe,

nognuncbiBaeTcd C NOMOLWbIO CTaTU4YeCKOro JIM4YHOro Kj4a Ha CYMUTbiBaoweM yCTpOVICTBe,

B pe3ynbTaTe Yyero iPhone BbiNONHSAET ayTEHTUGUKALMIO CYUMTbIBAIOLLErO YCTpolicTBa. C

TOYKWN 3pEeHNA iPhone aToT NPOTOKON NPU3BaH UCK/IOYNTb packpbiTe KOHOUAEHLUMaNbHbIX

AaHHbIX 3/T0YMbIWWTEeHHNKOM, nepexBaTUBLLUNM KaHasl CBA3W.

HakoHel, iPhone ncnonb3yeTt co3gaHHbI 6e3onacHblii KaHan ans WwnopoBaHns

noeHTudunkKaTopa CBOEro oTKPbITOrO Kto4ya BMecTe C NoAMNMUCHIO, BblYMC/IEHHON Ha OCHOBE
3anpoca noJjiydeHHbIX AaHHbIX CYUTbIBaOLWero yCTpOVICTBa M paga opyrnx gonoaHNTENbHbIX

JaHHbIX NpunoxeHus. Takas npoBepka nognucu iPhone cuynTbiBaloWMM YCTPOUNCTBOM
nosBonseT eMy ayTeHTUduLUMpoBaTb iPhone.

BbiCTpble TpaH3aKuUK

iPhone reHepupyeT KpunTorpaMmMy Ha oCHoBe 06LLero kt4va, NpeaocTaB/ieHHOro
paHee BO BpeMs CTaHOapPTHOW TpaH3aKLUMU. TO NO3BONSET TPAHCNOPTHOMY CpeacTBYy
BbICTPO ayTEeHTUOULMPOBATb YCTPONCTBO A1 COXpaHeHMa TpebyeMoro ypoBHA
npPon3BoAMUTENbHOCTU. TakXKe MeXay TPaHCMOPTHLIM CPeACTBOM U YCTPOWCTBOM MOXET
6bITb cO30aH 6e30onacHbI KaHas CBA3U NyTeM MOJydYeHMs KoYell ceaHca 13 Koya,
npenocTaBNeHHOro paHee BO BpeMs CTaHOapPTHOM TpaH3aKLUun, U HOBOW AMHAMUYECKON
napbl knto4ven. CnocobHOCTb TPAHCMOPTHOIO CpeacTBa co3aaTbh Oe3omnacHbIi KaHan
CNYXWUT ANg ayTeHTUdMKaLMM TPaHCNOPTHOrO CpeacTBa Ang ycTpoicTea iPhone.

CTtaHpapTHble TpaH3akKuuu c ncnonb3osaHunem BLE n UWB

B aBToMO6uMAsAX, nogaepxupatowmx knoum UWB, ceaHc Bluetooth LE ycTaHaBnmBaeTtcs
Mexnay aBToMmobunem u iPhone. Kak n B cnyyae TpaH3akLKUiA C UCNOJIb30BaHUEM

NFC, obuwuit ko4 reHepupyeTca no obe CTOPOHbI U UCMONb3yeTcs, YTo6bl HaNaguTh
6e30nacHbIn ceaHc. B 3ToM ceaHce nooyepenHo reHepupyeTca U cCornacoBbiBaeTcs
cekpeTHbIn ktod UWB gng namepeHuns pacctosHus, cokpauieHHo — katod URSK.

Knioy URSK nepepaetcs Ha cpeacTBa paanocssasm UWB B ycTpoMNcTBe Noib30oBaTens

1 B aBToMob6UIe, 4ToObl MOXHO 6bI1I0 C TOYHOCTbK YCTAaHOBUTb MECTOHAXOXAEeHME
yCTPONCTBa NOJb30BaTeNa PAAOM C aBTOMO6GUIEM UK BHYTPU Hero. [ocne aToro

aBTOMO6WIb 6yaeT yunTbiBaTb MECTOHAX0XAeHWe YCTPOoCTBa nepepn TeM, Kak paspellunTb

oTnepeTb ABepb UK 3aBecTu AeuraTtenb. Y knw4delt URSK ecTb npegonpeneneHHoe
3HayeHue TTL. YT06bl M3MEepeHne pacCcToAHMUS He NpPepBanocCh, Korga cpokK aencTeng
TTL ucTteyerT, knouyn URSK MOXHO npeaBapuTesibHO CreHepupoBaThb Ha ycTpoicTee SE

1 B aBToMobune HSM/SE, noka 6e3onacHoe n3aMepeHne paccToaHUS HeEakTUBHO, HO eCTb
coegunHeHune BLE. CnepoBaTenbHO, HET HEOB6XOAMMOCTM NosyyYaTb HOBbIN ko4 URSK

BO BpeM4 CTaH,D,apTHOVI TpaH3akuumn, Korga Kaxxkgoe MrHoBeHue Ha cyeTy. [NpegBapuTenbHo

creHepupoBaHHbI ko4 URSK MOXHO BbICTpO NepefaTb Ha cpeacTBa paguocesasv UWB
B aBTOMOGMWIEe N YCTPONCTBO, 4TOObI HE NpepbiBaTb U3MEPEHNE PACCTOSHUS C MOMOLLbIO
TexHonorun UWB.
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KoHdunpgeHunanbHOCTb

Ha cepBepe MHBeHTapusaunm knden (cepsepe KIS) y aBToNponsBoaANTENS HE XpaHATCA
noeHTuounkatTopbl yctponcTs, SEID nnu AkkayHT Apple. Ha aToM cepBepe XpaHUTCS TOMbKO
M3MeHSeMbI MOEHTUOUKATOP — NOEHTUPUKATOP dK3eMMdpa LeHTpa cepTudunkaumun.
3TOT MAeHTUOUKATOP He NPUBA3aH K KAKUM-IMBO NNYHbIM AaHHbIM Ha YCTPOUCTBE UMK Ha
cepBepe. Korga nonb3oBaTesb CTUpPaeT BCE JaHHble C YCTPOMCTBA C MOMOLLbIO GYHKL UMK
«CTepeTb KOHTEHT M HAaCTPOMKU», 3TOT UAEHTUDUKATOP yaandeTcs BMeCcTe C 0CTallbHbIMU
OaHHbIMU.

[o6aBneHne TpaHCMOPTHbIX KapT U KapT eMoney
B Apple Wallet

Bo MHOrmMx cTpaHax U permoHax nonb3oBaTeny MoryT 0o6aBnsaTb NoALEpPXKMBaAEMbIE
TpaHCNOPTHble KapTbl U KapTbl eMoney B Apple Wallet Ha nogaep>XxnBaeMbix MOLENSAX
iPhone n Apple Watch. B 3aBUCMMOCTKM OT onepaTtopa MOXHO NMepeBecTU AEeHEXHYIO
CYMMY MW NPOe3aHON 6uneT (Mnm n To 1 gpyroe) ¢ GM3nMyeckon kapTbl B LUbPOBON
aHanor B Apple Wallet unn npegoctaBuTb HOBYO TPAHCMOPTHYIO KapTy Unmn kapTy eMoney
B Apple Wallet nunn npunoxeHnn amMnMTeHTa TPAHCNOPTHON KapTbl. [lo6aBUB TPAHCMOPTHbIE
kapTbl B Apple Wallet, nonbsoBaTenn MoryT onsaymMBaTtb Noe3faku B 06L,eCTBEHHOM
TpaHcnopTe, NpocTo nogHocs iPhone nnu Apple Watch k cuntbiBaTento. Hekotopble
TPaHCMOPTHbIE KapTbl TaK)Xe MOXHO UCMOMb30BaTh A5 NnaTexen.

Kak pa6oTaloT TpaHCNOpPTHble KapTbl U KapTbl eMoney

[ob6aBneHHble TpPaHCMOPTHbIE KapTbl M KapTbl eMoney CBA3bIBAOTCS C YYETHOM 3amnmncbio
iCloud, npuHagnexauie nonb3oBaTtento. Ecnu nonb3oBaTtenb gobasnget B Apple Wallet
HEeCKO/bKO KapT, Apple Unv aMUTEHT KapTbl MOXET CBA3bIBaTb IMYHYO UHPOPMaLMIO
Nnonb3oBaTeNna U NTNYHY MHPOPMALMIO U3 ero YYEeTHOMN 3aNncK C pas3sInYHbIMU KapTaMu.
TpaHcnopTHble KapTbl, KapTbl eMoney 1 TpaH3aKLUUM 3alinLLEeHbl HABOPOM Nepapxmnyeckmnx
Kpuntorpadunyecknx Kno4emn.

[nsa nepesofa cpencTts ¢ dpusnyeckon kapTol B Apple Wallet nonb3oBaTtenb L0MXEH BBECTU
[LaHHble KapTbl. TakXXe MOXeT noTpeboBaTbCs NPefoCTaBUTb IMYHYIO MHbOPMaLLUIO And
noaTBepXaeHua BnageHus kaptToi. MNpu nepepave kapT ¢ iPhone Ha Yacbkl Apple Watch o6a
YCTPOWNCTBA [0/IXXHbl HAXOOUTbLCS B CETH.

BanaHc MOXHO MOMOMHATL CPEACTBaMU C KPEAUTHbIX, Ae6eToBbIX U NpefoniadyeHHbIX
KapT Yyepe3 Apple Wallet unu npunoxeHne sMUTEeHTa TPAHCNOPTHOW KapTbl UN KapThbl
eMoney. Moapo6Haa nHpopmaLma o 6e3onacHOCTU NpoLeaypbl NOMNONTHEHUS CPEACTB

c ucnonb3oBaHneM Apple Pay npuseneHa B pasgene Onfarta ¢ NOMOLLbIO KapT B
npunoxeHuax. Moapo6Hee 0 TOM, Kak NpeAoCcTaBaseTca KapTa B NPUI0XEHUM SMUTEHTA,
CcM. B pasgene [JoGasneHne KpeauTHbIX UK 0e6GeToBbIX KapT U3 NPUIOXEHUS SMUTEHTa
KapTbl.

Ecnu nogoepXxuneaetca npegocTaB/ieHne C UCNOJb30BaHNEM GU3NYECKOM KapThl,

Yy 9MUTEHTa TPaHCMOPTHOMN KapTbl UK KapTbl eMoney ecTb Kpuntorpaduyeckume Kouu,
HeobOxoauMble 0N ayTeHTUDUKALUN GU3NYECKOM KapTbl U MPOBEPKM OaHHbIX, BBEAEHHbIX
nonb3oBaTtenem. MNocne NPOBEPKM OaHHbIX CUCTEMA MOXET CO3aaTb YYETHbIN HOMEpP
yCTponcTBa And ymna Secure Element 1 akTUBMpoOBaTb KapTy, TONIbKO YTO A00aBIEHHYIO
B Apple Wallet, c BHeceHHbIMU cpefcTBaMu. B HekoTopbix cnyvaax ¢usmnyeckas kapta
nepecTaeT AeNCcTBOBATb NOC/e 3aBePLUEHMA NMPeaoCTaB/IeEHUs C ee UCMOoIb30BaHNEM.
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besonacHocTb nnatdopmbl Apple

Ecnu 6anaHc KapTbl XpaHUTCA Ha YCTPOWCTBe, TO Npu nto6om crnocobe nNpeaocTaBneHns
B KOHLLe NpoLeaypbl 6anaHc Ha KapTe WNbpPyeTca U coXpaHaeTca B BblAeNeHHOM annnerte
yuna Secure Element. Y onepaTopa eCcTb K/I04M, YTOObI BbINMOMHATL KpUNTOrpaduryeckme
onepaumu ¢ gaHHbIMU Ha KapTe 419 nepesoaa cpencTs.

Mo ymMon4yaHuio Nosb3oBaTe M MOTyT aBTOMaTUYeCKM onfayneaTb Npoes TPaHCNOPTHOWN
KapTon B dkcnpecc-pexunme 6e3 ncnonbsosaHusa Face ID, Touch ID unu kog-napons.

Korga Bk/to4eH Jkcnpecc-pexunm, Takas MHopmMaLums, Kak CBeAeHNs O HeAaBHO
NMOCELLEHHbIX CTAaHLUMAX, MICTOPUN TPaH3aKLUNIA U OONONHUTENbHbIX GuneTax, MoXeT 6biTb
OOCTynHa NtobbiM Haxo4AWMMCS PSOOM YCTPOMCTBAM CYUTbIBAHUSA GECKOHTAKTHbIX KapT.
Monb3oBaTenn MOryT BKJIIOYUTb 0693aTeNbHY0 aBTopmusauuto ¢ noMmoubio Face ID, Touch ID
Unu Koa-napons B pasgene Hactpoek «Wallet u Apple Pay», BbIK/TIOUYMB DKCMPECC-PEXMM.
dKcnpecc-pexnm He nogaep>xmupaeTca kaptamu eMoney.

Kak 1 B cnydyae ¢ gpyrumu kaptamu Apple Pay, nonb3oBatenn MoryT npuocTaHaBIMBaTh
oelicTBue KapT eMoney 1 yganaTb UX cregyoummmn cnocobamu:

- yhaneHHoe CTUpaHWe COAEePXMMOro U HaCTPOEK YCTPOMCTBA C MOMOLLbIO NPUIOXEHNS
«JlokaTop»;

« nepeBof YCTPOMCTBA B PEXMM MPOMaxun ¢ MOMOLLLbIO MPUNOXeEHUS «JlokaTop»;

+  BBOJ KOMaHAbl yOa/IEHHOro CTUPAHMUA OT CUCTEMbI YNPaBIeHUS MOBUNbHbIMU
ycTpoicteamu (MDM);

« yAaneHue BCeX KapT CO CTpaHuLbl cBoero AkkayHTa Apple;
- ypaneHue Bcex kapT un3 iCloud.com;

- ypganeHue Bcex kapT u3 Apple Wallet;

« yAaneHue KapTbl N3 NPUNOXEHUS SMUTEHTA.

Cepsepbl Apple Pay yBegoMnsaoT onepaTtopa KapT 0 NPMOCTaHOBKe OEeNCTBUSA KapT uUnu

MX BbIKtOYEeHUN. Ecnv nonb3oBaTenb yganseT TPAaHCMOPTHYIO KapTy nnm KapTy eMoney

C NOAKJIIOYEHHOTO K UHTEPHETY YCTPONCTBA, OCTaBLUMECS Ha KapTe CPpeacTBa MOXHO
OTNPaBUTb Ha YCTPOMCTBO, Ha KOTOPOM BbINOJIHEH BXO[ C TeM Xe AkkayHToM Apple. Ecnu
YCTPONCTBO OTKJ/IIOYEHO OT UHTEPHETA, BbIK/IIOYEHO UMM HAaXOAUTCS B HepaboToCcnocoOHOM
COCTOSHWMN, BO3BPAT CPEACTB MOXET 0Ka3aTbCs HEBO3MOXHbIM.

[Job6aBneHne TpaHCNOPTHbIX KapT U KapT eMoney Ha 4acbl Apple Watch
YysieHa ceMbm

Ha ycTtpoiictBax ¢ iOS 15 nn6o watchOS 8 nnun HoBee opraHnsaTop rpynnbl CEMENHOro
pocTtyna B iCloud MoxeT fo6aBnsaTb TpaHCNOPTHbIE KapTbl M KapTbl eMoney Ha Apple Watch
YneHoB ceMbn Yepes npunoxeHune Apple Watch Ha nx iPhone. Mpu npepoctaBneHnmn
OLHOWM M3 3TMUX KapT Ans Yacos Apple Watch yneHa ceMbu Yacbl JOMKHbI HAXOAUTbLCS
pPSO0M, U OHU O0/IKHbI BbITb MOAKIOYEHbI K iPhone opraHunsaTtopa no cetn Wi-Fi nnm yepes
Bluetooth. [1nsa atoro Heo6xoanmo, 4To6bl Ang AKKayHToB Apple uneHoB ceMbu 6bina
BKJIlOYEeHa AByxdakTopHas ayTeHTudunKaums.

YneHbl ceMbM MOTYT cOo cBoux YacoB Apple Watch oTnpaBnaTth 3anpochl Yepe3s iMessage
Ha NOMNosIHEHWE TPAHCMOPTHOM KapTbl UK KapTbl eMoney nnun nepeBof, CPeAcTB Ha Hee.
Conepxunumoe coobLLeHns 3allnLLLeHO CKBO3HbIM WKdpPOBaHMEM, KaK ONMCaHOo B pasaene
0630p 6e3onacHocTn iMessage. NMonoNHUTb KapTy Ha Yacax Apple Watch uneHa cembu

MOXHO yaaneHHo no cetn Wi-Fi unm cotoBoil cetn. HaxoamuTbcs pSaoM He ob6s3aTesnbHo.

MpumeydarHue. dTa PyHKUMS MOXET BbITb AOCTYMNHa He BO BCEX CTPaHax U pernoHax.
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besonacHocTb nnatdopmbl Apple

KpeauTtHbie n gebeTtoBble KapTbl

B 06LLeCTBEHHOM TPaHCMOPTE HEKOTOPbIX FOPOLOB BaNnAaTopPbl NOAAEPXKMBAOT onnaTty
npoesfa ¢ NoMolLLbio cMapT-kapT EMV. Korga nonb3oBatenu NpukiaabiBaloT KPeguTHYI0
nnun nebetoByto KapTy cTaHgapTa EMV k cunTbiBaTento, TpebyeTca ayTeHTUGMKaLma
nonb3oBaTens, kKak onuMcaHo B pasaesne o6 onjate NOKYyNok B MarasmHax ¢ MoMoLLbio
KPeouTHbIX U Oe6eToBbIX KapT.

Ha yctpoiictBax ¢ iOS 12.3 nn6o watchOS 5.2.1 unm HoBee HeKOTopble KpeanTHble

nnu pebeToBble KapTbl cTaHaapTa EMV, no6aBneHHble B Apple Wallet, MoXXHO ncnonb3osatb
B JKcnpecc-pexunMe. B kcnpecc-pexnme nonb3oBaTenn MoryT onnayneaTb npoesn

B 06L1LECTBEHHOM TpaHcrnopTe noaaepXXmMBaeMbix ornepatopos 6e3 ncnonb3oeaHusa Face ID,
Touch ID nnun koa-napons. MNpu npegocTaBneHNUM NePBON KpeguTHOM Unn nebeToBOn KapTbl
cTtaHpgapTta EMV B Apple Wallet gns Hee BknovaeTca Jkcnpecc-pexunm. Nonb3oBartenb
MOXET KOCHYTbCS KHOMKM «ELLe» Ha nuueBon cTtopoHe KapTbl B Apple Wallet n Bbiknto4nTb
JKcnpecc-pexunm Ona aTol KapTbl, 3agas Ana pyHKUMN «HacTpouTb akcnpecc-

KapTbl» napameTp «HeT». MNonb3oBaTeNb Tak)Xe MOXET BbibpaTbh APYryio KPeaUTHYI0

unn nebetoByto kKapTy B Apple Wallet B kauecTBe TpaHCMNOPTHOM aKcnpecc-KapTbl. YTo6bI
3aHOBO BKJ/IOYNTb KapTy MAKW BblOpaTb APYryto KapTy ANns SKcnpecc-pexuma, HeobxoammMo
MCMoNb30BaTb OAUH U3 3TUX CMNOCODOOB:

. BuomMeTpuyeckaa ayTeHTUbMKaLmS;
+  KOO-Maposb YCTPOMNCTBA;
+  [NBOWHOe Ha)aTue 60KOBOI KHOMKW Ha pa3bnoknpoBaHHbIX Yacax Apple Watch.

Mpumeyarue. Apple Card n Apple Cash MoryT ncnonb3oBaTbCsi B KA4eCTBE TPAHCMOPTHOMN
3KCnpecc-KapThbl.

YoocTtoBepeHua nu4yHocTtu B Apple Wallet

YpocTtoBepeHus nuuHocTtn B Apple Wallet

Ha iPhone 8 nnun HoBee c i0OS 15.4 unn HoBee, a Takxe Ha Apple Watch Series 4 unun Hoeee
¢ watchOS 8.4 nnn HoBee Nonb3oBaTenn MoryT o6aBnaTb CBOW YAOCTOBEPEHMUS NUYHOCTU
1 BoauTenbckue npasa B Apple Wallet, 4yto6bl 66I1CTPO 1 6€30NacHO NPeabsaBNATb UX
kacaHueM iPhone unu Apple Watch Tam, roge nogaep>Xxunsaetca Takas BO3MOXHOCTb.

lMpumeyaHue. OTa GyHKLMS AOCTYNHA He BO Bcex WTaTax CLUA.

MpoeHTnodukaTopbl B Apple Wallet ncnonbaytoT ¢pyHKLMN 6€30MacHOCTU, BCTPOEHHbIe
B annapaTHOe 1 NporpamMmHoe obecrneyeHne yCTPOMUCTBA, YTOObI 3alMLLATb IMYHOCTb
Nosib30BaTeNa U HafeXHO XPaHUTb IMYHYIO MHGOPMaLMIO.

Oo6aBneHne BOAUTENbCKUX NPaB UM YO,0CTOBEPEHUS NMUYHOCTU B Apple Wallet

Ha iPhone nonb3oBaTenu MoryT KOCHYTbCS KHOMKW Ao06aBneHus (+) BBepXy aKpaHa
B Apple Wallet, 4yToObl Ha4yaTb A06aBneHne BOANTENbCKUX NpPaB UM YOOCTOBEPEHMS
nn4yHocTn. Ecnn Bo BpemMsa HacTpPoOMKK y nonb3oBaTesnein ecTb Yachl Apple Watch,
obbegMHEHHbIe B Napy, UM NpeanaraeTcyd Takxke 0o6aBuTb BOAUTENbCKME NpaBa
UNn yoocTtoBepeHue nnuyHocTu B Apple Wallet Ha yacax Apple Watch.
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besonacHocTb nnatdopmbl Apple

Monb3oBaTenaM cHavana npepgnaraeTcs BOCNonb3oBaTbhcs cBoUM iPhone, 4yTo6bI
OTCKaHMpPOBaTb BOOMTENbCKNE NpaBa UM yA0CTOBEPEHME NUYHOCTU C 06ENX CTOPOH.
iPhone oLeHMBaeT Ka4eCTBO U TUM N30OPaXKEHUN: OHWU JONXKHbI COOTBETCTBOBATb
TpeboBaHUAM opraHa BfacTu WwTaTa. TN n3obpaxeHns yagocToBepeHnin TIMYHOCTH
3aWNbPOBbLIBAIOTCS HA YCTPOMUCTBE KJIOYOM, NpenocTaB/ieHHbIM OPraHoM B/lacTU WTaTa,
a 3aTeM nepepfarTcs 3TOMYy OpraHy BnacTu.

3aTeM nonb3oBaTeso NpeaiaraeTcsa BbIMOMHUTb HECKOMbKO ABUXEHUA TON0BOMN

M MUMUYECKUX OBUXKEHUI. YCTPONCTBO Nonb3oBaTens n Apple oLeHMBAIOT 3TN ABUXEHMS,
CHMYXXAas BEPOSATHOCTb TOrO, YTO KTO-TO BOCMOJIb3yeTCsa YyXXoh doTorpadpuent, nMbo 4yxxmmm
BMOE0 MM MacKon, 4Tobbl J,06aBUTb Yyxoe yaocToBepeHue nu4yHocTn B Apple Wallet.
PesynbTaTbl aHannsa aTUX OBUXXEHUI 3aTeM NepefatoTca opraHy Bnactu wrata. CamMmo
BWOEO, HAa KOTOPOM MOKa3aHbl ABUXEHUS, He OTNpaBnsgeTcs.

YTobbl y6eamTbce, YTO Yenosek, 4ob6aBUBLLMIN yooCcToBepeHne nM4yHocTu B Apple Wallet,
MMEHHO TOT, KOMY OHO NMPUHaANEXWUT, MONb30BaTENO NpeanaraeTcs caenatb cenodu.
Mepepn TeM Kak oTNpaBuTb GOTO NOMb30BaTENS OpraHy BAacTu wWraTa, cepBepbl Apple

N YCTPOMNCTBO NOMb30BaTENsI CPAaBHMBAIOT, HACKO/IbKO YeNoBeK Ha POTO MOXOX C TEM,

KTO BbIMOJIHWA ABUXXEHUS FOIOBON U MUMUYECKME ABMXKEHUS. TakuM 06pa3oM MOXHO
NOATBEPAUTb, YTO Ha OTNpPaBfeHHOM $GOTO U GOTO B yAOCTOBEPEHUMN IMYHOCTU M3006paxeH
OAMH N TOT Xe Yyenosek. [MNocne cpaBHeHUs GoTo 3alMbpPOBLIBAETCS Ha YCTPOICTBE,

a 3aTeM nepepaeTcs opraHy BAacTu WTaTa A/ CONOCTaBNeHUsi C TeM U306paxeHnemM

B YOOCTOBEPEHUN NIMYHOCTU, KOTOPOE MMEETCS Yy 3TOro opraHa BfacTu.

HakoHew, nonb3oBaTenssM npepfiaraetcs BbIMOMHUTb ayTeHTUdMKaUMIO ¢ nomMolbio Face ID
unu Touch ID. YCTpOMNCTBO NoNb30BaTeNs CBA3bIBAET 3TN GMOMETpUYECcKne gaHHble

Face ID unun Touch ID ogHoro coBnageHuns ¢ yoocToBepeEHMEM NIMYHOCTM. DTO NO3BONSET
ybeanTbcs, YTO TOMIbKO YenoBek, 4o6aBUBLUMIA yOOCTOBEPEHME NMYHOCTU Ha iPhone, MoxeT
ero npeabaBnaTb; APYryo 3aperncTpmpoBaHHyo bruomMeTpuyeckyto MHGOpPMaLMIO HeNb3s
MCMNONb30BaTb AN TOro, YToObl paspewnTb NpeabIBleHe yO0CTOBEPEHUS NMNYHOCTU. Becb
NPOLLECC BbIMOJIHAETCA UCK/TIOUYMTENIbHO Ha YCTPOWCTBE, M ero gaHHble He nepepatoTce
opraHy BnacTu wTaTa.

OpraH BnacTu WwWTaTa nosyyaeT TONbKO Ty MHGOpMaLMio, KoTopas Heobxogmma

AN HAaCTPONKKN LMPOBOro ya0CTOBEPEHUS NMMYHOCTU. K aTol nHPopMaLmm oTHocsTCS:
n3obpaxeHna ygocToOBEPEHUS TMYHOCTU C 06ENX CTOPOH; AaHHbIe, CYMTAHHbIe

co wtpuxkoaa PDF417; cendun, cHATOE Nosib3oBaTesleM BO BpeMs NOATBEPXAEHNS
nunyHocTu. LLTaT, Bblgalowmin yoocToBepeHne NMMYHOCTM, TakXXe noslyyaeT 3HaYeHue

M3 OfHOWM UMPpPbl, KOTOPOE UCMONb3yeTca AN NpeaoTBpalleHns MolleHHnYecTBa. OHO
OCHOBaAHO Ha MOAE/NM UCMOIb30BaHNS YCTPOMCTBA, a TakXXe AaHHbIX HaCTPOEK U IMYHON
nHdopmMaunm ns AkkayHta Apple. OkoH4YaTenbHOe pelleHne o TOM, MOXHO N1 0o06aBnUTb
yaoocToBepeHue nnyHocTtu B Apple Wallet, npuHumMaeT opraH BnacTu wraTa.

lMocne TOro Kak opraH BiacTu wWTtaTa ogo06puT gobaBneHne yooCcTOBEPEHUS IMYHOCTH

n BoguTenbckux npas B Apple Wallet, B Secure Element Ha iPhone, Ha koTopoMm

MMeeTcsl YALOCTOBEPEHME NMNYHOCTK, ByaeT creHepMpoBaHa napa Kr4yen gasa aToro
KOHKpeTHoro yctpoiictea. MNpu nobasneHnn Ha Apple Watch napa kntoyelt reHepupyetcs
B Secure Element yacamun Apple Watch.

Mocne TOro Kak yaoCcToBepeHne nosasmutca Ha iPhone, nHpopmaLma M3 yaoCTOBEPEHUS
oypeT xpaHuTbcs B Apple Wallet B 3awimepoBaHHOM BMUAae, U oHa byaeT 3aluieHa
c nomMolubto Secure Enclave.
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Mcnonb3oBaHue BOAUTENbCKUX NpaB UIKU yAOCTOBEpeHUs NMYHocTU B Apple Wallet
CO cuuTbiBaTeNIeM YOO0CTOBEPEHUN IMYHOCTH

YTto6bl Mcnonb3oBaThb ygocToBepeHne nuyHocTtn B Apple Wallet, notpebyeTcs BbIMOAHUTD
ayTeHTUdUKaLKIo ¢ noMoLllblo ycTpoiicTtBa ¢ Face ID unu Touch ID, cBg3aHHOTO

C yaocTtoBepeHneM nnyHocTn B Apple Wallet nepep Tem, kak iPhone cmoXeT npegocTtaBuTb
MHPOPMaLMIO CYMTbIBATENIO YOOCTOBEPEHUI TMYHOCTH.

YTo6bl BOCNONb30BATLCS YAOCTOBEPEHUEM NUYHOCTU U3 Apple Wallet Ha yacax

Apple Watch, notpebyetcs pasbnokmpoBaTb iPhone, BbINONHMB ayTeHTUdUKaLMIO

c nomolubto Face ID nnn Touch ID. AyTeHTudUKaLMUA NO BHELWHEMY BUAY WK OTNeYaTKy
nanbua 6ygeTt HeobxoaMMa Kax bl pas, Koraa nosb3oBaTesb HageBaeT Yyacbl Apple Watch.
3aTeM ygocToBepeHneM nnyHocTtm n3 Apple Wallet MoxxHo OyaoeT nonb3oBaTbes

6e3 ayTeHTMdMKaALMK, NOKa NOSb30BaTes/lb CHOBa He CHUMET 4Yacbl Apple Watch.

3Ta BO3MOXHOCTb OCHOBaHa Ha oCHoBoMnosararwmx GyHKUMSX aBTOMaTU4YeCKOM
pas3bnoKMPOBKM, KOTOPble NOAPO6GHO onmcaHbl B pa3aene EezonacHOCTb CUCTEMDbI
watchQOS.

Korga nonb3oBaTenb yaepxunsaet iPhone nnu Apple Watch psgom co cuntbiBatenem
yOOCTOBEPEHUNIN NMNYHOCTU NMB6O OEeNNTCA CBOUM YO0CTOBEPEHMEM B MPUNTOXEHUN,

Ha ycTponcTBe oTobparkaeTcsl Nofcka3ka 0 TOM, Kakas nHdopmMauma 3anpalinBaeTcs,

KeM OHa 3anpalnBaeTca u 6yaeT NM oHa coxpaHeHa. [locne NoaTBEpPXAEeHUS C MOMOLLbIO
cBA3aHHoOro yctponcTtea ¢ Face ID unu Touch ID 3anpalumnBaemas MHopmaLma 0 IMYHOCTU
nepepaeTcs C yCTPOWCTBA.

Ba>xkHo! YTo6bl NpeabsaBUTb YAOCTOBEPEHMNE IMYHOCTU, HE HYXXHO MoKa3biBaTb
WUNKn nepenaeaTb YCTPOMCTBO.

Ecnu BmecTo Face ID unun Touch ID BkntoveHa Kakaga-nnbo ¢yHKLUMSA YHUBEPCANbHOIO
0OCTyna, B TOM Yyncne YnpaeneHue ronocomM, BupTyanbHbiil KOHTpoOep

nnn AssistiveTouch, To MOXHO MCNOMb30BaTb KOA-NApob A9 A0CTyna K MHPopMaLmn 1 ee
npegbsaBneHus.

I'Iepep,aqa OaHHbIX O TINYHOCTU Ha CHUTbIBATENb y,EI,OCTOBepeHVII\/'I JINYHOCTW BbINONHAETCH

B COOTBETCTBUM co cTaHpgapToM ISO/IEC 18013-5, KoTOpbI NpeaycMaTpnuBaeT HECKOJTbKO
3alNTHbIX MEXAHW3MOB A1 BbISBIEHUSA N CHUXEHMUSA PUCKOB, CBA3aHHbIX C 6830MacHOCTbIO,
a Takxe nNpoTmMBoAencTBMUS UM. K 3TUM MexaHn3MaM OTHocATcs obecrnevyeHune

LLe/TOCTHOCTU AaHHbIX YAOCTOBEPEHUSA NNYHOCTU U NPOTUBOAENCTBME ero noanernke,
CcBA3blBaHME C YCTPOMCTBOM, MHOOPMUPOBAHHOE cornacue, a Takxxe obecneyeHue
KOHOUOEeHUMaNbHOCTN OaHHbIX NpU rnepegaye no pagmocBa3un.

Mcnonb3oBaHue BOAUTENbCKUX MPaB AN yaocToBepeHnsa nmyHoctu B Apple Wallet
B NpuaoXeHuax gnsa i0S

Monb3oBaTesnb TakXKe MOXEeT OeINTbCA AaHHbIMW BOAUTENbCKUX MPaB UK yAOCTOBEPEHUS
nnyHocTtn B Apple Wallet ¢ nomouibto npunoxenuin B i0S. Korga nonb3oBaTtenb OennTcs
CBOWM YOOCTOBEPEHMEM NIMYHOCTU B NpunoxeHun, Apple Wallet nasnekaet n nposepsier
cepTudUKaT WndpoBaHUs, 3apernCcTPUPOBaAHHbLIN Yy pa3paboTymka 3TOro NPUIoXKeHUS.
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370T cepTndmKat ncnonbsyercs ong wWmndbposaHms MHGOPMaLIMKM, KOTOPYIO Ccornacuics
npeaocTaBuTb nonb3osaTenb. Wallet wndpyet nHoopmauuto no npotokony HPKE, n atn
JaHHble HUKOra He CTaHOBATCS [OCTYNHbI Ang cepBepoB Apple. Wallet nepunognyecku
obpaltaetcsa K cepsepaM Apple, 4Tobbl y6eanTbcs, YTO yOOCTOBEPEHNE NIMYHOCTUN BCE elle
penctemuTenbHo. Ecnm B nocnegHee BpeMs NpoBepka He BbIMOIHANAaCh, OHA MOXeT ObITb
WHULMNPOBaHa, Korga nonb3oBaTteNb NOENUTCS CBOMM YAOCTOBEPEHUEM JINYHOCTHU

B MPUIOXEHUN.

Be3onacHOCTb yaocToBepeHui NnM4HocTu B Apple Wallet

MepeuncneHHble HMXKe GYHKLMN MOMOTatoT MOBbICUTb 6€30MacHOCTb UCMOJIb30BaHUS
yOoocToBepeHuit nnyHoctn B Apple Wallet.

LlenocTHOCTb AlaHHbIX YA0OCTOBEPEHUSA IMYMHOCTU U HpOTMBOﬂEﬁCTBMe ero
noapenke

YpoctoBepeHusa nuyHocTtu B Apple Wallet ncnonb3syoT nognuch, npenocTaBneHHYo
OpraHoM Bblgayu, YTobbl NO6ON CHYUTbIBATENb, COOTBETCTBYIOLW NI CTaHOAPTY

ISO/IEC 18013-5, Mor npoBepuTb YAOCTOBEPEHNE NNYHOCTM NMonb3oBaTens B Apple Wallet.
Kpome Toro, Bce ¢parMeHTbl JaHHbIX B ygocToBepeHun nmiHocTtu B Wallet sawmiieHbl

no oTAenbHOCTM OT noaaenku. bnarogapsa aToMy CYMTbiBaTENb YAOCTOBEPEHUIA NIMYHOCTU
MOXeT 3anpOoCUTb onpeaesneHHbln nogHabop ¢pparMeHTOB AaHHbIX U3 YOOCTOBEPEHUS
nnyHocTtn B Apple Wallet, a B otBeT Apple Wallet gonxeH BepHyTb TOT Xe nogHabop.
Takum obpasoM nepepatoTcsa TONbKO 3anpallMBaeMble faHHble, 4TO NoMoraeT obecneynTb
KOHPMOEHLNaNnbHOCTb Nonb3oBaTens.

CBsizblBaHUE C YCTPOUCTBOM

Mpu ayTeHTMdUKauum B Apple Wallet ynocToBepeHns MIMYHOCTM UCMONb3YIOT MOANUCH
YCTPOWCTBA, YTOObI 3aliMLLaTb YOOCTOBEPEHNA IMYHOCTU OT KJTOHUPOBAHUS M MOBTOPHOIO
npenbsasneHns. Apple Wallet xpaHUT NWYHbIA KOY 019 YOOCTOBEPEHUA IMYHOCTM B Secure
Element Ha iPhone, noaToMy ygocToBepeHue MYHOCTM CBA3aHO C TEM YCTPONCTBOM,

LJ11 KOTOPOro opraH BfacTu, BblAaBWUN YOOCTOBEPEHME IMYHOCTH, CO34al 9TO
yOOCTOBEpEHHE.

NHdopmMUupoBaHHOE cornacue

Mepen nNpenbsBneHnemM ygoctoBepeHuns Apple Wallet ayteHTudnumnpyet cuntoiaTenb
YOOCTOBEPEHMIN TMYHOCTU MO NPOTOKONY, NpeaycMoTpeHHoOMY cTaHaapToMm ISO/IEC
18013-5. Mpun NpeabaBleHUN YOOCTOBEPEHUS, €C/IN Y CYUTbIBATENS €CTb COOCTBEHHbIN
cepTuounkaTt, kKoTopomy gosepsieT Apple Wallet, oto6pakaeTcst 3Ha4Y0K and Toro, 4tobbl
Co0b6LWMTb NONb30BaTENIO O NPOUCXOASALLEM NPOLECCe C y4aCTMEM TPETbel CTOPOHbI.

O6ecneyeHne KOHGUAEHLNANbHOCTUN AaHHbIX NPU Nepepaye No paguoceasu

bnaropaps wWudpoBaHUIO ceaHca BCs NO3BOAsOLWAA YCTAaHOBUTb IMYHOCTb MHPOPMaLLMA
(PIl), koTopas nepepaeTca Mexay yooctoBepeHmemM nu4yHocTu B Apple Wallet

M CYNTbIBATENEM YAOCTOBEPEHUN NMNYHOCTHN, 3aWndpoBbiBaeTca. LUndposaHue
BbIMO/THAETCS Ha YPOBHE NpunoxeHuin. CnegoBaTenbHo, 6€30NacHOCTb WKdppoBaHUS
ceaHca He 3aBUCUT OT 6e3onacHoCcTU, obecneyMBaeMoi Ha YPOBHE Nnepefayun AaHHbIX
(Hanpumep, NFC, Bluetooth n Wi-Fi).
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YaoctoBepeHus nudHocTu B Apple Wallet cnoco6¢cTBYIOT COXpaHEHUIo
KOHPMaeHUNanbHOCTU Nosib3oBaTeNe

I'Ipou,ecc n3BrevyeHna AaHHbIX yooctoBepeHunda MM4YHOCTU C yCTpOVICTBa nonb3oBaTend

B Apple Wallet cooTBeTcTByeT cTaHgapTy ISO/IEC 18013-5. Mpu n3BnevyeHnn gaHHbIX

C yCTpoNcTBa HET HeEOBXO0AMMOCTM AenaTb 3anpochbl Ha CepBEP BO BPeEMS NMpeabsBleHnus,
cnepoBaTenNbHO, MNOMIb30BATENN 3aLUULLEHbI OT OTCNIEXMBAHUSA CO CTOPOHbI Apple 1 opraHa
Bblaauu.

BesonacHocTb ID Verifier

B iOS 17 1 HoBee KoMnaHun 1 opraHmnsaumm B CLUA moryT ucnonbsosaTb iPhone

019 MTHOBEHHOr0 6€30MacHOro CYMTbIBAHMS IMYHO NPenbsABASEMbIX MOOUMbHbIX
yO0CTOBEPEHUI NMNYHOCTM no cTaHgapTy ISO 18013-5 — gononHuTenbHoe o6opygoBaHne
He TpebyeTcqa. B 3aBMCMMOCTHM OT CUTyalLMM MOXHO ncnonb3oBatb ID Verifier opyms
pa3nnyHbiMK criocobamu.

- Tosnbko oTobpaxeHue B ID Verifier. 9ToT cnocob nosBongeT nuHtepdency
iOS oTob6paxkaTb NONHOE UMS, BO3PAaCT, POTO U3 YAOCTOBEPEHMUSA NUYHOCTU
M noaTBepXaeHWe Bo3pacTa [OJia Tex cliyyaes, korga TpebyeTcs TONbKO BU3yasibHOE
noaTBepxaeHue. 3ta cnyxba He No3BongeT cobupaTb HUKAKUE MAEHTUGULMPYOLME
repCcoHasibHble faHHbIe, KOTOPble MOXHO CBA3aTb C Ye/TOBEKOM, NpeabsaBUBLIMM
yO0CTOBEPEHHUE.

- [lepegaya gaHHbix Yyepes ID Verifier. 9ToT cnocob No3BoMAEeT NPUITOXEHUAM
3anpalinBaTh A0MNOSHUTENbHbIE pparMeHTbl AaHHbIX, HANPUMep AaTy PoXaeHus
N agpec, ans cobnoaeHns 3akoHHbIX TpeboBaHMN NOATBEPXAEHUS NUYHOCTU. [JoCTyn
kK APl nepepgauun gaHHbix yepes ID Verifier ynpaBngeTtcsa npaBamu goctyna. Kpome
TOro, NPUNOXeHNs OOKHbI cobntogaTh OrpaHMYeHmns, cBa3aHHble Co cnocobamu
NCMNOoNb30BaHMUSA OaHHbIX. Hanpumep, NpunoXeHus 00XKHbl NpeabsBisaTb 3aKOHHOEe
TpeboBaHMe ANs 3anpoca NepcoHalbHbIX AaHHbIX. [TpUIoXeHnsa Tak)Ke OOoNMXHbl UMETb
NONINTUKY KOHOUAEHLMANbHOCTN, B KOTOPOM NoapobHO onncaHbl 06paboTka, XpaHeHue
N Apyrue acnekTbl MCNOMb30BaHUS 3aMPOLIEHHbIX MePCOHasbHbIX AaHHbIX.

CuuTbiBaHME MOGUIbHOIO vyaoctoBepeHud IMYHOCTHU

ID Verifier cnenyeT npoTtokony, onpeaeneHHomy B ctaHgapTte ISO/IEC 18013-5. Koraa
npunoxeHue, ncnonbsytowee API ID Verifier, 3anpawunBaeT cuMTbiBaHMe MOBUIbHOIO
yOOCTOBEPEHUs IMYHOCTKN, oToBpaXkaeTcs akpaH, KoOHTponupyembiin i0S, ¢ npocbbo

K BNafenbly yO0CTOBEpPeHMs NOAHECTN CBOE YCTPOMCTBO K CYMTbIBATENIO YOOCTOBEPEHN
nn4yHocTn. Mpu nepeoHavyanbHoM obMeHe gaHHbiMK Mo NFC (kak onpepeneHo B cTaHpapTe
ISO/IEC 18013-5, BMecTo NFC moxeT ucnonb3osatbcs QR-koa ang sanycka nepegayn
OaHHbIX no Bluetooth) mexay AByMsa ycTponcTBaMu ycTaHaB/IMBaeTCa CoeuHeEHMe
Bluetooth® Low Energy (BLE). B aToT MOMeHT Bnagenew, MobuIbHOro yaoCToBepeHuUs
JIMYHOCTUN MOXET NMPOCMOTPETb HAa CBOEM YCTPOMCTBE 3anpallimMBaemMyto MHGOPMaLUIO.
Mocne Toro Kkak Bnagenewl MobunbHOro yaocToBepeHns NMYHOCTU JaeT CBoe corfnacue,
3anpoLleHHble NepcoHasnbHble JaHHble NepefatnTcs Ha CYUTbIBAtOLLEE YCTPOUCTBO.
MpunoxeHuns, ncnonbsytouwmne APl nepegaum gaHHbix Yepes ID Verifier, nony4atoT oTBeTHble
JaHHble ana 06paboTKM, a NPUNOXeHUs, ncnonbaywuine APl Tonbko oTobpaxkeHns

B ID Verifier, cuntbiBaloT faHHble, oTobpaxkaeMble iOS, Hanpsamyto.
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CrtaHpapT ISO/IEC 18013-5 npegycmaTpmBaeT MHOXECTBO 3aLLMTHbIX MEXaHN3MOB

ONs pacno3HaBaHuWs, NpefoTBpaLLeHnst U ycTpaHeHus yrpos 6esonacHocTu. NMNoMmumo
npouvero, ID Verifier npoBepseT Kak NOANNUCH 9MUTEHTA, Tak U NOAMUCH YCTPONCTBA.
Kpome Toro, ID Verifier nogaepxuneaet ayTeEHTUDUKALNIO CYATLIBATENS MO NPOTOKOY,
onpepeneHHomy B ctaHgapTte ISO/IEC 18013-5. cnonb3ya cepTudukaTt cYnTbiBaTens,
NPUNOXeHNs MOryT oTobpaxaTb 3Ha4Y0K M HasBaHWe, 4To6bl NOATBEPXAaTb, YTO BRagenew,
yOO0CTOBEPEHUS JIMYHOCTN B3aUMOLENCTBYET C HY>XXHON CTOPOHON.

MpoBepKa aMUTEHTa U YCTPOMUCTBA

Ona npepotepaweHuns nognora ID Verifier nposepsaet noanucb Mobile Security Object,
npenocTaBNeHHY0 LOBEPEHHBIM AMUTEHTOM MOBUIbHBIX YAOCTOBEPEHUM IMYHOCTMU.
Mpu nepepade gaHHbIX Yyepes ID Verifier Takxke ncnonb3ayetcsa API, nossonsatouni
NMPUIOXEHUAM NPOBOANTb COBCTBEHHbIE NMPOBEPKM noanucen sMecto iOS, ecnm UM aTo
Heob6xoaMmMo. YToObl rapaHTMpPOBaTb KOMMNAHUM UM OpraHM3aunmn, 4To MobunbHoe
yO00CTOBEpPEHMNEe NMUYHOCTU He Bbl1I0 CKOMMPOBAHO C OJHOr0 YCTPOMCTBA Ha Apyroe,

ID Verifier npoBepseT nognuchb No AaHHbIM ceaHca.

AyTeHTUdUKaLNAa cuuTbiBaTens

Mpun npeabsiBneHnn ygoctoseperHuns 3anpoc ID Verifier kK cuntbiBaTENO NOANUCHIBAaETCS
YaCTHbIM KJIIOYOM, CBA3aHHbIM C cepTUdUKATOM ayTeHTUPUKaLUN CHUUTbIBATENS,

KOTOPbI CBSI3aH MO L,ernoYvke ¢ KOPHEBbIM LLEHTPOM cepTudukaumnm Apple. 3ToT
cepTndmnKaT COLEPXKUT COOTBETCTBYOWMEe pacwmpeHua x509, nokasbiBatowme BnagesnbLy
yO0OCTOBEPEHUSI TMYHOCTN, HAMEPEBAETCS N KOMMaHUS XPaHUTb ero AaHHble. YTobbl
npunoXxeHne Morno otobpaxatb Ha3BaHWe N 3HAYOK BNafenbly yA0CTOBEPEHUS IMYHOCTH,
afMWHMUCTPATOP 3TOro NPUIOXKEHUS OO0MIXKEH 3aperncTpmpoBaTtbecst B Apple Business
Register n npegocTaBUTb TOUHYIO MHOOPMALMIO O MapKMPOBKe cBoero 6peHpa. Korga
npepocTtaBneHHas nHGopMauma 6yoeT ycnewHo NpoBepeHa, BO BpeMsi TpaH3akumn
Bnagenew, ygocToBepPeHUs NIMYHOCTU MOXKET NONYy4YnUTb U3 cepTudmnkaTa ayTeHTUdUKauunm
cunTbiBaTENS MHPOpPMauMio o 3anmucku B Apple Business Register.
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iMessage

O630p 6e3onacHocTK iIMessage

Apple iMessage — aT0 cepBuc o6MeHa cooblieHnamu, paboTatowmii Ha iPhone, iPad,

Mac, Apple Watch n Apple Vision Pro. iMessage paboTaeT Ha ocHoBe cnyx6bl Apple Push
Notification (APNs) 1 no3BonseT nofb3oBaTeNsiM OTNPaBAATb TEKCT U BIOXEHMUS, Takme Kak
doTorpaduun, KOHTaKTbl, FEOMNO3ULLUK, CCbINIKKU 1 aMoA3u. Ong yaobcTBa coobuieHuns
CUHXPOHU3MPYIOTCS MeXay BCEMU YyCTPoNCTBaMmM nonb3oBaTtens. Apple He coxpaHsieT
COAEPXNMOE COOBLLLEHNI UK BNOXEHUA. OHO 3aLLULLEHO CKBO3HbIM LWMdPOBaAHMEM,
NO3TOMY HUKTO, KPOME OTNPaBUTENS U NoslydyaTens, He MOXeT Noay4YUTb K HEMY AOCTYI.
Apple He MoxeT pacwmndpoBaTb 3TU AaHHbIE.

Korga nonb3oBaTenb BkO4YaeT iMessage Ha YyCTPOMUCTBE, OHO reHepupyeT napy Kiato4en
wndpoBaHnd 1 napy KaYen nognucaHma ang paboTtbl co cnyx6oi. OTKPbITbIe K04
nepepatotca B cnyxoby noeHtnéukaumm Apple (IDS), roe oHM CBA3bIBAOTCS C HOMEPOM
TenedpoHa UM agpecoM 37eKTPOHHOW NoYThl NoMb3oBaTens, a Takxxe ¢ APNs-agpecom
ycTponcTBaa.

Korga nonb3oBaTesnb BKAOYaeT iMessage Ha OOMOMHUTENbHbIX YCTPONCTBAX, UX
OTKpPbITble KOYM WndpoBaHus u nognmucanmnsg, APNs-agpeca n cBsi3aHHble HOMepa
TenedoHoB gobaBnaioTcsa B Cry>by KaTanoros. [Nonb3oBaTenb Takxke MOXeT Aob6aBuTb
[OOMONIHMUTENbHbIE afpeca 3/1eKTPOHHOM MoYTbl, KOTOPble MPOBEPAOTCS NyTeM OTMNPaBKU
CCbIJIKM oNns noaTeBepxaeHus. [ng npoBepkn HOMepoB TenedoHa UCNOMb3yeTcs CeTb
onepaTtopa n SIM-kapTa. B HeKoTopbIx ceTax ansg atoro Tpebyetca SMS-coobuieHne (ecnu
OHO He aBngeTcsa 6becnnaTHbIM, NOJib30oBaTeNto 6yaeT NnpeasioXxeHo NoATBEPANTb €ro).
MomMmnmo iMessage, NnpoBepka HoMepa TenedpoHa MOXeT TpeboBaTbCa O/ HEKOTOPbIX
CUCTEMHbIX cnyx6, HanpuMep FaceTime u iCloud. MNMpwn go6aBneHNN HOBOro YCTPONCTBA,
HoMepa TenedoHa UM aapeca 3/IEKTPOHHONM NOYTbl Ha BCeX 3aperncTPUpPOBaHHbIX
yCTpoKNcTBax Nonb3oBaTesnd oTo6pa)xaeTcs COOTBETCTBYloLEee coobLleHmne.

Mpouecc 6e3onacHoOn oTNpPaBKX U NOJTy4YEeHUS COOOLLLEHUN B
iMessage

YT106bI HaYaTb HOBbIV pa3rosop iMessage, Nonb3oBaTeNlb BBOAUT afpec Ui nms
cobecepHuka. Ecnv nonb3oBaTeNib BBOAUT HOMep TenedoHa UK afpec 3/1eKTPOHHOM
NoYTbl, YCTPONCTBO CBSA3bIBAETCS CO CNYX60M ngeHtTudukaumm Apple (IDS) ang nonyveHus
OTKpPbITbIX KNtoyelr 1 APNs-agpecoB 419 BCeX YCTPOMCTB, CBA3aHHbIX C agpecaTom. Ecnu
nonb3oBaTesib BBOAUT UMS, YCTPONCTBO M3BNeKaeT U3 NpunoxeHns «KoHTakTbl» HOMepa
TenedOHOB N afpeca 3NeKTPOHHOM NOYTbl, CBSI3aHHble C BBELEHHbIM UMEHEM, a 3aTeM
nosiy4aeT oTkpbITble ko4n n APNs-agpeca us IDS.
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Mcxopauime coobuieHns nonb3oBaTensa WNopPyTCs OTAENbHO AN KaXA0ro U3 yCTPoUCTB
nony4vatens. OTKpbITble KAOYN WNHPOBAHNSA N KOYM NOANMNCAHUS MPUHUMAKOLWNX
yCTpOMNCTB M3BnekatoTca 13 IDS. [519 Kaxaoro NpMHMMaloLLero yCTpoicTBa oTnpasnsioLlLee
YCTPONCTBO reHepupyeT cryyaliHoe 88-6MTHOe 3HaYeHNe 1 UCMOJb3yeT ero B Ka4ecTBe
knoya HMAC-SHA256 gna cospgaHua 40-6UTHOro 3Ha4YeHUa Ha OCHOBE OTKPbITbIX

KNtoYeln oTNpaBuUTeENS U NonyyaTens, a Takxxe NpocToro tTekcTa. CuenneHme 88-6UTHOro

1 40-6MTHOro 3HayeHU gaet 128-6UTHbIN K04, KOTOPbIA UCMONb3yeTcs ans

wndpoBaHms coobleHnss ¢ NnpuMeHeHneM anroputma AES B pexunme cyetynka (CTR).
40-6UTHOE 3Ha4YeHne NCNonb3yeTcsa Ha CTOPOHe nonyyaTtens o NpoBepkKn LLeNoCTHOCTHU
AewndpoBaHHOIo NPOCToro TekcTa. 3ToT katoy AES oTaenbHoro coobueHus wnopyercs
no cxeme RSA-OAEP ¢ ucnonb3oBaHneM OTKPbITOro KJto4ya NpMHMMaloLWero ycTponcTea.
CoyeTaHMe 3aMdPOBAHHOIO TEKCTa COOOLLEHMS U 3alUNPPOBAHHOIO K/lto4Ya coobLLeHns
xewmpyeTtcs ¢ ucnosibaosaHnem SHA-1, 3ateM xeLw NOANMUCbIBaeTCs Mo anropntMy
LMPpPOBOM NoANMCHKM Ha OCHOBE anaunTuyeckoin kpmueoi (ECDSA) ¢ ncnosib3oBaHmeM
NIMYHOrO KJloYa nognucaHma nepepatollero yctponcrsea. B iOS 13 unm Hoeee 1 iPadOS 13.1
WM HOBEee YCTPOMCTBa MOryT ncnonb3oBaTb wWnopoBaHmne ECIES (MHTerpmpoBaHHasa cxema
WwndpoBaHNg Ha NNUNTUYECKUX KPUBbBIX) BMECTO WwWndpoBaHms RSA.

PesynbTaToM 9BNAt0TCS CO0bLLEHNS — MO OQHOMY A9 KaXKA0ro NpUHUMatoLLero
YyCTPONCTBa — KOTOPble COCTOAT U3 3allndpoBaHHOIo TEKCTa CO0bLLEHNS,
3alWMPPOBaAHHOro K4a cooblleHnsa 1 umdpoBol NognncK oTnpaBuTend. 3aTeM OHU
nepepatotrcd B APNs ong pocrtaeku agpecartam. LndposaHne metagaHHbIX, TakuUX Kak
MeTKa BpeMeHn n nHdpopmaumsa o mapuwpytmdaunm APNs, He BbinonHaeTcs. Cea3b ¢ APNs
wndpyeTtca ¢ ucnonb3oBaHneM KaHana TLS ¢ npsaMolt ceKpeTHOCTbIo.
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APNs MoXeT peTpaHcnmpoBaTb coobuieHna pasmepom 0o 4 nnn 16 Kb B 3aBUCUMOCTK OT
Bepcun i0OS nnu iPadOS. Ecnu TeKCT coobUeHNs CANWKOM OJMHHbIN NM60 K CO0bLLEHUIO
npuno)xeHa ¢otorpadua unm gpyron 60nblIoN 06beKT, BIOXEHME WKUdpyeTcs no
anroputmy AES B pexxume CTR ¢ ncnonb3oBaHMeM cryyaniHoro 256-6MTHOro knto4a u
Bbirpy»aetca B iCloud. 3atem B Buae cogepxmmoro iMessage nony4yaTtento nepecblinaercs
kntoy AES ona BNoxeHus, ero yHMBepcanbHbli naeHTudumkatop pecypca (URI)

n xew SHA-1 gnga sawmdpoBaHHON GopMbl. 3a 3aWUTY UX KOHOUOEHUMABHOCTH

M LLeNOCTHOCTM OTBEYaeT CTaHOaPTHbIN Nnpolecc wudpoBaHua iMessage, KOTOpPbIN
rnokasaH Ha PUCYHKe HUXe.

BnoxeHue,
3awmdpoBaHHoe

CNyYaHbIM KNo4oM iCloud

APNs

MopnucaHHoe
¥ 3almMdpoBaHHOe coobuieHne
0n8 nonb3osartens 2 ¢
noeHtTudukaTtopomM URI
M KJTHOYOM BO BJIOXKEHUSX

Monb3oBaTenb 1 Monb3oBaTtenb 2

3anpoc ot
nonb3oBaTens

3anpoc oT

OTeeT IDS OTeeT IDS nons3oBaTens

OTKPbITHIA KAl OTKPbITBIN KNtOY
1 TokeH APNs gna n TokeH APNs gns
nonb3oBatens 2 nonbsosatens 1

IDS

Mpw oTnNpaBKe rpynmnoBbiX COO6LLEHUI 9Ta NpoLeaypa NoBTopseTcs ANa KaXaoro
nony4yaTtens u ero yCTPOWCTB.

Ha npuHuUMatowen cTopoHe KaXaoe yCTPOMCTBO MoJlyYaeT CBOIO KOMUIO coobLweHns s
APNs 1, npu Heob6xoaMmMocTn, naenekaet BioxeHue ns iCloud. Bxogswmn Homep TenedpoHa
WY agpec aNeKTPOHHOW NOYTbl OTNPaBUTENS CPaBHMBAETCS CO CMUCKOM KOHTaKTOB
nonyyatens, 4Tobbl MO BOSMOXHOCTN O0TOBPasnTb Mg oTnpaBuTens.

Kak n Bce push-yBegomneHus, coobueHnsa yganatotcsa ns APNs nocne goctaBku. B
oTNM4YMne OT ApYrux yBenomneHunii APNs, ecnm ycTpoCTBO OTK/IIOYEHO, CO0BLLEHUS
iMessage cTaBaTca B ouyepenb ang nocnenywouwen otnpaskn. CooblieHna MoryT XpaHUTbCa
Ha cepBepax Apple B TeueHue 30 gHeMn.
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be3onacHocTb PyHKUUN «Ha cBA3U»

OyHKUMA «Ha cBS3M» NO3BOJSET NoMb30BaTeNO BbiOpaTbh KOHTAKT, KOTOPbIN OyaeT
yBeOOMJIeH, eC/IN YCTPOMUCTBO NOJIb30BaTENS He NPUObLINO B 3apaHee 3afaHHOEe MecTo
HasHayeHus. Korga nonb3oBaTeNb BbIGMpPaeT KOHTAKT, C KOTOPbIM OyAeT HavyaT ceaHc

«Ha cBA3M», 3TOMY KOHTaKTy oTnpasigeTcs coobueHne iMessage ¢ nHbopmMaLmnei

0 CeaHce, BKJIl0Yas MECTO Ha3Ha4yeHua. YCTPOMCTBO Nob30BaTeNs, Ha4YaBLIero ceaHc,
TakXXe reHepupyeT TOKEH JOCTyna 1 KoY WndpoBaHna ceaHca «Ha cBasu». Kntoy
WwnopoBaHMs ceaHca «Ha cBA3M» oTnpaBnseTcs BO BTOPOM coobuieHnn iMessage, HO 3To
coobuieHne ocTaeTca Ha cepBepax iMessage, a He LOCTaABASETCS HEMEANEHHO. DTO
cooblleHne 3alMLLEHO CKBO3HbIM WNGPOBAHMEM MeXAy Nofb30BaTeNeM U Ha3HAaYEHHbIM
KOHTaKTOM, NoaToMy Apple He MMeeT gocTyna K ero Coaep>XXuMomy.

Korpga ycTpolcTBO Nofib30BaTeNs, HavaBLlWero ceaHc, NpubamM»xKaeTca K MecTy Ha3HayYeHus,
OHO Nepuoanyeckn oTnpasnseT coobLLEHNS O CBOeM AOCTYMNHOCTN Ha cepBepbl iIMessage.
Mpu 3TOM NpoaeBaeTCcs KOHTPOJIbHbIN CPOK, MO UCTEYEHUM KOTOPOro OTNpaBnseTca Koy
lwndpoBaHMa ceaHca «Ha cBA3U». ECNM yCTPONCTBO BbIK/IOYaETCA UNKN TepaeT coeauHeHne
C CeTblo, MO UCTEYEHUM KOHTPONbHOIO CpoKa cepBepbl iMessage aBToMaTUYeCKM
oTnpaBnaoT cooblieHne iMessage ¢ KNOYOM LWMPPOBaAHMA HazHaYeHHOMY KOHTaKTY.
CooblLieHne ¢ KNoYoM WndpoBaHMa ceaHca «Ha cBA3U» TakXe MoXeT 6bITb OTNpaBieHo,
€C/in YCTPOMCTBO He NpubnunxaeTcs K MecTy HasHauyeHus. B aTolh cutyaumm Takxe
oTnpaBngeTcs TOKeH gocTyna.

Bo Bpemsd ceaHca «Ha cBSi3M» yCTPOMCTBO NOMb30BaTeNs, Ha4yaBLLUEro CeaHc,
nepuoanyeckn cobmpaeTt gaHHble, OTHOCALWMECS K ceaHcy «Ha cBa3u» (Hanpumep,

0 reonosununm 1 ypoBHe 3apaga akkymynartopa), WwnudpyeTt ux KAr4YoM ceaHca «Ha cBasu»
n Bbirpyxaet B iCloud. Apple He nMeeT gocTyna K K/to4y ceaHca «Ha cBA3U» U He MoXeT
MONYYUTb JOCTYM K BbIFPY>XXEHHbIM LaHHbIM.

[na 3aBepuieHmns ceaHca «Ha cBa3u» TpebyeTca ayTeHTUdbMUKaLua nosnbsosartens. Ecnu
no/fib30BaTeflb OTMEHSET CeaHc, 3alindpoBaHHbie faHHble U cooblleHne iMessage
C K/t0YOM WNbPOBaHUS ceaHca «Ha cBa3un» 6e30MacHo yaansaTcs ¢ cepsepa.

Ecnun yCTPOWCTBO C akTMBHbIM CeaHCOM «Ha cBA3u» He Npubbifio B MECTO OXWAAEMOro
Ha3Ha4yeHusa UNM BpeMs HaCTPOEHHOro TaliMepa UCTEKNOo, BbiIGpPaHHbIN KOHTAKT nony4vyaeT
coobuleHne iMessage ¢ kKo4oM WNdpPoBaHUs ceaHca «Ha cBA3U». DTO MOXET NPOU30NTHU
B O HOW U3 OBYX CUTyaL 1A, ONUCaHHbIX ganee.

- Ecam ycTposicTBO, Ha4aBlluee ceaHc, TepseT coeuHeHne ¢ ceTbio. B aToM cnydae
y Ha3Ha4YeHHOro KOHTaKTa HeT TOKeHa [0CTyna, U YCTPONCTBO 8TOro KOHTakTa
BbIMOJIHAET BTOPYIO NMPOBEPKY, YTOBbI OnpeaennTb, NPOLWJIo M 4OCTaTOYHO BPEMEHM
C MOMEHTa NocfiefHero coobLeHns 0 JOCTYNHOCTU YCTPONCTBA, HaYaBLIEro ceaHc.
YCTPONCTBO Ha3HaYeHHOro KOHTaKTa 3anpalunmBaeTr y cepBepa 3alumMdpoBaHHbie faHHble
ceaHca «Ha CBf3M», U cepBep BbIMOHAET TPETbi0 MPOBEPKY, YTOObI MOATBEPANUTD, YTO
MPOLWJ/O AOCTaTOMHO BPeMeHU C MOMeHTa NoceaHero coobLeHns o0 4OCTYNHOCTH
YyCTPOWCTBA, HavyaBllero ceaHc. ECnm npowsio 4oCTaTo4HO BPpeMeHU, cepBep
npenocTaB/geT KOHTaKTy 3allndpoBaHHble faHHble ceaHca «Ha CBA3WM», U KOHTaKT
MOXEeT paclindpoBaTb UX CBOUM KJIIOYOM ceaHca «Ha cBa3u».
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«  Ecnu ycTpolicTBO, HayaBliee ceaHc, He NpubnxaeTcs K MecTy HasdHa4eHus.
B aTOM cnyvae, ecnun nonb3oBaTesb, HA4YaBLWKA ceaHC «Ha CBA3M», HE OTMeHseT
M He npoafieBaeT ero npu otobpaxeHun 3anpoca, HasHavYeHHbI KOHTaKT
nofly4yaeT TOKEH O0CTyna 1 KoY WwWndpoBaHna ceaHca «Ha cBa3n». YCTPONCTBO
3TOro KOHTaKTa OTrnpas/seT TOKeH 00CTyna Ha cepBep, KOTOPbIN NMO3BOJIAET eMy
3arpyauTb 3aliMdpoBaHHble AaHHble ceaHca «Ha cBA3U». 3aTeM 3TU JaHHble MOXHO
pacwmdpoBaTb KNOYOM ceaHca «Ha cBA3U».

BesonacHoe oTobpaxeHne MMeHn 1 $oTOo Nnosib3oBaTens
iMessage anq Apyrux nonb3oBaTenemu

Monb3oBaTeNlb MOXET NOAENNTbCA CBOMM UMeHeM 1 poTorpaduelt B iMessage.
Monb3oBaTeslb MOXET BbibpaTbh MHPOPMaALMIO U3 CBOE KapToUdkn («Mos KapTouka»)

U N3MEHUTb MMSA 1 0,00aBUTb NPON3BOJIbHOE N306paXeHue. Ecnm nonb3oBaTtenb AennTca
nMeHeM n oTo B iMessage, ncnonblyeTcsd ABYyxXaTanHasg cuMcTeMa nepegaym UMeHu

n potorpadumu.

[aHHble pa3buBatoTca Ha NoNs, KaXaoe M3 KOTopbIX WudpyeTcs U ayTeHTUGULMpyeTcs
oTOENbHO, @ TakXe ayTeHTUGULMPYETCSH COBMECTHO C APYrMMM B COOTBETCTBUM C
OMuMCaHHbIM HIXe npoLeccoM. MiMeeTcs Tpu nons:

. nMm4;
- ¢oTorpadus;
- nm4a danna ¢otorpadpumn.

Ha ogHOM M3 NepBbIX WaroB Co3faHns faHHbIX Ha YCTPOMCTBE FreHePUpPYeTCs CyYanHbIi
128-6UTHbIN KNOY 3anncK. 3aTeM K 9TOMY KJtovy 3anucu npumeHsetcs HKDF-HMAC-
SHA256 ona cosgaHus Tpex NponsBoaHbix nogknatovei: Key 1:Key 2:Key 3 = HKDF(record
key, “nicknames”). [Ing kaxxporo nonsg reHepupyeTcs crnydarHbii 96-0UTHbIA BEKTOP
MHUUKWanNu3aynm, satemM BbiNnonHsaeTcs wndpoBaHme aaHHbiX ¢ nomoubio AES-CTR 1
kntova Key 1. Mocne atoro no anroputMmy HMAC-SHA256 ¢ ncnonb3oBaHneM Kito4ya

Key 2 Bbluncnsetcs kog, ayTeHTudukaumm coobwenmnsa (MAC), Bkntovas nums nons,

BEKTOP MHULMaNM3aumMm nons 1 3awndpoBaHHbIA TEKCT Nons. HakoHeL, BbiNofHAeTCS
obbeanHeHne Habopa 3HavyeHUt MAC oTAENbHbIX NONeN, U AN HAX BblYMCNAETCS 3HAYeHne
MAC no anroputmy HMAC-SHA256 ¢ ncnonb3soBaHuem kntova Key 3. 256-61MTHOe
3HayeHne MAC xpaHUTCs BMecTe C 3allndpoBaHHbIMUK AaHHbIMU. MepBble 128 6UT
3HayeHns MAC ncnonb3ytoTcs B Ka4ecTBe ngeHtndukaTopa 3anncu.

3aTeM 3Ta 3alndpoBaHHAg 3anMcb coxpaHaeTcs B OTKpbITolN 6a3e gaHHbix CloudKit nop,
MOoeHTMOGUKaTopoOM 3annucKu. dTa 3anncb HMKOrga He nogsepraetTcd naMmeHeHuaM. Korga
nofb3oBaTesb pellaeT U3MEHUTb CBOM UMA 1 doTorpaduio, KaXablii pas cosmaeTcs
HoBag 3alwmndbpoBaHHaga 3anncb. Korga nonbsoBartenb 1 pewaeT nogenmTbcs CBOUMU
nMmeHeM n ¢oTorpadmen ¢ nonb3oBaTeneM 2, OH OTNPaBNSET KOY 3anMcu BMecTe

C MaeHTUOUKaTOPOM 3anncuK BHyTPU CBOEN Nosie3HoN Harpyskn iMessage, koTopas
3awmndposaHa.

Korga ycTponcTBo nofb3oBaTtens 2 nosy4vaeTt aTy NonesHyo Harpysky iMessage,

OHO 3aMeyaeT, YTO CoobLULeHMe COAePXNUT NOEHTUDUKATOP 3annUcCh U KJTI0Y UMEHN U
doTorpadumn. 3aTeM ycTpoMCTBO NoJSIb30BaTeNs 2 obpallaeTcsa K oTKpbITOM 6a3e gaHHbIX
CloudKit, 4To6bl nony4nTb 3awWndpoBaHHOE UMa 1 GoTorpadumio No noeHTndrKaTopy
3anucu, u oTnpaengeT ux B iMessage.
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Mocne nsBnevyeHns coobLeHns yCTPOMCTBO NOJIb30BaTeNa 2 pacWMPPOBbIBAET NOJIE3HYIO
Harpysky u nposepsaeT NOANMUChb, UCMOMb3ysa MAEHTUdUKATOP 3anucu. B cnydyae ycnewHom
NnpoBepKM Nnonb3oBaTesb 2 BUOUT UMA U doTorpaduio U MoxeT f06aBUTb UX B CBOU
KOHTaKTbl UM UCNOMb30BaTh B COOBLLEHUSX.

be3onacHocTb Apple Messages for Business

Apple Messages for Business — 310 cny>x6a o6MeHa coobLWeHNIMN, C MOMOLLLbIO KOTOPOW
Nnonb3oBaTe M MOTyT 061LAaTbCA C KOMMaHMAMK Yepes npunoxeHne «CooblieHunsa». B Apple
Messages for Business pa3rosop Bcerga nof KoHTposeM nosnb3osatens. MNonbsoBaTtenb
MOXEeT yAannTb pa3rosop 1 3abnokMpoBaTbh KOMMaHMIO, YTOObI B fanbHeNWeM He

nony4aTtb OT Hee coobueHui. B uenax obecneyeHns KoHOUAEHLNANBHOCTM KOMMNAHUS

He nony4yaeTt Homep TenedoHa, agpec 3N1eKTPOHHON NOYTbl UAN MHPOPMALUIO U3 YYETHOM
3anucu iCloud nonb3soBaTens. BMmecTo atoro cnyx6on ngeHtudukaumm Apple (IDS)
reHepupyeTcs, a 3aTeM NpefocTaBnseTcss KOMMNaHUM 0cobblii YHUKAbHbIA naeHTuduKaTop,
KOTOPbI Ha3blBAeTCSl HEMPO3PaYHbIM UAEHTUHUKATOPOM. OH 9BNAETCH YHUKANbHbIM

4NS B3aumMopencTeus mexay AkkayHToM Apple nonb3oBaTens U MAeHTUGUKATOPOM
KoMMaHuu. Ona KaXaon KoMnaHum, ¢ KOTopoW nosib3oBaTenb obwaetca B Apple Messages
for Business, reHepupyeTcs OTAENbHbIA HENPO3PaYHbI NAEHTUPUKATOP NONb3oBaTENS.
Monb3oBaTesb CaM pelaeT, Korga AenmMTbcs ¢ KoMNnaHuen NMMYHon nHdopmaumein, a Apple
Messages for Business HMKorga He XpaHUT UCTOPUIO pasroBopa.

Apple Messages for Business nogaepxuBaet ynpasngemble AkkayHTbl Apple ns Apple
Business Manager v onpepgenseT, BKJIlOYEHbl 1 OHW anga iMessage n FaceTime B Apple
School Manager.

Kaxxpoe coobueHne, oTnpaBneHHoe KOMMNaHUK, 3alnuLaoTcs WwnudpoBaHuem 1
rnepepaeTcs C YyCTPONCTBaA NOJIb30BaTeNsa Ha cepBepbl 06MeHa coobueHuamm Apple kak
coobuleHne iMessage ¢ npuMeHeHneM Tex xe GyHkuuii 6esonacHocTu. CepBepbl 06MeHa
coobueHnamm Apple paclwmnopoBbiBaloT coobLLeHMa B onepaTUBHOM NaMaTU U NepeaatoT
MX KOMMNaHMKM Mo 3anMPpoBaHHOMY KaHany CBS3M C MCNONb30BaHMEM NpoTokona TLS 1.2.
CoobueHnsa HMKorga He XpaHaTCcs B He3alwndpoBaHHOM BUAE BO BpeMs nepegaymn vyepes
Apple Messages for Business. OTBeTbl KOMMaHWUI aHanorMyHbIM o6pasoM nepepatoTcs No
npotokony TLS 1.2 Ha cepBepbl 06MeHa coobuieHmnamu Apple, roe oHW 3aTeM 3alumiiLatoTcs
WnNdpPOBaHNEM C MOMOLLbIO YHMKAbHbIX OTKPbITbIX KJl0YE YCTPOMCTB Nofib30oBaTenen.

Ecnun ycTponcTBO Nonb3oBaTeNns B ceTU, coobLieHMe 40CTaBNSeTCa MITHOBEHHO

M He KalmpyeTcs Ha cepBepax obMeHa coobueHusmmn Apple. Ecnm ycTpoiicTeo
nofib3oBaTesis OTCYTCTBYET B CeTU, 3aluMdpoBaHHOE CoobleHMe NOMeLLaeTca B KoLl
Ha cpok o 30 gHei, YTo6bl NoNb30BaTENb MONYYN €ro, Korga yCTPOMCTBO CHOBA
NoaKMouYnTCa K ceTu. Kak Tonbko YCTPONCTBO CHOBA NMOAKIIOUYNTCS K CETU, cooblieHne
JocTaBngeTcs v yganaetcs us kawa. Mo npowecTtsuun 30 gHel HeagoCTaBNeHHOe
KalnpoBaHHoe cooblieHne yaansetcsa 63 BO3MOXHOCTM BOCCTaHOBEHUS.
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Be3sonacHocTb FaceTime

FaceTime — aTo cnyx6a Apple ona coeBeplieHns BUgeo- U ayamo3BoHKOB. Mogo6Ho
iMessage 0519 yCTaHOBNEHWUsI MepBOHaY4YasibHOro COeANHEHNs C 3aperncTpupoBaHHbIMMK
yCTponcTBaMu nosib3oBaTens Bbi3oBbl FaceTime ncnonbsytoT cnyxby Apple Push
Notification (APNs). Coaep>x1umMoe Bbl30BOB FaceTime 3aluLLEHO C MOMOLLbI CKBO3HOIo
WndpoBaHNA, MOITOMY HUKTO, KpOME OTNpPaBUTENA U Nony4yaTens, He MOXeT MoNy4YnTb K
HUM pocTyn. Apple He MoxXeT pacwmndpoBaTh AaHHbIE.

M3HavanbHoe coeanHeHne FaceTime ycTaHaBIMBAETCSA Yepes3 CEPBEPHYIO MHOPACTPYKTYPY
Apple, KoTopasa peTpaHCIMpyeT NakeTbl JaHHbIX MEXAY 3aperncTpmpoBaHHbIMMN
ycTpoicTBaMu nosib3oBaTtenei. Nepenaeas ysegomneHns APNs 1 cooblieHna YTunmTol
npoxoxgaeHus ceccuit ans NAT (STUN) yepes peTpaHCINPOBaAHHOE COeaUNHEHME,
YCTPOMNCTBA NPOBEPSAOT CBOU CepTUdUKATbl MOANMHHOCTU U BbIONMPAIOT 0OLLNIA KJTtOY

ONs KaXKAoro ceaHca. 3ToT o6WMn K04 MCNONb3yeTCs O reHepaumm Kitoyen ceaHcoB
Ons MeauakaHanoB, NepeaaBaeMblx B MOTOKOBOM pexunme yepes Secure Real-time
Transport Protocol (SRTP). MNMakeTbl SRTP wndpytoTcsd ¢ MICNOMb30BaHNEM anropmTMa
AES256 B pexunme cyetymka n ayteHtTuoduumpyotcs ¢ nomowbto HMAC-SHA1. Mocne
nepBOHaYyanbHOro CoeanHeHMa U HaCTPONKKN NapaMeTpoB 6e3onacHocTn FaceTime
ncrnonbsyet STUN u Internet Connectivity Establishment (ICE) ons ycTaHOBNEHUS NPsSIMOro
cCOoeVHEHMUS Mexay YCTPONCTBaMK, eC/in 3TO BO3SMOXHO.

DYHKLMA FPYyNnoBbiX BbI30OBOB Mo FaceTime obecnevynBaeT NogaepXxKy ogHOBPEMEHHO
00 33 yyacTHukoB. Kak 1 npn 06bl4HOM Bbi3oBe FaceTime, coeanHeEHUs Mexay
yCTPONCTBAMW NMPUTrNaLleHHbIX YY4aCTHUKOB FPyNNoBOro Bbi30Ba 3allNLLEHbI C MOMOLLbIO
CKBO3HOTO WMdpoBaHMSA. HeCcMOTpPSA Ha TO, YTO AN19 FPYNMNOBbIX Bbi3oBOB FaceTime

B 3HAYMUTENbHOWM CTEMNEHU UCTMOMNb3YIOTCA Te Xe UHXEHEPHble pelleHns U paspaboTku, 4To
1 09 06blYHbIX BbI3OBOB, B FPYMMOBbIX BbI30BaX MPUMEHSIETCS MEXaHM3M 3af4aHus Kitoya,
NOMMWMO CPEACTB NPOBEPKM NOAJIMHHOCTKN, obecrnevynBaeMbix CNyX60M ngeHTudmnkaumnm
Apple (IDS). 10T NpoTokon obecneymBaeT NPSIMYI0 CEKPETHOCTb: Ja)e Nnpu B3sioMe
YyCTPOKNCTBa NONb30BaTeNa AaHHble NMPOLUSbIX BbI30BOB OCTaHYTCA 3allMileHbl. Knouu
ceaHCcoB 3alumuatotTca no anropntMy AES-SIV 1 pacnpepenatotca Mexay y4acTHUKaMun
Bbl30Ba C Mcnonb3oBaHnem noctpoerHunsa ECIES (MHTerpnpoBaHHasa cxemMa WwWndpoBaHms
Ha aIMNTUYECKUX KPUBBIX) C AMHaMu4yecknmm kntovamm ECDH P-256.

Korpga B TekyL it rpynnoBoit Bbi3oB Nno FaceTime go6aBnsgeTcs HOBbIM HOMep TenedoHa
WNU afgpec 3/1eKTPOHHOM NMOYTbl, aKTUBHbIE YCTPONCTBA Ha3Ha4YaloT HOBbIE K/H0UYM CEaHCOB
AN MefunakaHanoB. PaHee Mcrnonb3oBaBlIMECs KIOYN HUKOMAa He NpeaoCcTaBisatoTCs BHOBb
no6aBfeHHbIM YCTPONCTBAM.
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JlokaTop

be3onacHocTb JlokaTopa

B npunoxeHuun «JlokaTop» A9 YyCTPONCTB Apple ncnonb3ytoTca nepeaosble TEXHONOTUN
Kpuntorpadum ¢ OTKPbITbIM K/THOHOM.

0630p

MpunoxeHune JlokaTtop gng i0S, iPadOS n macOS o6beamnHseT B cebe BOZMOXHOCTU
npunoxeHunn «Hantn iPhone» 1 «HaTn gpy3ei». JlTokaTop NOMOraeT HanTM NpPonaBLUN
Mac, paxxe eciu B MOMEHT NMoncka KOMMboTeP He NOAK/IOYEH K MHTEPHETY. YCTPOMUCTBO,
NOAKMIOYEHHOE K MHTEPHETY, MOXKET NPOCTO COOBLWNTL O CBOEM MECTOHAXOXAEHUM
yepes iCloud. JlokaTop paboTaeT 6€3 NOOKIOYEHNT K UHTEPHETY, OTMNPaBas CUrHasbl
Bluetooth ¢ nponaewero yctpoicTBa. 3TW CUrHaNbl MOFyT pacno3HaTb YCTPOICTBA
Apple, kKoTopble HaxoaaTca NOBAN30OCTU. 3aTeM 3TN YCTPONCTBa No6AM30CTM NepepatoT
[JaHHble 0 MeCTOMOJIOXEeHUM NponasLero yctpoiicTtea B iCloud, 6narogapsa 4yemy Bnagenel,
nponaeliero yCTPOMCTBa MOXET HalNTW ero C NOMOLLbIO NpuoxeHus JlokaTtop. B TeyeHune
BCEro npouecca noncka Bce IYHble faHHble BCeX Y4aCTHMKOB MOUCKa He pacKpbiBatoTCS
M OCTaloTCs 3aliulLeHbl. JTokaTop AaXke MOXET onpefenaTb reonosunumio Mac, KoTopblii
OTKJIIOYEH OT CETU U HaXOOUTCH B PEXMME CHa.

Mcnonb3ysa Bluetooth n coTHM MUNNMOHOB aKTUBHbIX YCTpoMCTB iPhone, iPad n Mac

no BCeMY MUpPY, Nofib3oBaTelb MOXET HaNTW Nponasllee YCTPOMCTBO, 4aXe ec/in OHO

He MoxeT noakntountbcsa K cetn Wi-Fi unm cotoBoli ceTu. B noMcke MOXeT y4acTBOBaTb
nobont iPhone, iPad nnn Mac, Ha KOTOpoM B HacTponkax JlokaTopa Bk/ltoYeH odnanH-
Nouck. ATo 03HaYaeT, YTO YCTPOMNCTBO MOXET 06HaPY>XXUTb MPUCYTCTBME OPYrOoro
nponaelUero yCTPONCTBa, KOTOPOE OTK/IIOYEHO OT ceTu, ¢ noMoulbto Bluetooth, a 3atem
Ccoo6WMTb BNagenbly NponaBLero ycTpoOMcTBa ero NpuMepHoe MeCcToOHaxoXaeHue,
MCrnonb3ysa cBoe ceTeBoe coenHeHne. KpomMe Toro, ecnm Ha yCTPOMCTBE BKIKOYEH
odnaliH-NoNCcK, OHO MOXEeT BbITb aHaNorM4YHbIM 06pPa3oM HalgeHo APYrMMN Yy4aCTHUKaAMM.
Becb 3TOT Npouecc 3auuiLeH CKBO3HbIM WNPOBaHNEM, aHOHMMU3NPOBAH U paspaboTaH
TakuMm o6pasoM, 4Tobbl 3G DEKTUBHO PAacXo4oBaTh 3apad akkyMynatTopa n Tpaduk
OaHHbIX. [IpY MUHMMaNbHOM BNMAHUN Ha pacxop 3apsana U TpaduK COTOBbIX AaHHbIX
obecneunBaeTcs 60nbluag KOHOUAEHLMANbHOCTb NOMb30BaTEN .

lMpumeyaHue. JTokaTop AOCTYMNEH HE BO BCeX CTPaHax U permoHax.

CkBO3HOe WwudppoBaHue

B JlokaTope ncrnonb3ytoTcsd COBPEMEHHbIE TEXHOOMMN KpUnTorpadum ¢ oOTKPbITbIM
KntoyoM. Korpga nonb3oBaTesb BKAOYaeT obnailH-NMoNcK B HacTporikax JlokaTopa,
HEeNoCpPeLCTBEHHO Ha YCTPOWCTBE reHepupyeTcsa napa JNYHbIX Katoven wndpoBaHus

Ha OCHOBe annuMnTuyeckux Kpumebix (EC) P-224. 3tn knoum ob6o3HavatTcs kak {d,P}, roe
d — 3TO NUYHBIN KoY, @ P — 3TO OTKPbITbIN Kntov. Kpome Toro, 256-6UTHbIN CEKPETHbIN
Koy SK; 1 cYeTUrK | MHULMann3npyoTca HynaMu. 3Ta napa SIMYHbIX KIloYer 1 CeKPEeTHbI
K04 HMKOraa He nepepatoTcst B Apple 1 CUHXPOHU3MPYIOTCS TOIbKO MeXAay ApYyruMu
yCTPOMCTBaMM NOb30BaTENS C MPUMEHEHNEM CKBO3HOIO WndpoBaHms 1 CBA3KK
kntoyel iCloud. CekpeTHbIV KoY U CYETUMK UCMOSb3YIOTCS A5 MONYyYeHUs TeKyLLero
CMMMETPUYHOro KtoYa SK, npn nomMoLu cneaytoueil peKypCrBHOM CXembl:

SK, = KDF(SK,_,, «update»).
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Ha ocHoge kntoya SK; Bbiuncnsetcs aBa 60nblINX LeSbIX Ynucna u, u v, no popmyne (u,v,)

= KDF(SK, «diversify»). 3ateM Kk nnuHomy kntody P-224, c603Ha4eHHOMY KaK d, U1
COOTBETCTBYIOLWLEMY OTKPbITOMY K/to4y, 0603HaYeHHOMY Kak P, npuMeHsaeTca adduHHOe
npeobpa3oBaHune, BKOYatoWee ABa Lenbix Yncna, ANs BblYNCNEHUs KPaTKOCPOYHOM napbl
K/loyeii: NPOM3BOAHOro NnYHoro knova d, rae d, = u, * d + v, (Moaynb KoadpduumneHTa
Kpusol P-224) 1 COOTBETCTBYIOLLErO OTKPbITOrO Kito4a P, ¢ noaTeepxXaeHnem

P.=u*P + v*G.

Ecnu ycTpoicTBO Nponasno U He MoXeT NoakMounTbea Kk cetn Wi-Fi unmn cotosoi

ceTn — Hanpumep, nofb3oBaTeNb ocTaBua MacBook Pro Ha ckamelike B napke, —
YCTPOMCTBO Ha4YMHaeT NepUoANYeCcKn TPaHCIMPOBaTb MPOWN3BOAHbINA OTKPbITbIN KNtoY P,
B TeYEeHMe OrpaHMYeHHOro BpeMeHu Yepes nonesHyto Harpysky Bluetooth. Bnarogaps
MCnofib30oBaHuIo P-224 npefcTaBfieHre OTKPbITOro Kjtoya NoMelLaeTcs B NonesHyto
Harpysky ogHoro naketa Bluetooth. Okpyxatowme ycTpolicTBa MOryT NOMOYb B
o6GHapy>KeHUM OTK/TIOYEHHOr0 OT CeTU YCTPOWNCTBA, 3alNdpPOBaB CBOE MeCTOMNoIoXeHne
C NMOMOLLbIO OTKPbITOrO KitoYa. MpumMepHo Kaxable 15 MUHYT OTKPbITbIN K/l0Y 3aMeHseTcs
HOBbIM KJIIOYOM C UCMOJSIb30BAHNEM YBEIMYEHHOT0 3HAaYeHMUa CYeTYMKa U ONMMUCaHHOro
BbilWe npouecca, YTobbl Nonb3oBaTenst 6b110 HEBO3MOXHO OTC/IEAUTb MO MOCTOSHHOMY
naeHTMdmnKaTopy. MexaHnsm nonyyeHns Npon3BOL4HbIX KJl0Ye HanpaBneH Ha To,
4TO6bI NPEAOTBPATUTL CBA3bIBAHWE PA3/IMYHbIX OTKPbITbIX KNloYel P, ¢ 0oHUM 1 TeM xe
YCTPONCTBOM.

CoxpaHeHMe aHOHUMHOCTMU Mosib30BaTeNen u yCTPOUCTB

MoMUMO MOMHOTO WNHPOBaHNA MHGOPMALMM O MECTOMOMOXEHUW U APYTUX AaHHbIX,
NnpunoXeHWe CKPbIBaeT IMYHOCTb YY4aCTHUKOB OT APYIrMX y4acTHUKOB M oT Apple. B
CoOepPXMMOM W 3arofioBKax NnakeTos, KOTOpble nepecbinatoTca B Apple yyacTByoUMMN B
noucke ycTponcTBaMu, He COOEPXUTCA HUKAKON MHOpMaLmK Ansg ayTeHTudukaumm. B
pesynbTaTe Apple He 3HaeT, KTO y4acTBYeT B MOUCKE U Ybe YCTPOMCTBO 6bIN10 HAAEHO.
Kpome Toro, Apple He coxpaHseT MHbOpMaLuto, KoTopas No3Bosina 6bl PacKpPbITbh
JIMYHOCTb Y4aCTHMKOB NOMCKa UM YCTaHOBUTb B3aMMOCBA3b MeXAy y4acTHMKAMU Nnoucka
1 BnagenbueM. Bnageneu ycTpoiicTBa nosyvaet 3almdpoBaHHY0 NMHbGOPMaLNIO O
MEeCTOMOJIOXEHUN, KoTopas paclundpoBbiBaeTca U oTobpaXkaeTcs B NpuioxeHumn Jlokatop
6e3 ykasaHus TOro, KTo Halesn yCTPOMCTRBO.
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BesonacHocTb nnatdopmbl Apple

Ucnonb3oBaHue JlokaTopa gnasa noncka nponasLimnx
ycTpouncTts Apple

Jiobble ycTponcTea Apple, koTopble HaxoaaTca B 30He aencTeua Bluetooth n Ha KoTopbIx
BK/toYEeH odalH-NonCK, MOTYT pacno3HaTb CUrHan oT Apyroro yctponctea Apple,

Ha KOTOPOM BKJIOUEH JTokaTop, U NPOoYNTaTb TEKYLLMIA K04 LIMPOKOBELaTEeTbHOMN
nepepaun P. Mcrnonbays cxemy ECIES 1 OTKPbITbIA KoY P, 13 LUMPOKOBELLaTENbHOM
nepepavu, y4acTByoLliMe B MOUCKEe YCTPONCTBA WMPPYIOT MHPOPMALMIO O CBOEM
TekylweM MeCTOHaxoXaeHun n nepenatoT ee B Apple. 3awmppoBaHHOE MECTOMONOXEHME
CBA3bIBAETCS C MHOEKCOM Ha cepBepe, KOTOPbI BblyncnaeTcs kak xew SHA256 oTKpbITOro
Knova P-224 P, nosy4eHHOro 13 nonesHon Harpysku Bluetooth. Y komnanun Apple

HeT KJlloYa pacWMPPOBKK U, CNeaoBaTelbHO, OHa HE MOXET y3HaTb MEeCTOHaxXoXaeHne
YyCTPONCTBa, y4acTBYOLLEro B Noucke. Bnageneu nponaBLlero ycTponcTea MOXeT
BOCCTAHOBUTb MHAEKC W pacwMdpoBaTb 3alMPpoBaHHOE MECTOMONOXEHUE.

OTKPBITbIN KN4

MonyyeHHbIN FindMy EC P-224
OTKPBITBIN K/HOY + Cekpet
EC P-224 + CyeTumk

@

YcTpoWncTeo
no6amsocTn
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Mpwn nonbITKe HATK NponaeLlee YCTPOUCTBO NPUBIN3NTENbHO OLLEHUBAETCS 0XMAAEMbIN
OMnarnasoH 3HaYeHUln cyeTymka ang Tpebyemoro nepuoaa nomcka. 3Has UCXOOHbIN

NNYHbIF KoY P-224 d n cekpeTHble 3HadYeHns SK, B AManasoHe 3Ha4YeHnin cueTunka

3a nepuogp noucka, Bnagenel, MoxeT BOCCTaHOBMTb Habop 3HaveHui {d, SHA256(P)}

3a Becb nepunop noucka. 3aTeM ycTpoONCTBO Bnagesnbla, UCnonb3dyemMoe ans nomcka
nponaelLero yCTpPoMNCTBa, 3anpalliMBaeT y cepeepa MHGopMaLmto No Habopy 3HaYeHU
nHoexkcos SHA256(P,) n sarpyaet 3awndpoBaHHble reornosmuumn ¢ cepeepa. Nocne atoro
npuno)xeHune JTokaTop BbINMOJHAET JIOKaJIbHY0 paclundpoBKY 3alindpPOBaHHbIX Freono3numin
C MOMOLLbIO COOTBETCTBYIOLLMX NNUYHbIX KNtoYelt d, 1 nokasbiBaeT NpubAN3UTENbHYI0
reonosnumio NponaeLero ycTponcTea B npunoxeHunu. MpunoxeHne snagenbla
obbegnHAeT MHPOPMAaLMIO O MECTOMOIOXEHUN, NONTYYEHHYO OT HECKOMbKMX Y4acTBYIOLWMX
B NMOMCKe YyCTPONCTB, ANs 6onee TOYHOro onpeneneHns MecTomnonoXeHus.

< '
> X0

Bnapeney,

Mounck ycTpouncTB, KoTopbie Haxoaatca odnaiH

Ecnu Ha ycTpolicTBe nonb3oBaTensa 6bina BkAtovyeHa ¢yHkUMa Hantu iPhone,

TO Npu obHoBNEeHUn yctponcTea o i0S 13, iPadOS 13.1 nim6o macOS 10.15 unn HoBee

Ha HEM MO yMO/4aHuIo BKJoYaeTca odpnaliH-nonck. 3Ta Mepa HanpasfieHa Ha To, YToObl
NMOBbICUTb LIAHCbI KaX40ro nofib3oBaTeNs HanTu CBOe YCTPOMCTBO, €C/ivM OHO Nponager.
OpHako ecnu nofb3oBaTesb PELWNT He y4acTBOBaTb B MporpamMmme, OH B Ntoboe Bpems
MOXeT OTK/I0UYMUTb obaiH-NoUCK B HacTpoikax Jlokatopa Ha CBOeM ycTpolicTee. Ecnu
odnaliH-NOUCK OTKJIOYEH, YCTPOMNCTBO Bonblle He y4acTBYeT B MOMCKe APYrnx YyCTPOUCTB,
a TakXe He MOXeT 6bITb 06HapPYXXEHO APYrMMM YCTPOMCTBAMU, yY4aCTBYIOLWNUMM B
odnaliH-noncke. OgHaKo Mofib3oBaTeNb NO-MPEXHEMY MOXET HalTU YCTPONCTBO, €C/n K
YCTPOMNCTBY MOXHO NoAKto4nTbCca Yepes ceTb Wi-Fi nnu cotoByto ceTb.

Korpa yoaeTcs onpenenMTb MecToHaxoxaeHue nponasLiero oTkIlo4YeHHOro ycTpoicTea,
nosib3oBaTesb Nosiy4yaeT yBeoM/IeHMEe U 3IEKTPOHHOEe NMUCbMO C MHdOopMaLmel o

TOM, YTO €ero yCTPOMCTBO 6biN0 HageHo. YTobbl yBUAETb, FOe HaXoAMUTCs Nponaslee
YCTPOWCTBO, MO/b30BaTeNb AOJIKEH OTKPbITh NMPUIoXeHe JTokaTop U NepeiTn Ha BKNaaky
«YcTpoicTBa». [1o 06HapyXeHUs YyCTPOWCTBa OHO OToBpaxkaeTcsd Ha NycTon KapTe, a
nocfie o6Hapy>xxeHus JTokaTop NokasbiBaeT ero MeCToHaxoXaeHne Ha KapTe BMecTe C
NPUGAN3NTENbHbIM aiPeCcoM U MHdOoPMaLMell 0 TOM, Kak AaBHO OHO 6blIo 06HapPYXeHO.
Ecnu nocTynaeTt HoBas MHGOPMaLMsa O MECTOMOTOXEHUN, TEKYLLEE MECTOMOOXEHME U
oTMeTKa BpeMeHU aBToMaTu4yeckn obHoBnsAOTCA. MNMonb3oBaTem He MOTyT BOCMPON3BOAUTD
3BYK Ha BbIKJ/IIOYEHHOM YCTPOWCTBE UMM BbIMOJIHUTbL €ro yaaneHHoe cTMpaHue, ogHako

OHM MOTyYT COMNOCTaBUTb MHHOPMALIMIO O MECTOMOJIOXKEHUN CO CBOUM MapLUPYTOM UK
npegnpuHATL gpyrue oerncTens, YTobbl BEPHYTb CBOE YCTPOWCTBO.
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HenpepblBHOCTb

Be3onacHoCcTb pYHKLNU HEMPEPLIBHOCTH

OyHKLMA «HenpepblBHOCTb» 3afelCTBYEeT BOZMOXHOCTM Takux TexHonorui, kak iCloud,
Bluetooth 1 Wi-Fi, 4To6bl nonb3oBaTen MOrn HauyMHaTb 4eACTBMS HAa OQHOM YCTPOWCTBE,
a 3aKaH4MBaTb UX Ha Apyrom. Hanpumep, Takum 06pasoM MOXHO coBeplaTb U NPUHUMATb
TenepoHHble BbI30BbI, OTMPaBAATb M NONy4YaTb TEKCTOBbIE COOOLLEHNS U COBMECTHO
MCNONb30BaTb NMNOAKMOYEHNE K UHTEPHETY MO COTOBOM CETH.

Be3onacHocTb Handoff

Apple obecneumnBaet 6GesonacHylo nepegayvy faHHbIX Kak C OJHOr0 YCTPOWCTBa Ha Opyroe,
Tak U MEXAy HaTUBHbIM MPUNOXKEHNEM 1 CaNTOM, Jaxe ec/iv 06beM nepegaBaeMbix
[aHHbIX BENUK.

Be3sonacHocTb pabotbl Handoff

Ecnu ycTpoiictea iOS, iPadOS 1 macOS HaxogaTtca 611M3Ko gpyr K Apyry, TOo Nosib3oBaTeslb
MOXEeT aBTOMaTMYeCKkn nepefaBaTb He3aBepLIEHHble 3aa4n ¢ OQHOMO YCTPOMUCTBA Ha
apyroe ¢ nomouibto Handoff. Handoff nosBongeT nonb3oBaTento nepekaoyaTbCa Mexay
yCTPONCTBAaMWN U MFTHOBEHHO NPOJOJIXKaTb CBOK paboTy.

Ecnn nonb3oBaTenb BxoauT B iCloud Ha BTopoM ycTpoincTBe ¢ nogaepxkon Handoff, oea
yCTpPONCTBa cO34aloT Napy Yepes oTAeNbHoe coeanHeHune Bluetooth Low Energy (BLE) 4.2
npu nomoum cnyxobl APNs. OTaenbHble coobueHns WndpyoTcs BO MHOTOM Tak Xe, Kak
coobuieHns B iMessage. MNocne o6beanHeHMa B Napy Kaxgoe U3 yCTPOWUCTB reHepupyeT
CUMMETPUYHbIN 256-6UTHbIN KNto4 AES, KOTOPbIN COXpaHSETCsl B CBA3KE KJIt0Ye
YCTPOMNCTBA. ITOT KJI0OY MOXET MCMNONb30BaThCA AN WNHPOBAHUSA U ayTEHTUPUKALMN
onoBelleHn BLE, koTopbie coobuatloT 0 TeKyLLeM AeACTBUN YCTPOMUCTBA APYTrUM
obbeanHeHHbIM B napy ycTpoiicteaM iCloud, ncnonbsya AES256 B pexume GCM ¢
3alnUTON OT MOBTOPHOW Nepefayn nepexBayeHHblX COOBLLEHWN.

Korga ycTpoiicTBO B MePBbIN pa3 Mnojly4aeT OnoBeL,eHne OT HOBOTO KJlto4Ya, OHO
ycTaHaBNMBaeT coenHeHne cTaHgapTa BLE ¢ Bbi3biBalOWMM YCTPOUCTBOM N 0OMeEHUBaeTCs
C HUM KNlto4aMu LWndpPoBaHMS onoBeLLeHnin. s 3awmTbl 3TOro coeguHeHNs UCMOb3yeTcs
wndposaHune BLE 4.2, a Takxe wndpoBaHne oTaesbHbIX COOBLLEHNI, KOTOPOE MOX0oXe Ha
wrdpoBaHme coobLeHnn iMessage. B HEKOTOPbIX C/ly4Yasx aTW COobLLEeHNs NepepatoTcs
He yepes BLE, a yepes3 APNs. [1ng 3awwunTbl n nepegavm nHbopmaLunm o BbINOMHSEMbIX
nonb3oBaTesieM AENCTBUSX MCMOMb3YOTCA TakMe XXe MeToAbl, kak B iMessage.

I'IepeKmoquwe MeXay HaTuBHbIMU NPUNOXKEeHUAMUN N cavtamu

c nomMoubo Handoff

bnaropgapsa Handoff HaTuBHble npunoxerHuns i0S, iPadOS 1 macOS mMoryT BO30OHOBNATH
aKTUBHOCTb Mofib30BaTeNs Ha Be6-CTpaHULLe B JOMEHaX, KOTOpPble Ha 3aKOHHbIX

OCHOBaHMUAX KOHTPOIMPYIOTCS pa3paboTyMKOM NpunoxeHus. KpomMe Toro, HaTUBHble
NPUNoXeHUa MOTyT BO30GHOBNATbL AeCTBMA Nofib3oBaTeNsa B Be6-6pay3sepe.
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MpunoxeHne OOMKHO NPOAEMOHCTPUPOBaTb HaNM4Me 3aKOHHOIr0 KOHTPONS

Hag Be6-goMeHaMK, KOTOPbie OHO XO4YeT UCMOoMb30BaThb A/ BO306HOBNEHMA. OTO
cnoco6cTByeT TOMY, YTO6bl HAaTUBHbIE MPUIOXEHMS He MOTNM 3aNpPOCUTb BO306GHOBNEHME
CalToB, KOTOPble He KOHTPONNpPYOTCH pa3paboTumkoM. [ng okasaTeNbCTBa KOHTPONA
Haj AOMEHOM cailTa UCMNo/b3yeTCcsa TakoW e MexaHM3M, Kak ana obuiero gocTtyna

K YYETHbIM flaHHbIM caliToB. MogpobHee cM. [JOCTYN NPUNOXEHNIA K COXPaHEHHbIM
naponam. Mpexae 4eM NpuoXxeHuo ByaeT paspellieHo NPUHATb OeACTBUS NoNb3oBaTens
yepes Handoff, cuctema gonxHa NoaTBepPANTb, YTO NPUNOXKEHME KOHTPONnpyeT
JOMEHHOe UMS4.

MCcToYHUKOM Mnepenadn Beb-cTpaHuLbl MOXeET BbiTh Nto6ol 6paysep ¢ HTepdpencamm
Handoff API. Korga nonb3oBaTenb NnpocMaTpuBaeT BebO-CTpaHuLy, CUCTEMaA NepenaeT ee
JOMEHHOe MMS C MOMOLLbLo 3alndpoBaHHbIX 6anToB onoBelleHna Handoff. PacwmdposBaTb
6aNTbl OMOBELLEHNS MOTYT TONIbKO ApYrve yCTpoKCcTBa Nofb3oBaTens.

CucTteMa NpMHMMaloLWEero ycTponicTBa pacnosHaeT, YTO yCTaHOB/IEHHOE HaTMBHOE
npunoxeHue npuHumaet nHdbopmayuio Handoff ot nepegaHHOro 4LOMEHHOr0 UMEHMU, U
oToOpa)kaeT 3HAYOK 3TOM HAaTUBHOIO NpuoxeHns B MeHto Handoff. Mpu 3anycke HaTuBHOe
npunoxeHue nonyvaet nonHblin URL-agpec v 3aronoBok Be6-cTpaHuubl. Hukakasa gpyras
nHdopmaLms n3 bpaysepa He NnepefaeTcs B HATUBHOE MPUSTOXEHME.

Mpun nepepayvye nHGopmMaumm B 06paTHOM HaMnpaBeHUM HAaTUBHOE MPUNOXKEHNE MOXET
yKasaTb pe3epBHbIn URL-agpec Ha TOT cnyvalt, eCin Ha NPUHMMAalOLWEM YCTPONCTBe He
YCTaHOB/EHO TO XXe& HaTMBHOE NMpuIoXeHue. B aToM cnyyae BMeCTO NPUIOXKEHUS B MEHIO
Handoff otobparkaetcs 6paysep no ymonvaHuio (ecnm aToT 6paysep nognoepxmnsaeT
nHtepdelicol Handoff API). Mpu BbisoBe Handoff oTo6paxkaetca aToT 6Gpaysep n B Hero
nepepaetcs pesepBHbii URL-agpec, NnpeaocTaBfeHHbI UCXOAHbIM NMPUNOXEHUEM.
PesepBHbIi URL-agpec He 06s3aTeNbHO OO/IXKEH NPUHaAnexaTb JOMEHHbIM UMEHaM,
KOTOpble KOHTPONMPYIOTCS Pa3paboTYNKOM HATUBHOTO NMPUNOXKEHUS.

Mepepayva 60nblIMX 06BEMOB AaHHbIX ¢ NoMoLbio Handoff

MomMnmMo ocHoBHOM ¢yHKLMM Handoff HekoTopble NpuUIoXeHUs MoryT ncnonb3oBatb API,
KOTOpble nNoaaepXmBatoT OTNPaBKy 60MbLINX 0OBEMOB AaHHbIX Yepe3 TEXHOOMMNI0 NPSIMOro
coegunHeHuna Wi-Fi, paspaboTaHHyto komnaHuel Apple (Bo MHOromMm noxoxyto Ha AirDrop).
Hanpumep, npunoxeHue «Moyta» ncnonb3ayet 3T UHTepdencol APl ong nepenayn
YEPHOBUKOB MUCEM, KOTOPblE MOTYT BKJItOYaTb 60oMbLUME BIOXEHMS.

Korga npunoxeHune ucnonbsyeT aTu nHTepodencol API, mexay AByMS yCTponcTBaMm
HayMHaeTca obMeH OaHHbIMUK, Kak Nnpu ncnonb3doBaHmn Handoff. OgHako nocne nonyyenus
nepBoHayvanbHOM NONe3HOM Harpya3ku no Bluetooth Low Energy (BLE) npuHumatouee
YCTPONCTBO yCTaHaBNMBaeT HOBOe noak/toveHune no cetun Wi-Fi. 9To nogkntoyeHne
wnedpyetca (c noMmoubto TLS) n nonyyaeTt o6beKT 4OBEPUS U3 YOOCTOBEPEHUS,
oTnpaBneHHoro Yyepes Ceasky kntoven iCloud. YoocToBepeHue B cepTudurkaTax cBepsietcs
C yoocToBepeHneM nosb3oaTtens. Bea ganbHelwas nHpopmMaums NonesHom Harpyskm
nepecbifiaeTcs NO 3TOMY 3aWMPPOBaHHOMY NMOOKAKOYEHUIO, MOKa Nepefava He bynet
3aBepLleHa.
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YHuBepcanbHbiit 6ydpep o6MeHa

YHuBepcanbHbin 6ypep obMmeHa 3agencteyeT pyHKuUMO Handoff ona 6e3onacHol nepenpayun
cofepXxmnmoro bydepa ob6MeHa Mexay pasiMYHbIMU YCTPOMNCTBAMM NMOJSIb30BaTENS,
No3BONAS CKOMUPOBATb KOHTEHT Ha OHOM YCTPOWCTBE U BCTaBUTb €ro Ha gpyrom. Ons
3alNUTbl KOHTEHTA UCMONb3YIOTCH Te Xe MeTofbl, Kak WU Ans apyrux gaHHoix Handoff. Mo
YMO/T4aHNI0, eCniv pa3paboTunK NPUNOXKEHUS He BbIKTIOYNA 06NN 0OCTYMN, KOHTEHT
nepepnaeTcsa B yHUBepcanbHbii bydep obmMeHa.

MprNoXeHns MMEeT AOCTYN K OaHHbIM B 6ydpepe o6MeHa He3aBMCUMO OT TOro, BCTaBWUJI

NN Nonb3oBaTesib 3T AaHHble B NpuaoxeHuu. MNpn Hanuvynm yHMBepcanbHoro bydepa
obMeHa TaKol A0CTYMN NOoNy4YaT TakxXe NPUNoXKeHUs, 3anyLleHHble Ha OpYyrnux yCTpolrcTBax
nonb3oBaTtens (B COOTBETCTBUM C peructpaumeit iCloud).

be3onacHOCTb peTpaHCNsALMM COTOBbIX BbI3OBOB 4Yepes
iPhone

Ecnu Mac, iPad nnn HomePod nonb3oBaTens nogkntoyeHbl K Tonl xe cetn Wi-Fi, uyto

n iPhone, oHM MOryT coBepLwaTtb U NPUHMMATb TenedOoHHble BbI30Bbl Yepes COTOBOE
noaknatoyeHue iPhone. ins atoro Heo6xoaAMMO, 4To6bl Ha yCTPONCTBax Gblf1 BbIMOSIHEH BXO[,
B iCloud n FaceTime ¢ ogHUM 1 TeM xe AkkayHToM Apple.

Mpn nocTynneHnn BXoOsLLero Bbi3oBa BCe HaCTPOEHHble YCTPOMCTBa nosyyatoT
yBefgoMeHune yepes cnyxby Apple Push Notification (APNs), npu aToM ons Ka)xgoro
yBeOOoMJIeHUs UCMONb3yeTCs Takoe Xe CKBO3Hoe WndpoBaHne, Kak B iMessage. Ha
3KpaHax YCTPOMCTB, NOAK/IOYEHHbIX K OQHOM CeTu, NosSBNSEeTCS yBeAOM/IeHne o BXxoadaliem
Bbl3oBe. Korga nonb3oBaTenb OTBEYAET Ha BbI30B, ayAMONOTOK HaYMHAET TPaHCAMPOBaTbCs
c iPhone yepe3 6e3onacHoe nNpaMoe coeguHeHne Mexay AByMs YCTPOUCTBaMMU.

Ecnin oTBETUTb Ha BbI3OB Ha OJHOM YCTPOWCTBE, BblAayva 3BYKOBOIro CUrHana Ha
HaxoaaLWmMxcs NnobansocTn cesa3aHHbix ¢ iCloud ycTpoiicTBax npekpaliaeTcs nocne
nepepayv KOpPoTKOro onoeelleHns Yyepes Bluetooth Low Energy (BLE). baliTbl onoBeleHns
WNhpYOTCS TEM XXe METO0M, KOTOPbIA MCronb3yeTcs Ans onoselweHunii Handoff.

Mcxopdauime BbI30OBbI TakxkKe peTpaHcnupytoTcsa Ha iPhone vyepes cnyx6y APNs, a
ayamnmonoToK aHanorm4HbiM o6pa3omM nepegaetca yepes 6esonacHoe NpssMoe coegnHeHne
Mexnay ycTponcTeamMu. [ng oTKIOUYEHNS peTpaHcnaumm TenedoHHbIX BbI3OBOB
nonb3oBaTensaMm HeobxoaMMo OTKNOUYNTb « COTOBbIE BbI3OBbI iPhone» B HacTpomkax
FaceTime.

BesonacHocTb nepeagpecauun coobleHuit Yepes iPhone

DyHKUMA Nepeagpecaunm coobLEeHN BbINOHAET aBTOMATUYECKYO NEPECHINKY

SMS, nony4eHHbIX Ha iPhone, Ha 3apeructpupoBaHHble iPad nnu Mac nonb3oBaTens.

Ha Bcex ycTponcTBax L0MXeH 6bITb BbIMOHEH BXOA, B iIMessage C OOHUM U TEM Xe
AkkayHToM Apple. Mpu BKIOYEHUM NepeagpecaLmn coobLLeHNI perncTpauyms
BbINMONHAETCS aBTOMaTUYECKM Ha YCTPOIMCTBAX, BXOAALLNX B KPYr AOBEPUS Nob3oBaTenNs,
ecnu BKoYeHa aByxdakTopHas ayTeHTudumnkauma. B nHom cnyyae Heob6xogmMmo
NOATBEPAUTb PErNCTPALINIO KaXXA0ro YCTPONCTBA, BBEAS C/IYHYaMHbIN LWECTU3HAYHbIN
uMbpoBOM KO, creHepupoBaHHbIN iPhone.
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besonacHocTb nnatdopmbl Apple

Mocne 3aBeplleHNsa NPUBSA3KM YCTPOWUCTB APYr K Apyry iPhone HauMHaeT wWndpoBaTh

M NepeagpecoBbiBaTb BXxoAdlime SMS Ha Kaxaoe U3 yCTPOWUCTB, UCMOJb3ys METObI,
onucaHHble B pa3gene «0630p 6esonacHocTu iMessage». OTBeTbl NepecbinaTcs ob6paTHO
Ha iPhone aHanornyHbiM cnocobom, nocne Yero iPhone otnpaensgeT oTBeT B BUuae SMS,
MCMonb3ys MexaHn3mM nepepadn SMS onepaTtopa. BkNoumTb 1 BbIKIOYNTL NepeagpecaLmio
CoO0bLLLEHNI MOXHO B HacTponkax npunoxeHns «CoobLieHna».

be3onacHocTb Instant Hotspot

Instant Hotspot cnyxuTt gna noakntoyeHus apyrux yctpoicte Apple k iPhone unu iPad

B pexume moaema. iPhone u iPad, nogaoepxusatouwme Instant Hotspot, ncnonbaytor
TexHonoruto Bluetooth ¢ HU3KMM aHepronoTpebneHnem (BLE) gns nomncka gpyrux
YCTPOWCTB, HAa KOTOPbIX BbIMOJIHEH BXOA, B TY Xe JIMYHYIO y4YeTHYyto 3anuch iCloud

WNK YYETHYIO 3annchb, ncnonbayemyio ans CemenHoro goctyna (B iOS 13 n iPadOS 13.1).
CoBMecTuMble koMnboTepbl Mac ¢ OS X 10.10 nnn HoBee MCNOMb3YIOT 3TY XEe TEXHOOT U0
ona obHapyxxeHusa iPhone u iPad ¢ nogaepykon Instant Hotspot n yctaHoBneHus
COefMHEHUNS C 3TUMM YCTPONCTBAMMU.

BHayane, korga nonb3oBaTefib BBOAUT HacTpolikn Wi-Fi Ha ycTpolicTBe, OHO nepenaeT
onosellleHne BLE ¢ ugeHTUdUKaTOPOM, KOTOPbIN GbisT MogNncaH BCeMU yCTponcTBaMy,
MNCMONb3YWNMN Ty XXe yyeTHyto 3anuce iCloud. 3ToT ngeHTMdurkaTop reHepupyeTcs

Ha ocHoBe DSID (mgeHTUdMKaTopa CBSA3M C apecaToM), KOTOPbIA NPUBSA3aH K Y4eTHOM
3anucu iCloud 1 nepuoanyeckn meHsaetcs. Ecnu B HenocpeacTBeHHON 6IM30CTH

OT YyCTPOMCTBA OKa3blBalOTCSA ApPYrvMe yCTPOMCTBA, UCMOJb3YOLWMeE Ty Xe YYEeTHYI 3anucb
iCloud n nogoepxxunBatmume pexum MogemMa, OHM pacno3HaloT CUTHal U OTBEYAlOT Ha Hero,
CUTHaNN3npys 0 TOM, YTO MOXHO MUcnonb3oBaTh Instant Hotspot.

Ecnu nonb3oBaTenb, y koToporo HeT CeMeiHoro goctyna, Bbibupaet iPhone nnu iPad
ONs pexuMa MofeMa, Ha 3TO YCTPOMCTBO OTNPAaBAeTCs 3anpoc 0 BKAOYEHUN GYHKLMN
«Pexnm mogemax». 3anpoc nepepgaetcs no 3awmndpoBaHHOMY KaHany BLE, a cam 3anpoc
wnopyeTcd Tak Xe, Kak B iMessage. YCTPONCTBO OTBeYaeT Ha 3anpoc Mo ToOMy Xe KaHany
BLE, ncnonb3ys ToT Xe crnocob wunudpoBaHns oTAebHbIX COOOLLEHNI, U NepenaeT
MHbOPMaLUIO O MOAKIIOYEHUN K MOOEMY.

[Ons nonb3oBaTenen, y KOTOpbiX ecTb CeMenHbI oCcTyn, MHGOoPMaLMa 0 6e30MnacHOM
NOAK/IIOYEHUN C MOMOLLBIO PYHKLUUN «Pexnum MmogemMa» HagexHo nepepaertcs
nocpeacTBOM MexaHM3Ma, CXOXEro ¢ TeM, KOTOpbI UCMOMb3YIOT ycTpoiicTea HomeKit gnga
CUHXPOHMU3ALMM JaHHbIX. A UMEHHO, CoeiluHEHNE, Yepes3 KOTOPOoe MexXay Nosb3oBaTenaMu
nepepaetcs nHoopMaumna o ToYKe OO0CTyna, 3alWnL,EeHO BpeMeHHbIM kYoM ECDH
(Curve25519), KoTopbI ayTeHTUGULNPYeTCs NOCPEeACTBOM COOTBETCTBYIOLLNX
Ha3HaYeHHbIX YCTPOMCTBY OTKPbITbIX K/touyel nonb3oBaTteneit Ed25519. Micnonbaytotcs Te
OTKPbITbIEe K/OYM, KOTOPbIe paHee CUMHXPOHU3NPOBANNCh Nofib3oBaTenamMm CeMenHoro
O0CTyrna NocpeacTBoM cnyx6bl ngeHTudmnkauum Apple, korga 6bi1 HacTpoeH CeMenHbIn
OOCTyn.
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besonacHocTb nnatdopmbl Apple

Be3sonacHoCTb ceTu

O630p 6e3o0nacHOCTU CeTU

MOMMMO BCTPOEHHbIX CPEACTB, UCMOb3yeMblx Apple AN 3alnTbl AaHHbIX HA YCTPONCTBAX
Apple, opraHnsaumm MoryT NPUHATH LEbIA pad Mep Ans 3alnTbl MHGOPMaLUK nNpu
nepefave Mexay yctpocteamu. Bce aTu cpefcTBa U Mepbl OTHOCATCS K

6e30nacHoOCTUN ceTu.

MockonbKy Nonb3oBaTensM Heo6XoANMMO MMETb AOCTYN K KOPMNOpPaTUBHbIM CETAM, B KaKol
Obl CTpaHe OHM HWU OKasanncb, HEOOXOAMMO MPUHATb Mepbl, HanpaBfeHHble Ha TO, YTOObI K
KOpnopaTUBHOM CeTu NOoAKIOYaNnUCh TONbKO aBTOPU30BaHHbIE NOJIb30BaTENN U YTOObI UX
[JaHHble Oblnn 3aliMeHbl BO BpeMs nepepayn. [ng obecrneyeHns HeobxoaMMoro ypoBHS
3awnTbl B i0S, iPadOS, macOS, watchOS 1 visionOS BCTpoeHbl MPOBEPEHHbIE TEXHONOT UK
1 HOBeNlNe cTaHaapTbl NoakatoyeHns K cetaM Wi-Fi 1 cOTOBbIM ceTaM nepenayun aaHHbIX.
MoaToMy ang ayTeHTUdMKaLUKM, aBTopusaumm U WndpoBaHns npu nepenaye AaHHbIX HaLLK
onepaunoHHble CUCTEMbI UCMO/b3YIOT CTaHO4apTHbIe CeTeBble NPOTOKOJIbl U MPeaoCcTaBNAoT
pa3paboTymkamM OOCTYyMn K HUM.

Be3onacHocTb TLS

i0S, iPadOS 1 macOS nopaepxuBatoT npotokon Transport Layer Security (TLS 1.0,

TLS 1.1, TLS 1.2 n TLS 1.3) n Datagram Transport Layer Security (DTLS). NMpoTokon

TLS nopnepxunsaeT AES-128 n AES-256, npeagno4ynTtaa Habopbl WUIMPPOB C NPSIMON
CeKpPEeTHOCTblo. MIHTepHeT-NpunoxeHus, Hanpumep Safari, Kanengapb 1 MouTta,
aBTOMAaTM4YeCKM UCMONb3YIOT 3TOT NPOTOKON A1 YCTAaHOBIEHMS 3aMdpPOBaHHOIo

KaHana CcBA3u Mexpay YCTPONCTBOM U CeTeBbIMU Cnyxbamu. BbicCOKOypOBHEBbIE

API (Takne kak CFNetwork) ynpowatoT BHegpeHue TLS B NpunoxXeHnax CTOPOHHUX
pa3paboTumKoB, a HU3KoypoBHeBble API (Takme kak Network.framework) npegocrtaBnsior
neTanbHbi KOHTponb. CFNetwork He paspeluaeT ucnonb3oBaTbh SSL 3, a NpuUnoXeHUaM,
ncnonbayowmm WebKit (Hanpumep, Safari), 3anpeuwtaeTcsa yctaHaBiIMBaTb NOAK/IOYEHUS C
ncnonbsoBaHmem SSL 3.
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besonacHocTb nnatdopmbl Apple

Ha ycTpoiicteax ¢ iOS 11, iPadOS 13.1, macOS 10.13 unu HoBee cepTudukaTbl SHA-1,
KOTOPbIM HE [OoBepseT Nofib3oBaTeNb, HENb3s UCMONb30BaTb AN TLS-coegmHeHnin. Takxe
He paspelleHbl cepTudumkaTbl ¢ Knodamum RSA kopoye 2048 6uT. Habop CUMMETPUYHbBIX
wnopos RC4 B i0OS 10 1 macOS 10.12 cunTaeTcs ycTapeBwWUM. 10 yMONYaHUIO KITUEHTDI

1 cepBepbl TLS, peannsoBaHHble ¢ ncnonb3oBaHmemM APIl SecureTransport, He nmetoT
HabopoB wndpos RC4 (Mx nogaep>xkka OTKOYEHA) U HE MOTYT YCTAaHOBUTb COeAUHEHUE,
eC/ln eQUHCTBEHHbIM AOCTYMHbIM HabopoM wudpoB aengetca RC4. [1ng noBbilleHNS
6e30MacHOCTM Heob6XxoanMMo 0BHOBUTbL CNyX6bl N NPUNOXKEHUS, TPebylolne NCNoNb30BaHUS
RC4, 4yTobbl B HUX ncnonb3oBanncb 6esonacHblie Habopbl WNPOB.

Ha yctpoiictBax ¢ iOS 12.1 cepTudurkaTbl OT KOPHEBOIro cepTudmkKaTa, KOToOpoMy gosepseT
cucTeMma, BbigaHHble nocne 15 okTabps 2018 r., ona yctaHoBneHus TLS-coeanHeHnn
OO/KHbI 6bITb BHECEHbI B JOBEPEHHbIN XYpPHaN Npo3payYyHoCcTn cepTudukaTos.

Ha ycTtpoiictBax ¢ iOS 12.2 unu HoBee cTaHpapT TLS 1.3 no yMon4aHuo BKAOYEH
ons APl Network. framework n NSURLSession. KnueHTbl TLS, ncnonbaytoumne API
SecureTransport, He MoryT ncnonb3osatb TLS 1.3.

App Transport Security

MpoTtokon App Transport Security npegocTaBnseT MCNO/b3yeMble Mo YMOMYaHUo
TpeboBaHMA K NOAKIOYEHUIO, YTOObI NpUNOXeHUs paboTann ¢ 3aWULLEHHbIMUY
NnoakatoyYeHnaMm npu ncnonbsosaHnm API NSURLConnection, CFURL unn NSURLSession.
Mo ymonyaHuio npotokon App Transport Security orpaHMyYnBaeT BO3MOXHOCTb BbiGopa
wndpa Tonbko TeMn Habopamu, KoTopble o6ecrneYnBatoT NPIMy0 CEKPETHOCTb, B
YacTHOCTU cnefyloLme:

- ECDHE_ECDSA_AES n ECDHE_RSA_AES B pexume Galois/Counter Mode (GCM)
- Pexum nobno4yHo nepepnaymn 3awmepposaHHoro TekcTta (CBC)

MpUnoXeHns MOryT OTKNIOUYMUTb TpeboBaHMe 0693aTeNIbHON NPSIMON CEKPETHOCTU Ha
YPOBHE AOMEHA; B 3TOM Criy4yae K Habopy [OCTynHbIX WwWnodpos gobasnsercas RSA_AES.

CepBepbl 4OMKHbI nogaep>Xueatbh TLS 1.2 1 NpIMYI0 CEKPETHOCTb, a cepTudukaTbl JOMXKHbI
ObITb AENCTBUTENbHbI M MOANMCAaHbI C UCMOSIb30BaHMEM WKdpoBaHua SHA256 (unu 6onee
Ha[Le>XXHOr0) C K/I0OYOM YPOBHSA He HUxe, YeM 2048-06UTHbIN kntod RSA nnn 256-6UTHbIN
K/1I04 Ha OCHOBE 3NIUNTUYECKNX KPUBbIX.

CeTeBble NOAKIIOYEHWNS, HE OTBEYalOLLME 3TUM TPebOoBaHMAM, NPepbIBatOTCS,

ecnv B NPUI0XEHNN He NpefycMoTpeH obxon npoTokona App Transport Security.
Mcnonb3oBaHne HegencTBUTeNbHbIX CepTUDUKATOB BCerga npMBoAnUT K MOCTOSHHOMY
0TKa3y M OTCYTCTBMIO NoakatoyeHus. MNMpoTtokon App Transport Security aBToMaTu4eckmn
npumMeHsaeTcs ans NpuUIoXeHUn, CKOMNUANpPoBaHHbiX ans i0S 9, iPadOS 13.1, macOS 10.11
WM HoBee.
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besonacHocTb nnatdopmbl Apple

MpoBepkKa AeNcTBUTENbHOCTU cepTudUKaTa

OueHKa 0oBEepPeHHOro crtatyca ceptudunkata TLS BbINONHSAETCA B COOTBETCTBUM C
oTpacneBbIMWU CTaHJapTamMu, ycTaHoBMeHHbIMKU B RFC 5280, n HOBbIMU CTaH4apTamu,
TakuMu kak RFC 6962 (npo3payvyHocTb cepTudmkaTo). B iOS 11 nnm Hoeee n macOS 10.13
W1 HOoBee ycTpolicTBa Apple nepnoanyeck Nony4yatT akTyasbHbI CMMCOK OTO3BAHHbIX
M OrpaHnYeHHbIX cepTudmkaToB. Cnncok obobLLaeT CNUCKM OT3biBa CEPTUPUKATOB

(CRL), ny6nukyemMble BCEMW BCTPOEHHbIMW KOPHEBbLIMU LIeHTPaMKn cepTudukaLmnm,
KOTOpbIM aoBepsieT Apple, a Tak)Xe X NOAYMHEHHbIMU LLeHTpaMn cepTudukaymm.

CnucoK TakXXe MOXeT BKJlloYaTb B cebq 1 gpyrve orpaHnMyYeHunsa no ycmotpeHuto Apple.
3Ta uHopMaLms UCMNOoNb3yeTca KaxXxabli pas, korga ang yctaHoBneHus 6es3onacHoro
coeanHeHus ncnonbadyetca GyHKUna ceteBoro APIl. Ecnmn 6b110 0TO3BAHO CAMLILKOM MHOTO
cepTUdUKATOB LLeHTpa cepTudumkaummn, 4Tobbl NnepevncnaTb UX No oTAENbHOCTU, BMECTO
cepTudmnKaTa o9 OLEHKM O0BEPUsS MOXET MCMOTb30BaTbCSA OTBET MO NPOTOKOY COCTOAHUS
ceteBoro ceptudpukata (OCSP). Ecnn oTBET He Nosy4YeH, TeCT Ha OLEHKY O0Bepus

He ByaeT nponaeH.

be3onacHocTb npoTtokona IPv6

Bce onepaunoHHblie cucTeMbl Apple nogaepXxuneatot npoTtokon IPvG, peannsys pag
MeXaHW3MOB [15 3alUTbl KOHPUOEHLUNANbHOCTM Nosb3oBaTeNel U obecrnevyeHuns
cTabunbHOM paboTbl ceTeBoro cteka. [pu NCNonb3oBaHNUM aBTOMATUYECKON HAaCTPOKMU
appecoB 6e3 coxpaHeHus coctoaHus (SLAAC) IPv6-agpeca Bcex MHTepdelicos
reHepupytoTca TakuM cnocobom, KOTOPbIN MOMOraeT NPensTCTBOBaTb OTCEXMBAHUIO
YCTPOWNCTB B ceTsaX U obecneymBaTb yao06CTBO A9 Nofb3oBaTenen nytemM obecneyeHms
CTabuNbHOCTM apPecoB Npu OTCYTCTBUN U3SMEHEHUIT B ceTU. B ocHoBe anropmMTtma
reHepupoBaHus afpecoB fiexaTt Kpuntorpapmnyeckn CreHepmpoBaHHble agpeca, Kak
yKasaHo B TpeboBaHusax ctaHpapta RFC 3972, gpononHeHHbIX MogndukatopamMmmn ans
KaX[0ro oTAenbHOro MHTepdeinca, YTo rapaHTUpyeT co3faHne pasHbiX afpecoB ang
pa3HbIX NHTepdencoB B OAHON N TON Xe ceTn. KpoMe TOro, co3aatotca BpeMeHHble agpeca
C NpeanoyYTUTENbHbIM CPOKOM AelcTBUS 24 Yyaca, M OHWU MO YMOJTYaHUIO NCMNOJb3YOTCS
019 No6blX HOBbIX NMOAKIIOYEHUN. B cooTBeTCTBMM C dyHKLUMEN YacTHbIX agpecoB Wi-Fi,
peanusoBaHHol B i0OS 14, iPadOS 14, macOS 14 n watchQOS 7, ona kaxpoh cetn Wi-Fi,

K KOTOPOW NOAK/oYaeTca YCTPOMCTBO, CO3AaeTcs YHUKAbHbIM TOKalbHbIN agpec KaHana.
SSID ceTn ncnonb3yeTcsa B Ka4ecTBe OMOMHUTENbHOIO 31IeMeHTa 415 co34aHuns agpeca,
aHanornyHo napametpy Network_ID B cooTBeTcTBMM cO cTaHpgapToM RFC 7217. Takoi
noaxon npumeHsaetcda B iOS 14, iPadOS 14, watchOS 7, macOS 14, visionOS 1.0, a Takxe

B 60/1€ee HOBbIX BEPCUAX.
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besonacHocTb nnatdopmbl Apple

[ng 3aWnTbl OT aTak C UCNONb30BaHMEM 3aro/ioBKOB paclunpeHnin n pparmMeHtaumnm IPve
Ha ycTpoicTBax Apple peanusoBaHbl CpeacTBa 3alliUTbl B COOTBETCTBUU C TpeboBaHUSAMU
ctaHgapTtoB RFC 6980, RFC 7112 n RFC 8021. Hapsay ¢ opyrumm mepamum, aTo No3Bonsger
npeaoTBpaTUTb aTakn, B KOTOPbIX 3aro/iIOBOK BEPXHEro YPOBHS COAEPXUTCS TONbKO

BO BTOPOM dparMeHTe (Kak nokasaHo HUXE), 4TO, B CBOIO oYepenb, MOXET NMPUBECTHU

K HapylleHnam B paboTe cpeacTB 6e30MacHOCTM, Takux Kak GuUNbTpbl NakeToB 6e3
COXPaHEeHUs COCTOSAHMS.

3aronoBku Datarpamma IPv6, 6e3 dparmeHTaumm MonesHas Harpyska
3aronosok MonesHas
. [MapameTpbl MapameTpbl
TpaH3UTHbI BEPXHEro Harpyska
IPv6 LeneBoro ooe LienieBoro
ysen YPOBHS, BEPXHero

ysna ysna Hanpumep TCP YPOBHS

/ \ Mones3Has
3aronoBku MepBblii dparmMeHT 3aronoBku Btopoit ¢pparmeHT JEEINSNENE]

MonesHas

. MapameTpbl 3aronoBokK o %
TpaH3UTHbIN TpaH3nTHbIN ~ BepxHum Harpyska
IPv6 LeneBoro .oo napameTpoB Ans IPv6
y3en ysen YPOBEHb BEPXHEro
y3na LeneBoro ysna

YPOBHS

Kpome Toro, ytTob6bl NOMOYb 06ecneynTb HagexHyto paboTy cTeka IPv6 onepaunoHHbIX
cucteM Apple, ycTpolicTea Apple HaklagblBaloT pasfiMyHble OrpaHNYeHns B OTHOLLIEHUN
CTPYKTYP AaHHbIX IPV6, Takux Kak KonnyecTso npeduKcos Ha UHTepoelic.

be3onacHocTb BUpTyanbHou YactHou ceTtu (VPN)

BesonacHble ceTeBble cnyxXbbl, TakMe Kak BUpTyasnbHble YacTHble ceTu (VPN), 06bl4HO
TpebylT MUHUMaNbHOM HAaCTPONKK N KOHGUTYpUpOoBaHus ans paboTbl ¢ iPhone, iPad, Mac
n Apple Vision Pro.

Mopaep>xnBaemMblie MPOTOKObI

37U ycTpoiictea MoryT paboTtatbh ¢ VPN-cepBepamu, KOTopble NoaaepXXunBatoT cnegyoume
NMPOTOKOSbl U CNOCOBbI ayTEHTUDUKALUK:

- IKEv2/IPsec c ayTeHTUdMUKaLmen no obuemy knw4dy, ceptuomnkatam RSA,
cepTudukatam anroputma umMdpoBon NOANMCU Ha OCHOBE SNINNTUYECKON KPUBOIA
(ECDSA), EAP-MSCHAPV2 nnun EAP-TLS;

+  SSL-VPN c ncnonb3oBaHMeEM COOTBETCTBYIOLWLENO KJIMEHTCKOIrO NPUAOXKEHNS N3
App Store;

- L2TP/IPsec c ayTeHTUdMKaumen nonbsosatens no naponto MS-CHAPV2, a Takxe
aBTOMaTM4ecKol ayTeHTuduKaumen ¢ noMmoulbto obuiero ktoya (i0S, iPadOS n macQOS)
n RSA SecurlD nnu CRYPTOCard (Tonbko gns macQOS);

- Cisco IPsec c ayTeHTudMKaunel nonb3oBaTensa no naponto, RSA SecurlD mnn
CRYPTOCard, a Takxxe aBTOMaTU4eCcKol ayTeHTudurKaLmen c noMollblo obLero Kitya
n ceptudukaTos (Tonbko ans macOS).
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besonacHocTb nnatdopmbl Apple

MopaepxmnBaembie pyHKUn VPN

i0S, iPadOS, macOS u visionOS noaaepxusatoT GYHKLNK, NepevyncrneHHble ganee.

« VPN no sanpocy. lns ceTei, B KOTOPbIX ayTeHTUdUKALMS BbINOSIHAETCSA Ha OCHOBE
cepTuounkaToB. [ng ykazaHna AOMeHOB, Tpebyowmnx VPN-nogkntoyeHnsa, ncrnonbayeTcs
npodunab KOHGUrypauunun.

- PasgenbHoe noaksouYeHne npuaoxeHur kK VPN. [1na noBbllleHWUs aeTannsaunm
ycTaHoBneHusa VPN-coeamHeHnin. CuctemMa ynpasneHusa MobunbHbIMU YCTPONCTBAMMN
(MDM) nosBonger HaCTPOUTb NOAKIOYEHME ANA KaXXA0ro ynpaBnsaeMoro npuioXxeHus
M KOHKPETHbIX JOMeHOB B Safari. 9To noMoraeT rapaHTUpPOBaTb, YTO 3alUULLEHHbIE
OaHHble He BbIAYT 3a Npeaesibl KOPNopaTUBHOM CETU, a NINYHbIe AaHHble NMoJib30BaTeNs
B Hee He nonagyrT.

i0S, iPadOS u visionOS nogpepxuBaoT GyHKLNKW, MepeYnClieHHble fanee.

- VPN Bcerga Bka. Ansg yCTPOWCTB, ynpaBisieMbix Yyepe3 cuctemy MDM
N KOHTpONMpyembix ¢ nomollbto Apple Configurator ona Mac, Apple School
Manager nnun Apple Business Manager. 9Ta ¢yHKLMA n36aBNseT Nosb3oBaTesnen
oT HeobxogmmocTu BktoyaTb VPN ons obecnevyeHuns 3awmtbl Npy NOAKIOYEHUN K
ceTaM coToBoM cBA3uM uam Wi-Fi. C noMoLbto 3Toin GYHKLMN OpraHnsaumns noaydaet
MOMHbIA AOCTYN K KOHTPOSO Tpaduka ycTpolicTea 6narogaps TYHHENMPOBaHMIO BCEro
IP-Tpaduka obpaTHO B opraHmaauuto. No ymonyaHuio npmu obMeHe napameTpamMmu
N Kto4YaMun ans nocneaytouwero wmuoposaHma ncnonbsyetcs IKEv2, kKoTopbii
obecneymBaeT nepepavy Tpaduka c WmdpoBaHMeM gaHHbix. OpraHnsaums MoxeT
KOHTPONMPOBaTb U GUNbTPOBATb BXOAALLNI U UCXogawmii Tpadmnk CBOUX YCTPOWCTB,
3alNTUTb faHHblE B CETU U OFPaHNYNTb AOCTYN YCTPOWCTB K UHTEPHETY.

be3sonacHocTb U KoHpuaeHunanbHoctTb Wi-Fi

dyHKUKUM 6e30nNacHOCTU NPU NOAKIIOYEHUN
K 6ecnpoBoOOHbIM CETIM

Bce nnatdopmbl Apple nogaepXmBatoT cTaHOapTHbIE MPOTOKO/bl ayTeHTUdGUKaumm 1
wndposaHua Wi-Fi ona obecnedeHns ayTeHTUMdUKaALUM U KOHOUOEHLMANBHOCTIN NpKU
NOAKOYEHMN K 3aliML,EeHHbIM 6eCnNpPOBOAHbBIM CETSM, MEepPeYnCeHHbIM ganee.

« JInyHbIn WPA2

« KopnopaTtuBHbiii WPA2

. MepexonHbii WPA2/WPA3

« JlnyHbin WPA3

- KopnopaTtusHbiii WPA3

- KopnopaTtuBHbiii WPA3 co 192-6UTHbIM KJTIOYOM

WPA2 n WPA3 BbINOMHAOT ayTEHTUOUKALNIO KaXa0ro noakaovyeHna n obecneymsatot
128-6uTHOEe WKndpoBaHue AES, 4yTobbl cnocob6cTBOBATb KOHPUAEHLMANbHOM Nepenaye
[OaHHbIX No 6ecnpoBoAHON ceTU. ATO rapaHTUPYeT BbiCOYaNLLINIA YPOBEHDb 3aLMTbl NPU
oTnpaBkKe UM MONyYeHUM Nonb3oBaTeNbCknX AaHHbIX no cetn Wi-Fi.
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Moppepxxka WPA3

WPA3 nogaepxuBaeTcs B cneayrolmx yctponctesax Apple:

- BCe Mogenu iPhone HaunHaga c iPhone 7 n HoBee;

. BCce Mogenu iPad HaunHas c iPad 5-ro nokoneHusa 1 HoBee;

+  BCe Mopgenu komnbioTepoB Mac (BnepBbie BbiNyLeHHble B KOHLe 2013 1. 1 no3xe,
c 802.11ac v HoBee);

- Bce mopgenu Apple TV HauumHaga ¢ Apple TV 4K 1 HoBee;

- Bce Mmogenun Apple Watch HaumHas ¢ Apple Watch Series 3 1 HoBee;
- Apple Vision Pro;

- Bce mopgenu HomePod.

Bonee HoBble yCTpPONCTBA NOAAEPXKMBAIOT ayTEeHTUdMKALMIO MO NPOTOKONY
«KopnopaTtmeHbii WPA3 co 192-6MUTHbIM K/TIOYOM», KOTOPbIM BKAtOYaeT 256-6UTHOe
wnopoBaHme AES npu nogknoYeHNN K COBMECTMMbIM ToYKaM 6eCcrnpoBOAHOro AocTyna.
370 wWnodporaHne obecneymBaeT ewe 6onee HafeXHYO 3alNTY KOHOUOEHLMANBbHOCTH
npu nepepayve Tpaduka no 6ecnposogHol cetu. KopnopatueHbin WPA3 co 192-6UTHbIM
KIl04YOM nognepxmnBaeTcsa Ha Bcex moaensax iPhone 11 n Hoeee, Ha Bcex mopgensax iPad 7-ro
NMoKoNeHNsa 1 HoBee, a TakxXe Ha Bcex koMnbloTepax Mac ¢ umnom Apple.

WPA3 R3

O6HoBneHne R3 onga nuyHoro WPA3 (WPA R3) 6bi/10 BbiNyLWEHO 4719 MOBbILWEHUS
6e3onacHoCcTU N KoHbuaeHumanbHocTn Wi-Fi, B 0COBEHHOCTU, AN yCTpaHeHus
onpepneneHHbIX ya3BUMOCTEN NPU YCTAHOBIEHUN CBA3U MeXay YCTPONCTBaMM.
Ha nnatdopmax Apple nogaepxuneatotca cnenyoume GyHKLUN:

+  MHOMKaUWs 3aBepLIeHHOro Nepexoaa;
- nopgpepxka metoga Hash-To-Element (H2E) u 6bicTporo nepexoga Ha H2E;
+ MPOTMBOMENCTBME rPYMNMOBbIM aTakaM Yepes NoHUXeHne Bepcuu;

+  KOHTEeWHep O/ TOKeHOB, NPEenAaTCTBYIOLLMIA NOSBIEHMIO 3aTOPOB.

OTW yNy4lleHns HanpaBieHbl Ha 3alWMUTy OT aTak Yepes NOoHMXKXEeHNe BepCun (Hanpumep,
MHOMKALUWS 3aBepLIEHHOro nepexoaa) U reHepaunmn afieMeHTOB naponei (Hanpumep,
ncnonb3oBaHne Metoga Hash-To-Element, B KOTOpPOM ceKpeTHbI K/loY co3gaeTcs
nocpencTtBoM anrebpanyeckoro anroputMma 6e3 ntepaumn — aToT Metog 6e3onacHee, YeM
cry4YyanHbi BbiIbop cnuMmBoioB). 3Tu ¢yHKkuMn WPA3 R3 Bnepsble npeacTtasrieHbl B iOS 16,
iPadOS 16, macOS 13 n tvOS 16. OHM NoaaepXXMBaOTCA Ha CleayoLWNX YCTPONCTBAX
Apple:

- Bce mopgenu iPhone HaunHaga ¢ iPhone 11 n HoBee;
- Bce Mogenu iPad, BnepBble BbinyweHHble B 2020 I. 1 no3xe;
+ BCe Mopenu KomnbloTepoB Mac, BnepBble BbinyleHHble B 2020 r. 1 no3sxe;

- Bce mogenu Apple TV HauuHag ¢ Apple TV 4K (2-ro nokoneHusa) n Hosee.
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Moppep>kka 3alULLEHHbIX KaApoB ynpaBieHus

B npononHeHue K 3aWmTe AaHHbIX, NepegaBaeMblx No 6ecnpoBogHON ceTn, NnaTdopMbl
Apple pacnpocTpaHsaT cpeactea 3awmntel WPA2 n WPA3 Ha ogHoaapecHbie 1
MHOroafpecHble Kaapbl yNpaBieHns, UCNOob3ya ANg 3Toro cnyxo6y 3almiLeHHbIX KagpoB
ynpaeneHus (PMF), onucaHHyto B ctaHgapte 802.11w. MNMoppepxka PMF goctynHa B
cnepywmnx yctponcteax Apple:

- Bce mogenu iPhone HaunHaga c iPhone 6 n HoBee;

- Bce mogenu iPad HaunHag c iPad Air 2 n HoBee;

- BCe MoJaenu komnbioTepoB Mac (BnepBble BbiNylleHHble B KOHUe 2013 1. 1 no3xe,
c 802.11ac v HoBee);

- Bce mogenu Apple TV HaunHaga ¢ Apple TV HD n HoBee;

- Bce mogenu Apple Watch HaunHasa ¢ Apple Watch Series 3 1 HoBeeg;
- Apple Vision Pro;

- Bce mopenu HomePod.

bnaropmapsa nogaepxke 802.1X ycTpoicTtea Apple MOXHO MHTErpnupoBaTb B LUMPOKUIA
Habop cpepn, roe ncnonbsyetcs ayteHTudumkaums RADIUS. MopgpepxnBaemble METOAbI
ayTeHTUdMKaumm B 6ecnpoBofHbix ceTax 802.1X BkntoyatoT EAP-TLS, EAP-TTLS, EAP-
FAST, EAP-SIM, PEAPVO n PEAPV1.

CpepncTtBa 3awmuTbl NnaTtgopmbl

OnepaumoHHble cuctembl Apple obecneynBatoT 3alNTY YCTPOMCTBA OT yA3BUMOCTEN B
NpoLIMBKE CETEBOro npoueccopa. 3To 03Ha4yaeT, YTo ceTeBbIM KoHTponnepam ¢ Wi-Fi
npenocTaBngeTcs orpaHMYeHHbIN 4OCTYN K NaMaTK NpoLueccopa npunoxeHnin. Kaxabin

M3 CeTeBbIX NMPOLLECCOPOB NOAK/OYEH K COOCTBEHHOM N3onnmpoBaHHon wnHe PCle. Moaynb
ynpasfieHnsa namaTbio BBoda-BbiBoaa (IOMMU) Ha kaxpgoi winHe PCle 0ononHUTENbHO
npenocTaBnsgeT ceTeBoMy NpoLeccopy NpaMoin OoCTyn ToNbKo K 6/10KaM namMaTtu

M pecypcaMm, cogepxxallnM ero ceTeBble NakeTbl UK YNpaBAsioLUmMe CTPYKTYPbI.

YcTapeBLwwune NpoToOKObI

MpoaykTbl Apple nogaepXuBatrT crefyoline ycTapeBLlwne NPOTOKObl ayTEHTUDUKALUY ©
wnopoBaHms Wi-Fi:

«  OTKpbITbIN WEP ¢ 40-6UTHbIMU U 104-6UTHBIMW KTlOYaMU;

« WEP obuwero goctyna ¢ 40-6uTHbIMU 1 104-6UTHbBIMUK KTIOYaMMU;
«  OuHamudeckun WEP;

+ TMPOTOKON LEeNOoCTHOCTU BpeMeHHoro kntoya (TKIP);

« WPA;

«  nepexogHblin WPA/WPA2.

3TN NPOTOKONbI GOsblle He cYMTaloTca 6e3onacHbIMU. VX UCMONIb30BaHUe KpaiHe He
peKkoMeH,0BaHO U3 coobpaXKeHUii COBMECTUMOCTU, HafeXHOCTU, MPOU3BOANTENbHOCTH
1 6esonacHocTn. OHKM NoaaepXMBaOTCA TONbKO A9 o6ecneyeHns obpaTHOM
COBMECTMMOCTU U MOTYT 6bITb UCKJIIOUYEHbI U3 BYOYLINX BEPCUA MPOrPaMMHOro
obecnevyeHus.
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Bce cetn Wi-Fi HacToAaTeNnbHO pekoMeHayeTca nepeBecTtu Ha JTInyHbin WPA3 unun
KoprnopaTtueHbii WPA3, 4yTo6bl 06ecneymTb MakCuMarbHYy HageXXHOCTb, 6€30MacHOCTb U
COBMECTUMOCTb nogkntouveHnit Wi-Fi.

Be3onacHocTb Wi-Fi Ha ycTpoincTBax Apple

B ycTpoiicTBa Apple BCTpoeHbl GyHKLNM, NpeaHa3HayYeHHble ansg 6e3onacHoro
nogkntoyeHmnsa Kk cetam Wi-Fi.

ABTONoOgKAOYEHNE

[na noBbllleHMa 6e30MacHOCTM NoMb30BaTeNs YCTPOMCTBO He nogktovyaeTcs
aBTOMAaTM4YeCKM K OTKPbITbIM CETAM U CEeTSIM C NopTanoM aBTopu3aLnm, eCim oOHo

He nofgKJyanoch K HAM B nocnegHue ase Hepenu. MNogpobHee o nonmnTUKax
aBTOMOAK/IIOYEHMS CM. B CTaTbe CNyX06bl nogaepxku Apple Kak yctpoiicTtea iOS, iPadOS
1n macOS onpenenatT NPMOpPUTET aBTOMAaTUYEeCKOro noaknyYeHns Kk 6ecnpoBogHON ceTu.

onnopTyHUcTUYeckoe 6ecnpoBogHoe WndpoBaHue

OnnopTyHucTnyeckoe becnporogHoe wnoposaHme (OWE) paspaboTaHo ang noBblleHUs
6e30MacHOCTU WnppPOBaHMS NnepegaBaeMbiX AaHHbIX B OTKPbITbIX CETAX. OTa TEXHOIOr1S
nomMoraet npegoTBpallLaTb NepexeaT Tpaduka U gpyrue cesizaHHble ¢ HUM aTaku. OHa
3almuLaeT nonb3oBaTenen oT NacCUBHOro HabnoaeHus, wWndpya Tpaduk, nepenaBaemMblii
no cetam 6e3 ayTeHTudUKaumun. NMoanepxka aTon TexHonornn gobaeneHa Ha cnegyoume
ycTpouncTea ¢ iOS 16, iPad0OS 16.1, macOS 13, tvOS 16 n HoBee:

- Bce mogenu iPhone HaunHaga c iPhone 11 n HoBee;
- Bce Mmogenu iPad, Bnepsble BbinyweHHble B 2020 r. n no3xe;
+ BCe Mopfenu KkomnbtoTepoB Mac, Bnepsble BbinylweHHble B 2020 r. 1 nosxe;

- Bce mogenu Apple TV HauunHaga ¢ Apple TV 4K (1-ro nokoneHus) 1 HoBee.

bes3onacHoCTb pexuma Mmogema u obuwero UHTEepHeTa

Mo ymonyaHuto nnatdopmbl Apple NnpenocTaBnaioT ClyyYallHO CreHepupoBaHHbIN
Ha[eXHbI Napob An8 PeXMMOB TOUYKKN gocTyna (pPexunm MogemMa 1 obLWmn MHTEPHET).

B pexume mogema B iOS n iPadOS nogaepyxuneatorca:

« WPA2 1 nn4yHbin WPA3 (no ymon4yaHuto);

«  NnYHbIn WPA2 (ecnu BKIIOYEH peXnUM MaKCUManbHOM COBMECTUMOCTH).
B pexume mogema B macOS nogaepxupatoTcs:

« WPA2 n nu4yHbin WPA3 (no ymMon4aHuto);

«  NnYHbIN WPA3.
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Pe>Xxum MmakcumMmanbHOW COBMECTUMOCTH

Ha iPhone 12 nnu HoBee nonb3oBaTes/lb MOXET BKJIIOUYUTb PEXUM MAKCUMasIbHOM
coBMeCcTUMOCTHM Ans Mmoaema. [ng obecrneyeHnss COBMECTUMOCTU C KITMEHTCKUMMU
yCTPONCTBaAMU B peXnmMe MakCMMasbHON COBMECTUMOCTH:

+  BbIKNOYEH anana3oH 5 Ty, (M gnanasoH 6 'y, ecnm OoH AOCTYNEH);
+  YCTPOWCTBY pa3peLlieHO NCNONb30BaTb TONbKO AnanasoH 2,4 Iy,

+  MPUHYAUTENbHO UCNOMb3yeTcsa NU4HbIN WPA2.

DYHKUNU KOHPUNAEHLUMANBbHOCTU NPU NOAKTIOYEHUMN
K 6ecnpoBoaHbIM CETAM

KoHpunpgeHumanbHOCTb CKaHUPOBaHUA

Ecnu ycTtpoiictBa Apple He cBsa3aHbl ¢ ceTbto Wi-Fi, npn noncke goctynHbix cetent Wi-Fi
OHW MCNoNb3yT cny4vanHbii MAC-agpec. MoucK MOXeT BbIMOMHATLCS A5 HAaX0XAeHUS
nssecTtHon cetn Wi-Fi n nogknoyeHnsa K Hel, a Takxe A/a paboTbl cry>6 reonokauum

C NPUIOXKEHUSMUN, UCMOJb3YIOWMUMK FEONO3ULLUKN, HAaNPUMep, s OTAPaBKM HaNOMUHaHUN
Ha OCHOBE MECTOMOJIOXEHNS NN ANS UCNpaBneHns nHGopmMaum o MeCTOMON0XEHNN

B KapTtax Apple. YuTuTe, 4to ckaHmpoBaHue Wi-Fi, BbimonHsemMoe npu rnonbiTke
noakatYeHus K npegnovyntaemon cetn Wi-Fi, UMeeT Hecny4alHbIn xapakTep.

Kpome Toro, ecnu ycTpocTBo He cBA3aHo ¢ ceTbio Wi-Fi nnm ero npoueccop Haxoantcsa B
pexume cHa, nnatdopmMa Apple Takxe BbINONHAET pacLUMPEHHbIA MOUCK NPeanoYnTaeMon
ceTu Ond Bbirpysku gaHHbix (ePNO), ncnonbsysa cny4danHboit MAC-agpec. Mouck ePNO
BbINOSHAETCS, KOrga yCTPOMCTBO MCMOMb3YeT CNyX6bl reonokaumm Ans NpunoxeHuni,
MNCMONb3YOLWNX Fre030HbI, HAaNpUMep, 414 BblAa4Yn HanoMUHaHUI NPU NPUBAMKEHUN
yCTPONCTBa K onpeneneHHoOMY MeCcTOMoI0XEeHUI0.

Mockonbky MAC-agpec ycTpoincTBa U3MEHSIETCS, KOr4a yCTPOMCTBO OTK/IlOYaeTcs OT
cetn Wi-Fi, naccueHble HabnogaTtenn 3a TpadpukomMm Wi-Fi He MoryT ncnosb3oBaTb €ro
[J19 NOCTOSHHOTO C/IeXXEeHMS 3@ YCTPOMCTBOM, faxe eC/in YCTPOUCTBO NOAKIIOYEHO K
cotoBon ceTu. KomnaHuga Apple coobwmna nponssogmtensm obopyposanua Wi-Fi, 4yto
ans ckaHnpoBaHus Wi-Fi onepaumnoHHble cuctembl iOS 1 iPadOS ncnonb3yoT cnyvanHbii
MAC-agpec 1 4To HK Apple, HM NpoOU3BOAUTENM HE MOTYT NpeacKasaTb 3TU ClyYaliHble
MAC-apgpeca.

Mockonbky MAC-agpec ycTpoicTBa U3MeHSEeTCs, KOraa YCTPOMCTBO OTK/II0YaeTCs OT CeTH
Wi-Fi, naccuBHble Habnogatenn 3a Tpadpukom Wi-Fi He MoryT ncnonb3oBaTb ero ans
NMOCTOAHHOIO CNeXeHUs 3a YCTPONCTBOM, AaXe ecnu YyCTPOMNCTBO NOAK/IIOYEHO K COTOBOM
cetn. KomnaHuga Apple nponHdopmMupoBana nponssoanteneit yctpocts Wi-Fi o Tom, 4yTo
B iOS 1 iPadOS ucnonbsytotca cnyyanHble MAC-agpeca npu ckaHupoBaHumn ceteit Wi-Fi.
Hu Apple, HM Npon3BOAUTENN YCTPONCTB HE MOryT NpeackasaTb aTn MAC-agpeca.

KoHdupeHumanbHocTb KapapoB Wi-Fi

B cocTaB kagpoB Wi-Fi BXognT NOpsaaKoBbIA HOMEpP, NCMOMb3yEMbI HU3KOYPOBHEBbLIM
npotokonomM 802.11 ona obecrnevyeHns addeKTUBHON N HagexHoM cBasmn Yyepes Wi-Fi.
[MocKonbKy 3TV NOPSAAKOBble HOMepa YBENIMYNBAIOTCSA C KaXbIM NepefaHHbIM Kagpom,
MX MOXHO MUCMONb30BaTb A/ cCOnocTaBneHns nHdopmaumm, nepenaBaeMoin Bo Bpems
ckaHnpoBaHus Wi-Fi, ¢ opyrnmm kagpamu, nepefaBaeMbiMn TEM Xe YCTPONCTBOM.
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YTo6bl 36€XaTb 3TOro, ycTponcTea Apple NCNonb3yloT HOBbIM C/yYaliHbI NOPSAOKOBbIN
HoMep npu Kaxaon cMeHe MAC-agpeca Ha HOBbI clyYaliHbin agpec. Cioga BXxoguT
MCMoNb30BaHMe HOBOIO Clly4YaliHOro NopsaaKoBOro HoMepa ANs KaXaoro HoBOro 3anpoca
CKaHWPOBAHWUSA, KOTOPbIN MHULMMPYETCS, NOKa YCTPOMCTBO He CBS3aHO ¢ ceTbio Wi-Fi.
Takune cnyyvaliHble NOPSAKOBble HOMepa BnepBble nNpeacTaBneHsbl B i0OS 16.1, iPadOS 16.1,
macOS 13.1, tvOS 16.1, watchOS 9.1 1 visionOS 1.0. OHN NOALEPXKNBAIOTCS Ha CrefyoLmnx
ycTponcTBax:

- Bce Mogenu iPhone HaunMHaga c iPhone 7 n HoBee;

- Bce Mogenu iPad HayuHasg c iPad (5-ro nokoneHusa) n HoBee;

- BCe MOAEeNn KoMnbloTepoB Mac, BrniepBble BbinyLieHHble B 2018 . 1 N0o3Xe;
- iMac Pro (2017 r.) n HoBeE;

- Bce mogenu Apple TV HauunHasga ¢ Apple TV 4K (1-ro nokoneHus) 1 HOBee;
- Bce Mmogenun Apple Watch HaunHas ¢ Apple Watch Series 3 1 HoBee;

- Apple Vision Pro;

.- Bce mopgenu HomePod.

Kpome TOro, 415 NoBblleHNs KOHOUOEHLNANbHOCTM NONb30BaTeNeN 1 NpenoTBpallLeHns
CHATUS OTNEeYaTKOB C YCTPONCTB Ha yCTponcTBax Apple ncnonbsyercs crnyvanHoe
HayasibHoe 3HaYeHue Npu ckpeMbunHre. ATo 3HaYeHMe MEHAeTCs B KaXa0M Kaape
Npo6HOro 3anpoca UM o6Hapy>XeHus, NPK 3anycke Uan ocTaHOBKe UHTepdeinca,

Mpu Co34aHUM MU pa3pbiBe CBA3U, NMPW POYMUHIE U CO ClyYalHbIMU UHTEPBanamum.

YcTpoiicTBa Apple Takxe MCNOMb3YT CiyyalHble 061acTy TOKEHOB B MHPOPMALMOHHbIX
anemeHTax (IE), BbibUpas HoBOe cnyYalHoe 3HaYeHMe NpU KaXaon TpaH3akumn. 3To
rnomMoraeT rapaHTMpoBaTb OTCYTCTBME NpeackasyeMon CXeMbl 3HaYEeHU Takux obnacTen

B HECKOJ/IbKMX TPpaH3aKLMaX, a Tak)Xe HEBO3MOXHOCTb ONpeae/InTb KOHKPEeTHOe YCTPOMCTBO
no ykasaHHoM cxeMe. CnyyaliHble o6n1act ucnonbsytotrca ansg IE Bo Bcex uHTepdencax
(KNMeHT, pexxmMbl TOYKM gocTyna u P2P).

KoHoupeHumanbHocTb Wi-Fi Ha ycTpouncTtBax Apple

B ycTpoiicTBa Apple BCTpoeHbl GYyHKLNMK, NpeaHasHayYeHHble ans KoHbGUOeHUManbHoro
nogkntoyeHmnsa Kk cetam Wi-Fi.

KoHdunpgeHumanbHblie agpeca Wi-Fi

Ha ycTtpoiictBax ¢ iOS 14, iPadOS 14, macOS 14, watchOS 7, visionOS 1.0 unu HoBee

npu nogkntovyeHnn Kk cetn Wi-Fi ycTpolicTBO MOXET MAEHTUOULMPOBATL cebs, UCNOoNb3ys
YHUKanbHbIN cny4danHbiin agpec Wi-Fi (MAC-agpec). 3To yC/IOXHSAEeT oTCcnexuBaHue
YCTPOWNCTB M NoBblWaeT KOHOUAEHLMANbHOCTb NoNb30BaTENEN.

lMpumeyvaHmne. 3Ty GYHKLUIO MOXHO BK/IIOUYNTb B CUCTEME yNpaBneHnUs MOBUAbHbIMK
yctpoiictBamu (MDM) (Tpebyetcs visionOS 1.1 unn Hoeee). Ecnun aTa GyHKLNS BKIOYEHA,
onepaumnoHHas cuctemMa otobpaxkaeT B HacTpolikax npegynpexneHne cUCTeMbl
6e30nNacHOCTN O TOM, YTO B JAHHOW CETU CHUXEH YypOBeHb He3onacHoCTH.

Ha yctpoiictBax ¢ iOS 18, iPadOS 18, macOS 15, watchOS 11, visionOS 2.0 unu HoBee
ana dyHkunm «KoHomnageHumanoHole agpeca Wi-Fi» gocTynHbl Tpu pexunmMa paboTbl.
[na Kaxgon ceTu MOXHO Bbl6paTh 060 U3 TPEX PEXNUMOB, MEepPeYnCieHHbIX aanee.
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«  Bobika. lng ycTpoiicTBa ucnonb3yetca annapaTHbln aapec Wi-Fi, NT0sToOMy OHO MOXeT
oTCNeXnBaTbCA CETAMU U HaXO4AWMMKUCS PaaoM ycTpolcTBamm Wi-Fi.

«  Cratuyeckuii agpec. CTaTUYeCKMIA YaCTHbIN agpec 3aTpyLHSEeT OTCNeXnBaHne Mexay
ceTaMu, Tak Kak B CETU UCNONb3yeTca YHUKanbHblh Wi-Fi. 9TOT BapuaHT No ymMon4aHuio
ncnonb3yeTcs ANs 3alULLEeHHbIX CEeTEeBbIX COeAMHEHUN, TaKUX Kak Nn4YHbIn WPA2,
koprnopaTueHbii WPA2, nuyHblii WPA3, kopnopaTueHbiii WPA3, kopnopaTueHbiii WPA3
€0 192-6UTHbIM KIOYOM U NNYHbIK WPA3 R3.

« Portauyus agpeca. PoTauuna 4acTHOro agpeca 3aTpy4HAET oTCnexXunBaHue, Tak Kak
YCTPOMCTBY B CETU NPUCBanBaeTCs Nepnogmveckn MeHswowmica agpec Wi-Fi. 3tot
BapMaHT Mo YMOJIYaHUIO UCNONb3yeTcsa O COeANHEeHU co cnabon ayTeHTUdMKaumen
n cnabbiMu MeTogamMu WndpoBaHus, Takummu kak WPA, OWE, WEP, nopTtanbl
aBTopM3aunu U OTKPbITblE CETHU.

MoppobHee B cTaTbe cnyx6bl noanepxkn Apple Micnonb3oBaHue YacTHbix agpecoB Wi-Fi
Ha iPhone, iPad n Apple Watch.

CKpbITble ceTu

Ons noeHtTudukaumm cetn Wi-Fi ncnonbayetcsa ee ceTeBoe UMS, U3BECTHOE KakK
uaeHTupukatop Habopa cayx6 (SSID). Ons HekoTopbix ceTelt Wi-Fi HacTpoeHo cKkpbiTue
SSID, B pesynbTaTe Yero Ha yCTPONCTBE He oTobGpaxkaeTca uMsa ceTu. Takme cetu
Has3blBaOTCHA CKPbITbIMU. YCTPOUCTBa Apple aBTOMaTU4YeCKM pacrnosHatoT, CKpbiTa nn

ceTb. Ecnn ceTb cKpbiTa (M TONIbKO B 3TOM Clly4ae), YCTPOMUCTBO OTNpaBngeT Npo6HbIn
3anpoc, B KOTOPbIN BK/OYEH 3anpoc ngeHtndumkatopa SSID. OTa Mepa HanpaB/eHa Ha To,
YTO6bl YCTPOMCTBO HE cOo0bLIaNno MMeHa CKPbITbIX paHee ceTel, K KOTOPbIM Noakstoyarncs
nonb3oBaTenb, 4To obecneymBaeT LOMONHUTENbHYIO KOHOUAEHLMANbHOCTD.

Be3onacHoOCTb pexunuma Mmogema, obero UHTepHeTa U NPAMbIX
coeguHeHun

Mpn yCTaHOBMEHUM MPSAMbIX COeAMHEHUN Mexay ycTpoiicTBamu no Wi-Fi Apple reHepupyet
cnyvaliHble MAC-agpeca, 4To6bl ncnonb3osaTtb ux ana AirDrop u AirPlay. CnydaiiHble
afpeca Takxe ucrnonb3ylTcs ans pexmma mogema B iOS n iPadOS (¢ SIM-kapToi) n
obuiero nHTepHeTa B macOS. HoBble cny4aiHble agpeca reHepupytoTcs Npu Kaxaom
3anycke aTUX CeTeBblX UHTEPPENCOB; ANg Kaxaoro nHtepdeica Nno Mepe HEO6XOAUMOCTH
reHepupylTCca CBOW yHMKarnbHble agpeca.

CnyuJaliHblii coBUT AN GYHKLUU CUHXPOHU3aLUM BpeMEHHU

YT106bI NOBbLICUTDL KOH(DVIJJ,eHU,VIaJ'IbHOCTb rnonb3oBaTenen u npegoTBpaTuUTb CHATUE
0OTNe4YaTkoB C YCTPOWCTB, yCTponcTBa Apple MCNONb3YIOT CNy4YalHblin CTapPTOBbIA CABUT
ONS QYHKUMN CUHXPOHM3aLumn BpemeHu (TSF) npu Bcex NpsaMbiX NMOOKIOYEHMAX U BO BCeX
pexunmMax Touku goctyna. AToT 56-6UTHbIN COBUT HE NMO3BOMSET 3/10YMbILIIEHHUKY
ncrnonb3oBaTb 3HavyeHne TSF ona obxona cnyvaliHoro Bbibopa MAC-agpeca. 9T1oT
cnyyanHbii caur TSF npuMeHsieTca ona nHtepdenca npu kaxaon cmeHe MAC-agpeca.
Moppepykka cny4daHoro casura TSF pob6asneHa Ha cnefytouine yctpoiictea ¢ iOS 15,
iPadOS 15, mac0S 12.0.1, tvOS 15, visionOS 1.0 n HoBee:

- Bce Mmogenu iPhone HaunHaga c iPhone 8 n HoBee;
- Bce mogenu iPhone SE HaumHas c iPhone SE (2-ro nokoneHus) n HoBee;
- Bce Mogenu iPad HaunHas c iPad Air (3-ro nokoneHus) u HoBee;

+ BCe Mopenu KomnbloTepoB Mac, Bnepsble BbinylweHHble B 2020 r. 1 no3xe;
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- Bce mogenu Apple TV HaunHaga ¢ Apple TV 4K (1-ro nokoneHus) n Hoeee.

- Apple Vision Pro;

- Bce mopenn HomePod.

Be3onacHocTb Bluetooth

B ycTpolictBax Apple ncnonbsytoTtcsa gBe Bepcumn npotokonos Bluetooth®: Bluetooth
Classic u Bluetooth Low Energy (BLE). Mogenb 6esonacHocTu Bluetooth o6enx Bepcuii

BK/IOYaET creaylolme otaenbHbie GyHKLNN 6e3onacHocTu:

- CospgaHue napsl. Npouecc co3gaHnsa OgHOro MU HEeCKONbKUX 0BLWMX KoYel.

- CassbiBaHMe. CoxpaHeHue KJlYei, creHepuMpoBaHHbIX MPY co34aHuu napbl, Ang
MCMNONb30BaHUA BO BPeMs Noceayolmx nogkatodeHnin, 4tobbl chopMmnpoBaThb napy

[OBEpPEHHbIX YCTPOMCTB.

«  AyTeHTupukayms. KOHTPOIb TOro, YTo y 060UX YCTPONCTB UMEIOTCS O4MHAKOBbIE KIHOYN.

- lngppoBaHmne. KoHOUOEHUNANBHOCTb COOBLLEHWA.

« LlenocTHOCTh coobLyeHMi. 3almTa OT NoAAeNKU COOBLEHUN.

- BesonacHoe npocToe cosgaHue rnapbl: 3alWmTta oT NaCCUBHOIO NMPOCAYLIMBAHUS U
3alMTa OT aTak TUMa «4YefloBeK NocepeanHe».

B Bluetooth Bepcuu 4.1 Ha ypoBHe nepepnaymn Bluetooth Classic BR/EDR po6aBneHa
dYHKLUMA 6e30MacHbIX COeaNHEHUN.

B cnepytouleit Tabnuue npueeneHbl GpyHKLMM 6e30nacHOCTM ANa Ka)xaoro tuna Bluetooth.

Moppepixka

Co3pgaHune napbl

CBa3blBaHMe

AyTeHTUdUKayms

WndposaHue

LlenocTHOCTb CoOBLEHUIN

BesonacHoe npocToe co3gaHune
napbl: 3alWUTa OT NAaCCUBHOIo
npocnywmnBaHua

Bluetooth Classic

annuntudeckas kpusas P-256

MHpopmMaumsa o cosgaHumn napsl,
XpaHsiuasncs B 6e3onacHoM MecTe
Ha ycTpoicTeax iOS, iPadOS,
macOS, tvOS n watchOS

Anroputmbl, ogobpeHHbie FIPS
(HMAC-SHA256 1 AES-CTR)

Kpuntorpaduyeckme onepauunm
anroputma AES-CCM,
BbIMONHAEMbIE B KOHTpONepe

Anroputm AES-CCM,
ncnonb3yemblii ons o6ecrneyeHns
LLeNTOCTHOCTM coobLweHuni

MpoTokon o6MeHa Ondpodun —
XennmaHa Ha anINNTUYECKNX
KpuBbix (ECDHE)

Bluetooth Low Energy

AnropuTMbl, ogobpeHHble FIPS
(AES-CMAC un annuntun4yeckas
KkpuBasa P-256)

MHpopmMaumsa o cosgaHumn napsl,
XpaHsiuascs B 6e3onacHoM MecTe
Ha ycTpoicTeax iOS, iPadOS,
macOS, tvOS n watchOS

Anroputmbl, ogobpeHHbie FIPS

Kpuntorpaduyeckme onepauunm
anroputma AES-CCM,
BbIMONHAEMbIE B KOHTpONepe

Anroputm AES-CCM,
ncnonb3yemblii gns o6ecrneyeHns
LLe/IOCTHOCTH COOBLEeHNI

MpoTokon o6MeHa Oudpodun —

XennmMaHa Ha anAUNTUYeCcKmX
KpuBbix (ECDHE)
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Moppepixka

besonacHoe npocToe co3faHue
napbl: 3awWmMTa oT atak Tuna
«yenosek nocepeaunHe» (MITM)

Bluetooth Classic

[1Ba 4ncnoBsbix MeTOAa C y4yacTUeM
nonb3oBaTend: Yncnosoe
CpaBHeHWe Ui BBOA Napongd

Bluetooth Low Energy

[1Ba 4yncnoBsbix MeTOAa C y4yacTUeM
nonb3oBaTend: Yncnoeoe
CpaBHeHWe UM BBOA Napongd

[na cospanusa napbl TpebyeTcs
OTBEeT Mosb3oBaTens, BkoYas
BCE PEXWMbl cCOo3aaHus napbl 6e3
yenoseka nocepeavHe

i0OS 9 n HoBee

Bluetooth 4.1 u HoBee iMac, BbinyleHHbI B KoHLe 2015 T.

nnosxe iPadOS 13.1 1 HoBee

MacBook Pro, BbinyL,eHHbI B
Hayvane 2015 r. n no3xe

macOS 10.12 1 HoBee
tvOS 9 n HoBee

watchOS 2.0 n HoBee

Bluetooth 4.2 n HoBee iPhone 6 n HoBee iOS 9 n HoBee
iPadOS 13.1 1 HoBee
macOS 10.12 1 HoBee
tvOS 9 n HoBee

watchOS 2.0 n HoBee

KoHpuaeHumanbHocTb Bluetooth Low Energy

[ng 3awmTbl KOHGUOEHUNANbHOCTM NoNb3oBaTeNet B cocTaB BLE BkoYeHbl cneaytouime
aBe GYHKLUUKN: UCMOMb30BaHNE CyYalHbIX afpecoB U Nofy4YeHne NPOn3BOAHbIX KloYel
015 HECKOJMIbKMX BUAOB CBA3M.

Ucnonb3oBaHue CayyariHbiX afpecoB CHUXaeT BEPOATHOCTb OTCNEXNBaHNA YCTPONCTBA
BLE B TeyeHMe onpeneneHHoro nepuoaa BpeMeHun 6narogaps 4aCToMy U3aMeHeHuo
agpeca yctpolictea Bluetooth. YTo6bl yCTPONCTBO, UCMONb3Yiolee 3Ty GYHKLMUIO
3alMTbl KOHGUAEHUMANbHOCTN, MOTO MOBTOPHO MOAKNOYNTLCA K 0BGHAPYXKEHHbIM
paHee yCTpoNcTBaM, He06XxoA4MMO, YTOBbI Apyrve yCcTpoWCcTBa MO NOMYyYnTb agpec
YCTPOWCTBA, Ha3blBaeMblii YacTHbIM aAgpecom. s reHepaumnm 4yacTHOro agpeca
NCMNoNb3yeTca KoY paclindpoBKK, KOTOPbIM YCTPOWCTBA O6GMEHSANUCH NPU CO3aaHuUK
napbl.

iOS 13 nnn HoBee 1 iPadOS 13.1 Unn HoBee MOTYT M0/1y4YaTh MPOM3BOAHbIE K/THOYM KaHa/10B
A1 HECKO/IbKNX BMAOB CBSI3M. Hanpumep, KoY KaHana, cosgaHHbii ansg BLE, MoxHO
MCMNONb30BaTh A4 NoNyyYeHnsa NPonsBoaHOro kda kaHana Bluetooth Classic. Kpome
Toro, Apple po6asuna Bluetooth Classic k nogaepyxke BLE ong ycTpoiicTs, KoTopble
noaaepxuBatoT GyHKLMIO 6e30MacHbIX COeaMHEHU, NpeacTaBleHHyo B 6a3oBoi
cneundukaumn Bluetooth Bepcum 4.1 (cM. 6azoByto cneundurkaumto Bluetooth Bepcum 5.1).
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Be3onacHOCTb CBEPXLLINPOKOMOSIOCHOWM
TexHosiorum B iOS

B HoBoM uumne U1, paspaboTaHHOM KoMnaHuel Apple, ncnonbayetcs
CBEPXLWMPOKOMNONOCHAas TEXHONIONUS A9 OpueHTaumm B npocTpaHcTBe. bnarogaps

3Tol TexHonorum yctponctea iPhone 11, iPhone 11 Pro, iPhone 11 Pro Max n 6onee

HoBble Mofenn iPhone MoryT onpefensitb TOYHOE MECTOMOMOXEHNE APYTNX YCTPOUCTB
Apple, ocHaweHHbix U1. CBepXWMPOKOMNOSOCHas TEXHOMNOIMS UCMNOMNb3YeT Te Xe MeToAbl
paHoOMM3aLMK AaHHbIX, KOTOPbIe UCMOJb3YTCA B APYrMX NOALEPXKMBAEMbIX YCTPOUCTBAX
Apple:

- Wcnonb3oBaHue cnyvaiiHbix MAC-agpecoB

«  Mcnonb30oBaHWe cryYalHbiX NOPSAAKOBbIX HOMepoB Kagpos Wi-Fi.

be3onacHOCTb eAnHOro Bxoaa

EQuHbIN BXOA,

i0S, iPadOS u visionOS nogaepXmBatoT ayTEHTUHMKALNIO B KOPNOPATUBHBIX CETAX
nocpencTtBoM eamHoro Bxoga B cuctemy (SSQO). TexHonorua SSO paboTaeT ¢ ceTaMM Ha
ocHoBe npoTtokona Kerberos, obecneynBasa ayTeHTUGUKaLMIO Nob3oBaTenen B cnyxbax,
K KOTOPbIM Y HUX eCTb AocTymn. SSO MOXHO MCMONb30BaTb A4 LEeNoro psaaa pasianyHbixX
ceTeBbIX Onepauunii, HauMHaa ¢ 6esonacHbix ceaHcoB Safari U 3akaHYMBas NPUITOXKEHUAMMN
CTOPOHHUX pa3paboTynkoB. TakxXe NogaepxuBaeTcst ayTeHTUdUKaLns Ha OCHOBE
cepTudukaTtos, Takaa kak PKINIT.

macOS nogaep>XXnUBaeT ayTEHTUPUKALLMIO B KOPMOPATUBHbBIX CETAX nNocpeacTtsom Kerberos.
MpunoXxeHnsa MoryT ncnonbsoBaTb Kerberos ang ayTeHTMduMKaunm nonb3oBaTenen B
cnyx6ax, K KOTOpbIM MM pa3pelleH ocTyn. Kerberos Tak)xe MOXHO UCNONb30BaTb AN
LLesioro paaa passinyHbiX CeTeBbIX onepauuii, HaumMHas ¢ 6e3onacHbix ceaHcoB Safari u
ayTeHTUdUKaunm B ceTeBbiX GaitioBbliX CMCTEMAX WU 3aKaH4YMBaAsA NMPUTOXEHNUAMU CTOPOHHUX
pa3paboTumkoB. MoaaepxnBaetca ayTeHTUOUKALIMA HA OCHOBE cepTUdUKaTOB, ogHaKo Ans
3TOro NPUoXeHue OOMKHO 3aaencTeoBaTbh APl paspaboTymka.

[na B3anMoOencTBus Co LWo3aMu ayTeHTudmrKaumm Ha ocHoee Kerberos 1 BCTpoeHHbIMU
B Windows cuctemamum ayTeHTUGMKALMKN, NOOAEPXKMBAOLWMMN yaocToBepeHuns Kerberos,
TexHonorusg SSO B i0S, iPadOS, macOS u visionOS ncnonb3yet TokeHbl SPNEGO

n npoTtokon HTTP Negotiate. Mogaepxka SSO ocHoBaHa Ha NPOEKTe C OTKPbITbIM KOAOM
Heimdal.

Mopopep>XuBatoTCs cliefytoline TUMbl WMbPOBaHUS:
- AES-128-CTS-HMAC-SHA1-96

+ AES-256-CTS-HMAC-SHA1-96

- DES3-CBC-SHA1

- ARCFOUR-HMAC-MD5
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Safari nopgaepxuBaet SSO. 119 UCNOIb30BaHUA 3TON TEXHOIOT UM TakKXXe MOXHO HaCTPOUTb
NPUI0XEHUA CTOPOHHUX pPa3paboTUnKoB, KOTOPbIe UCMOMb3YIOT CTaHOAPTHble CeTeBble

API B iOS, iPadOS wu visionOS. nga koHourypuposaHus SSO B iOS, iPadOS un visionOS
ncrnonb3yeTcst nonesHas Harpyaka npodunsg KoHGUrypaumm, Nno3BoastoLLas cMcTteMam
ynpasfieHnsa MobunbHbiMK ycTpolicTBamu (MDM) nepenaBaTb HEOOXOAMMbIE HACTPONKMN

Ha ycTpoicTea. Ctofa BXoOMUT HacTpolika OCHOBHOr0O MMeHM Nosib3oBaTens (KoTopbiM
ABNSEeTCS yYyeTHas 3anucb nonb3oBaTtensa Active Directory) n HacTpoliku obnacTen
Kerberos, a Takxe HacTpolika npunoxeHuin n se6-agpecos Safari, KOTOpPbIM paspeLleHo
mncrnonbsoBaTtb SSO.

Pacwunpsgemas TexHonorma eguHoOro Bxoaa

Pa3paboTunku NpuIoXeHUn MOryT NPefoCcTaBNATb COOGCTBEHHbIE peannaaumm TEXHONOrUn
efMHOro BXxoda Ha ocHoBe paclumpeHnin SSO. PacwmnpeHua SSO Bbi3biBalOTCH, Koraa
HaTUBHOMY MPUNOXEHUIO NN BEO-NPUNIOXEHUIO HEOHXOAMMO 06paTUTHCS K KakoMy-nn6o
NOCTaBLLMKY YCIYTr naeHTuduKkaumm gna aytTeHTndunkaumm nonbaopatens. Pazpabotynku
MOryT NPefoCcTaBnaTb ABa TUMa pPaclUMPEHUA: paclUMpPEHUNs, KOTOpble NepeHanpaBnsoT

Ha HTTPS, n pacwnpeHus, KoTtopble NCNOb3YIOT MeXaHW3M 3anpoca-oTBeTa, HanpmumMmep
Kerberos. bnarogapsa aToMy pacwmnpsemas TEXHONOrMS eANHOro Bxofaa nofanepxueaeT
cxeMbl ayTeHTUdMKaumm OpenlD, OAuth, SAML2 n Kerberos. PacwunpeHus SSO Takxe
MOTyT noggepxmBaTtb ayTeHTUdmnKaumo macOS ¢ noMoubio COGCTBEHHOr0 NPOTOKONA
e[IMHOro BXxoda, KOTOpbI MO3BONAET Nosly4aTb TOKEHbl eAUHOro Bxoaa npu sxoae B macOS.

[ng ncnonb3oBaHWs pacllMpeHnss e4MHOro BXo4a NpunoXKeHne MoxXxeT ncnonb3oBaTb N11Mbo
API AuthenticationServices, nn6o mexaHn3am nepexsaTa URL-agpecos, npeanaraemMblil
onepauunoHHon cuctemoin. WebKit n CFNetwork npegocTtaBnstoT ypoBeHb nepexsaTa,
KOTOpbI ob6ecrneynBaeT aBTOMaTUYECKYO NOALEPXKKY €ANHOro BXxoda aas noboro
HaTUBHOIO NPUIOXeHUa U npunoxerHuns WebKit. [1ns Bbi3oBa pacliMpeHuns e4uHoro
BXO[a He0BXOAMMO YyCTaHOBUTb NPeAOCTaBNEHHYIO0 aAMUHNCTPaTOPOM KOHOUIypaLmio,
ncnonbsysa npodunb ynpaeneHns MobunbHbiMu yctponcteamun (MDM). Kpome

TOro, paclnpeHmnsa nepeHanpasieHns AOKHbI UCMOMb30BaTb NOME3HYIO HAarpys3Ky
aCCOUMUPOBAHHbIX JOMEHOB A9 MOATBEPXAEHMS TOr0, YTO NOALEPXKMBAEMbI UMUK cepBep
noeHTndmnKaumm 3aHaet o6 nx CyLLecTBOBaHUN.

BmecTe c onepalMoHHON CUCTEMOM NpeaocTaBngeTcs TOJIbKO OHO pacllupeHme:
Kerberos SSO.

be3onacHocTb AirDrop

YcTpoiictBa Apple, nogaepxunsatoume AirDrop, ncnonbaytoT Bluetooth Low Energy

(BLE) n pazpaboTaHHyto Apple TexHonoruto npsmoro coegmHeHunsa no Wi-Fi, ytobbl
oTNpaBnaATb Galnbl U UHPOPMaLMIO Ha Haxoddalimecs pPaaoM YCTPOWUCTBa, B TOM Yncie
noapepxupatowme AirDrop yctpoictsa iPhone un iPad ¢ iOS 7 unun HoBee 1 KOMMbOTEPDI
Mac ¢ OS X 10.11 unu HoBee. [1na npsiMoro o6MeHa nHGopMaumen Mexny yCTponcTeamMmm
ncnonbsyetca pagnocesasb Wi-Fi — noaktovyeHne K MIHTEPHETY UK Touke 6ecnpoBOgHOro
OOCTyna He TpebyeTcs. 3TO noakntovYeHne wnudpyetcs ¢ noMmoubio TLS.

Mo ymonyaHuio oyHkuna AirDrop HacTpoeHa Ha NpedocTaBfieHMe AocTyna «ToNbKo Ang
KOHTaKTOB». lMonb3oBaTenu Takxe MoryT HacTpouTb AirDrop Ha gocTyn «[Nnsg Bcex» uam
MOMTHOCTbIO OTKOUYNTL 3TY GYHKLMI0O. OpraHnsaumnm MoryT 3anpeTnuTb UCMONb30BaHMe
AirDrop Ha yCTpoICTBax Unx B NPUIOXKEHUAX, YNPABISEMbIX C MOMOLLbIO CUCTEMDI
ynpasrieHnsa MobunbHbiMK ycTpolicTBamu (MDM).
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Pa6oTta AirDrop

AirDrop ncnonbsyet cnyx6ebl iCloud ons ynpouweHus aytTeHTUdUKaLMM nonb3oBaTenen.
Korga nonb3oBaTenb BxoauT B iCloud, Ha ycTponcTee coxpaHsaeTcs 2048-6UTHbIN
noeHTudukatop RSA, a Korga nonb3oBaTenb BkAtoYaeT AirDrop, cospgaeTcsa xell KpaTKoro
noeHTuounkatopa AirDrop Ha OCHOBe afipecoB 3/IEKTPOHHOM NOYTbl U HOMepPOB TenedoHa,
cBA3aHHbIX ¢ AKkkayHTOM Apple aToro nonb3oBaTens.

Korga nonb3oBaTesnb aKCnopTuUpyet 06bekT Yepe3s AirDrop, oTnpasnsiolLee yCTPONCTBO
nepepaet no kaHany BLE curHan AirDrop, cogep allnii Xell KpaTKoro ngeHtuoukatopa
AirDrop. Ecnn no6nmsocTtu ecTb apyrue yctpoiictea Apple, KoTopble He HaxoaaTcs

B PeXMMe CHa U Ha KOTOpPbIX BKIOYeHa ¢yHKUMSA AirDrop, OHM pacnosHatoT CUrHan

1 OTBEYaloT Ha Hero, UCnosb3ysa TexHonoruto npsamMoro coegnHeHna Wi-Fi, 4ytobbl
nepepatolliee yCTPONCTBO MOI0 pacno3HaTb MAEHTMOUKATOPbl BCEX OTBEYAOLWMX
YCTPOMNCTB.

B pexunme «ToNMbKO A9 KOHTAKTOB» MOJIyYeHHbIN Xell KpaTkoro naeHTudunkatopa AirDrop
CpaBHMBAETCA C XelWaMu nosb3oBaTenei B NPUNoXeHUn «KOHTaKTbl» Ha YCTPOMCTBE
nonyyatend. Ecnu HallgeHo COOTBETCTBUE, MPUHUMalOLLee YCTPOMNCTBO oTBeYaeT

no npsMoMy coeanHeHunto Wi-Fi u oTnpasnset ceoit ngeHTudumkatop. Ecnm cootsetcTene
He HalileHO, YCTPOWCTBO He OTBevaer.

B pexume «[ng Bcex» UCMOMb3yeTca aHanornyHas npouenypa. OgHako npMHUMaloLee
YCTPOWCTBO OTBEYaeT faxe B TOM C/lyyae, ec/im COOTBETCTBME B NPUNOXEHUN « KOHTaKTbI»
Ha YyCTPOMNCTBE He HalaeHo.

3aTeM nepepatllee yCTPONCTBO MHULMUPYET coeanHeHne AirDrop, ncrnonbsys npsamoe
coefuHeHune Wi-Fi, 1 no aToMy coegMHeHUIo OTNpaBaseT NPUHUMalOLLEMY YCTPONCTBY
XeLl MoJsIHOTro naeHTuomKaTopa. ECnm xew nNonaHoro naeHTudukaTopa CoOoTBETCTBYET
Xelly U3BECTHOrO MoJfib30BaTeNs B NPUIoXeHUn « KoHTakTbl» nofyyartens, To nonydaTens
oTnpaBngeT B OTBET XeLUM CBOUX MOMHbIX NOAEHTUDUKATOPOB.

Ecnu xewn npownn npoBepky, B cnnucke obwero goctyna AirDrop Ha ycTpolicTee
oTnpaBuTena otobpakaeTcsa uMs nony4yaTens n ero potorpadus (Npu ee HaNUYUK

B npunoxeHnn «KoHTakTbl»). Ha ycTponcTBax ¢ iOS n iPadOS oHuM oTo6paxatoTcs

B pasgene «Jllogn» unu «YcTponcTea». ECnm ycTpoicTBa He NPOLLIN NMPOBEPKY UK
ayTeHTUdUKaLMIO, OHM oTobpaxkatoTcs B cnncke obuiero goctyna AirDrop Ha ycTpolicTee
OTNpPaBUTENS CO 3HAaYKOM CUJTyaTa U UMEHEM YCTPOMCTBA, 3afaHHbIM B none
«HacTpolikn» > «OcHoBHble» > «O6 ycTpoincTtee» > «Mma». OHM NoMeLwatoTca B pasgen
«[Opyrue nogn» B cnucke obwero goctyna AirDrop.

3aTeM oTnpaBuUTeNb MOXET BbiGpaTb NoMb30BaTeNs, KOTOPOMY OH Xo4eT nepenatb ¢Gannbl.
Mocne Bbi6opa Nonb3oBaTend nepegatllee yCTPONCTBO UHULMUPYET 3aliMdpoBaHHOE
TLS-coegnHeHue C NPUHMMAKOLWNM YCTPOMCTBOM, A1 Yero ycTponcTtesa ooMeHmBalTCo
ceptudunkatamm ygoctosepenus iCloud. YoocToBepeHue B cepTudumkaTax nposepseTcs no
npunoXxeHntio «KOHTaKTbI» KaX[0ro nosb3osBaTtens.

Ecnu cepTudmMKaTbl NpoLLAN NPOBEPKY, NosyYaTesb AOSKEH NPUHATb 3aNpoC Ha BXOAALLYIO
nepenavy oT UAEHTUOULMPOBAHHOIO NOJIb30BaTENA UMK YyCTPONCTBa. Ecnin BbiGpaHo
HECKO/IbKO MoslyyaTesnen, aToT NpoLecc NoBTOPsSeTCs Ha Ka)aoM LLe/ieBOM YCTPOICTBe.
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be3onacHocTb obuero goctyna K naponsam Wi-Fi

YcTtpoiictea Apple, nogaepxueatouime obuwmii goctyn Kk naponam Wi-Fi, ucnonbsytor
MexaHu3M, aHanoru4yHbliii AirDrop, ons nepepaydun naponen Wi-Fi Mmexay yCTpoONCTBaMu.

Korpa nonbsoBaTenb Bbibupaet cetb Wi-Fi (3anpalumBatolLas CTopoHa) UanM nonb3oBaTesnto
npegnaraetcs BeecTn naponb kK Wi-Fi, ycTpoiicTBo Apple HaunHaeT onoBeleHne
Bluetooth Low Energy (BLE) ¢ ykasaHueM Ha To, 4To eMy TpebyeTcs naponb K Wi-Fi.
Opyrue yctporictea Apple, Haxoaswmecs Noban30CTn, He Haxo4sWMECS B PEXUME CHa U
pacnonaratouwme naponem K BbibpaHHon cetn Wi-Fi, nogknoyatoTca K 3anpalineatolLemy
ycTponcTsy Yyepes BLE.

YcTpoicTBO, pacnonaratoliee naponem Kk Wi-Fi (npegocTaBnaiouas cTopoHa), Tpebyet
KOHTaKTHY0 MHGOPMaLMIO 3anpallmBatoLLeN CTOPOHbI. 3anpallnBatoLlas CTOPOHa O0J1KHa
NoATBEPAUTb CBOK MOAJIMHHOCTb, MCMOMb3Ys NPOLECcC, aHanornyHbli AirDrop. Mocne
NOATBEPXAEHNS MOANMHHOCTM NPefoCcTaBgiolLLas CTOPOHa OTNPaBsSeT 3anpallmBaioLLei
CTOPOHE KOA-Maposib, KOTOPbIA MOXET UCMOMb30BaTbCA A NOLK/IIOYEHUS K CETH.

OpraHusaumm MoryT orpaHnunTe obMeH naponamu ot Wi-Fi Ha ycTpolicTBax unm
B NMPUOXEHUSIX, YNPaBASEMbIX C MOMOLLbIO CUCTEMbI YNPaBAeHns MOBUIbHbIMU
ycTponcteamu (MDM).

be3onacHocTb 6paHagmMayapa B macOS

B macOS BcTpoeH 6paHaMayap A4 3awmTbl Mac oT ceTeBbIX aTak U aTak TUna «oTka3a
B 06CNy>XMBaHUM». Ero MOXHO HacCTpouTb, BbibpaB «CUCTEMHbIe HAaCTPONKN» >
«KoHdpunpeHunanbHocTb 1 6e3onacHocTb» (B macOS 13 unun HoBee), OTKPbIB NMaHesb
«Bbe3onacHocTb N KOHOUAEHLMANbHOCTb» B CUCTEMHbIX HacTponkax (B macOS 12

nnn Hoeee) NMb0O NocpencTBOM NPodung KOHGUrypaLmm, yCTaHoBUB MNOME3HYIO
Harpysky 6paHgmMayapa Bpy4Hyto unm ¢ nomouibto MDM. MopgaepxunsaroTca cregytoline
KOHbUrypauum:

«  6noKMpoBaHME BCEX BXOOAALLMX NOAK/OYEHUA HE3aBUCUMO OT NpPUNoXxeHun4,

« aBTOMaTM4Yeckoe paspelleHne BCTPOEHHOMY NporpaMMHoMy o6ecrneyeHunto NpUHNUMaTb
BXOAdLMe MOAK/I0YEeHUS;

¢ aBToOMaTun4yeckoe paspelieHune 3arpy>xXxeHHomMmy n noanmcaHHoOMy nporpaMMHOMY
obecneyeHuto NMPMHNUMaTb BXoaduwmne nogkiatovYeHns,;

* pa3pewieHne nnum 3anpet AoCcTtymna Ha OCHOBE YKa3aHHbIX MOJIb30BaTe/lIEM I'IpVIﬂO)KeHVIﬁ;

- 3anpeT KoMMbloTepy Mac oTBeyaTb Ha 30HAMPYIOLLNE 3aMPOChl U 3anpocChl
CKaHUPOBaHMs NOPTOB MO NPOTOKOY MEXCETEBbIX YNpaBnsatomx coobuieHunii (ICMP).
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be3onacHOCTb KOMMJIEKTA pa3pa60TL|M|<a

O630p 6e30MacHOCTMN KOMMJIEeKTa pa3paboTynka

Apple npepocTaBngeT pag NporpaMMHbIX cpef, C NMOMOLLLbIO KOTOPbIX CTOPOHHUE
pa3paboTymMKM MOTryT paclnpPaTb BOZMOXHOCTHU cny>6 Apple. KoHduaeHumanbHoCcTb
1 6e30MNacHOCTb 3a/10XKEHbl B OCHOBY CNeAyoLWnX NPporpaMMHbIX Cpea;:

+  HomeKit;
.« SiriKit;

+  WidgetKit;
- DriverKit;
- ReplayKit;
« ARKit;

- nnatdpopma NFC u SE.

Be3sonacHocTb HomeKit

Be3onacHocTb o6MeHa gaHHbiMu HomeKit

HomeKit npegocTaBngeTr MHGPaCTPYKTYPY «YMHOro goMa», KoTopas UCNonb3yeT GYyHKLMN
6es3onacHocTu iCloud 1 ycTpolicTBa B LeNsx 3aWnTbl U CUHXPOHM3AUMN INYHbIX OaHHbIX
6e3 nepepayn aTolt MHGOpPMaLmMM B komnaHuio Apple.

MpeHTnounkaumna n 3awmta B HomeKit peannsoBaHbl Ha 6a3e nap OTKPbITbIX U

NINYHBIX Kntoyen. Mapa kntoyeit EA25519 reHepupyeTcs Ha yCTPOUCTBE Nonb3oBaTens

M 3aTeM CTaHOBUTCSA MaeHTMdMKaTopoM nonb3osatens B HomeKit. Takas napa

K/toYen ncnonb3yetcs Kak yacTtb npotokona HomeKit Accessory Protocol (HAP) ons
ayTeHTUdUKaUMM NpaMoro obMeHa gaHHbIMU Mexay ycTpoincTteaMmu Apple 1 akceccyapammu
HomeKit nonb3oBaTens.

Mpn Hann4Mn goMallHero LeHTpa nonb3oBaTenu obuiero goMa MoryT oTnpaBaTh
KOMaHbl akceccyapaMm 4yepes AoMallHUIA UeHTp. TakmMe KOMaHabl, 3alMLUleHHble
OBOWHbIM WMbPOBAHMEM U Npolealine ayTeHTUOUKALMIO, OTNPAaBAAOTCSA C YCTPOMCTBaA
nofb3oBaTens Ha AOMaLLUHUN LeHTp Yepe3 cnyxoy nageHtudukaumm Apple (IDS), a 3atem
rnepeHanpaBngaoTCa Ha HYXHbIM akceccyap no npotokony HomeKit Accessory Protocol
(HAP) nnun no ctaHpgapTy NOAK/I0YEHMS yMHOro goma Matter.
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Kntoumn xpaHaTCcs B CBA3Ke KtoYel 1 o6aBnsoTCa TONbKO B 3aWndpoBaHHble pe3epBHble
KOMUKN CBA3KM KNtoYel. N9 CUHXPOHMU3aL MK KoYel Mexay yCTpocTBaMn UCMNonb3yeTcs
CBga3ka kntoyeit iCloud.

CBsa3b Mexay akceccyapamum HomekKit

Akceccyapbl HomeKit reHepupytoT co6CTBEHHbIe Napbl kKntoven EA25519 ana ceasu
c ycTponcTteamu Apple. MNpn BoccTaHOBNEHNM 3aBOACKMX HACTPOEK akceccyapa
reHepupyetcsa HoBas napa Kao4den.

[nsa ycTaHOBNEHNS CBA3N Mexay ycTpoiicTBoM Apple n akceccyapom HomeKit
BbiMonHgeTcs obMeH knodamu no 3072-6utHomMy npotokony Secure Remote Password:
npoun3BoaMTENb akceccyapa npenocTaBigeT BOCbMU3HaYHbIA LMdPOBOM Kof, KOTOPbIN
nonb3oBaTesib BBOAUT Ha YCTPONCTBE; 3aTeM 3TOT Ko, WndpyeTcs No anropnutmy
ChaCha20-Poly1305 AEAD c ncnonb3oBaHMeM Npon3BoaHbix knoven HKDF-SHA512.
Bo BpeMs HaCTpoOIiKM Tak>e BbIMOJIHAETCS NpoBepka cepTudunkata MFi ycTpolicTea.
Akceccyapbl 6e3 ynna MFi MoryT obnagaTb BCTPOEHHOW NOALEPXKKON ayTeHTUDMKaL MK
nporpamMmmHoro obecneveHus B iOS 11.3 n HoBee.

Ecnu B npouecce aKkcnayaTaumMm yCTPONCTBY M akceccyapy HomeKit Heobxoanmo
0O6MeHATbCA faHHbIMU, KaXablil N3 HUX ayTeHTUUUMPYET BTOPY CTOPOHY, NCMOJb3Ys
KJII04YM, KOTOPbIMU OHU OOMeEHANNCh paHee (CM. Bbllle). Kaxablh ceaHC CBA3U
yCTaHaB/NIMBaeTCa C UCNoMb30oBaHMeM npoTokona Station-to-Station n wudpyetcs ¢
NCnonb3oBaHMeM NPoun3BOAHbIX kitovelrt HKDF-SHA512, nonyyYeHHbIX U3 CeaHCOBbIX
kntoyelt Curve25519. 3ToT MeToA, NpUMeHsieTcs Kak ans IP-akceccyapoB, Tak U oas
akceccyapoB cTaHgapTa Bluetooth Low Energy (BLE).

Mpu paboTte ¢ ycTponcTBamu BLE, KoTopble noaaepXmMBatoT LWNPOKOBeLWaTebHble
yBeOoMJIeHUNs, akceccyap B xofe 6e30nacHOro ceaHca noay4vaet koY wudpoBaHus
LWMPOKOBELLaTENbHOM NepeaayYn oT CBA3aHHOMO yCTpoMCcTBa. Kntoy ncnonbayetcs ans
WndpoBaHUS AaHHbIX 06 NBMEHEHMN COCTOSAHMS aKCceccyapa, KoTopble nepepatoTcs

C nomMolubto onoeeweHnn BLE. Kntoy wnopoBaHms WMPOKOBELLATENbHON Nepeaayn
aBnsgeTcs npomsBogHbiM kntoyom HKDF-SHAB12, a gng wudpoBaHMa AaHHbIX UCMONb3yeTcs
anroputM ChaCha20-Poly1305 AEAD. Kntoy wnppoBaHMa LWIMPOKOBELLLATEbHOM nepeaaym
nepuoanyeckn n3MeHseTcs n o6HOBASIETCS Ha APYruX yCTponcTBax ¢ nomMotbto iCloud,
Kak onucaHo B pasgene «besonacHocTb gaHHbix HomeKit».

O6MeH gaHHbIMUM € akceccyapamu Matter

Mpn ncnonb3oBaHUM akceccyapoB Matter nx ngeHTMdMKaLns 1 3aWwmMTa BbIMOMHATCS

Ha ocHoBe cepTudukaToB. B pomax Apple KopeHb goBepusa LeHTpa cepTudunkaumnm
reHepupyeTcsa Ha YyCTPOICTBE NepBOHa4YanbHOro nosb3oBaTens («Bnagenbua»), a YacTHbIN
K/tOY LeHTpa cepTudumkaunm xpaHutcsa B ero Ceaske knwoyen iCloud. Kaxpoe ycTpoincteo
Apple B noMe reHepupyeT 3anpoc Ha nognucaHue ceptudunkarta (CSR) c ncnonbsoBaHnem
NIST P256. 37101 3anpoc CSR npuHMMaeTcs yCTPOMCTBOM BNafesnbla, KoTopoe cosgaer
cepTudukaT ygoctoBepeHns Matter ons yctpoiicTea, UCNOJb3ys CBON YaCTHbIN K/toY
LeHTpa cepTuduKaumnm. Takon cepTudmnkaTt BNocneacTBum obecnedmBaeT ayTeHTUOUKALMIO
npu obMeHe faHHbIMU MexXxay YCTPONCTBaMK NMOb30BaTENEN U NX akceccyapaMu.
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Akceccyapbl Matter reHepupytoT cBoto cobcTBeHHYto napy knden NIST P256, a Takxe
3anpoc CSR. Bo BpeMsa co3pgaHus napbl ¢ akceccyapamMu OHU nonyyatoTt ceptudumkaTt ot
LeHTpa cepTudmkaumn. [lo MOMeHTa reHepupoBaHus nap kitdeln akceccyap Matter

M yCcTpoONCTBa Bnagenbua gfoMa obMeHUBalOTCS Katovamum no npotokony SPAKE2+

c ucnonb3osaHueM PIN-Kofa, npefocTaBnsgemMoro npousBoanTenemM akceccyapa. Takum
ob6pasoM coBepllaeTcs NpoLecc aTTecTalmm yCTponcTBa. 3aTeM NpoUCXoanT obmeH
3anpoca CSR n cepTudumnkaTta no atomy 3awmdpoBaHHOMY KaHany ¢ nomolbio AES-CCM
C UCnonb3oBaHMeM NPoun3BoAHbIX kntoveh HKDF-SHA256. Ecnun HacTpoWkK akceccyapa
cbpacbiBaloTCs A0 3aBOACKMX, FreHepupyeTcs HoBas napa Kft4ven n HoBbIM 3anpoc CSR, a
Takke BO BpeMS CO3[aHUs napbl BbiMyCKaeTCs HOBbIM cepTudmMKaT A1 3TOro akceccyapa.

Ecnu B npouecce akcnnyataumm ycTtponcTBy Apple 1 akceccyapy Matter Heobxognmo
06MeHATbCA AaHHbIMU, KaXXObli N3 HUX ayTEHTUPULUMPYET BTOPYIO CTOPOHY, UCMOJb3Yy$
cobcTBeHHble cepTudukaTbl. Kaxablil ceaHC CBA3M YCTaHAB/IMBAETCS C UCMOIb30BaHUEM
TpexdasHoro NpoTokosna (curmMa) n WnopyeTca ¢ MCNoNb30BaHMEM NPOU3BOAHbIX KTOYeEN
HKDF-SHA256, nony4YeHHbIX U3 ceaHCOoBbIX Ktoyel P256.

MoaopobHee o 6e3onacHoOM B3aMMoaencTBum ycTpoiicte Apple n akceccyapos Matter
MOXHO y3HaTb Ha Beb6-CTpaHuLe o noaaepxke akceccyapos Matter B iOS 16 Ha caliTe
ana paspabotumkos Apple.

HomeKit u Siri

C nomMoubto Siri MOXXHO OTNPaB/ATb 3aMpPOoChl akceccyapam, ynpasnsaTb UMK U

BKJIlOYaTb cleHapuu. Siri nony4yaeT MUHUManbHbIA 06bEM aHOHUMHOW MHPOpPMaL MK O
KOHQUrypaumm gomMa, Bko4as MMeHa KOMHaT, akCceccyapoB U CLeHapueB, HeobxoanMble
0119 pacrno3HaBaHUsa KoMaHf,. AyanonaHHble, oTnpasiseMbie B Siri, MOTyT BKJt0OYaTh
YyMOMUHaHNS onpefenieHHbIX akCeccyapoB UAM KOMaHf, HO Takue fgaHHble Siri He
cBA3bIBaOTCS C ApyrumMn pyHkumamm Apple, Takumm kak HomeKit.

Akceccyapbl HomeKit ¢ nogaep>xkon Siri

Monb3oBaTenu MOryT BK/IIOYMTb TakMe HOBble GYyHKLMK, Kak Siri, a TakxXe gpyrue

dyHKUMN HomePod, B TOM uncne Taimepsbl, OyaUNbHUKWU, NHTEPKOM U ABEPHON 3BOHOK,

Ha akceccyapax ¢ nogaep>Xkoi Siri B npunoxeHun «dom». Korga atn ¢yHKLMK
BKJIIOYEHbI, akceccyap cBsA3blBaeTca ¢ 06begnHeHHbIM B Napy HomePod B nokanbHOM ceTu,
KOTOopbI nogaep>xuneaet atn yHkummn Apple. Ayano nepepaetca Mexay yCTponcTeaMmum

no 3awmndpoBaHHbIM KaHanam, OAHOBPEMEHHO Ucnonb3ys npoTtokon HomeKit n npoTtokon
AirPlay.

Korpa ¢yHkums «Cnywatb "MpuBeT, Siri"» BKOYeHa, akceccyap oxugaeT, korga byget
npounsHeceHa ¢pasa «MpuseT, Siri», LICNoNb3ysa MOAYNb Ppacrno3HaBaHUS KNOYEBOM
dpasbl. Ecnin aTOT MOAyb pacno3HaeT ee, OH OTNpaBaseT GparMeHTbl ayano Hanpamyto
Ha o6beguHeHHoe B Napy ycTpoicTteo HomePod, ncnonb3ysa HomeKit. HomePod Bo BTOpO#
pas npoBepseT ayano, 4Tobbl OTMEHUTb €ro OTNpPaBky, ecnv GparMeHT He COLEPXUT
KNtoYeBol dppasbl.

Korga ¢yHKLMA «Siri: KOCHYTbCSA U YAEPXUBaTb» BKJOYEHA, MONb30BaTE/lb MOXET HaXaTb
KHOMKY Ha akceccyape, YTobbl Bbi3dBaTb Siri. ®parmMeHTbl ayaAno OoTNpaBnsoTCs HanpsaMyto
Ha o6beanHeHHoe B napy ycTpoiicteo HomePod.
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Korga 6yneT yCTaHOB/IEHO, YTO 6bis1 coBeplueH Bbi3oB Siri, HomePod oTnpaBuT ayauno

Ha cepBepbl Siri M BbINOTHUT KOMaHAy Nofb30BaTeNs, MCNOoMb3ya Te Mepbl obecrnevyeHus
6e30MacHOCTU, KOHOUAEHLUMANbHOCTU U CPEeACTBa WMPPOBAHMA, KOTOPbIe MPUMEHSET
HomePod, korga kK HeMmy obpallLaeTcs nonb3oBatenb. Ecnu y Siri ecTb ayanMooTBeT, Toraa
oTBeT Siri bygeT nepenaH akceccyapy no ayguokaHany AirPlay. MHorga aona sanpocos

K Siri TpebyeTcda gononHuTenbHas nHGopMaums oT NoONb30BaTeNS (HaNnpuUMep, HYXXHO K
ornacuTtb Apyrue napamMeTpbl). B TakoM cryyae akceccyap nojsiyyYaeT yKkasaHue o ToM,
YTO HYXXHO CMPOCUTb NONb30BaTeNd, U A0MNONHUTENbHAA ayaMo3annch nepeagaeTtcs

B MOTOKOBOM pexume Ha HomePod.

Y akceccyapa go/XeH 6bITb MHAUKATOP, BK/OYaOLWMIACA, Korga ycTpoOMNCTBO oxXunaaeT
Kno4YeBylo dpasy (HanpumMep, CBETOAMOOHbIN UHAMKaTOpP). AKceccyapy HENM3BECTHO
copepXaHue 3anpoca K Siri, Ho eMy A0CTYMHbl ayaAnonoToku. Mpun aTOM HUKaKue JaHHble
nonb3oBaTens He XPaHATCa akceccyapom.

Be3onacHocTb gaHHbix HomeKit

B nomax, 06HOBNEHHbIX A0 HOBOWN apxuTekTypbl HomeKit (gocTtynHa B i0S 16.2

n iPadOS 16.2), naHHble HomeKit 6e30MacHO CUHXPOHMU3UPYIOTCS Ha BCEX YCTPOMCTBAX
Apple nonb3oBaTtena ¢ nomMolubto iCloud n Ceasku knovein iCloud. B xoae aToro npouecca
OaHHble HomeKit wndpytoTcs nocpeacTBoM ckBo3Horo wmuoposarus iCloud, n Apple

He MOXEeT MOoNYYNTb AOCTYMN K 3TUM [aHHbIM.

HoBbix Monb3oBaTeneit MoxeT 406aBNATb TOT NOMb30BaATENb, KOTOPbIA M3HAYaNbHO co3gan
noM B HomeKit («Bnageneu»), a Takxe gpyrve rnosib3oBaTenn ¢ NpaBaMu pegakTMpoBaHua.
YCTpoiCTBO Bflageblia HacTpanuBaeT akceccyapbl C UCMOJIb30BaHMEM OTKPbLITOro K/toya
HOBOrO MoJsib30BaTess A TOro, YTobbl akceccyapbl MOMIN ayTEHTUDULMPOBATL HOBOTO
nofb3oBaTens U NpMHMMaTbh KOMaHabl oT Hero. Korga HoBoro nonb3oeaTens gobasnser
nosib3oBaTesib C MpaBaMu pefakTUPOBaHUS, 3TOT MPOLLECC AeNermMpyeTcs 4oMalHeMy
LEeHTPYy aKceccyapos.

[JomalwHue gaHHble U NPUNOXeHUs

JocTyn NpunoXeHnn K aHHbIM 0 JOME pPerynnmpyeTcs HacTponkamMm KOHOUAEHLMANbHOCTH
nonb3oBaTtend. Korga npunoXxeHuto HeobXxo4MMbl JaHHble 0 JOMe, NoJ/ib30BaTeNb Nosy4YyaeT
3anpoc Ha NpegocTaBneHne goctyna (aHanoru4yHo goctyny Kk KoHtaktam, ®oTo 1 apyrum
MCTOYHMKAM gaHHbix i0S, iPadOS n macOS). C pa3pelleHnsa nonb3oBaTensa NpuUIoXeHue
nofsyyaeT AOCTYyN K Ha3BaHUAM KOMHAT, Ha3BaHUAM aKCceccyapoB, pacrnpeeneHuto
aKceccyapoB Mo KOMHaTaM 1 gpyro nHpopmaummn, Kotopas nogpobHoO onncaHa

B JOKYMeHTauuun paspabotunka HomeKit Ha caliTe https://developer.apple.com/homekit/.

JlokanbHoe XxpaHunuiie

[aHHble 0 foMax, akceccyapax, cueHapuax n nonb3oBatenax HomeKit xpaHsTca Ha
npuHagnexalnx nofb3oBaTento yctponcTesax Apple. 3Tn gaHHble UMetOT Knacc 3almThl
«3allnLLeHo 0o NepBoi ayTeHTUdGUKALMM NONb30BATENS» U HAXOOATCS B XpaHUAuLLe
Data Vault. JaHHbie HomeKit He konupytoTcsa B ToKasibHble pe3epBHble KOMUK.
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3awmTta MmappyTmsaTopos cpegcrtBamm HomeKit

Be3onacHoOCTb AOMallHeN ceT MOXHO MOBbICUTb C MOMOLLbIO MapLPYTNU3aTOPOB C
nopaepxkoit HomeKit. C nomMolbio TakMX MapLIpyTU3aTOPOB NOMb30BaTENM MOTYT
ynpaenaTb goctynom k cetn Wi-Fi, koTopblii nony4yatoT akceccyapbl HomeKit no nokanbHomn
ceTu Unu Yepes MHTepHeT. MaplipyTU3aTopbl TakxXe Noanep>XnBatT ayTeHTUDUKALUIO

C MOMOLLLbIO NIMYHOTO NpeaBapuTenbHoro kn4da (PPSK). CnegoBaTenbHO, akceccyapbl
MOXHO f06aBnaTb B ceTb Wi-Fi, ncnonb3ys k/to4y, KOTOPbI CBA3aH C akCeccyapoM U MOXeT
ObITb 0TO3BaH Npn HeobxoanmocTu. bnarogapsa aToMmy obecrnevynBaetcsa 6onee BbICOKUN
ypoBeHb 6e30MacHOCTK, MOTOMY YTO akCeccyapaM He nepenaeTcs OCHOBHOM Naposb oT
cetn Wi-Fi, a MmapwpyTtnsatop MoxeT 6e30nacHoO naeHTMdunLUMpoBaTb akceccyap aaxe

npu cMmeHe ero MAC-agpeca.

B npunoxeHnn «JoM» MOXHO 3afaTb OrpaHMyeHns OOCTyna Os rpynn akceccyapos.
MprMepbl OrpaHNUYeHUit onncaHbl ganee.

- bes OI',OaHMLIeHMl;i. [locTyn K MHTEPHETY 1 Nno NTOKanbHOW CeTu He OrpaHun4eH.

«  ABTOMaTmMyecku. ITOT NapameTp 3afaH Nno yMonyaHuo. PaspelleH fOCTYN K UHTEPHETY
M NO NOKaNbHOM CeTU K caiTaM M JIoKasnbHbIM MOPTaM, yKasaHHbIM B CAIUCKE, KOTOPbIN
nepepaeTca B Apple nponsBoauTenemM akceccyapa. B cnncke gomkHbl 6bITb yKasaHbl
BCe CaiTbl U MOPTbI, KOTOPbIE HY>XHbI AN paboTbl akceccyapa. MNapameTp «bes
OorpaHnUYeHnin» BKOYEH [0 TeX Nop, Noka Takol CNNUCOK He MOoJyYeH.

«  OrpaHnynte foMoM. [OCTYN K MHTEPHETY U MO IOKaNbHON CeTU 3anpeLleH and
NoObIX NOAKIOYEHUN, 32 UCK/TIOYEHMEM TeX, KOTopble 6biin 3anpoweHbl HomeKit
019 0OHapyXXeHWa akceccyapa v ynpaBieHnsa UM Mo 10KasbHON ceTu (B TOM yucne
C OOMallHero ueHTpa, o6ecnevynBatolLLero BO3MOXHOCTb YaNeHHOro ynpasnieHus).

JInyHbIV NpepBapuTenbHblit Koy (PPSK) — 3To HageXHbli maposib akceccyapa,
creHepupoBaHHbIi HomeKit 1 3awmniieHHbIR JIndHbiM WPA2. OH aHHYynupyeTcs, Kak TobKo
nonb3oBaTenb ygangaer akceccyap n3a npunoxeHunsa «dom». PPSK ncnonbayercsq, korga
HomeKit no6aBnseT akceccyap B ceTb Wi-Fi n3 goma, KoTopbiih 6611 HACTPOEH C MOMOLLbIO
MapupyTmnsatopa HomeKit; aTo nob6aBneHme obo3HavyaeTcs Kak Y4eTHble gaHHble Wi-

Fi: YnpaBnsetca HomeKit Ha aKkpaHe HacTpoek akceccyapa B NPUIOXEHNN «[JOM».
Akceccyapbl, jobaBneHHble B ceTb Wi-Fi paHblle MmapwpyTursaTopa, 6yoyT nepeHacTpoeHbl
Ha ucrnonb3oBaHune PPSK, ecnun akceccyap nogaepxuBaeT ero; B MPOTUBHOM cllydae OHU
COXpPaHSAKT CBOW M3HAYalbHble YYETHbIe AaHHbIe.

B kayecTBe 4ONONHUTENbHOW Mepbl 6€30MacHOCTM NOJIb30BaTENM LOJIKHbI HACTPOUTD
MapuwpyTusatop HomeKit B npuioxeHUn npomseoamTens MappyTmsatopa. [JaHHoe
NPUNoXeHWe MOXET NPOBEPUTb, €CTb JIX Y NoJIb30BaTeNel AOCTYN K MaplwpyTM3aTopy U
MOrYT /i1 Nonb3oBaTeny 4o6aBUTb MapLWPyTM3aTop B NpuUioxeHne «JoM».
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Be3sonacHocTb kaMepbl HomeKit

Kamepbl, KOTOpbIM NPUCBOEH agpec nNpoTokona nHTepHeta (IP-agpec) B HomeKit,
OTNpPaBNAOT BUAEO- M ayAMONOTOKM Hanpsmyto Ha yctpoicteo iOS, iPadOS, tvOS mnnu
macOS B NOKaNibHOM CeTu, Noflyyatolen JOCTYN K MOTOKY. OTU NOTOKUN LWKNHPYIOTCS C
NMOMOLLBIO CAyYaliHbIM 06Pa30M CreHepMPOBaHHbIX KJlloYel Ha YCTPOMCTBE U KaMepe
npoTtokona nHtepHeta (IP-kamepe). B xone 6e3onacHoro ceaHca HomeKit aT1 gaHHble
oTnpaBnstoTCca Ha kaMmepy. Korga yCcTpoMCcTBO He HaXOAUTCS B JIOKa/lbHOW CeTH,
3alWmMdbpoBaHHble MOTOKWN AaHHbIX PETPAHCNPYIOTCSA Ha YCTPOMCTBO Yepes AOMaLLUHWI
LeHTp. OH He pacwndpoBbIiBaeT NOTOKM AaHHbIX U CIYXUT TOMbKO A8 peTpaHcnaumm
LaHHbIX MeXAy YCTponcTBOM U IP-kaMmepoii. Korga kakoe-nnbo npunoxeHune nokasbiaet
nonb3oBaTtento Buaeo c IP-kamepbl HomeKit, cuctema HomeKit 6esonacHo nepepaet
BMAEOKaApbl N3 OTAENbHONO CUCTEMHOIO NpoLecca, No3TOMY MPUNOXKEHMNE HE MOXET
NoAy4YnUTb AOCTYN K BUOEONMOTOKY UM COXPaHUTb ero. NpunoxeHnam TakxKe He paspeLleHo
aenatb CHUMKW 9KpaHa 13 3Toro notoka.

3awumweHHoe Buaeo HomeKit

HomeKit obecneynBaeT ckBo3Hoe LWNdpOBaHNE And 6e30nacHOro MexaHmama 3anucu,
aHannsa n npocMoTpa Buaeo c IP-kamep HomeKit 6e3 nepegaym KOHTEHTaA B KOMMNAHULIO
Apple nnn nobbiM gpyrum Tpetbum nuuam. Korga IP-kamepa obHapyxxmBaeT ABUXEHME,
BUOEOK/INMbI OTNPAaBAAOTCA HEMNOCPEACTBEHHO Ha yCTponcTBo Apple, KoTopoe BbiCcTynaeT
B Ka4yecTBe AoMallHero ueHTpa. [ns nepegadn mexay IP-kamepoit n goMalHUM
LLEHTPOM MCMOJMb3yeTCs BblAe/leHHOe IoKalbHOe ceTeBoe coeanHeHne. Ons wndpoBaHus
NOKanbHOro CeTeBOro coeAnHeHnss NCNOob3yeTca YHUKanbHasa A5 KaX[oro ceaHca napa
knto4yen Ha ocHoBe HKDF-SHA512, koTopble cornacoBbiBatoTca B xoe 6e3onacHoro
ceaHca HomeKit Mexay gomMaliHuM LeHTpoM 1 IP-kamepoii. HomeKit newnopyet

NMOTOKM ayauo M BUAEO Ha AOMallHEM LLeHTPe U aHanu3npyeT BUgeoKagpbl ans
obHapyXeHNs 3Ha4YMMbIX COBbITUN. B cniyyae o6Hapy>XeHUs 3Ha4YMMOro cobbiTus
HomeKit 3awmdpoBbiBaeT BUAeoKInmn ¢ noMmoubio AES-256-GCM 1 nponsBobHO
creHepupoBaHHoro knto4a AES256. HomeKit Tak)xe BbibupaeT 0610XKKY A9 KaXa0ro
BMOEO, U Kaxaaa 0610)Ka 3aiMdpoBbIBAETCA C MOMOLLLbIO TOro Xe Kito4va AES256.
O6noxka, BUAEO 1N ayamno, KOTopble 3alluuuLeHbl LINPPOBAaHNEM, BbIFPY>XXatoTCs Ha CepBepbI
iCloud. MeTagaHHble Kaa0ro kavna, B TOM YMcne Koy WrPpoBaHUS, BbIFrpyXXatoTca B
CloudKit c ucnonbsoBaHuem ckBo3Horo wudposaHus iCloud.

Ons knaccuoukaumm nuuy, HomeKit xpaHUT BCce gaHHble, UCMNOJMIb3yeMble ANs
Knaccuoukaumm nuua onpegeneHHoro Yyenoseka, B CloudKit ¢ mnomolLbio CKBO3HOIO
wndposaHug iCloud. K xpaHMMbIM JaHHbIM OTHOCSTCS CBEOEHMS O KaXX[AOM YesloBeKe,
Takme Kak UM$, a Takxke n3obpaxeHnsa nuua aToro YenoBeka. MizobpaxkeHus nuua MoryT
ObITb MNONyYeHbl ¢ $OTO Nonb3oBaTeNa B NpUNoXeHnn «OoTo», eCin OH paspeLlunn

3T0, NM60 N3 NpoaHann3npPoBaHHOro paHee Buaeo ¢ IP-kamepsbl. Bo BpemMsa ceaHca
aHanusa sauwmuieHHoro Buaeo HomeKit aTn gaHHble kKnaccuoukaumm NCnonb3yoTcs a4
noeHTndnKaumm niogen B NoToke 3alMILEHHOrO BUAEO, KOTOPbIM NOCTynaeT HanpsMyto
IP-kaMepbl, 1 BK/IOYAOTCS B MeTafaHHble Knna, ynoMaHyToro paHee.

Mpu NnpocMoTpe BMAOEO C KaMepbl B NMpunoxeHnn «JomM» gaHHble 3arpyxatorca u3 iCloud,
a KJ1lo4KM 19 paclwndpoBKM NOTOKOB PacnakoBbIBAOTCA IOKANbHO C UCMO/b30BaHNUEM
CKBO3HOM pacwmnopposkn iCloud. 3alumnLeHHbI NOTOK BUAEOKOHTEHTA nepeaaeTcs

Ha cepBepbl U gelwndpyeTcs nokanbHo Ha ycTpoincTee iOS nepepn oTobpaXkeHnem

B OKHe npocmMoTpa. Kaxabli ceaHc BUOEOKNMNA MOXET ObiTb pa3fefieH Ha HECKOJIbKO
NnoJCceaHCcoB, MPUYEM KaxXkabli TAKOW NMoaceaHc 3alMdpoBbIBaeT NOTOK KOHTEHTa

C MOMOILLLbIO COBCTBEHHOI0 YHMUKAIbHOIO K/lto4a.
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BesonacHocTb HomeKit Ha ycTponcTBax Apple TV

HomeKit 6e3onacHo noaktovaeT HEKOTOpble CTOPOHHUE akceccyapbl K Apple TV
M nogaepxuneaet nobasneHne npodunein nonbsosaTtenemn Ha yctponcteo Apple TV
BNagenbua goma.

Mcnonb3oBaHMe CTOPOHHUX aKceccyapoB A9 AUCTaHLMOHHOIO
ynpaBneHus BmecTte ¢ Apple TV

HekoTopble CTOPOHHME akceccyapbl Ang AUCTaHLMOHHOIO yrpaBieHMs nepenatT
ayamnopaHHble Siri 1 cobbiTUA, Npoucxoadlime Ha YCTPONCTBAxX B3auMoaencTens

c yenosekoMm (HID), Ha cBsa3aHHOe ycTponcTBo Apple TV, nobaBneHHoe Yyepes
npunoxeHue «fom». MynbT oTnpasngeT cobbiTng HID nocpencTBoMm 6e3onacHoOro
ceaHca Ha ycTtponcteo Apple TV. MynbT ¢ nogaep>Xkon Siri oTnpaBnseT ayanoaaHHble

Ha Apple TV, korga nonb3oBaTenb ABHbIM 06pa3oM akTUBUPYET MUKPOGDOH Ha NynbTe C
NMOMOLLbIO crieumanbHon KHonkuy Siri. MynbT oTnpaBnseT ¢pparMeHTbl ayano HanpaMylo Ha
ycTponcTteo Apple TV nocpencTBOM Bbl4eNEHHOI0 JIOKaslbHOrO CETEBOrO COeANHEHUS.
Ons wndpoBaHMs NOKabHOro CETEBOr0 COeAMHEHUS UCNONb3YeTCs YHUKanbHas

019 KaXkK[a,0ro ceaHca napa kno4velt Ha ocHoBe HKDF-SHABS12, koTopble cornacoBbiBaloTC
B xoae 6e3onacHoro ceaHca HomeKit mexpgy Apple TV n nynbtoM. HomeKit gewndpyer
dparmeHTbl ayamno Ha Apple TV 1 nepeHanpaBngeT ux B npunoxeHue Siri, roe K HUM
NPUMEHSIOTCA CTaHAapTHble Mepbl AN 3aWnTbl KOHOUAEHLUMANbHOCTN BXOASALLNX
ayanopaHHbix Siri.

Mpodunu Apple TV gna pomos HomeKit

Korga nonb3oBatenb goma HomeKit pobaenset ceon npodunb Ha Apple TV Bnagenbua
AOMa, 3TOT nofib3oBaTeNb Nony4vaeT AOCTYN K Tefewoy, My3bike 1 nogkactaMm. HacTpoiiku
Ka)koro nonb3oBaTensa, Kacatowmecs NCnonb3oBaHus ero npoodunda Ha Apple TV,
nepepatoTcs B y4eTHYt0 3anuch Bnagenbsua iCloud ¢ ncnonb3oBaHnemM cKBO3HOro
wnoposaHus iCloud. JaHHble NpuHagnexaT COOTBETCTBYOLWEMY MOMb30BaTENIO

W 0OCTYMHbI BNagenbly TobKO ANns YTeHus. KaxXablii nofb3oBaTeNlb JOMa MOXeET
M3MEHUTb 3TU 3HAYeHUd B NpunoxeHnn «dom», nocne yero Apple TV Bnagenbua 6ynet
MCMonb30BaTb HOBblE HACTPOIKMU.

Mpu BKNOYEHUM KaKoro-nnmbo napameTpa yyeTHasd 3anuch iTunes nonb3oBaTtens
CTaHOBUTCA AOCTYNHOW Ha Apple TV. Mpu BbIKNOYEHMM NapaMeTpa BCe y4YeTHble

3anncu 1 gaHHble, oTHOCALMeCsd K 9TOMY Mofib3oBaTento, yaandaiotcsa ¢ Apple TV.
MepBoHavanbHaga o6uwasa 3anuch B CloudKit nHMUMMpyeTCcs yCTPOMCTBOM Monb3oBaTens,
a TOKeH ana co3gaHusa 6esonacHol obuelt 3anucu B CloudKit oTnpasnseTcsa no ToMy xe
6e30mnacHOMY KaHasy, KOTOPbI UCMOb3YeTCs AN CUHXPOHU3ALMN OaHHbIX MeXay
nonb3oBaTensaMu 4oma.
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be3onacHocTb SiriKit gna i0S, iPadOS 1 watchOS

[na cBSI3W C NPUIOXEHUSIMU CTOPOHHUX pa3paboTymkoB Siri UCNONb3yeT MexaHU3M
paclmpeHnn npunoxeHunsa. Ha yctponcree Siri MeeT 4,0CTYN K KOHTAaKTHOW MHbopMaLmnm
Nnosib30BaTeNs M JaHHbIM O TEKYLLEM MECTOHaX0XAEHUM yCcTpolicTBa. OaHaKo npexne Yem
nepepaBaTb 3allMLUEHHbIe OaHHble OpYyroMy NMpuaoXeHuto, Siri npoeepseT, Kakne npaea
gocTtyna 6binv NnpegocTaBneHbl 3TOMY NPUIOXEHUIO NoNb3oBaTeNeM. B cooTBeTCcTBUM

C 3aTUMM nNpaBamu Siri nepenaeT paclMPEHMo TONbKO TOT GparMeHT UCXOLHOro
rosl0COBOro 3anpoca nosib3oBaTens, KOTOpPbI UMeeT K HeEMY OTHolWeHne. Hanpumep,
ec/in y NPUIOXeHNa HeT JoCTyrna K KOHTakTHOW nHdopmMauumn, Siri He nepepacT emy, o
KOM roBOpuUTCS B 3anpoce nonb3oBatens «lMepeseaun moen mame 1000 pybnei yepes
"TinaTexxHoe npuaoxeHne"». B aToM criyvyae NpuaoXXeHne yBuanT TONbKO CIIOBO «MaMe».

OpHako ecnu nosib3oBaTelb NpegocTaBMa NPUAOXKEHUIO 4OCTYN K KOHTAKTHOM
MHbOPMaLNK, MPUNOXKEHME NONYUYUT MHOOPMaLMIO O MaTepn nonb3oBaTensa. Ecnn
OTHOLLEHME UK CTeNeHb POACTBA YNOMUHAETCS B TEKCTe coobLeHns, Hanpumep «Hanuwm
Moel Mame Yyepes npunoxeHune "YoobHble coobueHns", 4To Mo 6paT Kpyye Bcex», Siri
He ByaeT aHanuMsupoBaTb U Npeobpa3oBbiBaTb Gpasy «MoM 6paT» HEe3aBUCUMO OT NpaB
[O0CTyMna, KOTopble eCTb Y NPUIOXEHMS.

MpunoxeHunsa ¢ nogaepxkoin SiriKit MoryT oTnpaBuTh B Siri cioBapb NPUIOXeEHUS

WY NoNb30BaTeNs, BK/IIOYAKOLWMIA, HanpuMep, UMeHa KOHTakTOB Nofib3oBaTens. 3Ta
MHbOpMaL s, CBA3aHHasa CO CNyYanHbIM MOeHTUUKaTopoM, nossonsget dyHKLUnKM Siri,
npegHasHa4YeHHON A1 pacrno3HaBaHUs peyn n o6paboTKM eCTECTBEHHOIO A3blKa,
NMOMOMHATb IEKCUKOH, CBA3aHHbIA C 3TUM npunoxeHneM. MNonb3oBaTenbckasa MHbGOpMaLNg
ocTaeTcs AOCTYNHON, NoKa MAeHTUOUKATOP NCNONb3yeTcs, NokKa Nofb3oBaTeNb He
OTKJ/TOYNUT MHTEerpauunto npunoxeHus c Siri B HacTpolikax unm noka npunoxeHue ¢
nopnepxxkon SiriKit He 6yneT yoaneHo.

B Takux dpasax, kak «Hanam mawunHy B RideShare oo noma Moeit MaMbl», ans
BbIMONHEHUS 3anpoca TpebyeTca MHGOPMaLIMA O MECTOHAX0XAEHMN U3 CNMCKa KOHTAKTOB
nonb3oBaTtensd. ToNbko ANS BbINONHEHUs OaHHOro 3anpoca Siri npegocTaBngaeT Tpebyemyto
MHbOPMaALNIO paCLUMPEHNIO NPUNOXEHNS, HE3aBUCMMO OT Ha3Ha4YeHHbIX NoJib30BaTeNeEM
npae A4OCTymna NPUIOXeHUS K KOHTaKTaM U aHHbIM O MEeCTOHaX0XAeHNN.

be3onacHocTb WidgetKit

WidgetKit — 310 nnatdopma, C NOMOLLbIO KOTOPON pa3paboTynku NpenocTaBngaoT
Nosib30BaTENAM BUAXETbI U paclunpeHms ans undepbnaTta. BugxeTbl U paclinpeHns MoryT
oTobpaxkaTb KOHPUOEHLUNANbHYIO MHOOPMALNIO, BUOAUMYIO BCEM OKpYXatoWwmM, 0CoO6eHHO
ecnv gucnnen Bcerga BKOYEH.

Ha iPhone nonb3oBaTesib MOXeT BbIGUpaTh, ByayT M oTo6paxaTbCad KOHbMAEeHUNaNbHbIe
[LaHHble Ha 3a6/10KMPOBaHHOM 9KpaHe 1 B pexunme «Bcerga BkitoveHo». MNMonb3osaTtenb
MOXeT 3aKpPbITb AOCTYN K AaHHbIM A5 BUAXKETOB Ha 3a610KMPOBaHHOM aKpaHe, BbiGpaB
«HacTpoliku» > «Face ID n Kog-naposib» U BbIK/OYMB NapaMeTp «JoCcTyn ¢ 6/10KNPOBKOW
aKpaHa».

Ha Apple Watch nosnb3soBaTesib MOXeT HaCTPOUTb, HYXXHO N1 0ToGpaxaTb
KOHOUOEHUMaNbHble OaHHble B pexuMe «Bceraa BkoYeHo», Bbibpas «HacTpoiku» >
«3KpaH 1 9pKoCcTb» > «Bcerga BkIYeHo» > «CKpbiBaTb KOHOUOEHLUMaNbHbIE
paclumMpeHunsa». Takxxe MOXHO Bbi6paTb CKpPbITME OoNpeaeneHHOro KOHTeHTa A Bcex
NN HEKOTOPbIX PacLUMPEHUN.
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Ecnv nonb3oBaTenb BbIGMPaeT CKPbITUE KOHTEHTA, KOTOPbIA CYMTAET KOHPUAEHLMANbHbIM,
WidgetKit oTo6parkaeT 3anoNHUTENN U COKPALLEHHbI KOHTEHT. /19 HaCTPOKHK
CoKpalleHNn pa3paboTumK OOMXKEH BbIMOMHUTDL cleayloliee.

1. PeanusoBsaTb Bbi30oB redacted(reason:).
2. MpoynTaTb CBOWCTBO privacy.
3. MpenocTtaBuUTb NHAMBUAYANbHbIE BUAbI C 3aMONIHUTENAMMU.

Pa3paboTumkn TakXXe MOryT oTobpasnTb AaHHble 6e3 cokpallleHU, UCnonb3ys
Moamdukatop Buga unredacted().

YTo6bl HE OTMeYaTb OTAEesNbHble AaHHble KakK KOHPUOEeHLUNanbHblie (Hanpumep,

€C/I BECb KOHTEHT BUAXETa SBNAeTCa KOHPUAEHLUNaNbHbIM), pa3paboTunk MoxeT
006aBUTb NOAAEPXKKY 3alNTbl AaHHbIX B pacluMpeHue BuaxeTa. Noka nonb3oBaTesb

He pa3bfiokMpyeT cBOe YCTPOMCTBO /19 COOTBETCTBUSA BbIOpaHHOMY YPOBHIO
KoHPuaeHunanbHocTn, WidgetKit oTobpaxkaeT 3anonHUTENN BMeCTO KOHTEHTa BUAKeTa.
PaspaboTumnk gonXKeH BKIOUYMTb GYHKLMIO 3alMTbl AAHHbIX /18 PaclUMPEeHMs CBOEro
Buoyerta B Xcode, a 3aTeM 3adaTb ANn4 napameTtpa Data Protection sHayeHwue,
COOTBETCTBYOLLEE HY>KHOMY YPOBHIO KOHOUOEHLUNANbHOCTU:

- NSFileProtectionComplete
.- NSFileProtectionCompleteUnlessOpen

Korpga yctponcTteo 3awnueHo kog-naponem, WidgetKit ckpbiBaeT KOHTEHT BUOXETOB
1 oToOpaXkaeT 3ano/IHUTENb, MOKa NOMb30BaTeNb HE BbIMOMHUT BXOM MOC/Ae nepe3arpysku
ycTponcTea. Kpome Toro, BuaxeTbl iOS HeQoCTyNHbI B BUAE BUAXETOB A4 iPhone Ha Mac.

Be3onacHocTb DriverKit pnga macOS

MporpamMmmHas cpepna DriverKit nossonsiet paspaboTynkam co3gaBaTh ApaliBepbl
YCTPOWNCTB, yCTaHaBMBaeMble Nofib3oBaTeneM Ha ceo Mac. [paliBepbl, CO34aHHble C
nomolubto DriverKit, paboTatoT B No/ib30BaTENbCKOM NMPOCTPAHCTBE, @ He KakK paclunpeHus
aapa, YTo noBbiwaeT 6€30nacHOCTb U CTabUNbHOCTb CUCTEMbI. TO YNPOLLAET YCTAHOBKY U
noBsbillaeT cTabunbHOCTb M 6e3onacHocTb macOS.

Monb3oBaTesnb NPOCTO 3arpyxaeT NPUNoXeHne (MPU NCNONb30BaHUN PaCLUMPEHNI
cucTteMbl unu DriverKit yCTaHOBLUMKM MOXHO He MCMOMb30BaTb), U pacluMpeHmne
BK/OYAETCS TOJIbKO MPU HE0BXO0AMMOCTU. BO MHOMMX CUTYaUMUIX paclUMpeHns CUCTEMDbI
3aMeHsItoT coboil paclwmpeHns aapa, Tpebyouwme npaB agMUHMUCTpPaTopa AN YCTaHOBKU B
nanky «/Cuctema/bunénnotekn» namn «/bUGnnoTekn».

NT-agMUHUCTpPaTOpPaM, KOTOpPbie UCMONb3YIOT ApaliBepbl YCTPONCTB, o6nadHble
XpaHunuLa, ceTn n NpuNoxeHns ana obecrnevyeHna 6€30NacHOCTU Ha OCHOBE paclUMpPeHnit
a4pa, pekoMeHayeTcs nepexoanTb Ha 6osiee HOBble BEPCUMU, OCHOBaHHbIE Ha paclUMpeHnsx
cucTeMbl. 3TU HOBble BEPCUU 3HAUYUTENbHO CHUXAIOT BEPOATHOCTb BO3SHUKHOBEHUS
KpuUTUYecknx owmbok aapa Ha Mac, a Takxe cokpallatoT ya3BMMYo 06/1acTb. ATW HOBble
pacluMpeHuns paboTaloT B MOJIb30BaTENbCKOM NMPOCTPAHCTBE, He TPebyIoT cneLunanbHbiX
npas O yCTaHOBKM M aBTOMaTUYeCKU yaanaoTca Npu nepeHoce CBA3aHHOTo NMPUIoXeHNs
B KOP3UHY.
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MporpammHas cpepa DriverKit npegoctaBnsget knaccbl C++ gna cnyx6 BBoga-BbIBOAA,
COMocCTaB/IeHUst YCTPOMCTB, EeCKPUNTOPOB NaMaTn U ovepenen gucnetyepmnsaumm. OHa
TakXXe 3a4aeT TUMNbl YNCeN, KONMEKLUNIA, CTPOK 1 Apyrne pacnpocTpaHeHHble TUMbl AN
paboTbl coO BBOOOM-BbIBOAOM. [MoNb3oBaTeNb MCNOMb3YET UX C MPOTrPaMMHbIMU cpefamm
ApaliBepoB onpeaeneHHoro cemenctea, Takumn kak USBDriverKit n HIDDriverKit.
Mcnonb3yinTe NporpaMMHyto cpefny pacliMpeHunii CUCTeMbI 419 YCTaHOBKM U 06GHOBNEHMUS
apansepa.

be3onacHocTb ReplayKit B iOS n iPadOS

ReplayKit — aTo nporpaMMHasg cpefa, koTopas no3BosigeT paspaboTynkamM 4ob6aensaTb

B CBOW NPUNOXEHUA GYHKLUM 3aNUCKU U NPOBeaeHMs NPaMblX TpaHcnsaumii. Kpome Toro,
OHa Mo3BOJIAEeT Nob30BaTeNIM KOMMEHTMPOBaTb CBOM 3aMMUCU U TpaHCNAUMMK, UCNOMb3YA
GpPOHTaNbHYO KaMepy YCTPONCTBa U MUKPOGDOH.

3anuncb onIbMoB

Mpwn 3anmncm GuUNbMOB UCMOJb3YeTCs MHOMTOYPOBHEBAs cCUCTeMa ©6e30MacHOCTHU.

- [nanorosoe okHO paspeweHui. Mepen HavanoMm 3anucu ReplayKit npegnaraet
nofb3oBaTesto NOATBEPAUTb CBOE COr/lacne Ha 3anmcb COAEPXXUMOro aKpaHa,
3ByKa C MUKPOdOHa 1 n3obpaxeHns c dbpoHTanbHoM KaMmepbl. NpeaynpexaeHue
oTobparkaeTcs 0gHOKPATHO B paMKax O4HOro npouecca npunoxexHusa. Ecnm
npuaoXeHne octaetca B OHOBOM pexumme bonee 8 MUHYT, NpeapynpexaeHne
oTobparkaeTcsi NOBTOPHO.

- 3anucb coaep)XuMoro akpaHa m 3Byka. 3anncb COOEPXNUMOro aKpaHa 1 3ByKa
BbIMOJIHAETCS BHE NpoLecca npunoxeHus — B geMoHe ReplayKit replayd. 3Ta
Mepa HanpaBfieHa Ha To, YTo6bl MPOLEeCC NPUTOXEHUS HE CMOI MONYYNTb AOCTYN K
3anncaHHbIM AaHHbIM.

< 3anucb coaepXMMOro akpaHa v 3ByKa BHYTPU MPUITOXKEHUS. DTO NO3BONSeT
NpUIoXeHUto nonyyaTb 6ydepbl BUAEO U pparMeHToB Noc/e Toro, Kak nosb3oBaTesb
[lan cornacve B AMasioroBOM OKHe paspeLleHuit.

- CosgaHue u xpaHeHue ¢uapbma. daiin dunbMa 3anucbiBaeTcs B KaTasior, KOTOPbIR
[LOCTYMNeH ToNbKo nogcucteMaM ReplayKit 1 He OCTyneH HUKaKUM NPUNOXEHUAM. DTO
rnomMoraeT nNpeaoTBPaTUTb UCMOJIb30BaHWeE 3anunceit TPeTbUMM CTOPOHaMM 6e3 cornacus
nofb3oBaTens.

< [IpOCMOTP KOHEYHbIM MosIb30BaTesIeM U nybvkaums. Nonb3oBaTenb MOXeT
npocMoTpeTb 1 ony6mMkoBaTb GUIbM Yepes UHTepdelic, NpegocTaBnseMblin ReplayKit.
NHTepdelic npenocTaBnseTca OTAENbHO OT npolecca Yyepes MHOPACTPYKTYpy
pacwupeHnin i0S 1 nMeeT OOCTYN K NofyYeHHOMY dainy dunbma.

Mpamasga TpaHcnauua ReplayKit

Mpu NPAMON TPaHCNALMUM UCMONb3YeTCd MHOrOypOoBHEeBaa cuctemMa 6e30mnacHoCTH.

«  3anuce coaepXXuMoro akpaHa u 3Byka. MexaHU3M 3anncu coaepXXMMoro aKkpaHa
M 3ByKa BO BpeMsd NpPaMON TpaHCNALUM UOEHTUYEH 3anncKu BUOEO; 3annch BbiMoiHIeTCo
B nemMoHe replayd.
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«  PaclumpeHus npsmoi TpaHcasummu. YTobbl cnyX6bl CTOPOHHMX Pas3paboTUMKOB MOTn
NPUHUMAaTbL yYyacTue B NpsMoi TpaHcnsaunm ReplayKit, oHuM gonxHbl co3gaTbh ABa HOBbIX
paclmnpeHunsa c KoHe4YHoln Touykol com.apple.broadcast-services:

- paclupeHue uHTepodelica Nnonb3oBaTens, YTobbl NoNb3oBaTeb MOr HacTpanBaTh
NPSMYI0 TPAaHCAAUNIO;

- paclumpeHue 3arpysku, kotopoe 6yner o6pabaTbiBaTb 3arpysky BUAEO- U
ayanoaHHbIX Ha BHYTPEHHUE cepBepbl Cry>X0Obl.

3Ta apxnTekTypa No3BONSET rapaHTMPOBaTb, YTO XOCTUHIOBble NMPUNOXEHUS HE CMOTYT
nony4ynTb AOCTYMN K NepeaaBaeMbiM BUAEO- U ayanomMatepmnanam. JoCTyn ecTb TOMNbKO Y
ReplayKit 1 paclimpeHuii Npamoit TpaHCNALUN CTOPOHHUX Pa3paboTUYMKOB.

«  VIHCTpyMeHT BbibOpa A/15 NpsMoi TpaHcasaumn. C MOMOLLbIO 3TOr0 MHCTPYMEHTA
Nnonb3oBaTeIN MOTYT 3aNyCTUTb NPSAMYIO TPAHCASLMIO U3 NPUOXKEHNS, UCNONb3YA
TOT XKe MHTepdelc nonb3oBaTens, KOTOPbI AOCTYNeH Yepe3 MyHKT ynpaBneHus.
MHTepdenc nonb3oBaTesna peanansyetca C NOMOLLbO 3akpbiToro APl n aengetcs
pacliMpeHnemM B paMKax nporpaMmMHoin cpeapbl ReplayKit. OH cyuiecTByeT OTAENbHO OT
npouecca NpuioxeHus nyénmkauum.

«  PaclmnpeHune 3arpy3ku. PaclumpeHune, peannsyemMoe CTOPOHHUMU CyKBaMu NpsaMoi
TpaHcnaumu ans o6paboTkn BUAEO- M ayAnomMaTepuranoB BO BpeMsi 3pUPHOro BelaHus,
ncnonbayeT bydepbl Heob6paboTaHHbIX HE3aKOANMPOBAHHbIX GparMeHTOB. B aTOM
pexume BULEO- 1N ayanopaHHble npeobpa3syioTca B nocnefoBaTesnbHy0 GopMy 1
nepepatTcs CTOPOHHEMY pacLUMPEHMIO 3arpy3kn B pealbHOM BPEMEHU Yepes npsimoe
coeguHeHune XPC. KogmpoBaHne BUAEOOaHHbIX BbIMOMHAETCS creayolmm obpasom:
06bekT IOSurface nssnekaercsa ns bydepa sugeodpparMeHTOB, HALEXHO KOAUPYETCS
kak 06bekT XPC, nepecbinaetcs CTOpoHHEMY paclunpeHuto Yyepes XPC, a 3aTeM CHoBa
nekogupyetcsa B 06bekT IOSurface.

Be3onacHocTb ARKit B iOS n iPadOS

ARKit — aTo nporpaMmHas cpefa, C MOMOLLbO KOTOPOW pa3paboTymku MoryT 0o6aBnaTb B
CBOW MPUNIOXEHUS UM UTPbl 3/1IEMEHTbI JOMNOJIHEHHOW peanbHOCTU. Pa3paboTynkm MoryT
[06aBAATb ABYMEPHbIE N TPEXMEPHbIe 31eMEHTbI C UCMO/Ib30BaHMEM GPOHTaNbHOMN
Kamepbl NN kKaMmepbl Ha 06paTHOM cTopoHe ycTpoicTea iOS nnum iPadOS.

Apple paspabaTbiBaeT KaMepbl C y4eTOM TpeboBaHUIi KOHOUAEHLUNANbHOCTU, U, YTOBbI
nony4YnTb AOCTYMN K KaMepe, MPUNoXeHUa CTOPOHHUX pa3paboTUnMKOB A0KHbI CHavana
nony4ymTb cornacue nonb3osaTens. Ha yctponcteax ¢ iOS n iPadOS npunoxeHuns, KOTOPbIM
nofb3oBaTesb NPenocTaBu AOCTYMN K KaMepe, MOryT nojy4yaTb TekylimMe n3obpaxxeHus

C nepenHen 1 3agHen Kamep B pexnme peanbHOro BpemMeHun. MpunoxeHusam sanpeleHo
MCMONb30BaTbh KaMepy He3aMeTHO A/d Nofb3oBaTens.

CHaTble Ha kKamepy GOTO M BUAEO MOTYT cogepXaTb APYryo MHGopMaumio, Hanpumep
MECTO M BpeMs CbeMKku, rnybuHy peskocTu n pyHkumMo overcapture. Ecnn nonb3oBatenu
He XOoTaT, YTo6bl POTO M BUAEO, CHATbIE B NpunoxeHnn «Kamepa», cogepxanmu
MHbOPMALINIO O MECTE CbeMKU, OHN MOTYT U3MEHUTb 3Ty HACTPOIKY B pasgene
«HacTpoinkun» > «KoHduaeHUManbHOCTb» > «Cnyx6bl reonokaunmn» > «Kamepa». Ecnn
nonb30oBaTeNM He XOTaT, YTobbl Npu Nnybankaumm ¢oTo 1 BUAEO cogepxkanm nHdopmMaunto
0 MeCTe CbeMKMW, OHM MOTYT OTK/TIOYNTb Freono3nunto B MeHto «lapamMeTpbl» Ha CTpaHuue
aKcrnoprTa.
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[ns yny4yweHna no3muMOHNPOBaHMS 06BbEKTOB JOMOMHEHHON peanbHOCTM NPUTOXEHUS,
ncnonb3ytoumne ARKit, MoryT o6pabaTbiBaTb MHGOPMaLMIO 06 OTC/IEXUBAHUM OKpYXKatoLen
06CTaHOBKM WY NULL, NONYYEHHYIO OT APYroi KaMepbl. DYHKLNSA OTCEXNBaHUSA
oKpyXatoLen 06CTaHOBKM MCMNOMb3yeT CreLnasbHble anropuTMbl Ha YCTPONCTBE
nonbsoBartens ansg 06paboTkn MHbGOPMaLUM OT AaTYUKOB, YTOBbI onpeaennTb Ux
nosoxeHune B dU3M4eCKoM npocTpaHcTBe. OTCnexXnBaHne okpyxatoleli 06CTaHOBKN
NMo3BOJIAET UCMOMb30BaTb Takhe GYHKLMM, Kak oNTUYeckoe HaBefeHue B KapTax.

be3onacHocTb nnatdpopmbl NFC n SE

PaspaboTtaHHas Apple 6esonacHaa nnatdopma NFC n SE no3songeTt aBTOPU30BaHHbIM
pa3paboTymkKaM NpenocTaBnaTbh onpeaeneHHble BO3MOXHOCTM B CBOMX MPUTOXEHUSAX

ans i0S. Ha ycTtpoicteax ¢ iOS 18.1 1 HoBee pa3paboTUMKN MOTYT XPaHUTb YYeTHble
JaHHble B Secure Element. 9Tu yyeTHble gaHHble o6ecneymBatoT paboTy nnaTexen,
CuUCTeM J0CTyna, onnaTbl 06UECTBEHHOrO TpaHCNoOpPTa, NPOrpaMMm NoSNbHOCTM U BUNEeToB.
Pa3paboTymku MOryT 3alimnLLaTb KOHOUAEHUMANBHOCTb U JaHHble NoNb3oBaTenei, B TOM
yncne gaHHble nnateXxHolx KapT. MNnatdopma NFC n SE gaet BO3MOXHOCTb MCMONb30BaTb
dYHKLUMM Be30NacHOCTK, NpenocTaBeHHble annapaTHbIM U MPOrpaMMHbIM obecnevyeHnem
iPhone, a Takxe cepBepamu Apple. PazpaboTymkmn MoryT ncnonbsoBaTb Secure Element,
6unomeTpuyeckmne ceHcopsbl, Secure Enclave n cepepbl Apple ans 3awmnTbl y4eTHbIX
OaHHbIX Ha yKa3aHHbIX 3Tanax Ux NCnofib3oBaHuUs.

« TMpenocTaBneHne yYeTHbIX JaHHbIX
- besonacHoe xpaHeHue 1 gocTyn

«  ABTOpM3aLMa TpaH3aKLKUA

« YnpaBneHue XMU3HEeHHbIM LIUK/IOM

lMpumeyarHue. Ana ncnonbsoaHua nnatdopmbl NFC 1 SE pazpaboTumky Heob6xoanmo

nony4yunTb paspelleHne. STo NoMoOraeT rapaHTUpoBaTb, 4To gocTtyn K nnatdopme NFC
1 SE nony4atoT TONbKO aBTOPU30BaHHble pa3paboTymku, roToBble cobnogaTb BbiICOKME
CTaHAapTbl KOHOUAEHUMANbHOCTU N 6e30MacHOCTHU.

be3sonacHocTb kKoMNoHeHTOB nnatdopmbl NFC n SE

Mnatdpopma NFC n SE obecneynBaeT goCTyn K annapaTtHbIM Y MPOrPaMMHbIM GYHKLNAM,
KOTOpble No3BoNA0T pa3paboTymkam NpenocTaBiaTb BOBMOXHOCTM 6e30mnacHbIX
TpaH3akuuMin nonb3oBaTenam iPhone.

Secure Element

Secure Element — aTo MHTerpanbHaga MUKpPOCXeMa OTpac/iieBoro cTaHaapTa, Ha KOTopon
3anyckaetcsa nnatdopma Java Card. OHa cepTudnumpoBaHa no ctaHgaptam EMVCo

n O6WMM Kputepusam n nogaepxxmneaet annnetol Java Card, B TOM yncne oaobpeHHble
ona nnatdopmbl NFC 1 SE. B Hell Tak)e eCTb creluanbHblid annneT ang ynpasneHus
aBTOpM3auunen n aktueaumen annnetos Ha nnatpopme NFC n SE. YyeTHble gaHHble MOTyT
WNbpPOoBaTbHCS U OTMNPABAATHCSA 3TUM anmnjeTaM C UCNOMb30BaHWEM YHUKATbHbIX K/OYEN.
3TV QaHHble XpPaHATCa B annjetax 1 3almiieHbl pyHKLMaMM 6e3onacHoCcTn Secure
Element. Bo BpeMs TpaH3aKLUW TepMUHaAN B3aMMOAENCTBYEeT HENOCPEACTBEHHO C YMMOM
Secure Element ¢c nomollblo KOHTponnepa 6ecnpoBoaHON CBA3KN BNMXHEro paguyca
nencteusa (NFC).
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KoHTponnep NFC

KoHTponnep NFC obpabaTtbiBaeT npoTokonbl NFC 1 MaplupyTusnpyeT faHHble,
nepepaBaeMblie MexXay NpoLeccopoM NpunoxeHun n ynnom Secure Element, a Takxe
Mexay Secure Element n TepMuHanom, yctaHOB/IEHHbIM B TOYKe npodaxu. KoHTponnep
NFC nomoraet rapaHTupoBaThb, YTO BCe BECKOHTAKTHble TPaH3aKLUMN BbIMOMHAIOTCS Yepes
TepMuHan, Haxogsawmica 86nnam yctponctea. KoHTponnep NFC cumMtaeT 6€CKOHTAKTHbIMMU
TpaH3aKLMaMKN TOIbKO Te 3anpocChbl, KOTOPble MOCTYyNatT OT TeEpMUHanNa BHyTpu obnacTu
nencrTeug.

lMocne Toro Kak nosb3oBaTelNlb 0400psaeT TpaH3akuuio ¢ nomolubto Face ID, Touch ID
Unu Koa-napons Ha TenedoHe, koHTponnep NFC HanpaBnseTr 6€CKOHTaAKTHbIE OTBETHI,
nogrotoBneHHble annsetomM Ha nnatoopme NFC n SE BHyTpu Secure Element, Tonbko
B 06nacTb gencteusg NFC. MoaToMy gaHHble 6E8CKOHTAKTHbIX TPaH3aKLWiA ocTaloTCs

B NlokanbHol obnactu gelctema NFC 1 He packpbiBaloTCa MPOLLECCOpPY MPUTOXEHUN.

Secure Enclave

Yun Secure Enclave ynpaensgeTt ayTeHTMdMKaLUNElN Nonb3oBaTenei n npoueccamMmm
6e30MacHOro NoATBEPXOeHUs HaMepeHNt Ha YCTPOoMCTBe, obecneynBas NpoBeaeHne
aBTOPM30BaHHbIX TpaH3akLUuii. Secure Enclave u yun Secure Element B3aumopelicTeyoT
yepes nocnegoBaTenbHbIM MHTepdenc: ymn Secure Element nogkntoyaeTcs K KOHTponnepy
NFC, a ToT, B CBOlO o4epeb, NOAKI0OYaeTCa K NPOLEeCccopy NpuaoxeHuin. Xota Secure
Enclave n Secure Element He noakno4YeHbl Apyr K 4pyry HanpsiMyto, OHM MoryT 6e3onacHo
06MeHMBaTbCA AaHHBIMU C NUCMOMIb30BAHMEM OTKPbLITOrO K/ko4a, FEHepPUpPyeMoro Bo BpeMms
3anycka. MNpu HeobXoANMOCTU 3TOT KoY MOXeT obecrnevynBaTb KOHOUAEHUMANBHOCTb

M UEeNoCTHOCTb KaHaNa CBA3N.

Cepgepbl Apple

Ha cepBepax Apple xpaHaTcs nakeTbl anniaeToB, ogobpeHHbie NapTHepaMu NnaTdopmbl
NFC n SE. 3Tn cepBepbl TakXXe ynpaBnstoT HACTPONKON U co3haHNneM LOMEHOB
6e30MacHOCTM 1 annaeToB BHYTpu Secure Element, B TOM 4Yncne ncnonb3yembix
nnatdopmoit NFC n SE.

AnnneTbl N KOHPUrypaLun

YT106bl Ucnonb3oBaTh NnaTdopmMy NFC 1 SE, paspaboTumkun gomKHbl UMETb YTBEPXKAEHHbIN
nakeT annieToB, a KOHGUrypaunsa nx NpoaykTa AOMKHA NOAAEPXMBATb UX YUYETHbIE
daHHble. Mepep oTnpaBkoi B Apple ong 6e3onacHol yCTaHOBKM Ha Yune Secure

Element Bce annneTbl 40MXHbI NPOATU NPoBepKYy 6e30MacHOCTM B akKpeAnTOBaHHOM
CTOPOHHEeN nabopaTopum no oueHke 6esonacHocTu. MNocne otTnpaekn B Apple naket
annneToB U CBSI3aHHas ¢ HUM KoHbUrypaums npoaykTa NpoBepstoTCca U SOMKHbI NONYYUTb
opobpeHne ons ncnosib3oBaHua Ha nnatpopme NFC 1 SE. Opo6peHHbIn nakeT annneTos
nognucbiBaeTcsa U XpaHUTCA Ha cepBepax Apple.

Pa3paboTumkm Tak>Xe CaMOCTOATENbHO HECYT OTBETCTBEHHOCTb 3a nony4vyeHue noBbIX
opyrmnx HEeOo6XOoANMbIX CEPTUPUKATOB N aTTeCTaLMio CBOUX annneToB O/19 KOHKPETHbIX
cny4yaeB UCrNosb3oBaHUA U NMJIaHOB pa6OTbI, HanpmMmep B COOTBETCTBUUN C Tp66OBaHVI9IMV|
3aKOHOB, MpPaBuUJ1 NN ONepaTopPoOB NaaTeXHbIX ceTen.
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MpepnocTtaBneHne yYeTHbIX gaHHbIX

PaspaboTuumk gna nnatpopmbl NFC 1 SE oTBeyaeT 3a 6€30MacHOCTb npoLecca
npenocTaBNeHNs HOBbIX YYETHbIX JaHHbIX NOJb30BaTeNaAM. OTOT NPOLECC MOXeT BK/toYaTb
Takue 3Tanbl, Kak ayTeHTMdMKaLNA Nonb3oBaTensa B npunoxexHnn ang ioS, sawmTa

M noaTeepXxneHne KoOHOUAEHUNanbHbIX AaHHbIX, BBEOEHHbIX NOMb30BaTEeNEM, 06MeH
JaHHbIMU C cepBepamMu, nosyyeHne ogobpeHns Ha Aob6aBneHne yYeTHbIX JaHHbIX, 3anyckK
npouenypbl NpenocTaBneHnsa yY4eTHbIX JaHHbIX U 06paboTka AaHHbIX NepcoHannsauunmn.
Pa3paboTumk Takxe oTBeYaeT 3a COOTBETCTBME CBOEro pelleHns BCeM NMPUMEHUMbIM
HOpMaTMBaM M OTpac/ieBbIM CTaHAapTaM, CBSA3aHHbIM C 6€30MacHOCTbIO NpeaoCcTaBneHns
YYETHbIX AaHHbIX U UX UCMONb30BaHNEM.

Mony4mB 3anpoc 0 CO34aHMM HOBbIX YYETHbIX JaHHbIX OT NpuaoxeHus B i0S, nnatdopma
NFC n SE oTnpaBnseT aToT 3anpoc Ha cepBepbl Apple. Ecnu annneT, cBS3aHHbIN

C 3anpolleHHOoM KOHpUrypaLmen NnpoaykTa, ewe He 3arpyxeH B Secure Element, cepsep
Apple nHUUMKMpyeT 3arpy3Ky nognncaHHoro naketa B Secure Element. 3aTteM HoBbIl
9K3eMMap annneTta yCTaHaBNMBAEeTCS B M30/IMPOBAHHOM JOMeHe 6e30MacHOCTMN BHYTPU
yuna Secure Element. 3ToT ak3eMnasip UCNONb3yeTCs A9 XPaHEHUS HOBbIX YUYETHbIX
[OaHHbIX. [Tocne ycTaHOBKU BbiGpaHHbIN pa3paboTYMKOM O0BEPEHHbIN CEepBUC-MEHedXep
(TSM) MoxeT KoHUAEHLUNaNbHO NepCoHaNN3NnpPoBaTh 3K3eMNaap annneta, 4obaBmB
ntobble HeobxoaMMble y4YeTHble faHHble, HanpuUMep KJl4Yn U HOMepa y4YeTHbIX 3annce.

be3onacHoe xpaHeHMe u gocTyn

AnnapaTHble 1 NporpamMmHble GyHKUMN 6e3onacHocTu Secure Element 3awmuiatoT
yyeTHble faHHble Ha nnatdopme NFC 1 SE BO BpeMs UX XpPaHEHUS U UCMO/Ib30BaHMUS.
PaspaboTynkm oTBeYatoT 3a To, YTO Ux annnetbl Secure Element yctaHoBneHbl 6e30nacHbIM
cnocoboM, COOTBETCTBYIOT NpaBuiamM 6e30nacHOCTM U NOMIHOCTbIO 3a4eNCTBYIOT GYHKLMMU
6e30MacHOCTKN, AOCTYNHblEe Ha NnaThopMe, AN Hagexallen 3aWnTbl YYETHbIX OAaHHbIX.

Mnatdopma NFC n SE paspeliaet KOHPUrypaumsam NnpoaykKTa n aksemnaspam annneta
OOCTYIN TOMIbKO K CBSI3aHHbIM C HUMUW npunoxeHusm B i0S. NMoaToMy HepaspelleHHble
NPUIOXEHNS HE MOTYT B3aMMOLENCTBOBaTb C HUMM C LLENbIO UX NBMEHEHMS

WM Ucrnonb3oBaHus. Cnegytolme 0eNCTBUS paspeLleHbl TONbKO CBSA3aHHbIM
npunoxeHunsm B i0S:

< 3anpoc Ha co3gaHue aK3eMnaapoB annneTa;
- nepcoHanusauus, o6HOBNEHWE N OTNPaBKa KOMaH 9K3eMnaspaM annnera;
- VHALMMPOBaHWE TPaH3aKLUuii;

- 3anpoc Ha yaaneHve aK3eMnaapoB annnera.
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ABTOpU3aUUNa TpaH3aKLMN

MpunoXeHus O0MXKHbI NoNy4YaTb paspelleHne oT nonb3oBaTensa ang nobbix TpaH3akKLUUNi.
Mnatdopma NFC n SE nossonseT pa3paboTymkam rapaHTupoBaTb cobtoaeHne aToro
ycnosusd. [Nonb3oBaTenn aBTOPM3YIOT TPAaH3aKLLUM C MOMOLLb0 BMOMETPUN UK KOO -Maponsd
B COYEeTaHUN C GU3NYECKUM XeCTOM B CTOpoHY Secure Enclave. Nocne ogobpeHuns

Secure Enclave oTnpaBnseTt gaHHble ayTeHTUGMKaummn B Ynn Secure Element. 3atem
Secure Element npoBepseT nx n ysegomnaseTt annneTt o6 aktnueaunm nHtepoderica NFC.
PaspaboTuumk gna nnatpopmbl NFC 1 SE gonxeH obecne4yntb COOTBETCTBME CBOETO
npunoxenusa ona iOS n annneta Secure Element cneundunkaumsam, npeaocTaB/ieHHbIM
Apple, 4To6bl OHM MO 6e30MacHO UCMONb30BaTb MEXAHM3M aBTOPM3aLUKN TpaH3aKLUMN

M MPOBOAUTb CaMU TpaH3aKLuUu.

[nga 3anycka TpaH3akuuu npunoxeHue ang i0OS oMKHO HAXOAUTbCS Ha NepenHeM nnaHe,
a iPhone ponxeH 6bITb pa3bnoknposaH. Korga npunoxenune ang iOS 3agaHo B HacTpolikax
KaK MpuUioXeHne No yMon4yaHuto A1 6eCKOHTaKTHbIX NAaTeXen, OHO aBTOMaTU4YeCKuU
3anyckaeTcs Npu ABOMHOM Ha)aTumn 60KoBOIN KHOMKK (Ha ycTpoicTeax ¢ Face ID)

WNn KHomnku «[JoMon» (Ha ycTpoiicTteax ¢ Touch ID) nocne ayTeHTudmUKaLMm Nonb3oBaTens
(ecnu iPhone 3abnokunpoBsaH).

Kpome Toro, npunoxenune anga iOS Ha nnatpopme NFC 1 SE gonHo 4eTko coobuiaTb
Nosb30BaTENO O TOM, KakKMe yYeTHble AaHHble OyayT MCNOoNb30BaHbl 4N TpaH3aKLUuu,
M oTobpaxkaTb BCe COOTBETCTBYIOLIME CBEAEHMA O TPaH3aKUUN.

YnpaBneHune >XU3HEeHHbIM LLUK/IOM

Mcnonbsys APl nnatdopmbl NFC 1 SE, pa3paboTymk MOXeET OOHOB/ATb YYETHbIe AaHHble
WKW yoansaTb UX, @ 3aTeM OTNPaBAsATb COOTBETCTBYOWME KOMaHObl CBOEMY annneTy

13 cBoero npunoxeHus gnga i0OS. Takxe pa3paboTunk MoXeT 0006aBNSATb BO3MOXHOCTHU
NPUOCTAaHOBUTb OENCTBUE YUYETHbIX AaHHbIX UM OTMEHUTb UX MPUBA3KY, HO 3TU
BO3MOXHOCTUN He3aBUCUMbI OT nnatdopmbl NFC n SE.

Bce yyeTHble faHHble B Secure Element HafeXHO CTUpalOTCS, eCnv Nofib3oBaTeb:

- BbIxoauT us iCloud;
- ypansdeTt Kof-naposib CBOEro yCTpoOMcTBa;

< CTUpaeT BCe JaHHble C YCTPOMCTBA C NOMOLLbI0 GYHKLMU «CTepeTb KOHTEHT
N HAaCTPOMKN» UM yOaNieHHO C noMollblo JlokaTopa;

- 3anpawwuBaeT yganeHune ceoero AkkayHTa Apple Ha cTpaHuue «[laHHble
N KOHOUOEHUMaNnbHOCTb» Ha canTe Apple.

Monb3oBaTesnb TakXXe MOXET yaannTb co cBoero iPhone onpeneneHHble y4yeTHble AaHHble,
yaoanne CBA3aHHOE C HUMU npunoxenue anga ioS.
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BesonacHoe ynpasneHue ycTpomncTBamMu

O630p 6e30MacHOro yrnpaBaeHnUsa yCTPONCTBaMM

i0S, iPad0OS, macOS, tv0S, watchOS un visionOS nogaepxuBatoT rMOKMe NONUTUKN

N KOHPUrypaumm napamMeTpoB 6e30MNacHOCTU, nerknue B NpUMeHeHuUn n ynpasneHum. C

MNX MOMOLLbIO OPraHn3aLmnm MoryT 3almwaTb KOpnopaTUBHY MHGOPMaLMIO N CNeauTb

3a TeM, YTOoObl COTPYAHUKN cobofgany KoprnopaTuBHbie TpeboBaHUS, LaXe eC/iv OHU
MCMNONb3yT COBCTBEHHbIE YCTPOWCTBA, HaNnpMMep, B pamMKax NporpamMmbl UCMOSIb30BaHUS
COTPYAHMKAMU INYHbIX YCTPONCTB Ha paboTte (BYOD).

OpraHusaumnm MoryT Ucrnosib3oBaTb NaaTdopMy ynpasieHUs MoOUNbHbIMK YCTPONUCTBaMM
(MDM), peannsoBaHHYyt nocpencTtsoM cucteMbl MDM, 4yTobObl BHEOPATHL TpeboBaHua

K KOA-naponsM, KOHOUryprupoBaTb HACTPOMKMK, OrpaHnyYMBaTb GYHKLMOHANbHOCTb 1 gaxe
yOaneHHoO CTUpaTb AaHHble Ui 6/10KMpPOoBaTh ynpaBnseMblie yCTPOMCTBA. OTO NoMoraeT
obecnevymBaTbh 6€30MaCHOCTb KOPMNOPaTUBHbIX AaHHbIX, JaXe eciiv g AocTyna K HUM
COTPYAHUKN UCNOMb3YIOT CBOM IMYHbIE YCTPOMUCTBA.

YnpaBneHne MobunbHbIMM YCTPOUCTBAMU

O630p 6e30MacHOCTU yNpaBneHns MOOUNIbHbIMU
yCTpOMUCTBaMM

OnepaumnoHHble cuctembl Apple nogaepxuneatoT paboTy ¢ cucteMamm ynpaBnenHums
MoGUAbHbIMMK ycTpolicTBamu (MDM), 6narogaps YeMy opraHmM3aumnm MOryT BbIMOJIHATb
6e30MacHyl HacTPOWMKY M ynpaBnsaTb MacliTabHbIM pasBepTbiBaHMEM yCcTpoicTe Apple.

besonacHocTb pabotbl cuctembl MDM

Pa6oTa ¢yHkUNIA MDM ocHOBaHa Ha TEXHOMOTMMAX OMepaLMoOHHOM CUCTEMDI, TaKUX Kak
KOHbUrypauum, peructpaumnsa no 6ecnposogHol cetu u cnyxba Apple Push Notification
(APNs). Hanpumep, APNs BbIBOAMT YCTPOMCTBO U3 peXxmnmMa CHa U 3anyckaeT nogkiiyeHmne
Hanpamyto K cucteme MDM yepes 6e3onacHoe coegmHeHne. Yepes APNs He nepepaeTtcs
KOHPMaeHUWanbHas nnu KopnopaTtnueHas nHopmaums.

Mcnonb3sya MDM, otaoenbl AT moryT 6e3onacHo BHeapaTb ycTponcTea Apple

B KOPMopaTMBHYIO UK y4ebHYylo cpeny, YyCTaHaBnMBaTb U OGHOBASATH HACTPOMKM

no 6ecnpoBoOfHON CETU, CNeanTb 3a cobnogeHneM NONUTUK, ynpasnsaTb o6HoBneHnem MO
M faxe yaaneHHo cTMpaTb JaHHble nnu 61oknMpoBaTb ynpaBisieMble yCTPONCTBA.
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B iOS 13 n HoBee, iPadOS 13.1 n HoBee, macOS 10.15 n HoBee, a Takxe visionOS 1.1

N HOBee NoanepXMBaeTcsa HOBbIM cnocob perncTpaummn yctponcTs Apple, co3gaHHbIN
cneumanbHO ANg NPOrpaMM UCMonb3oBaHMSA NMYHbIX yCcTpoicTB (BYOD). MexaHu3Mm
perncTpaunm npenocTaBasieT Nosb3oBaTeNnaM OONONHUTENbHYO cBOb6OAY [ENCTBUIN Ha NX
COBCTBEHHbIX YCTPOMWCTBAaX, OAHOBPEMEHHO MOBbILWas 6e30MacHOCTb KOPNOPaTUBHbIX
JaHHbIX 6narofaps kpuntorpadruyeckoMy pasfeneHunto ynpasnseMbix JaHHbIX. OTO
obecneynBaeT onTMManbHbIn 6anaHc 6e3onacHOCTU, KOHPUAEHUMANbHOCTM U yaob6CcTBa
AN nonb3oBaTesnel Npu UCMNob30BaHUM NporpaMmm BYOD. AHanormyHbin MexaHnsm
pasfaeneHns gaHHbix oOaBfeH B MPOLLECChl perncTpaumm yCTPOMCTB Ha OCHOBE YYeTHbIX
3anucert B i0S 17, iPadOS 17 n macOS 14, visionOS 1.1, a Takxxe B 6051€e HOBbIX BEPCUSIX.

Tunbl pernctpaunmn

- Peructpauyms nosnp3zoBatessd. ATOT TUN perncTpaumnm, npegHasHa4vyeHHbIA o8 MUYHbIX
YCTPONCTB, UCMOMb3yeTCs COBMECTHO C ynpaBisieMbiMu AkkayHTaMun Apple
ANns ngeHTudukaunm nonb3oBaTens Ha yCTponcTee. [1ng Havana permcrpauum
TpebytoTca ynpaBnsgeMblie AKkayHTbl Apple, a 4ns ee yCrnewHoro 3aBepLueHns
Nnonb30BaTesb OO/IKEH BbIMOMHUTb ayTeHTUdUKaLmio. YnpasnsemMble AkkayHTbl Apple
MOXHO MCMNOJIb30BaTb OAHOBPEMEHHO C NIMYHbIM AKKayHTOM Apple, c KOTopbIM
nofib3oBaTeb yXXe BbINOMIHWU BXOL B CUCTEMY paHee. YNpaBaseMble NpUaoXeHNs
N yYeTHble 3anncu NCNonb3ytoT ynpasngemMble AkkayHTbl Apple, a NM4YHble NPUNOXEHUS
N yYeTHble 3anncu — NnyHble AKKayHTbl Apple.

< Peructpauyms ycTposicTea. ATOT TUM PerucTpaumum no3BosigeT Nob3oBaTesNsm
opraHM3auunin BpyYHY0 PEermcTpupoBaTh YCTPOMCTBA U YyNPaBAaTb Pa3iMyHbIMK
acrnekTaMun UCMNofib30BaHUs YCTPOMCTB, B TOM YMC/e BO3SMOXHOCTbIO CTUPaHUs
[JaHHbIX Ha yCTpoicTBe. AIMUHUCTPaTOpPy AoCcTyneH 60/bwoi Habop KoHbUrypaLuit
N OrpaHUYeHmni, KOToPble MOXHO MPUMEHATb K YCTPOWCTBY. Korga nonb3oBatesb
yoanseTt npodusb pernctpaumm, Takxxe yaanaoTcs BCe OCHOBaHHbIe Ha HEM
KOHOUIypauumn, HaCTPONKKM 1 ynpaensieMble NpuioxeHus. Kak u permcrtpauuio
nofib3oBaTeNiell, perucTpaumio YCTPOMNCTB MOXHO MHTErPUPOBaThb C YNpPaBiSeMbIM
AkkayHTOM Apple. Takasg permcTpaumsa yCTPONCTB Ha OCHOBE YYETHbIX 3anuncei Takxe
[aeT BO3MOXHOCTb UCMO/b30BaTb yYNpaBnsaeMblit AkkayHT Apple Hapsaay € UYHbIM
AkkayHTOM Apple n kpunTorpaduyeckn pasaenser KOpnopaTuBHbie AaHHbIe.

- ABTOMaTuyeckas perncrtpaumns ycrporictea. ABToMaTmyeckas permctpaums yCTponcTs
No3BOJNISIET OPraHM3alUmMsaM HacTpamBaTb YCTPOMUCTBA M yNpaBnsaTb UMU C MOMEHTA
N3BievYeHnsa N3 Kopobkn. Takme yCTPOMNCTBA TakXe HasblBaOTCA KOHTPOIMPYEMbIMU.
Ha KOHTpOoNMpyeMbix YCTPOMCTBAX MOXHO 3anpeTuTb yganeHune npoouna MDM
nonb3oBaTesieM. ABTOMaTnyeckas peructpaums BO3MoxXHa To/IbKO A1 YCTPOMCTB,
npuHagnexauimx opraHmsaumnm.

OrpaHuU4eHunsa yCTPOUCTB

AOMWHMCTPaTOPbl MOTYT HakNaAbiBaTb (M MHOTAA CHMMAaTb) OrpaHUYeHuns, YTobbl
3anpewaTtb Nosib3oBaTeNs M OOCTYN K OnpefeneHHbIM MPUNoXeHUsSIM, cepBucam

nnu GyHKLUMaM ycTpoincTs Apple, 3apernctpmpoBaHHbix B cucteMe MDM. OrpaHuyeHums
OTNPaBASAOTCS Ha YCTPOMCTBA B COCTaBe MOJIE3HOM Harpy3kn orpaHUYeHunin, kotopas
BXOAMUT B KOHPUrypaumto. HekoTopble orpaHMyeHuns Ha iPhone MoXxHo HaknagbiBaTb

Ha Yacbl Apple Watch, ¢ koTopbiMuK co3gaHa napa.
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YnpaBneHne HacTpoKaMu Kog-naposiei u naponemn

Mo ymonyaHuto kog-naponb nonb3oatens B i0S, iPadOS, watchOS un visionOS aenaetcs
undposbiM PIN-kogoMm. Ha iPhone, iPad 1 Apple Vision Pro c 6uomeTpuyeckomn
ayTeHTUdUKaLUMen Kog-naposb No yMoa4aHU COCTOUT N3 6 undp, a ero MMHMMarsbHas
OnvHa cocTaBnseT 4 undpbl. PekoMeHayeTcs UCNOb30BaTh 6ofee AIMHHbIE U CNOXHble
KoA-naposin, NOCKONbKY UX TpyaHee noaobpaTb UK B3NOMaTb.

AOMUHUCTPATOPbI MOTYT NPUHYAUTENbHO NMPUMEHATb 6oNlee CNoxXHble Koa-naponam

n gpyrue nonntuku ¢ nomouwbio MDM, a B i0S, iPadOS u visionOS — ¢ nomouwbto Microsoft
Exchange. [1ng ycTaHOBKW NMoJIe3HON Harpysku NoinMTUKM Kog-naponet macOS BpyyHYto
TpebyeTca naposnb agMuUHUCTpaTopa. NMoNnTUKM Koa-naponen MoryT BkaodaTb TpeboBaHue
Koa-naposien onpeneneHHon ANuHbl, a Takxe 0693aTeNbHOCTb ONpeAeeHHbIX CUMBOJIOB

M Opyrnux atpubyToB Kog-naponen.

Ha Apple Watch no ymonyaHuto ncnonbaytoTcs unodpoBble Kog-naponn. Ecnm nonutuka
KofO-naponen, oencTeytoulas ona ynpaengemMbix yctpoictes Apple Watch, Tpebyet
MCMoNb30BaHMe APYrMx CUMBOJIOB MOMUMO UM, TO AN pa3biokKMpoBKN YCTPONCTBA
O0JIXXeH UCnosib30BaTbCa 06beAMHEHHbIN ¢ HAM B napy iPhone.

Be3sonacHoCTb aTTecTauumn yrnpaBnsseMblX YCTPOUCTB

ATTecTauus ynpaBnsemMblx yCTPONCTB AocTynHa B i0S 16, iPadOS 16, macOS 14,

tvOS 16, watchOS 9, visionOS 1.1 a Takxxe B 60/51ee HOBbIX Bepcusax. 3agencTeysa Secure
Enclave, aToT npouecc npefgocTaBnseT Kpuntorpadunyeckme rapaHTMm NoAAMHHOCTHU

1 6esonacHocTu ycTpoicTtBa. OH nogaepxunsaetca ans iPhone, iPad u Apple TV

c yunom A11 Bionic unu HoBee, a TakXxe A5 komnbtoTepoB Mac ¢ yunom Apple. Takxe
nopnepxupatotca Apple Vision Pro ¢ visionOS 1.1 unn HoBee. ATTecTaunsa yrnpaBnsaeMblx
YCTPOMNCTB NoMoraeTt o6ecneynTb 3alMTy OT CleayloWmx TUMoOB yrpos:

- B3/I0MaHHOE YCTPOMCTBO coobLLaeT HeBEPHYO MHbOPMAaLMIO O CBOMX CBOMCTBAX;

- B3/I0MaHHOE YCTPOMCTBO NpeaocTasseT yCTapeBllyo aTTecTaumio;

«  B3/IOMaHHOE YCTPOWCTBO OTMpPaBngeT naeHTUGUKaToOpPbl OPYroro yCTPOMCTBA;

«  3/10YMbILNTEHHUK U3BMIEKaEeT INYHbIN KM0Y O19 UCMOMb30BaHWUA Ha CBOEM YCTPOMNCTBE;

«  3/10yMbILWSIEHHUK B3/1aMbIBaeT Npoueaypy 3anpoca ceptuonkaTa, YTobbl LEHTP
cepTudunkaummn Boigan emy ceptmodukar.

ATTecTauuns ynpaBngemMoro yCcTpoiicTBa NPoOUCXOaUT creayolinM o6pasoM: yCTPONCTBO
oTnpaBngeT 3anpoc aTTecTalumn Ha cepBepbl aTTecTauun Apple, a oHM Bo3BpaLLatoT
MaCCMB [laHHbIX, COCTOSALLUA N3 HEKOPHEBOr0 M MPOMEXYTOYHOTr0o CepTUPUKATOB C KOPHEM
B LlEHTPpe KOPHEBbIX CepTUPMKATOB KOprnopaTUBHOM aTTecTauum Apple. B 3aBucumMocTu

OT TUNa yCTPONCTBa HEKOPHEBOI cepTUdUKAT MOXET CoaepXaTb CBEAEHNA 0 KOHKPETHbIX
CBOWCTBaXx, Kak nokasaHo B Tabnuue ganee.
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OID u 3Ha4yeHue

1.2.840.113635.100.8.9.

CepuitHblii HOMep

1.2.840.113635.100.8.9.2
uDID

1.2.840.113635.100.8.10.2
Bepcus sepOS

1.2.840.113635.100.8.11.1

Kop ceexecTtu

1.2.840.113635.100.8.13.1
CraTtyc SIP

1.2.840.113635.100.8.13.2

CrtaTyc 6e30MmacHOl 3arpysKkmu

1.2.840.113635.100.8.13.3
PaspeleHHble CTOPOHHUE
pacwupeHus agpa
1.2.840.113635.100.8.10.3
Bepcus LLB

1.2.840.113635.100.8.10.1
Bepcus onepaumnoHHoiA
cucTeMbl
1.2.840.113635.100.8.9.4

ID ycTpo#cTea,
obHoBngwowero NO

MuHuUManbHble
noapepxXuBaemMmbie Bepcumn
ornepaumuoHHbIX CUCTEM

iOS 16 iPadOS 16
macOS 14 tvOS 16
watchOS 9 visionOS 1.1

iOS 16 iPadOS 16
macOS 14 tvOS 16
watchOS 9 visionOS 1.1

i0S 16 iPadOS 16
macOS 14 tvOS 16
watchOS 9 visionOS 1.1

iOS 16 iPadOS 16
macOS 14 tvOS 16
watchOS 9 visionOS 1.1

macOS 14

macOS 14

macOS 14

i0S 16 iPadOS 16
macOS 14 tvOS 16
watchOS 9 visionOS 1.1

iOS 16 iPadOS 16
macOS 14 tvOS 16
watchOS 9 vision0S 1.1

iOS 16 iPadOS 16
macOS 14 tvOS 16
watchOS 9 visionOS 1.1

OnucaHune

CepuitHbli HOMep YCTPOWNCTBA;

MOXeT UCNoNb3oBaTbCs A5 ero
noeHTuomnkaunm. YtTobbl 3alWNTUTD
KOH®UAEHUMaNbHOCTb NOMb30BaTeNS,

3TO 3HaYeHMe He oTnpasnseTcs

npu atTecTauMu ynpaBnsemMoro ycTpoicTsa
C 3aperncTpmMpoBaHHbIM MOMb30BaTENEM.

YHWKanbHbIA annapaTHbIi

naeHTndmKaTop; MOXeT NCNONb30BaTbhCH
ANng naeHTudukauumn ycTponcTea.

Ha Mac ngeHtndukatop UDID
cooTteeTcTByeT UDID npegoctaBneHus
ycTpoicTBa. YTo6bl 3aWNTUTD
KOH®UAEHUMaNbHOCTb NONb30BaTeNS,

9TO 3HayeHWe He oTnpasngeTcs

npu atTecTauMn ynpaBnsemMoro ycTpoicTsa
C 3aperncTpmMpoBaHHbIM MOMb30BaTENEM.

Bepcus npowuneku Secure Enclave.

YHUKanbHbIN HenpeackasyeMblil Kof,
NOEHTUDULMPYIOLLNIA KOHKPETHYO
aTTecTaumto. OH 03HavaeT, YTo aTTecTauus
6bina creHepupoBaHa nocne co3gaHus
Kofa. DTOT KO XewwnpyeTcs no ctaHgapTy
SHA256.

CtaTtyc BkntoveHus SIP Ha koMmnbloTepe Mac
c ynnom Apple.

Bbi6paHHas koHpuUrypaums 6eszonacHom
3arpysku Ha KkomnbloTepe Mac ¢ yunom
Apple.

PaspelueHbl M CTOPOHHUE pacluMpeHmns
aapa Ha KoMmnbioTepe Mac ¢ yunom Apple.

Bepcus HVW3KOYPOBHEBOrO 3arpysyunka.

Bepcus onepaumnoHHoi cuctemsl v iBoot.

Moateepxpaet SoftwareUpdateDevice
ID, BO3BpalleHHbI B 3anpoce Device
Information. Cuctema MDM moxeT
Mcnonb3oBaTb ero, YTobbl onNnpenennTh
NPUMEHUMOCTb KOHKPETHOro 06HOBEHUS
AN8 AaHHOro yCTPOWCTBa.
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YCTPONCTBO MOXET 3anpoCuUTb aTTecTaluto No KoMaHae, Nosy4YeHHol oT cepsepa MDM,
Wnn B Npouecce Bbigayum ceptudumkaTta no npotokony ACME. B niobom 13 aTux cny4vaes
YyCTPOMCTBO nony4vaeT ko4 ceexecty oT cepeepa MDM unu ACME (OH BXOAMT B COCTaB
3anpoca K cepBepy aTtTectaumn). Xew Koga cBexecTn no ctaHgapty SHA256 sknatovaeTcs
KaK CBOMCTBO B HekopHeBon cepTudukat. OH nozeonseT cepepy MDM nnu ACME
noaTBEPAUTb, YTO aTTecTalna COOTBETCTBYET 3anpocy.

Mocne nony4yeHusa aTTecTauun cepBepHas ciy>xx6a AosXHa BbIMOJIHUTb BCe HeOBXoaAnMble
npoBepku. B 4yacTHOCTH, HeO6XOANMMO MOATBEPOUTD, YTO HEKOPHEBOWN cepTudUKaT BblaaH
LLeHTPOM KOPHEBbIX CepTUDMKATOB KOPNopaTUBHOM aTTecTaumn Apple; cpaBHUTb xell Koaa
CBEXECTM C ero oXungaemMbiM 3Ha4YeHWEM; U MPOBEPUTb ApPYyriue CBOMCTBa aTTecTaLuu.

ATTecTauus ynpaBnsieMblX YCTPOWCTB MOXET CTaTb Ba>XXHbIM 3/1IEMEHTOM COBPEMEHHOM
6e30MacHoON MHOPACTPYKTYpPbl. OpraHMsaLmMmn MOTYT UCMOMb30BATb €€ Pas/IMYHbIMU
cnoco6amu B 3aBUCUMOCTU OT NPUHATON MoeNN pasBepTbiBaHUA.

- WcnonbsoBaTb cepTudurkaT, BbigaHHblin ACME, ons ayTeHTUdUKaLMn coeanHeHns
Mexay KneHToMm u cepsepomM MDM, a atTecTtaumio DeviceInformation —
O perynspHoin npoBepKn CBONCTB YCTPOMCTBA.

- MoatBepXAaTb NOANMHHOCTb M 6€30MacCHOCTb YCTPOMUCTBA U NOPYUYNTb CEPBEPY
ACME npoBoAUTb OLEHKY AOBepUs Nepep Bbigaveln ceptuomkaTa. 3To noMmoraet
rapaHTUpOBaTb, YTO TOJIbKO YCTPOMCTBA, OTBEYatoLme HeobxoaMMbIM CTaHgapTam,
nony4atT ceptudukar.

- BcTpouTb gaHHble 0 CBOMCTBAX YCTPOMUCTBA, NONyYeHHble Npu aTTecTauuu,
B cepTudmnkat ACME n nopyumnTb OLLEHKY OOBEPUS NPOBEPAOLMM CTOPOHAM.

Co3paHue Kn4ven ¢ annapaTHOW NPUBSA3KOMN

B npouecce Bbigaum ceptudmkaTa no npotokony ACME y ycTpolicTBa MoOXeT 6bITb
3anpolieHa atTecTaums. MNMpu aTOM TakXXe co3gaeTcs napa CBA3aHHbIX Kio4ven B Secure
Enclave, 4To6bl yCTPOMCTBO MOTJ1I0 UCMOMb30BaTb NMPENUMYLLLECTBA €ro HafeXHon
annapaTHOW 3alWnTbl. Mpun 3TOM NUYHBIN KNtoY obopaynBaeTCs B K04 Kacca, 4To
nomMoraet NpefoTBpaTUTb SKCNOPT IMYHOIO KJtoYa.

[ng cospgaHua KaoYa ¢ annapaTHOM NpuBA3Kon B KoHoUrypaunn ACME gonxeH
mcnonb3oBaTtbcsa anroputm ECSECPrimeRandom ¢ pasmepoM kntoya 256 6uT

nnn 384 6uta. B aToM anropuTMme onpeaensdeTcsa napa kito4ve Ha oOCHoBe KpuBbIix P-256
mnn P-384 no ctaHpapTty NIST SP 800-186.

[na knioyel c annapaTHOM NPUBA3KOMN He NoaOep>XX1UBaeTca pe3epBHOe KoNMpoBaHue

M BOCCTaHOBMIEHME — Ja)e Ha TOM Xe caMoM ycTpoincTse. Jllobble KOHOUrypaLumum,
cogepxxauwme nonesHyto Harpysky ACME ¢ Kn1to4oM C annapaTHOM NPUBA3KOM, yoanaoTcs
npu BoCCTaHoBeHMN. Ecnu kntoy ¢ annapaTHOM NPUBA3KON UCNOMb3YyeTcs Kak
noeHtTuounkatop knmeHta MDM, perncrtpauma ycTpoincTea oTMeHaeTcs. B aTtom cueHapuu,
€C/IN YCTPOMCTBO 6bINI0 3aperncTPMpPOBaHO C UCMOIb30BAaHMEM aBTOMATUYECKOMN
perncTpaumm, OHO CHOBa 3arpy>kaeT Npodusb perncTpaLmmn n perncTpupyeTcs 3aHoBO.
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MpumMeHeHne KoHPUrypaumm

KoHpurypaumm — ocHoBHOM cnocob, nocpencTBoM KoToporo cuctema MDM npumeHseT
NMOMNTUKM N OTPaAHNYEHUS Ha YNpaBageMblX YCTPOUCTBAX M yNpaBasieT 3STUMN NONUTUKAMMU
N orpaHmvyeHuamMmun. Ecnum opraHmsaumm Hy>KHO HacTpouTb 6onblIOe KONMNMYECTBO
YCTPOMNCTB UKW 3afaTb MHOXECTBO NapaMeTPOB 3/IEKTPOHHOM MOYTbl, CETEBbIX HACTPOEK
NNn cepTudurKaToB Ha BOSIbLLIOM KOIMYECTBE YCTPONCTB, 9TO MOXHO nerko n 6esonacHo
cAenatb C MOMOLLbIO KOHOUTYpaLnii.

KoHpurypauum

KoHpurypaums npepcrtaensget cobon npodunb XML nnun dann popmata JSON

C onpefeneHHon CTPYKTY PO, COCTOSIWMIN U3 MOSIe3HbIX Harpysok, KOTopble 3arpyXatoT
HacCTpPOIKM N MHbopMaLumio 06 aBTopM3aunmn Ha ycTpolicTea Apple. KoHdurypaumm
NO3BONSAOT aBTOMAaTU3MPOBaTb HACTPOMKY NapaMeTpPOoB, YUYETHbIX 3anuncen,
OrpaHUYEeHNN 1N yUYEeTHbIX AaHHbIX. OTU daifbl MOTyT BbITb co3aaHbl cuctemor MDM
nnu Apple Configurator gna Mac. Kpome Toro, nx MoXxHo cosgaTb Bpy4Hyto. MNpexae
4YyeM OTNpaBATb KOHPUrypaLmo Ha YCTPOUCTBO Apple, opraHnsaums gonxHa cHavana
3aperucTpmupoBaTb YCTPONCTBO B cucTteMe MDM ¢ nomoulbto npoduns pernctpauuun.

Mpodunu pernctpaummn

Mpogunb pernctpaumm — 3To KOHGUrypauma ¢ nonesHoi Harpyskon MDM, koTopas
perncTpupyeTt ycTpoicTeo B cuctemMe MDM, ykasaHHoOW ans aTtoro yctpolcTtea. Mocne
aToro cuctema MDM MOXeT OoTNpaB/ifaTb Ha YCTPONCTBO KOMaHAbl U KOHbUrypaumu,

a Takxe 3anpalwuBaTb onpefeseHHyo MHGOopMaLuio ¢ ycTpolicTea. Korga nonb3soBaTenb
yoangeT npodunb peructpaunm, Takxe yaansoTca Bce KOHOUrypauum n ux HacTpomku,
a B 3aBMCUMOCTM OT TMUMNa perncTpaumnum n UCnonb3yemMonm KoHGUrypaunm — Takxe
ynpasnsieMble NPUNoXeHUs, NCMob3ylolme aToT Npodunb perncTpaunm. B kaxabin
MOMEHT BPEMEHU Ha YCTPONCTBE MOXET MCMOMb30BaTbCA TOJIbKO OANH NpOoduUsb
perncrTpauum.

Mpumepbl KOHGUTrypaLUii

KoHourypauus cogepXxuT psan HacTpanBaeMblx NapamMeTpoB B onpenefieHHbIX NMoe3HbiX
Harpyskax, B TOM 41c/ie, MOMUMO MpoYero, cnegytouime:

«  MOJNTUKW KOA-Naponen n naponen;

+ OorpaHum4yeHuns GyHKLUWUIA YCTPOICTBA;

- CeTeBble HAaCTPOMKKN 1 HacTpoiku VPN;
- HacTpoliku Microsoft Exchange;

+  HacTpolku MoYTbl;

+  HACTPOWKW YyYETHOWN 3anucu;

«  HacTpouku cnyx6 katanoros LDAP;

+ HacTpolku cnyx6 kaneHgapen CalDAV;
+  YYeTHble faHHble N yOOCTOBEPEHUS;

. cepTudukaTbl;

- 06HOBNeHUs nporpamMmMHoOro obecneyeHus.
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Mogonucb n wWnppoBaHue npodpuns

Mpodunnm KoHUrypaumm MoXHO nognucaTb, 4ToObl MOATBEPAUTD UX UCTOYHUK,

M 3aWMPpoOBaTb, YTO MOMOXET 0OECNevYnTb X LENOCTHOCTb U 3alLUTUTb UX COAEPXMMOE.
Mpodunn KoHbGUrypaumnm onsa yctponcts Apple wndpyoTcs ¢ UCNob30BaHNEM
CUHTaKcuca KpunTorpaduyecknx coobuieHnii (CMS) no ctaHpgapty RFC 5652

c nopaepxxkoit 3DES n AES128.

YcTaHoBKa npodung

KoHourypaumm MoryT ycTaHaBNMBaTbCs Ha YCTPOMUCTBA C MOMOLLbo cucteMbl MDM

WY BPYYHYIO nosb3oBatensmu. Jinbo MoxHo ncnonbsoBatb Apple Configurator

ans Mac, 4tobbl pasBepTbiBaTb KOHPUrypaumm Ha iPhone, iPad n Apple TV. HekoTopble
KOHPUrypaumm TpebytoT YCTaHOBKM C MoMoLllbto peweHns MDM. CeegeHunsa o6 yganeHuum
npodunen NnpueeneHbl B pasgene YnpasneHme MobUIbHbIMU YCTPOUCTBAMU: BBEAEHUE
B OKYMeHTe «Pas3BepTbiBaHMe nnatdopmbl Applex.

MpumedaHme. 3a KOHTPONMPYEMbIMM YCTPOWCTBAMMN TaKXKe MOXHO 3aKpPenuTb Npoduin
KOHPUrypauun. 3a KOHTPONIMPYEMbIMU YCTPOMCTBAMM TaKXKe MOXHO 3aKpenuTb
npodunu koHoUrypauuu. bnarogaps sToMy MOXHO NpenoTBpaTUTb yaaneHne npodunen
WUNU paspelnTb UX yaaneHune TonbkKo Npu ycnosumn BBoaa Kod-napons.

ABTOMaTU4eckasa perncrpaums yCTpomucTs

OpraHmsaummn MOryT aBTOMaTuU4ecku pernctpmpoBaTtb iPhone, iPad, Mac, Apple TV

n Apple Vision Pro B cucteme ynpasneHus MobunbHbiMu yctpoictBamm (MDM) — npu aTom
He TpebyeTcs GMU3MYECKM HacTpamBaTb UK FTOTOBUTb YCTPOMCTBA Nepen Bblaaven
nonb3oBaTtensam. ocne Toro kak opraHusaumnga peructpupyetca B Apple School Manager
nnu Apple Business Manager, agMUHUCTPaTOpPbl BXOAAT Ha OHNalH-nopTan n gobasnstoT
CCbINIKY Ha cBoto cucteMy MDM. 3aTeM MOXHO Ha3Ha4YuTb NpnobpeTeHHble YCTPONCTBa
nonb3oBaTtenam Yyepe3 MDM. B npouecce KoHGUrypaumm ycTpONCTBO 3anpalineaet

y cepBepoB MHbopMaLuto Apple o HazHavyeHHON eMy cuctemMe MDM, a npu ee HanUuUmn —
cBgA3biBaeTcsd ¢ cuctemont MDM gnd BbiNoNHEHUs peructpaunun. ABToMmaTnyeckas
perucTtpaums yCTponCcTB U coBMecTumMoe pelieHne MDM no3BongoT opraHnsaunsam
BHEAPSTb creaytouime mepbl 6€30nacHOCTM.

- TMpwu akTBaumn ycTponctea Apple coenaTbh o693aTenbHON ayTeHTUbMKaLMIO
nonb3oBaTenen B NpoLecce HavyanbHOW HAaCTPOMKN B ACCUCTEHTE HaCTPOWKMU.

- TMpenocTaBuUTb NpeaBapuTENbHYI0 KOHGUIypaL Mo C orpaHMYeHHbIMU NpaBaMm gocTyna
M coenaTb Tak, YTo6bl ANS A0CTyNa K KOHGUAEHLUMaNbHbIM AaHHbIM, 6bl/10 HE06X0AMMO
CKOHUrypupoBaTh HOBOE YCTPOMNCTBO.

- TpeboBaTb OT yCTPOMNCTB 3arpy3Ky B MMHUMaNbHO AOMYCTUMOWN BEPCUN ONEPaLLUOHHOM
CUCTeMbl nepepn perncrpaymen.

- TpuHyauTenbHo BkatoYvaTth FileVault Ha Mac.

Mocne pernctpauum yctponcTtea B cucteme MDM Ha Hero aBTomMaTu4ecku
yCTaHaB/IMBalOTCS BCe KOHbUTYypaLnmn, orpaHUYeHns N napameTpbl yrnpasieHus.

[na panbHenwero ynpoLieHns npoLuecca HacTPonKK ANg Nofib3oBaTesiell MOXHO y6paTb
onpeaeneHHble Warv U3 NpuioXeHns « ACCUCTEHT HACTPONKMU», YTOBbl NOMb30BaTENN
MOrnn 6bICTPO NPUCTYNUTb K paboTe. Ha NponyLLeHHbIX Warax npuMeHsaoTCsa HaCTPOMKM
C MaKCUMaslbHbIM YPOBHEM KOHbUAEHUMANbHOCTW. HanpuMep, ecnv nponylieHa naHesnb
HacCTPOWKKN cyx6 reonokaumm, ACCUCTEHT HACTPOMKUN He BKJIOYAET 3TU CNYXObI.
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AOMUHUCTPATOPbI TakXXe MOryT 3anpeTuTb Nofib3oBaTtenaM ygansatb npodunb MDM
C YCTPONCTBA, YTO MOMOraeT rapaHTUpPOBaTb HaNM4YMe KOHOUTYpaLUM U OrPaHNYEeHUN
B TeYeHMe BCEro XU3HEeHHOro Linkna yCTponcTBa.

Apple School Manager u Apple Business Manager

Apple School Manager n Apple Business Manager — 3To cepBuCbl, MOMOraiLime
afMWHMUCTpaToOpaM pasBepTbiBaTb ycTponcTBa Apple, koTopble opraHusaums npuobpena
Hanpamyto y Apple, y aBTopusoBaHHbIX Apple pecennepos nnmy onepaTopos.

C nomowbto MDM agMUHUCTPATOPbI MOTYT YNPOCTUTbL A1 NONb30BaTesnel npouecc
HaCTPOWKM, 3a4aBaTb HACTPONKN YCTPONCTB U PACNPOCTPaHATb MPUNOXEHUS U KHUTH,
npnobpeTeHHble B TPEX YKasaHHbIX Bbilwe cnyxbax. Apple School Manager Takxe
WHTErpMUpyeTcs Co CTyAeHYECKUMUN MHOOPMALIMOHHBIMU cucTeMaMu (SIS) kak HanpsiMylto,
Tak 1 ¢ nomolubto SFTP. Kpome 3T0ro, Bce Tpu cnyx0Obl NOAAEPXMBAOT CUHXPOHU3ALNIO
KaTanoros n defepaTUBHYO ayTeHTUDMKALMIO, MOSTOMY NOCTABLLUK YOOCTOBEPEHUN

ans opranmsauuu (IdP) moxeT aBToMaTnyeckun npefocTaBnsaTb, 0O6HOBASTb U OT3bIBaTb
y4eTHble 3anucu.

Apple nogaepxuBaet cepTudunkaunio B CooTBeTcTBMMN co cTaHgapTamum ISO/IEC 27001

n 27018. bnarogapsa sToMy KAnMeHTbl Apple MOryT BbINOMHUTbL 3aKOHOA4ATENbHbIE

N KOHTPaKTHble 06s3aTenbCcTBa CO CBOEW CTOPOHbI. bnarogaps ceptnudoumkaumm
nokynaTenu noay4vyaloT HE3aBUCUMMYIO OLLEHKY MONUTUK KOMMIaHuu Apple B OTHOLWEHWN
MHPOPMaLMOHHOM 6e30MNacHOCTU U KOHOUAEHLNANBHOCTU CEPTUDULNPOBAHHBIX CUCTEM.
MoppobHas nHbopmauns NnpuBeaeHa B pasgene Ceptudukaums 6€30nacHOCTU UHTEPHET-
cepsucoB Apple B aokymMmeHTe «CepTudmnkaumna nnatdopmbol Apple».

lMpumeyaHmne. CBeneHMa o 4OCTYNMHOCTM NporpaMmbl Apple B cTpaHax Unu pernoHax
npueedeHbl B cTaTbe CNyX6bl noaaepxku Apple: [locTynHocTb nporpamm Apple
1 cnoco6oB onnaTbl And NpeanpuaTuii 1 o6pasoBaTeNbHbIX YYpPeXaeHUN.

KoHTponb ycTponcTaa

KOHTpO/1b B LLENOM O3HAYaeT, YTo YCTPOWCTBOM BNlafleeT opraHnaaums, Kotopon
npefocTaBneHbl AONOMHUTENbHbIE BO3MOXHOCTM yNpaBieHns KoHdurypaumen ycTponcTea
N orpaHmyeHuamu. NMogpobHaa MHGopMaLns NpMBeaeHa B pa3aesie 0 KOHTPOJie YCTPOMCTB
Apple B ookymeHTe «Pa3BepTbiBaHne nnatdopmbl Apple».

Mpy aBTOMaTMYECKON PEerncTpaunmn Takxxe aBToMaTUYeCKM BKIOYAETCa KOHTPOIb
ycTponcTBaa.

Be3onacHocTb 6/1I0KMPOBKU aKTUBaLUK

BnoknpoBka akTUBaLUM He MO3BOSISET MOCTOPOHHUM NOASM 3aHOBO aKTUBUPOBATb
iPhone, iPad, Mac, Apple Watch nnn Apple Vision Pro B cnyydae nx notepu unm kpaxu. OHa
ocTaeTcs BK/IOYEHHONM fa)ke nocse CTMpaHus BCex AaHHbIX C YCTPOCTBA. DTO 3aTpyaHseT
HeCaHKLWOHNPOBAHHOE UCMOJIb30BaHNE UM NMepenpoaaxy ycTpoincTea. Ha pasnmyHbix
ycTponcTeax Apple obecneunsaeT paboTy 610KUPOBKN aKTUBALIUM Pa3NNYHbIMU
crnocobamu.
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BnokupoBKa akTuBauuun ons aetaneun iPhone

Tenepb 6/10KMPOBKa aKTUBaALUMK paboTaeT U AN oTAenbHbIX getanen iPhone. Takum
obpasoM Apple nomoraeT npenoTBpaTUTb Nepenpoaaxy ykpaneHHblx getanen. Ecnm

B npouecce peMoHTa iPhone onpepgenseT, 4yTo nobasg U3 NnogaepXxmBaeMblx getanen

cHATa ¢ apyroro iPhone, Ha KOTOPOM BKJIt0UYEHbl G/TOKMPOBKa akTUBALMN UTN PEXUM
nponaxxm, BO3MOXHOCTM KaNMBpOoBKN 3TON AeTann orpaHnymBatoTca. Ynydwas GpyHKLMIO
ONOKMPOBKWN aKTUBALMM TakMM obpasomM, Apple AONONHUTENbHO 3aWMLLLAaeT Nofb30oBaTesNeMn
M paclumpsieT BblI6Op AOCTYMHbIX BAPMAHTOB MNPU PeMOHTE.

PaboTta ¢yHKuUMKM Ha iPhone, iPad n Apple Vision Pro

Ecnun iPhone, iPad nnu Apple Vision Pro He aBngeTca KOHTPOIMPYEMbIM YCTPONCTBOM,
6noKnpoBKa akTUBaL MM BKJIlOYAETCS aBTOMATUYECKU, KOraa nosib3oBaTesib BXOAUT B CBOM
AkkayHT Apple n Bkntovaet JlokaTop.

Ha KoOHTpoNnMpyeMoM ycTponcTBe BIOKMPOBKA akTUBALMKN MO YMOJIYaHUIO BbIK/IIOYEHA,
HO B CUCTeMe ynpaBneHns MobunbHbIMK ycTponcTBamn (MDM) nonb3oBaTento MoxeT
ObITb paspelleHo ee BKJIOYMUTb. DTO no3sonset cuctemMe MDM nonyyuTtb oT yCTPOMCTBA
Kof, o6xofna 6N10OKMPOBKKN. 3aTEM 9TOT KOA, MOXET MCMOJIb30BaTbCS O/19 BbIKIOYEHNS
6O0KMPOBKM aKTUBALLMKN. YCTPONCTBO CcO3[aeT HOBbIM kog, 06xona 610KMPOBKK

B Crnefyrowmx cutyaumsx:

- Mpwu nepBoHa4yaNbHOM HaCTPOMKe YCTPONCTBA;

- TpW HacTpolke YyCTPOINCTBa Nocsie CTUPaHuUs, ec/in faHHble Ha YCTPOMUCTBE
He BOCCTaHaB/IMBAlOTCS U3 ero pe3epBHON Konuu;

«  MpPW HacTpolKe yCTPOMCTBA Nocfie CTUpaHus, ecin AaHHble Ha YCTPONCTBe
BOCCTaHaB/IMBAlOTCA M3 pe3epBHON KONUK ApYyroro yCTpomncTea.

Kpome Toro, ecnm ycTpoiCTBO 9BASETCA YNPaBAgeMblM NN KOHTPOIMPYEMbIM, CUcTeMa
MDM MoxeT 06paTuTbCa HEMNOCPEACTBEHHO Ha cepBepbl Apple ang BkatoYeHUs
B6NOKNPOBKM aKkTUBaALMK. DTa 3aa4a NosIHOCTbIO BbIMOMHAETCA Ha CEpPBEpe N He 3aBUCUT
OT AelCTBUI NoNb3oBaTeNs UK cCoCcTosHUA ycTpolicTBa. Cuctema MDM gonxHa co3gaTb
Koa obxona 6nokMpoBKKN pasMepom 31 6aiT, a 3aTeM OTNPaBUTb ero Ha cepBepbl

Apple, korga Heob6xoaMMo BKNOYUTb 6N10KMPOBKY akTuBaumumn. Kog o6xona 610KMPOBKHY,
cos3faHHbIn cuctemonnt MDM, gonxeH 6biTb CyYalHbIM M YHUKAIbHBIM AJ19 KaXXO0ro
ycTponcTaa.

BnoknpoBka akTUBaLUUM NPUMEHSETCS BO BpeMs akTMBaLMM YCTPONCTBA, NOCne TOro Kak
B ACCUCTEHTe HacTPOKN oTobparkaeTca akpaH Bbibopa cetn Wi-Fi. YTo6bl coobWwmnTh

0 CBOEW aKTuBaLMKN, YCTPOMNCTBO OTNpPAaBSeT Ha CepBep akTMBaLMKM 3anpocC Ha NnojlyvyeHune
cepTudurKaTa aKkTUBaLMN.

Ecnu iPhone, iPad nnn Apple Vision Pro He 9BnsieTcd KOHTPOMMPYEMbIM YCTPONCTBOM,
OM10KNPOBKY akKTUBALMN Ha HEM MOXHO BbIK/TIOUYNTb N06bIM M3 CNocob0B, NePeYNCNeHHbIX
panee.

+ BBecTu yyeTHble faHHble NMYHOro AKKayHTa Apple, B KOTOpOM 6blna BKOYEHA
6110KMPOBKa aKkTUBaLUN.

- BBecTu Kog-naponb, KOTOprVI paHee ncnosnb3oBasicd Ha 3TOM yCTpOVICTBe.

besonacHocTb nnatdopmbl Apple 266



besonacHocTb nnatdopmbl Apple

Ha koHTponupyemom iPhone, iPad nnn Apple Vision Pro MOXHO BbIK/TI0UMNTb 6/T10KMPOBKY
aKTuBauUuK nobbiM N3 cnocoboB, NepeyYncieHHbIX ganee.

- BBecTM y4yeTHble JaHHble nM4yHoro AkkayHta Apple, B KoTopoMm Gbina BK/IoYeHa
ONOKMPOBKA aKkTUBaALUN.

- BBecTuM yuyeTHble flaHHble ynpaenseMoro AkkayHTa Apple, 4epes KOTopbli cuctema
MDM ceasbiBanacb ¢ Apple School Manager nnn Apple Business Manager.

- BBecTu Kkopg 06xona 6M1OKMPOBKK, NpeaocTaBNeHHbI cuctemoir MDM.

. Cuctema MDM MoxeT oTnpaBuTb Ha cepBepbl Apple koa 06xoaa 6110KUPOBKKN, KOTOPbIN
NCMoNb30Basca Npu BKIOYEHUN BNOKUPOBKM aKTUBALMN.

MpumeyaHme. AccucTeHT HacTpolku B i0S, iPadOS unun visionOS He NPOaOOIXUT CBOIO
paboTy, Nnoka He ByaeT NonyyeH AeNCTBUTENbHbIN cepTudukart.

PaboTta ¢yHKunn Ha Apple Watch

BnoknpoBKa akTuBaumMn Ha Yacax Apple Watch, He aBRSOWNXCA KOHTPOMMPYEMbIM
YCTPONCTBOM, CBsi3aHa CO CTAaTycoOM G/IOKMPOBKM akTMBaLMK Ha iPhone, 06beguHEHHOM

C HUMMK B napy. Ecnn Ha aToM iPhone BktoyeHa 6/10KMPOBKa akTUBAL MK, TO B KOHLLE
npouecca obbeanHeHNs B napy Yacam Apple Watch Heobxoanumo o6paTuUTbCs Ha cepBepbl
Apple, 4ToObI BKNOYUTb 61OKMPOBKY aKTUBALMM U Ha HUX. Ecnu 610KNMpoOBKa akTuBaLumn
He BKJIloYeHa Ha iPhone Bo BpeMs 06beAVHEHMS B Napy, HO BK/ItOYAETCS NO3Xe, 3TOT
iPhone:

+  VWHCTPYKTUPYET BCe CBA3aHHble C HUM B napbl Yacbl Apple Watch cea3aTtbcs
c cepBepamu Apple;

+ MOXET BK/IIOYMTb BNIOKMPOBKY aKTUBaL MK Ha 3TuX Yacax Apple Watch.

Bo Bpemsa nepBoHa4anbHOro obbeanHeHus B napy iPhone otnpasnsgeT Ha cepBep
aKTuBaUuu 3anpoc ceptudmnkaTa akTmBauumn onsa Apple Watch.

Ecnn yacbl Apple Watch 3abnoknpoBaHbl ¢ moMoubto 6/T0KMPOBKM akTUBALLMK, B 3TOT
MOMEHT NoJfib30BaTeNto NpennaraeTcs BBECTU yYeTHble AaHHble AKkayHTa Apple,

13 KOToporo 6bifa BktoYeHa 610KMpPOBKa akTUBaLLMK, YTOObI pa3opBaTh Napy, CTepeTb Bce
JaHHble NN 3aHOBO akTuUBMpoBaTb Apple Watch.

MpumevaHmne. O6beanHeHNe B Napy He GyaeT 3aBeplEHO, MoKa He GyaeT nonyyeH
OeCTBUTENbHbIN cepTuduMKaT.

PaboTta ¢yHKUMM Ha Mac

Ecnu Mac He sBNgeTCa KOHTPOMPYEMbIM YCTPONCTBOM, 6N10KMPOBKa akTMBaLUK
BKJIlOYaeTCcd aBTOMaTU4YeCcKu, Korga nofb3oBaTeb BXOAUT B CBOM AKKayHT Apple

1 BktovaeT JlokaTop. Ha KoHTponnpyemMoM Mac 6n10knpoBKa akTMBaLMm No ymMonyaHuto
BbIK/Il0YEHa, HO B cuctemMe MDM nonb3oBaTesnto MOXEeT ObiTb pa3pelleHo ee BKIYUTb.
370 nosBonseTt cucteMe MDM nony4ynTb oT YCTPOMNCTBaA Kofa 06xona 610KNMpoBKU. 3aTeM
3TOT KO, MOXET UCMOJIb30BaThCH OJ/19 BbIK/IOYEHNS 6NOKMPOBKN aKTUBaLUKN. YCTPONCTBO
co3faeT HOBbIN Ko, 06xoaa 610KMPOBKM B CleAyoLWNX CUTyaUnsx:

- Npu nepBoHaYanbHoON HacTpOIKe YCTPOMNCTBA;

- MNpuW HacTpoike yCTpONCTBa Nocfe cCTUpaHus.
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JononHuTenbHble 0COO6EHHOCTU pPaboTbl PYHKUUN Ha Mac ¢ ynnom Apple

Ha Mac ¢ ynnom Apple HM3KOypoBHEBbIN 3arpy3yunk (LLB) npoBepsaeT Hannyue
gencTeyolwen nonutukun LocalPolicy ong ycTpolicTBa, a TakXXe COBMNafeHne sHauyeHuin
dYHKUMM aHTUNOBTOpPA B nonuTuke LocalPolicy co 3HauyeHnsaMun, KoTopble XpaHaTce

B KOMMOHEHTe 3allMLLEHHOr0 XpaHunuila. B cnyyaax, nepedyncneHHblx ganee, LLB
3arpy>aert recoveryOS.

« Monutukun LocalPolicy HeT B TekyLiel Bepcum macOS.
- Monutuka LocalPolicy HepgencTBuTenbHa Ana Tekyuien sepcmun macOS.

«  3HayeHuWs xella A9 3HaYeHUN PYHKLMUM aHTUNOBTOpPa nonntukn LocalPolicy
He COBMajaloT CO 3HaYEeHUAMU Xella, KOTOPble XPaHATCA B KOMMOHEHTE 3alULLEHHOIO
XpaHunuua.

recoveryOS onpepgenseT, 4yTo Mac He aKTUBUPOBaH, U obpautaeTcs K cepBepy akKTunBaunm
32 COOTBETCTBYHOLMM CEPTUDUKATOM.

Ecnn npu HaxoxaeHun B recoveryOS yCcTPONCTBO 3a6/10KMPOBAHO C MOMOLLLbIO BTOKMPOBKN
aKTUBALMKN, €e MOXHO BbIK/TIOYNTb N06bIM U3 yKa3aHHbIX ganee crnoco6os.

+ BBeCcTuM yyeTHble faHHble NMYHOro AKKayHTa Apple, B KOTOpPOM 6blina BKAOYEHa
6}'IOKVIpOBKa akKTunBauunn.

- BBecTu naponb, KOTOPbIM paHee UCMONb30Ban Ha YCTPOMCTBE NloKasbHbI MONb30BaTe b,
BK/TIOUMBLUNIN BNOKMPOBKY aKTUBaLUW.

- BBecTu ko o6xoma 610KMPOBKK, NpeaocTaBNeHHbI cuctemoin MDM.

Mocne nonyyvyeHus OemncTBUTENbHOro cepTudurkaTa akTUBaL MK K04 3TOro cepTudurkaTa
ncrnonb3yeTcs Ans nonyyeHus ceptudumkata RemotePolicy. na cospgaHns 0eicTBUTENbHOMN
nonntukn LocalPolicy komnbtoTep Mac ncnonbsyet ko4 LocalPolicy n ceptudukar
RemotePolicy.

lMpumeyaHue. LLB He no3Bonut 3arpy3ntb macOS, noka He ByaeT nony4veHa
pencteuTenbHaa nonutuka LocalPolicy.

JononHuTenbHble 0COOEHHOCTU paboTbl PyHKLUUM HA Mac ¢ unnom T2

Ha Mac c ymnom T2 npowueka 4ynna T2 npoBepseT HaAn4Yne AenCcTBUTENbHOIO
cepTudunkaTa akTUBaLMK, Npexae 4em paspewnTb 3arpy3ky macOS. NMpowwuska UEFI,
3arpy>eHHas ymnom T2, 3anpalluMBaeT cTaTyC akTUBaLWM YCTPOMCTBa y Ymna T2.

B cny4vadax, nepeduncneHHblx ganee, Mac 3arpyxaet recoveryOS.

- OTCcyTCTBYeT OeNCTBUTENbHbIN CepTUDMKAT aKTUBALIUN.

recoveryOS onpegensieT, UTo Mac He aKTUBMPOBaH, U obpallaeTcs K cepBepy akTMBaLLUK
3a COOTBETCTBYIOUMM CEPTUPUKATOM.
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Ecnun npu HaxoxaeHun B recoveryOS komnbioTep Mac 3a6/10KMpoOBaH C MOMOLLbIO
BGNOKMPOBKM aKTUBALIMKU, €€ MOXHO BbIKNOYNTb M06bIM U3 cnocob0B, NepeyncneHHbix
panee.

- BBecTuM y4yeTHble faHHble nM4yHoro AkkayHta Apple, B KoTopoM Oblina BK/loYeHa
ONOKNPOBKa aKTUBaLMUN.

- BBecTu naponb, KOTOPbIV paHee NCMOob30Bal Ha YCTPONCTBE NIOKasbHbI NOJIb30BaTeNb,
BKIOUYMBLUNI B6TOKMPOBKY aKTMUBaLMW.

- BBecTu kop o6xona 6/10KMPOBKK, NpeaocTaBNeHHbI cuctemoir MDM.

lMpumeyarue. Mpowwneka UEFI He no3BonuT 3arpy3mTb macOS, noka He OyaeT nonyyeH
OEeNCTBUTENbHbINA cepTUdMKAT aKTUBALUN.

YnpaBneHune 6noknposkon aktusauum B Apple School Manager unu Apple
Business Manager

Ecnu ycTtpoiicteo Apple 3apernctpmpoBaHo B opraHmnsauunm Apple School Manager

unn Apple Business Manager, nonb3oBaTenn ¢ NpaBaMn Ha ynpasfeHne yCcTponcTeamMm
MOTYT BbIK/IOYNTb BIOKMPOBKY akTUBaLMK A5 YCTPOMUCTB, KOTOPbIMWU BnageeT
opraHmsaumsa. 3Ta BOSMOXHOCTb AOCTYMNHa TObKO A1 YCTPONCTB, KOTopble 6bin
3aperncTpuMpoBaHbl B OpraHnsaumm 0o BKAOYeHUS 6NOKMPOBKM aKTUBaLUK 1 He Bbinn
nepepaHbl ApPYrum Bnagensuam. BNokMpoBka akTMBaLMKM BbIK/IlOYAeTCA NyTEM BbI3OBOB
Ha cepBep, MO3TOMY YCTPOMCTBO He 0653aTeNbHO AOMXKHO ynpaBnsaTbca cuctemonn MDM.

lMpumeyaHue. YcTpoincTBa, 3a610KMPOBaHHbIE C MOMOLLbIO 6I0KMPOBKIN aKTUBALUN,
HEeBO3MOXHO f06aBUTb B opraHusauunto Apple School Manager unn Apple Business
Manager.

YnpaBngeMbil pexXum nponaxu u yganeHHoe cTupaHme

yl'lpaBJ'IFleMbIl‘/ll PeXuM npona>xum ncnonb3yeTcd AJ5id NoOnCkKa yKpageHHbIX KOHTPOJIMPYyeMbIX
yCTpOVICTB. [locne Toro kKak MecTonoIoXeHue yCTpOVICTBa onpepesieHo, ero MOXHo
yOoaneHHo 336J'IOKVIpOBaTb Unn cTepeTb.

YnpaBngeMbll PpeXxum nponaxwu

B cnyyae noTepu Unm Kpaxu KoHTponupyemoro iPhone nnu iPad agMUHUCTPaTOpP CUCTEMDI
ynpasneHns MobunbHbiMK ycTpolicTBamu (MDM) MOXeT yaaneHHO BKYUTb Ha 3TOM
YCTPONCTBE PEXUM nponaxu (OH Ha3blBaeTcs ynpaenseMbiM pexmuMomM nponaxu). MNMocne
BKJIIOYEHMS YNPABISEMOro pexmma rnponaxm npousBoanTCs BbIXO U3 YYETHOM 3anncu
TeKYLLEero nosb3oBaTesnis, a YyCTPONCTBO CTaHOBUTCA HEBO3MOXHO pa3bnokuposaTb. Ha
3KpaHe oTobpaaeTcs HACTPOEHHOEe agMUHUCTPATOPOM CoOobLLEHME, HAaNpUMep HoMep
TenedoHa, No KOTOPOMY clieflyeT NO3BOHUTb B Clly4yae o6HapyXeHua ycTpoincTea. Kpome
TOro, aAMUHUCTPATOP MOXET 3aMpoCuUTb Y YCTPONCTBaA ero Tekylllee MecTonofioxXeHune
(na>ke ecnn Cny>6bl reonokaLmn BblKHOYEHbI) U NPU HEOHBXOANMOCTU BOCMPOU3BECTU

Ha HeM 3BYKOBOW cUrHan. EQUHCTBEHHbI cnocob BbIATM N3 yNpaBisSeMOro pexmnmMa
nporna)Xmu — BbIK/IIOYEHNE PeXMMa Nponaxu agMUHUCTpaTopoM. MNMonb3oBaTenb nonyyaet
yBegoM/ieHne 06 3TOM Ha aKpaHe GIOKUPOBKM UM Ha aKpaHe «[JoMon».
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YpaneHHoe cTupaHune

AOMWHUCTPATOP UM NONb30BaTeNb MOTYT oTNpaBuUTb Ha iPhone, iPad, Mac, Apple TV,
Apple Watch nnn Apple Vision Pro komaHgy yoaneHHOro ctmpanus, 4tobbl coenaTb Bce
[JaHHble Ha 3TOM YCTPOMCTBE HEYNTAEMbIMNU.

Korgpa MDM wmnu iCloud 3anyckatoT KOMaHAY yAaneHHOro CTupaHus, yCTpoMCcTBO
oTnpasngeT nogresepxgeHve B8 MDM 1 3aTeM BbINoIHAET cTupaHue. Npu 3anycke
yaoaneHHoro ctmpanusa 4yepes Microsoft Exchange ActiveSync ycTpoiicTBo cHavana
pernctpupyetcsa Ha cepBepe Microsoft Exchange Server, a 3aTeM BbIMONHAET CTUpaHue.

YpaneHHoe cTupaHne HEBO3MOXHO B CAeAYIOWMX CUTyaumsx:

- B Cllyyae perucrpauuu nosibsosaTens;

- yepe3s Microsoft Exchange ActiveSync, ecnu yyeTHasa 3anuncb ycTaHOB/IEHa C MOMOLLbIO
perncrpauum nonb3oBatens;

« yepe3s Microsoft Exchange ActiveSync, ecnu ycTpoicTBO ABNSETCS KOHTPONUPYEMBbIM.

Monb3oBaTeNn TakXe MOryT 3anyckaTb yganeHHoe CTUpaHue Ha CBOUX COBCTBEHHbIX
ycTpoicTBax B HacTpolikax (Ha iPhone, iPad n Apple Vision Pro) nnn B8 CucTeMHbIX
HacTpolikax (Ha Mac). Kak yxe ynoMuHanocs, Ha iPhone, iPad, Apple Watch

unu Apple Vision Pro MOXHO HacTpouTb aBTOMaTU4yeckoe cTMpaHue nocre psaga
HeyOauHbIX NOMbITOK BBOAA KOA-NAPONS.

YnaneHHoe cTupaHue OoCTynHO Ha Mac ¢ ynnom Apple nnm ynnom 6e3onacHocTun
Apple T2, a Takxe npu BktoYeHHON dyHKUMK FileVault. MrHoBeHHOE yOaneHHoe cTupaHue
peanuayeTcs NyTeM Ha4eXHOro yaaneHusa Knda HocuTens.

Be3onacHocTb obuiero iPad B iPadOS

O6wwui iPad — aTo MHOTroNoIb30BaTE/IbCKUIN PEXUM UCMNONb30BaHKUe iPad. B aToM pexnme
HEeCKO/bKO YesloBeK MOryT UCMOb30BaTh 0AuH iPad, He MMesa gocTyna K JOKYMeHTaM

M OaHHbIM Opyr apyra. Kaxgblii nonb3oBaTeb Nofy4YaeT cCO6GCTBEHHOe XpaHunuuie,
KOTopoe co3fgaeTcs Ha ToMme dannoson cuctembl Apple (APFS), 3aliuLLeHHOM YYeTHbIMU
OaHHbIMKW Nonb3oBaTens. Ong ncnonb3oBaHusg ¢yHkUnm «O6wWwWKnn iPad» Heobxoamm
yrnpaensembii AKKayHT Apple, KOTOpbIN BblgaH opraHnsaumuein u NpuHag exnT en.

OyHKUMa «O6wmit iPad» No3BonsieT Nosb3oBaTesNo BXOAUTb B CUCTEMY Ha Nto6oMm
YyCTPONCTBE, NpUHaanexalleM opraHnu3aLmm, ecim oHO HaCcTPOEHO A9 UCMOIb30BaHUS
HECKONbKMUMM NoNb3oBaTeNsMnu. [JaHHble No/b30BaTeNel XPaHATCA B pa3HbIX

nankax, kaxmaas n3 KoTopbiX HaXoAUTCa B COGCTBEHHOM A0OMEHE 3alWMnTbl AaHHbIX U
3awmueHa npasamu goctyna UNIX n mexaHnamom necoyHuubl. B iPadOS 13.4 nnn

HOBee MosIb30BaTE/IM TakXXe MOryT BbIMOMHUTb BXO4, ANg BPEMEHHOro ceaHca. Korga
nosb3oBaTesNb 3aBepLUaeT BPeMEHHbI ceaHc, ToM APFS aToro nonb3oBaTens yganaercs, a
3ape3epBMpPOBaAHHOE NPOCTPAHCTBO BO3BPALLAeTCa B CUCTEMY.
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Bxop B cuctemy obuwero iPad

Mpwu BXxoae Ha obwmi iPad noapoep>XuBaloTcs Kak COGCTBEHHbIE, Tak U peaepaTuBHbIe
ynpaensemble AkkayHTbl Apple. MNpn nepBoM Ucnonb3oBaHun denepaTnBHOMN

y4YeTHOW 3anncu Nonb3oBaTeNb NepeHanpaBngeTca Ha NnopTasn BXxoda NocTasLUMKa

ycnyr ngeHtudukaumm (IdP). Mocne npoxoxaeHus ayTeHTUPUKaALMKN BbilMyCcKaeTcs
KPaTKOCPOYHbIN TOKEH A40CTyna Ans ynpaenseMbix AkkayHToB Apple, nocne yero
npouecc Bxofa NpoAo/KaeTcs aHanorM4yHo npoLeccy Bxoga ¢ CO6CTBEHHbIM
ynpaensemMbiM AkkayHToM Apple. Mocne Bxoaa B cucteMy Ha obuieM iPad otobpaxkaetcs
ACCUCTEHT HaCTpOIKMK, KOTOPbIN NpeanaraeT Nofb3oBaTento YyCTaHOBUTb KOA-Naposib
(y4eTHble maHHble), KOTOpbI ByaeT MCMONb30BaTbCA AN 3aLLUTbI TOKaNbHbIX AaHHbIX Ha
YCTPOMNCTBE M Nocneaylollen ayTeHTUGNKaL MM Ha aKpaHe BXoaa B cucTeMy. AHANOrM4yHo
04HOMONb30BaTENbCKOMY YCTPONCTBY, HAa KOTOPOM MoJib30BaTeNlb OAMH pa3 BXOAUT B CBOM
ynpaensaembii AKKayHT Apple yepes cBolo peaepaTUBHYIO YYETHYIO 3anncb, a 3aTeM
pa3bnoknpyeT yCTPONCTBO CBOUM Kof-naposieM, Ha obuieM iPad nonb3oBaTesb 0uH pas
BXOAUT Yepes cBol dpeaepaTMBHYIO YYETHYIO 3aNucCb, a 3aTEM UCMNOJb3YeT 3adaHHbIN
Kog-naposnb.

Korga nonb3oBaTenb BXoAUT 6e3 penepaTnBHOM ayTeHTUDMKaLNK, cnyxba
naeHTnodunkaunm Apple (IDS) BbinonHgeT ayTeHTudurkaumo ynpasngemoro AkkayHta Apple
no npotokony SRP. B cny4yae ycrnewHon ayTeHTuduKaLmum ycTponcTey npenocTtasngeTcs
KpaTKOBPEMEHHbIN TOKeH AocTyna. Ecnn nonb3oBaTtenb paHee UCNONb30Ban faHHoOe
YCTPOMCTBO, BbIMO/HMB BXOA, C TEMU Xe YYETHbIMU LaHHbIMU, YYETHAs 3anncb SI0OKanbHOro
nonb3oBartens dynet paszbnokupoBaHa.

Ecnu nonb3oBaTesnb elle He UCNOoMb30Ban AaHHOe YCTPOMUCTBO UMM Havasl BDEMEHHbIN
ceaHc, obwmnii iPad cospgacT HOBbIM naeHTudukaTop nonbsosatensd 8 UNIX, Tom APFS gna
COXpaHeHMsa AaHHbIX NoNb30BaTeNsd U NOKanbHY CBSA3KY Ktoyen. [ockonbky BO Bpems
cosgaHusg Toma APFS nonb3oBaTento BblaensaeTcs NpPOCTPaHCTBO (pe3epBupyeTcs 3a HUM),
NPOCTPAHCTBA, AOCTYMNHOro Ha YCTPOWCTBE, MOXET 6blTb HEAOCTAaTOUYHO A8 CO34aHuA
HOBOro ToMa. B TakoM cnyyae cuctemMa naeHTUPUUUPYeT TeKyLLero Nosb3oBaTens, JaHHble
KOTOPOro CUHXpPOHN3NPOBaHbl C O6I‘IaKOM, M BbINONHAET BbIX04 U3 CUCTEMbI 3a 3TOIro
nonb3oBaTesns, NoAroTaBAMBas YyCTPOUCTBO AJ19 HOBOroO Nosib3oBaTtens. B pegkux cnyyasx,
€C/ BbIrpy3Ka AaHHbIX BCeX TeKyLMx nofb3oBaTenei B 061ako He 3aBeplueHa, HOBbI
Nnosb30BaTeslb HE CMOXET BbIMOJIHUTL BX04. YT0ObI BbINOMHUTL BXOA, HOBbIM NOMb30oBaTeNb
OO/MKEH 00X AaTbCAa OKOHYaHUA CUHXPOHM3aLUMN AaHHbIX NpedblayLlero noib3oBaTtens

WAN NOMPOCUTb agMUHMUCTPATOPa NPUHYANTENbHO YOANUTb YYETHYIO 3aNuchb TEKYLLErO
nonb3oBaTend, YTO MOXeT NPUBECTU K NMoTepe AaHHbIX.

Ecnn yCTPOMCTBO He NoAK/IOYEeHO K UHTEPHETY (Hanpumep, Koraa y YCTPOCTBa HET TOYKM
poctyna K Wi-Fi), ayTeHTuduKauma MOXeT BbIMONHATLCS MO N10Ka/bHOMW YYeTHOMN 3anmcu

B TeYeHue orpaHnUYeHHOro nepunoaa BpeMeHn. B aTo cuTyaLum TONbKO Mosib3oBaTenu,

Yy KOTOPbIX paHee CylLeCTBOBaAW JIOKasbHble yYeTHble 3anucu, MoryT BOWTU B CUCTEMY.
BTopoit BapnaHT — HayaTb BPeMeHHbI ceaHc. Mo 4OCTUXEHUN TUMUTE BPEMEHMN
Nonb30BaTe NN A0KHbI MPONTU ayTEHTUdUKALMIO OHalH, AaXe ecnv JioKanbHasa y4YyeTHas
3anunchb yXke CcyllecTByerT.

Ecnn nocne pasbnokMpoBKK AN CO34aHUSA NTOKAIbHOM YYETHOM 3annCK BbINOMHEHa
yOaneHHas ayTeHTUdUKaLma, KpaTKOCPOUHbIN TOKEH, BblAaHHbIN cepBepamMu Apple,
npeobpasyeTcs B TokeH iCloud, nossonstowmin BxoguTtb B iCloud. MNocne atoro
BbIMO/THAETCS BOCCTaHOB/IEHNE HAaCTPOEK NMOMb30BaTENS U CUHXPOHM3aLMS ero 4OKYMEHTOB
M paHHbIX 13 iCloud.
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Moka ceaHC Nosb30BaTENS aKTUBEH U YCTPOMUCTBO NOAKIIOYEHO K UHTEPHETY, LOKYMEHTbI
1 faHHble coxpaHatoTcd B iCloud cpasy nocne cospgaHus nnu nameHeHus. Kpome Toro,
MexaHn3M GOHOBOIN CUHXPOHMU3aLMN NoMoraeT obecrneynTb oTNpaBky nameHeHuin B iCloud
nnu ppyrme Be6-cnyx6bl ¢ nomMoubio poHoBbIX ceaHcoB NSURLSession nocne Bbixoga
nonb3oBaTesns U3 cuctembl. MNocne 3aBepweHNss GOHOBOM CUHXPOHM3ALUN AN 3TOro
nonb3oBaTens ero Tom APFS oTknto4yaeTca n He MOXET ObiTb MOAK/IOYEH CHOBA, NOKa
nonb3oBaTesb He BOMAET B CUCTEMY.

B xoZle BpeMeHHbIX CeaHCOoB AaHHble He CUHXPOHU3MpytoTca ¢ iCloud. HecMoTps Ha To, 4TO
npuv BpEMEeHHOM CeaHCe MOXET BbIMOJIHATbLCA BXOM, B CTOPOHHME CNYX6bl CUHXPOHM3aLMNMK,
Takune Kak Box unu Google Drive, CUHXpPOHMU3aLMA AaHHbIX MPepbiBaeTCA N0 OKOHYaHUM
ceaHca.

Bbixoa n3 cuctembl obuero iPad

Korga nonb3oBaTesib BbIXOAUT U3 CUCTEMbl Ha obuleM iPad, xpaHunuuie Knwyemn
Nnosib30BaTesie MTHOBEHHO 610KMpPYeTCs, a BCe NPUIoXeHMs 3akpblBatoTcsa. YTobbl
YCKOPUTb BXOA HOBOro nosib3oBatens, iPadOS BpeMeHHO oTkagbliBaeT HEKOTOpPble
CTaHOapTHble AelCTBMA Mo BbIXOOy M3 CUCTEMbI U 0OTOGpaXxkaeT OKHO BXoda A1 HOBOTO
nonb3oBaTtend. Ecnv nonb3oBaTeslb BXOAUT B CUCTEMY B TeYeHUE BblAENeHHOro BpeMeHH!
(npnbnusutenoHo 30 cekyHn), 06wt iPad BbINONHAET OTNOXEHHYO OYNCTKY B pamMKax
BXO[a B YYETHYIO 3anncb HOBOTo nosib3oBatens. A ecnu obwuii iPad He ncnonbayeTcs,
OH 3arnycKaeT OT/IOXEHHY 04MCTKY. B npouecce o4nMCTKM NPOUCXOOUT Nepesanyck okHa
BXO[a, Kak 6yaTo 6bin BbIMNOMHEH elle OAWH BbIXOA U3 CUCTEMBI.

Kak TonbKo BpeMeHHbI ceaHc 3aBeplumnTcs, obuwmi iPad BbinoNHAET NOJHYO
nocnenoBaTeNlbHOCTb AENCTBUIN A4 BbIXO4a U3 CUCTEMbl U HE3aMeaIMTENbHO yaandeT TOM
APFS BpeMeHHOro ceaHca.

be3onacHocTb Apple Configurator

Apple Configurator gng Mac — 3710 rnbkoe, 3alWunLLEHHOE N OPUEHTUPOBAHHOE

Ha YCTPOWMCTBA pelleHne, C MOMOLLbIO KOTOPOro agMUHUCTPATOP MOXET BbICTPO U NIEerko
HaCTPOMUTb OAHO UMM HECKOSbKO AecaTkoB ycTpoicTB iOS, iPadOS n tvOS, noakatoYeHHbIX
K Mac yepes USB (nnu ycTpoicTte tvOS, ¢ KOTOpbIMKW CO3aHa napa c NoMoLbto

Bonjour), nepepn nepepaveit ux nonbaoatenam. C nomouwbto Apple Configurator gna Mac
afMUHUCTPATOP MoXeT 06HOBNATL NporpaMMHoe obecnevyeHune, yCcTaHaBIMBaTb
NPUIOXeHUS U NPodUNn KOHOUrypaLmm, NnepemMeHOBbIBaTb YCTPONCTBA, MEHSATb

060K Ha yCTPOMCTBAX, 3KCNOPTUPOBATb MHPOPMaL MO 06 YCTPONCTBAX U LOKYMEHTbI

M BbIMOJIHATb MHOXECTBO APYTrUX LENCTBUN.

Apple Configurator gnsa Mac Takxe MoxeT BO306HOBUTb paboTy UM BOCCTAaHOBUTb
KoMnbtoTepbl Mac ¢ yunom Apple 1 ¢ yunom 6esonacHocTn Apple T2. Korga pabota bygert
BO306HOBJIEHA UM KOMMbloTep Mac 6yneT BocCTaHOBIEH, dain, cogepXalmin HoBenlne
HebonbwMe 06HOBNEHNS onepaunoHHbix cncteM (macOS, recoveryOS gns unna Apple

nnn sepOS ang T2), 6e3onacHoO 3arpy3unTca ¢ cepBepoB Apple 1 ycTaHOBUTCS HanNpsaMyto
Ha Mac. Nocrne ycnewHoro Bo306HOBEHUs paboTbl UM BOCCTaHOBNEHMA 3TOT dpaiin byaoeT
ynaneH c komnbtoTepa Mac ¢ Apple Configurator. Monb3oBaTenb HUKOrAga HE CMOXET
npoBepuTb UM UCMONb30BaTbh 3TOT pain BHe Apple Configurator.
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AOMUHUCTPATOPbI TakXXe MOryT gobaBuTtb ycTponcTea B Apple School Manager unu Apple
Business Manager, ncnonb3ys Apple Configurator gna Mac unu Apple Configurator

ons iPhone, gaxe ecnu ycTponcTBa He Obinin KyneHbl Hanpamyto y Apple,
aBTOpPM30OBaHHOro pecennepa Apple nnm aBTopnsoBaHHOro onepaTopa COTOBOM CBA3MW.
Korga agMuHUcTpaTop HacTpanBaeT YCTPOMCTBO, KOTOpoe Oblf1o 3aperncTpmupoBaHo
BPYYHYI0, OHO BefeT cebs Tak Xe, Kak 1 Nto6oe gpyroe yCTPOUCTBO B 3TUX CNy>Xbax

Cc 06a3aTeNlbHbIM KOHTPOIEM U perncTpalmein B cMCTeMe ynpaBneHnss MobubHbIMU
yctpoictBamu (MDM). Ecnmn ycTponcTBO He 6bI/10 KYMNEHO HanpsaMyto, TO B TeYeHune

30 goHel nofib3oBaTeNlb MOXET OTMEHUTb perncTpaumio yCTponcTea B ogHOM

13 BblleyKasaHHbIX cuctemMm n cucteme MDM, a TakXXe oTkasaTbCsl OT KOHTPONS.

OpraHunsaummn Takxe MoryT ncnonbsoBatb Apple Configurator gna Mac, 4To6bl
aKTUBMpOBaTb ycTpoincTea i0S, iPadOS n tvOS, koTopble He MNoAKIOYEHbl K MHTEPHETY,
NOAK/OYMB UX K KOMMbIOTEPY-XOCTY Mac ¢ MHTepHeT-coeANUHEHNEM Ha BPEMS HaCTPOIKMU
YCTPOMNCTB. ADMUHMUCTPATOPbl MOTYT BOCCTaHaBNMBaTb, akTUBMPOBATb U NMOArOTaBINBATb
YCTPONCTBA, UCNoNb3ysa TpebyemMyto KOHOUTrypauuto, B TOM Ynucne npuioxeHus, npodumnm
M OOKYMEHTbI, 6e3 HeobxoaMMocTn noakntoyaTbca K ceTn Wi-Fi unm coToBbIM CETAM.
[JaHHaa pyHKLMA He MO3BONAET agMUHUCTpaTopamM 06xoguTb CcyllecTByowMme TpeboBaHus
6N10KMPOBKN aKTUBALUMK, KOTOPbIE MPUMEHSAOTCS NPU akTUBaLum 6e3 NCnonb30BaHMUS
NoOK/OYEHNS K XOCTY.

Be3onacHOCTb 9KpaHHOro BpeMeHU

JKpaHHOe BpeMs — 3TO BCTPOEeHHaa yHKLUMA Ang NpocMoTpa OTYETOB O TOM, CKOJTbKO
BPEMEHU B3POC/ble U AeTU MPOBOAAT B MPUNIOXEHUAX, Ha caliTax U 3a YCTPOMCTBOM.
Kpome Toro, ¢ ee NoMOLLbO MOXHO YyNpaBisTb BOPEMEHEM, MPOBOANMbBIM 33 9KPaHOM
yCTponcTBa. BbigenatoT gBa Tuna nonb3oBaTeniei: B3poc/ble U aeTu (ynpasnsgemble
nosb3oBaTenu).

HecMoTps Ha TO YTO GYHKLMUA «DKPaAHHOE BpPeMsa» He ABAeTCs HOBOW dYHKLMEN
6e30MacHOCTU CUCTEMbI, BaXXHO MOHUMAaTb, KakuM obpa3oM oHa obecneumBaeT
KOHOUAEHUMaNbHOCTb U 6€30MacHOCTb AaHHbIX, COOUpPaeMbIX Ha YCTPOMCTBaAX

M nepegaBaeMblX Mexay HUMKU. DYHKLUUSA «DKpaHHOe BpeMsa» aocTynHa B i0S 12

nnu Hoeee, iPadOS 13.1 unn HoBee, macOS 10.15 nnn HoBee, a HEKOTOPble ee GYHKL UK
npenctaeneHbl B watchOS 6 nnum Hosee.

B Tabnuue HMXe onmMcaHbl OCHOBHbIE BO3MOXHOCTM PYHKUNN «IKpaHHOE BpEMS».

DYyHKUMSA MoppepXxmBaemas onepauuoHHas cucrtema

MpocMOoTp AaHHbIX 06 MCNONb30BaHUMK i0S
iPadOS

macOS

MprYMeHeHne AOMNONHUTENbHbIX OrpaHUYeHUn i0S
iPadOS
macOS

watchOS

HacTpoiika TMMUTOB UCMNOJIb30OBAHUSA UHTEPHETA i0S
iPadOS

macOS
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DYyHKUMA MoppepxueBaemasa onepauuoHHas cuctema

HacTpoiika IMMUTOB UCMOJIb30BAHUS MPUNOXEHUN i0S
iPadOS
macOS

watchOS

HacTpoliika BpeMeHu nokos i0S
iPadOS
macOS

watchOS

Ecnu nonb3oBaTenu ynpaensitoT COOCTBEHHbIMWU YCTPOMCTBAMMU, 3NEMEHTbI YyNpPaBNeHuns
3KpaHHbIM BPpEMEHEM U flaHHble 06 NCNONTb30BaHUN MOTYT CUHXPOHNU3NPOBATbLCA
Mexnay yCTpOMCcTBaMu, CBA3aHHbIMM C OQHOM 1 TOM Xe y4yeTHol 3anucbto iCloud,

C ucnonb3oBaHMeM ckBo3Horo wmoposanmsa CloudKit. Mpu aToM HeobxoaMMO, 4TObGbI
4N yYeTHOW 3anucu nosib3oBaTens Obina BkAoYeHa AByxdakTopHas ayTeHTudumkaums
(Mo yMonyaHuio oHa BK/lOYEHA). AKpaHHOe BpeMs 3aMeHseT GyHKUMo «OrpaHnyeHmns»,
KoTopas ncrnonb3oBanach B npegbigywmx sepcuax i0OS n iPadOS, n dyHkuno
«PoamnTenbcknii KOHTPOJb», KOTOpPas MCNoNb30oBanach B Npeabiaywmx sepcuax macOS.

B iOS 13 unu Hosee, iPadOS 13.1 unn HoBee n macOS 10.15 unu HoBee MHPOPMaLMSA

06 Mcrnonb3oBaHUM aBTOMaTUYECKWN NepeaaeTca Mexany YCTPOMNCTBaMM NMoJib30BaTeNS
OKpaHHOro BpeMeHU U KoOHTponmpyemMoro pebeHka, ecnu gns yvyetHol 3anmcu iCloud
BK/ItoYeHa aByxdakTopHas ayTeHTudukauma. Korga nonb3oBaTesib ounwaet nctoputo Safari
UNKn yganseT NpuioXeHne, COOTBETCTBYIOLLME AaHHble 00 NCNONb30BaHUKM yaanaTcsa C
YCTPONCTBA N BCEX CUHXPOHU3NPOBAHHbIX C HUM YCTPONCTB.

DKpaHHoe BpeMsa ana poautenen

Poaoutenn MoryT ncnosb3oBaTb GyHKLMIO «IDKpaHHOE BpeMa» Ha ycTpoincTBax iOS, iPadOS
1 macOS, 4Tobbl NpoCcMaTpPMBaTh U KOHTPONMPOBATb NCMOIb30BaHNE YCTPONCTB AETbMMU.
Ecnun poantenb sIBNseTCs opraHn3aTopoM ceMmeinHoro goctyna (B CemeinHom goctyne
iCloud), oH MOXeT NnpocMaTpuBaTb AaHHble 06 NCMONb30BaHUM N YNPaBIATb HaCTPONKaMu
JKpaHHOro BpeMeHu Ans cBoux getei. [eTu nonyyaoT yBefoMIeHNe O TOM, YTO POAUTENU
BKJIIOYNNM DKpPaHHOE BPEMS, U MOTYT TakXe CNeanTb 3a CBOMM UCMOJIb30BaHUEM
YCTPONCTB caMocCToATeNbHO. [pn BKIOYEHUN IKPAaHHOrO BpeMeHu ona pebeHka poautenn
yCcTaHaBNMBalOT KoA-naposib, 4Tobbl pebeHOK He MOTr BHECTU M3MeHeHUs. MNpu ocTuxeHnn
cCoBepLIeHHOoNeTnsa (BO3pacT 3aBUCUT OT CTPaHbl UK pernoHa) pebeHoK MOXET OTK/IYUTb
MOHUTOPWUHT.

[Ons nepegayun gaHHbiIXx 06 UCNOb30BaHUM U NapaMeTPOB KOHQUTypaumum Mexany
ycTponcTBaMun pogutens n pebeHka NCrnofb3yeTcs MPOTOKOJ CKBO3HOMoO WKdpoBaHus
cnyxo6bl naeHTndunkaumm Apple (IDS). 3awmdpoBaHHble faHHble MOTYT KOPOTKOE BpeMs
COXpaHaTbCcs Ha cepBepax IDS, noka Mx He NpoYnTaeT NpPUHUMaloLLee YCTPONCTBO
(HanpuMep, Nnoka He ByaeT BkA4YeH iPhone nnu iPad, ecnn oH 6bin BbikAtoYeH). Apple He
MOXEeT MPOoYNTaTb 3TU AaHHbIE.
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AHanns JKPaHHOro BpeMeHu

Ecnun nonb3oBaTenb BKAOYMUA napamMeTp «denntbcd ans iPhone n yacos», BbINonHgeTCH
c6op cneayWmMx aHOHMMU3NPOBAaHHbIX AaHHbIX (M TONbKO UX), KOTOPble MOMOratoT
KoMMaHuu Apple nydlle NOHATb, Kak UCMNONb3yeTcd IKpaHHOe BpeMms:

« Korpga 6bina Bk/oYeHa QYHKLMA « AKpaHHOe BpeMs»: B ACCUCTEHTE HAaCTPONKN UIn
nosgHee B HacTtpowkax;

+  KaK M3MEHMI0Cb UCMO/Ib30BaHME No KaTeropmam nocne ycTaHOBKW NTMMUTA (B TeyeHue
90 gHel);

+  BKJOYEHa N1 GYyHKUMS «DKpaHHOE BpeMa»;

+  BKJ/ItOYeHa Nn dyHKUMS «B nokoe»;

+  KOJINYeCTBO 3aMpoCcoB AO0MO/IHUTENIbHOIO BPEMEHN;
+  KOSIMYECTBO JIMMUTOB NPUNOXEHUN;

- KOJINYEeCTBO NPOCMOTPOB MUCMOMb30BaHWUA YCTPONCTBA B HAaCTpoiKax dKpaHHOro
BPEMEeHU C pa3fenieHneM Mo TUMNy nofb3oBaTeneit U TUNy NnpocMoTpa (NoKasnbHbIN,
yOaneHHbIn, Yepes BUOXET);

+  CKOJIbKO pa3s noJjib30BaTeNIn UTHOPUPOBAIM NTMMUT (C pasgeneHnemM no Tuny
nonb3oBaTenemn);

¢ CKOJIbKO pa3 nosib3oBatenn yaandanm nMuMnT (C paspeneHnemM no Tuny I'IOﬂbBOBaTeﬂeVI).

Apple He cobupaeT aaHHble 06 UCMOb30BaHUN KOHKPETHBIX NMPUTOXEHUA NN MHTEPHeTa.
Korpa nonb3oBaTtesb BUAUT MHbOPMaLMIO 06 UCMONb30BaHUM B OKHE «DKPaHHOI0
BPEMEHW», 3HAYKKN 015 CrIMCKa MPUNOXKEHNIN 3BNeKalTCs HanpsMyto 13 App Store, B
KOTOPOM He COXpaHAeTCa HMKaKMX OaHHbIX U3 Taknx 3anpocoB.
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[noccapwuit

ABTOopu3sauma cuctemHoro MO [Mpolecc, KOTopbiit coveTaeT B cebe UCMONb30BaHMe
BCTPOEHHbIX B 060pyA0BaHMe Kpuntorpaduyecknx Kioden n MHTepHeT-cyx6ol. B pamkax
3TOro NpPoLLecca BbINOMHAETCA NPOBepKa, HanpasB/ieHHas Ha To, YTO6bl NPy 06HOBNEHUN
yCTaHaBAMBaNoCh TONIbKO NMoAJIMHHOE nporpamMmHoe obecneveHne Apple, nogxogduiee ang
noanepXuBaeMbix YCTPOMCTB.

Anroput™m UndppoBOoi NOANUCU Ha OCHOBE 3NNMNTUYECcKon Kpusol (ECDSA) Anroputm
LMbPOBOM NOAMMUCU Ha OCHOBE BNINIMMNTUYECKON Kpuntorpadum.

AnnapaTHbIi Mogynb cucteMbl 6e3onacHocTu (HSM) CreunannsnpoBaHHbIi,
YCTOMNYMBBIN K B3IOMY KOMMbIOTEP, KOTOPbIN 3aliuiLaeT unubpoBble KUmM 1
ynpasnser UMu.

Bo3HarpaxpgeHue 3a o6Hapy>xeHue ysa3BumocTeit Apple BosHarpa)xpaeHue, KoTopoe
KoMnaHua Apple BbinnaymMBaeT nccnegoBatensam 3a coobuieHme 06 ya3BMMOCTSX,
3aTparvBaloLLnX NoceaHMe BEPCUM ONnepaLMoHHbIX CUCTEM UIN HOBELLIEe
obopypnoBaHue.

3awmTta gaHHbIXx MexaHu3M 3alWmnTbl GannoB 1 CBA3KW KNtoYeln ans nognepXxmnBaeMbix
ycTponcTte Apple. 3To NoHATUE TakXe OTHOCUTCS K API, UCNONb3yeMbIM NMPUNOXEHUIMN
019 3aWunThl alisioB U 9N1€MEHTOB CBA3KU KJTOYEN.

3awuTa knva LnppoBaHmMe ogHOro Kitoya ¢ NoMoLLbo gpyroro knw4da. i0OS u iPadOS
MCMNONb3YIOT 3aWMTy Kntovel ¢ noMmoubio wndpoaHmsa NIST AES no anroputmy RFC 3394,

3almTa UenoCcTHOCTU cucTeMHoro conpoueccopa (SCIP) MexaHu3Mm, pa3paboTaHHbIN
Apple, 4Tob6bl NPenaTCTBOBaTb M3MEHEHWIO MPOLIMBKM coMnpoLeccopa.

UpeHTuoukatop rpynnbl (GID) Moxox Ha UID, HO coBnagaeT A/ BCeEX NPOLLEeCCOpOoB
ofHOro Knacca.

NHuTerpanbHaga mukpocxema (IC) Takxke M3BeCTHa KakK MUKPOYMUII.

Kniou Ha ocHoBe kog-naponga (PDK) Kntou wnopoBaHusa, NonyyYeHHbI NyTemM
NpuBA3bIBaHMA Napong nonb3oBatend K gonrocpoyHomy knody SKP n UID Secure Enclave.

Knio4y Hocutensa YacTtb nepapxum knoven wmnppoBaHms. Knoy Hocutens noMoraetr
obecneymBaTb ObICTPOE M HageXHoe CTMpaHue gaHHbIX ¢ ycTponcTB Apple. Ha iPhone,
iPad, Apple TV u Apple Watch oH BbinonHaeT ato, o6opaymnBas MeTagaHHble Ha TOMe
[JaHHbIX. be3 knto4a HocuTena K4un Gaiinos 6N10KMPYOTCA, MO3TOMY Galifbl C 3alLUTON
JaHHbIX CTAHOBSATCS HEOOCTYMHbIMK. Ha Mac knto4 HocuTens obopadnBaetT MaTepuan
K/to4ya, Bce MeTagaHHble 1 gaHHble FileVault. B o6oux cny4asx cTupaHue Kio4da HocuTens
6noKMpyeT AOCTYN K 3aWNPPOBaHHbIM AaHHbIM.
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Knwou ¢anna Koy, nCnonb3yeMblit TeXHONOrnen 3alinTbl AaHHbIX A4 WudpoBaHus
danna B dannoson cucteme. Knoy daiina salmiiLaeTcs ¢ NoMoLLblo Kova Knacca u
XpaHUTCH B MeTafaHHbIX dalina.

Kntou dannoBoit cucteMbl Koy, ucnonb3yeMblin ang wndpoBaHMg MeTagaHHbIX KaXao0ro
dalina, BkoYas ero koY knacca. Knoy ¢pannoBoit cucTeMbl XPaHUTCA B CTUPaeMOM
HakonuTene ana o6ecrnevyeHna 6bICTPOro CTUpaHMA B ylLep6 KOHOUAEHLNANbHOCTH.

KOMMNOHEHT 3awu,eHHoro xpanunuua OH COAepXUT HeM3MeHaeMbl Ko, TO/IbKO

ONs YTEeHUS, annapaTHbIA reHepaTop c/yYalHbIX YMcen, KpunTorpapuyeckme Moaynm m
dYyHKUMIO 06HapyXxeHus dusnyeckoro B3nioMa. Ha nogaepxmBaeMblix yCcTponcTBax gns
XpaHeHnsa 3HavyeHnsa pyHKLUM aHTUMOBTOpPaA conpoleccop Secure Enclave o6beanHaeTcsa

B NMapy C KOMMOHEHTOM 3alLULLEHHOTO XpaHunuuia. ng 4TeHns n 06HOBNEHMS 3HAYEHUN
dYHKLMM aHTUNOBTOpPa conpoueccop Secure Enclave n ynn xpaHunuiia MCNonab3yoT
6e30MacHbIN NPOTOKO, KOTOPbI MOMOraeT NpeaocTaBUTb 3KCKKO3UBHbIN OCTYN K
3HaYeHnsaM GyHKUMM aHTUNOBTOpaA. CyLLeCTBYEeT HECKOJIbKO MOKOSTIEHUI 3TON TEXHONOIMUKN C
pa3HbIMW YPOBHSMW BE30MacHOCTH.

KoHTponnep namaTtu MoacuctemMa BHYTPU CUCTEMbI Ha KpUCTane, ynpaenstoouas
NHTepdElicoM MeXay CUCTEMOWN Ha KpUCTaie U OCHOBHOM NaMaTbio.

KoHTponnep SSD AnnapaTHaa nogcuctemMa, kotopas ynpasnseT HocutenemMm nHdopmaumnn
(TBEPOOTENbHBIM HakoMUTENEM).

KpunTtorpaduveckunit mogynb AES BbigeneHHbI annapaTHbIil KOMMOHEHT, KOTOPbIN
peanusyeT AES.

Mopaynb ynpaeneHus NnaMmsaTbio AN onepauun sBoga-sbisoga (IOMMU) Mopaynb
ynpaBfieHnsa namsaTblo ona onepaunin BBoga-ebisoga. Nogcucrema, kotopas
WHTErpupoBaHa B YMM U KOHTPOAMPYET AOCTYN OPYrnX yCTPOMUCTB BBOAA-BbIBOAA U
nepupepunHbIX YCTPONCTB K agpecHOMY NPOCTPaHCTBY.

HuskoypoBHeBbIN 3arpy3unk (LLB) Ha Mac c AByxaTanHom apXMTeKTypoil 3arpy3Kku
HM3KOYPOBHEBbIN 3arpy34mMK COAEPXUT KO, Bbl3biBaeMbIil 3arpy304HbiM M3V, KOTOpbIN
3aTeM 3arpyxaert iBoot kak YacTb npouecca 6e3onacHo 3arpys3Kku.

Mpueaska [lMpouecc npeBpalleHns Koa-naposs nonb3oBaTens B Kpuntorpadpuruyeckumi
K104 U ero ycuneHusa ¢ nomMolubto UID ycTpoiicTBa. M3-3a 3TON Mepbl aTakv METOA,0M
nepe6opa Heo6XxoA4MMO NPOBOAUTb HA KOHKPETHOM YCTPOICTBE, YTO OrpaHM4nBaeT
CKOpOCTb nepebopa 1 He NO3BONAET BbIMOMHATL €ro napanfnenbHo. B kayecTtBe anropmtma
npueaskun ncnonbsyetcs PBKDF2: B kayecTBe nceBaocy4anHoOn GyHKLMN Ha Kaxaon
nTepaummn ncnonbsyetca AES, cornacoeaHHbili ¢ UID ycTpoicTBa.

MporpammHbie HavanbHble 6uTbl CneumanbHble 6uTbl B AES-Mmopayne Secure Enclave,
KoTopble gobasnatotcsa kK UID npu reHepaumnm knoden ns UID. Kaxablii NnporpaMMHbIi
HavanbHbIA 6UT MMeeT COOTBETCTBYIOLWMIA 3alMUTHbIN 6UT. 3arpysoyHoe M3Y

Secure Enclave 1 onepaumoHHasa cuctemMa Secure Enclave MoryT He3aBuCcUMO apyr ot
Apyra U3sMeHsTb 3HaYeHne Kax[oro NnporpaMMHOro HavyanbHOro 6muTa, Noka He yCTaHOBIEH
COOTBETCTBYOLWMI 3aWUTHBIA 6BUT. ECNN 3aWUTHbINA BUT YCTAaHOBMIEH, HEBO3MOXHO
M3MEHUTb HU NPOrpPaMMHbIA HaYanbHbIN BUT, HX 3aLWUTHBIA 6UT. [porpaMMHble HayallbHble
OuTbl 1 3aWNTHbIe BUTbI cOpacbiBatloTCa Npu nepesarpyske Secure Enclave.

MpoTtokon o6mMeHa Onddu — XennmaHa Ha anamntTuyeckux Kpuebix (ECDHE) MexaHnam
obMeHa KntovYaMmn Ha OCHoBe annmnTnyeckmnx kpmebix. ECDHE nossongeT AByM cTopoHam
cornacoBaTb CEKPETHbIN KJloY, NpeaoTBpaTuB o6HapyXeHne Ktoya nepexBaTbiBatoLWLnM
YCTPONCTBOM, KOTOpPOE NpocMaTpuBaeT CoobLLLEHN MeXay ABYMS CTOPOHaMM.
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Mpodunb obecnevyeHnsa Cnucok cBoncTB (dann .plist), koTopbI NoanucaH KoMnaHuemn
Apple 1 copepXxnTt Habop cy6bEKTOB M NpaB, MO3BOAAOWMX YCTaHABIMBATb U TECTUPOBATL
npunoxeHuns Ha yctpoicTee iOS nnn iPadOS. Mpodunb obecneyeHns pa3paboTku
COAEPXUT CMUCOK YCTPONCTB, BbiIGpaHHbIX pa3paboTynkoM Ang cneumanmsmpoBaHHoOro
pacnpocTpaHeHus, a npodunb obecnevyeHns pacnpocTpaHeHUs COAEPXUT NAEHTUDUKaATOP
KOPNopaTUBHOIO MPUNOXEHUS.

MpowunBka yHUGULUPOBaAHHOIO paclwmnpsieMmoro nutepdeica (UEFi) TexHonorus,
KoTopas 3aMeHsieT coboin BIOS n obecrneymBaeT B3aMMOLENCTBME MPOLLINBKM
1 onepaLnoHHON CUCTEMDI.

Mpamon goctyn K namatn (DMA) OyHKUMA, KOTopas NO3BoNSeT annapaTHbIM
noacuctemMam obpalaTbCa K OCHOBHOM NaMATU HaNpsiMyto, TO eCTb B 06X0/, LLlEHTPanbHOTO
npoueccopa.

PaclwunpeHHbIN nocnepoBaTesbHbIN nepudepuiiHbiii HTepdeic (eSPI) YHueBepcanbHas
lWKnHa, pa3paboTaHHada ANs CUHXPOHHOM NocneaoBaTe/lbHOM CBA3N.

PeecTp npouecca 3arpysku (BPR) Habop annapaTHbIX ¢1aXkKOB CUCTEMbI Ha KpUcTanae
(SoC), ncnonb3yeMbix NPOrpaMMHbIM obecneyeHrneM A1 OTCNEXNBAHNSA PEXMMOB
3arpys3ku, B KOTOpble BOLIMO YCTPOMCTBO, — Hanpumep, pexmM o6HOBIEHUS NMPOLINBKN
ycTponcTea (DFU) unm pexxmum BoccTtaHoBneHus. locne Toro Kak ¢pna)ok peectpa
npoLecca 3arpys3kun yctaHOBJIEH, €ro yXe Hesb3s CHATb. bnarogaps atoMy 3anyckaemoe
Janee nporpaMmmHoe obecneyeHne MMeeT HageXHbl UHANKATOP COCTOSHUSA CUCTEMDI.

Pe>XnM BOCCTaHOBJIEHUA PeXVM BOCCTaHOBJIEHMA UCMOJb3yeTCs A BOCCTaHOB/EHMS
MHOIMX YCTPOMNCTB Apple, ecnn He ygaeTca pacno3HaTb YCTPOWCTBO Nob3oBaTens, YTo6bl
nosfib3oBaTeslb MOT NMepeycTaHOBUTb OMepaLMoOHHYI0 CUCTEMY.

PeXXum o6HOBNEHUS NpoLKnBKY ycTpoicTtea (DFU) Pexum, B KoTopoM koa Boot ROM
yCTPONCTBa 0XuKaaeT BOCcCTaHOBeHUs Yyepe3 USB. B pexunme DFU akpaH ocTaeTcs
YepHbIM, O4HAKO Npu NogKIYeHnn K kKoMmnbtoTepy ¢ Finder nnu iTunes otobpaxaetca
coobuieHne o ToM, 4To npunoxexHue Finder (nnu iTunes) o6Hapy>xuno iPad nnn iPhone
B peXnMe BOCCTaHOBNEHUS, U 4To iPhone nnu iPad notpebyeTcs BOCCTaHOBUTbL nepeq,
ncnonb3oBaHnem c Finder (unu iTunes).

Cesa3ka knwuet MHdpacTpykTypa n Habop API, ncnonbayembie onepaumoHHbIMU
cuctemMamm Apple n npmMnoXXeHMIMM CTOPOHHUX Pa3paboTUMKOB AN XPaHEHUS U
M3BMleYeHMda naponen, Kaden n gpyrux KoHPUaeHUNanbHbIX YYEeTHbIX JaHHbIX.

Cucrtema Ha kpuctanne (SoC) MHTerpanbHaga mukpocxemMa (IC), koTtopas ob6begunHaeT
HEeCKO/IbKO KOMIMOHEHTOB Ha OfAHOM uYune. MNpoueccop npunoxeHuin, Secure Enclave u
OpYyrve conpoLeccopbl ABIGIOTCAS KOMNOHEHTaMW CUCTEMbI Ha KpuUcTanne.

Cnyx6a ngeHtudukauunm Apple (IDS) KaTtanor Apple, B KOTOPOM XpaHATCS OTKPbITble
kno4yn iMessage, agpeca APNs, a Takxxe HoMepa TenedoHOB U agpeca 3/1eKTPOHHOMN
MoYyTbl, UCMONb3yeMble as Noucka Kodel n aapecoB YCTPONCTB.

Cnyx6a Apple Push Notification (APNs) [docTtynHas no BceMy Mupy cnyxba Apple,
KoTopasa obecneymBaeT AoCTaBky push-yBegomneHunii Ha ycTpolicTea Apple.
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CTupaembliit HakonuTenb BbigeneHHas obnacTb B xpaHunuue NAND, ncnonbsyemas
0N XpaHeHUs Kpuntorpaduyeckux Knyen n nogaepxueatollas npamyto agpecaunto
n 6e3onacHoe ctupaHune. CTMpaeMblil HakonuTeNb He obecnedynBaeT 3alWmMTy, ecnu
3N10YMbILWNEHHNK dU3MYECKUN 3aBNaaeBaeT YyCTPONCTBOM, OHAKO XPaHSLLIMECS B HEM
KJII04YM MOTYT ObITb MCMOMNb30BaHbI Kak YaCTb Mepapxumn knden anga obecrneyeHus
ObICTPOro CTUPaHUA N NOBbILLEHNA 6€30NacHOCTH.

TexHonorusa sawuTbl 3anevatbiBaHueM knoden (SKP) TexHonormsa salinTbl aHHbIX,
KoTopasd 3aluilaeT, UIN 3arneyaTbliBaeT KUmM WMPPoBaHUSA C MOMOLLbI N3MEPEHUN
nporpamMMHoOro obecrnevyeHns B CUCTEME M KJIIOYEN, AOCTYMHbIX TONbKO B annapaTtHOM
obecneyeHnn (Takom kak UID Secure Enclave).

TexHonorusa ciy4aiHoro pacnoJsioXXeHust B agpecHom npoctpaHctee (ASLR)
TexHonoruns, ncrnonbayemas onepaumoHHbIMKU cUCTEMaMU 419 TOro, YTobbl 3HAYUTENBHO
YCNOXHUTb UCMNOJIb30BaHNE NPOrpaMMHbIX OWMGOK O/ 3N10yMbILWNEHHNKOB. [oCKONbKY
npeackasaTtb agpeca namMsaT U CMeLLLeHUs HEBO3MOXHO, BPeOOHOCHbIN KOg He MOXeT
3apaTb gngd HWX KOHKpPeTHble 3Ha4YeHU4d.

YrnoBsoe npeacrtaB/ieHMe JaKTUIOCKONMUYeCcKoro ysopa MaTtematuyeckoe
npepncrtaBJieHNne HanpaBneHna N TOJTWNHDbI NIMHUA 0aKTUI0CKOMMUYECKOro y30pa,
nony4vyeHHoe M3 4aCtu oTnevYaTkKa nanbla.

YnyuJleHHbIN cTaHpapT wudposaHusa (AES) MonynapHbii MUPOBOWN cTaHaapT
WrdpoBaHUe, NCMONb3YEMbI AN COXPaAHEHUS KOHPUAEHLNANbHOCTU OaHHbIX.

YHuBepcanbHblii ugpeHTUdUkKaTop pecypca (URI) CumMmBonbHas cTpoka, kotopas
noeHTnodunumnpyet Beb-pecypc.

YHUKanbHbIM upeHtudukatop (UID) 256-6MTHbIN kntoy AES, BLLUMUTbIV B NpoL,eccop Ha
3Tane NpPoM3BOACTBA. DTOT KJIOY HE MOXET ObiTb CHUTAH NPOLINBKON MU NPOrPaMMHbIM
obecneyeHneMm, 1 OH UCMNOMb3yeTCsd TONbKO annapaTtHbiM AES-Mogynem npoueccopa.
[ng nonyyeHns ¢akTMYeCcKOro Kfto4va 3/10yMbIWAEHHUKY HEOHBXOAMMO NPOBECTUN KpanHe
C/IOXHYI0 1 JoporocTosiwyto dusnyeckyto ataky Ha Mukpocxemy npoueccopa. UID He
CBfI3aH HU C KakKUM OpYyruM ngeHTudurMkKaTopom Ha ycTpoicTee, Bkatoyas UDID.

YHUKanbHbIl nupeHtudukatop yctponcrtea (ECID) YHUKaNbHbIN 64-6UTHbIN
naeHTMdMnKaToOp NpoLeccopa, yCTaHOBNEHHOro B kaxaoMm iPhone unun iPad.

YnpaBneHne Mmob6unbHbiMu yctpoiicteamu (MDM) Cnyx6a, KoTopas nossonset
afMWHUCTPATOPY YAANEHHO yNpaBnsaTb 3aperncTpnupoBaHHbIMKU yCcTpocTBamMu. Mocne
perncTpauunm ycTponcTBa adMUHUCTPATOP MOXET HacTpanBaTb napamMeTpbl U BbIMOMHATb
Lpyrve 4eNcTBUS C YCTPOMNCTBOM Mo ceTu 6e3 yyacTusa nonb3oBaTens, UCNoNb3ys Cnyxoy
MDM.

®daiinosaga cuctema Apple (APFS) ®dalinoBas cucteMa no ymonyaHuto ans ios, iPadOS,
tvOS, watchOS n komnbioTepos Mac ¢ macOS 10.13 nnu HoBee. APFS nmeet Takune
dYHKLUMN, KaK HagexHoe WndpoBaHMe, COBMECTHOE UCMOIb30BaHMe NPOCTPaHCTRA,
CHUMKM, BbICTPOE OnpefeNieHne pasamMepa KaTalloroB U yCOBEPLUEHCTBOBAHHbIE MPUHLMIMbI
dalinoBon cUCTeMbl.

XpaHunuue knoven CTpyKTypa OaHHbIX, MCMOMb3yemas A/ XpaHeHUs Konnekumm
Kno4yen knacca. Bce Tunbl (monb3oBaTenb, yCTPONCTBO, CUCTEMA, Pe3epBHasa Konus,
XpaHunuuie n pesepsHasa konug iCloud) nmetoT ognHakoBbi dopmar.
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3aronoBok, cofepxallmn cneayowme aNeMeHTbl: BEepcus (MmeeT 3HaveHne 4, HaunHas
c i0S 12); Tun (cnctema, pesepBHag Konus, xpaHunuile n pesepsHas konus iCloud);

UUID xpaHunuuwa kntoveir; HMAC, ecnmn xpaHunuuLe kKitoYel noagnmcaHo; cnocob sawmTbl

Kntoyen knacca: npuesaska k UID nnu PBKDF2, a Takxe cnyyaiHoe 3Ha4YeHue («Conb»)
N CYETYMK MOBTOPEHUN.

Cnucok kntodvert knacca: UUID kntoya; knacc (Knacc 3alunTbl JaHHbIX dalina unm cBasku

KJtoYen); Tun 3awmnTbl (koY Ha ocHoBe Tonbko UID; kntoy Ha ocHoBe UID 1 Kog-napons);

I

3alULLLEHHbIN KTOY Knacca, OTKprTbIVI KN4 and aCMMMeTpPUYHbIX K/1aCCOB.

AES-XTS Pexum AES, onpepneneHHblt B cTaHgapTte IEEE 1619-2007, npegHa3HayeH ans
wndpoBaHng HocuTenen MHGopMaLun.

Apple Business Manager [NpocToli Be6-noptan gna NT-agMUHUCTPATOPOB, KOTOPbIN
npefocTaBAseT opraHMsaumsaM 6bICTPbIN U ONTUManbHbIA cnocob pa3BepTbiBaHMA
ycTponcTte Apple, npnobpeTeHHbix HanpsiMyto y Apple nn6o y4acTByOWMUX B NporpaMmmMe
aBTOPM30BaHHbIX pecennepos Apple nnn onepaTtopoB COTOBbIX ceTell. Pernctpauunto
YCTPOWNCTB B peleHnn Ans yrnpasneHms MobunbHoiMu yctpoiicteamm (MDM) MOXHO

BbIMOJIHUTb aBTOMaTM4YeCKkKn. B aToM cny4ae He I'IOTDeﬁyETCFl dn3nyeckn HacTpameaTb UIn

nogrotaBanBaTb yCTpOVICTBa nepen Bblayvyei nonb3oBaTensaMm.

Apple School Manager lMpocToi Be6-noptan ang UT-agMUHUCTPATOPOB, KOTOPbIN
npeaocTaBiseT opraHn3aumsaM 6bICTPbIN M ONTUMaNbHbIA cnocob pa3BepTbiBaHUS
ycTponcTe Apple, npnobpeTeHHbIx HanpsaMyto y Apple nubo y4yacTByoLWmMX B NporpaMmme
aBTOPM30BaHHbIX pecennepos Apple nnu onepaTtopoB COTOBbIX ceTel. Pernctpauunto
YCTPOWNCTB B pelleHnn ANns yrnpasieHna MobunbHbiMu yctpoictBamm (MDM) MOXHO

BbIMO/IHUTb aBTOMaTU4YeCcKkun. B aToM cny4dae He I'IOTpE‘6y6TCF| dn3nyeckn HacTtpamsaTb UK

noaroTtaennBaTb yCTpOVICTBa nepen Bblaven nonb3oBaTensMm.

Boot Camp Ytunuta gns Mac, KoTopas no3songeT yctaHoBuUTb Microsoft Windows
Ha nogaepXXmnBaeMbix KoMMbtloTepax Mac.

Boot ROM CaMmbiii nepBbli Kof, NCMOMHAEMbIN NPOLLECCOPOM YCTPONCTBA NPU NepBom
3arpyske. 3TOT Ko, ABNSeTCa HEOTbEMJIEMON YacTblo MpoLeccopa N He MOXeT 6biTb
M3MeHeH KoMnaHuen Apple Unn 3N0yMbILWNEHHUKOM.

CKRecord CnoBapb nap «kito4Y-3Ha4YeHNE», KOTOPble coAepXaT AaHHble, COXPaHEHHble
CloudKit nnun naeneveHHole n3 CloudKit.

Data Vault 3ToT MexaHW3M, peann3oBaHHbIil Ha YPOBHe aapa, o6ecneymBaeT 3allnUTy
OT HECaHKLMOHMPOBAHHOMO AOCTYMa K AaHHbIM HE3aBMCMMO OT TOro, MOMELLEHO /i1 B
NMecoYHuLY NPUIoXeHMe, KOTOPOe 3anpallmBaeT AaHHble.

Gatekeeper TexHosiorvsa Ha ycTpoiicTBax ¢ macOS, KoTopas noMoraeTt y6eguTbCs, YTo
Ha yCTPOMCTBe 3anyckaeTca TOoNbKO HadeXHoe NporpaMMHoe obecrnevyeHue.

HMAC Kop ayTeHTUdUKaLMN cOObLLLEHNS Ha OCHOBE Xella, NOSyYEeHHbI C MOMOLLbIO
dYHKLUMM KpunTorpadumyeckoro xeuia.

iBoot 3arpysumk BToporo ypoBHsa gns yctponcte Apple. Kog, 3arpyxatowmnin XNU kak
YyacTb 6e30MacHOM NocnenoBaTelbHOCTU 3arpy3ku. B 3aBUCMMOCTM OT MNOKONEHMUs
cucTeMbl Ha KpucTanne (SoC) iBoot MoXeT 3arpyaTbCsi HU3KOYPOBHEBbIM 3arpy34MKoOM
AN HaNpsiMYyto 3arpysoyHbiM M3Y.

Joint Test Action Group (JTAG) CtaHoapTHOe CpefcTBO OT/afku obopynoBaHus,
MCrofb3yeMoe nporpaMMmncTaMu 1 paspaboTynkaMmm MUKPOCXEM.

B
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NAND 3HeproHesaBucumasa dnew-namaTb.

sepOS Tlpowwuneka Secure Enclave Ha ocHoBe Bepcun Mukposapa L4, popaboTaHHOM
KoMnaHuen Apple.

XART A66peBunatypa, KoTopas pacwndposbiBaeTcs kak eXtended Anti-Replay Technology,
TO eCTb paclUMpeHHas TEXHONOra aHTunoBTopa. Habop cnyx6, KoTopblie NpenoCcTaBAAloT

Secure Enclave 3awmnopoBaHHOe NOCTOAHHOE XpaHUULLEe C ayTeHTUudUuKaumen
N BO3MOXHOCTAMM aHTUMOBTOPA Ha OCHOBE apXUTEKTYpPbl GM3NYECKOr0o XpaHUIMLLA.

|_|O,D.pO6HbIe cBefeHNsa npuBefeHbl B pasgene « KOMMNOHEHT 3alULWLEHHOIO XpaHUauLLa».

XNU Sppo, nexatlee B OCHOBE OMNepaLmoHHbIX cuctemMm Apple. 3To 94po cunmTaeTcs
LOBEPEHHbIM, M OHO obecrneymBaeT NPMMeEHEHME cneLnanbHbiX cpeacTs 6e30MacHoOCTH,
Takux Kak NOAMNMCb Kofa, NecoYHnLa, NpoBepka Npae U TEXHOMNOTUS CNy4YaiHOTo
pacrnonoxeHus B agpecHoM npoctpaHcTBe (ASLR).

XProtect AHTMBMpYCHasa TexHonorusa B macOS, koTopas noMoraeT obHapyXuneaTb
M yaanaTtb BpegoHocHoe O Ha OCHOBE CUrHaTyp.
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BbesonacHocTb BuaeonoBTopa iPhone

BesonacHocTb pyHKLMN «Ha cBa3u»

DYHKUMN KOHOUAEHLMANBHOCTN NMPY NOAKAOYEHNM K 6€CNPOBOAHbBIM CETSM
KoHdupeHuunanbHocTb Wi-Fi Ha ycTpolicTBax Apple

BesonacHocTb nnatdopmbl NFC n SE

BesonacHocCTb aTTecTalum ynpaBnsgeMblix YCTPOUCTB

O6HOBIEHHbIE pa3aernbl:

Be3sonacHocTb cuctem Ha kpuctanne Apple

Mcnonb3oBaHue Optic ID, Face ID n Touch ID

Mpouecc 3arpysku gnga iPhone u iPad

Gatekeeper n 3awmTa B npouecce BbiNnosHeHMs B macOS
3awmTa ot BpegoHocHoro MO n koga B macOS

Kak Apple Pay 3awuuiaeTt nokynku nosb3oBaTtenemn

0630p 6e30MacHOCTM NpefoCcTaBNeHMs KapT

[obaBneHune kpeguTHbIX nnu gebetoBbix kapT B Apple Pay
ABTOpU3aLUs NaaTexen npu ncnonbsosaHun Apple Pay
BeckoHTakTHble kapTbl B Apple Pay

OTobpaxkeHne KapT Kak HeJoCTynHbix B Apple Pay
BesonacHocTb cnyx6bl Tap to Pay on iPhone

[obaBneHne TpaHCMOPTHbIX KapT 1 kapT eMoney B Apple Wallet
OyHKUMM 6e30MacHOCTU NPU NOAKMOYEHUU K 6eCNPOBOAHbBIM CETIM
BesonacHocTb Wi-Fi Ha ycTpolicTBax Apple
KoHounpgeHumanbHocTb Wi-Fi Ha ycTponcTBax Apple

BesonacHocTb obuwero goctyna K naponsam Wi-Fi
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BesonacHocTb nnatdopmbl Apple

O6HoBNEHbI pasgenbl, cBaA3aHHble Tosbko ¢ Optic ID, Apple Vision Pro nnu visionOS.

0630p 6e3onacHOCTM KoMMNekTa pa3paboTymka

BesonacHocTb 6OKNMPOBKM aKkTUBaLLUK

[ob6aBneHus, ceszaHHble ¢ Optic ID:

0630p annapaTHbIX GYHKLNIA 6e30nacHOCTH
KopHeBble kKpunTtorpadumnyeckmne Kao4dm
3alneHHoe sHeproHe3aBnMCcMMoe XpaHunuile
3allnLLEeHHbI HENPOHHbIM MoAaY /b

BesonacHoOCTb 6MOMETPUYECKUX AaHHbIX

Optic ID, Face ID, Touch ID, naponun n kog-naponu
Mcnonb3oBaHue Optic ID, Face ID n Touch ID
Kopg-naponun n naponun

Knaccbl 3aWmnTbl AaHHbIX

3alunTa gaHHbIX CBA3KU K/toYen

DYHKLUMUN 6e30MaCHOCTU B MPUNOXEHUN «3aMeTKnU»

[Job6aBneHuns, cBazaHHble ¢ Apple Vision Pro:

0630p annapaTHbIX GYyHKUKNI 6e3onacHoCTH

BesonacHocTb cucteM Ha kpuctanne Apple

Secure Enclave

BesonacHocTb GMOMETPUYECKUX OAaHHbIX

Optic ID, Face ID, Touch ID, naponu n kog-naponu

Mcnonb3oBaHue Optic ID, Face ID n Touch ID

BesonacHoe nogTBepXaeHne HaMmepeHusa 1 nogkntoveHns Kk Secure Enclave
0630p 6e30MacCHOCTM CUCTEMDI

0630p WndpPoBaHNSA 1 3aWMTbl AaHHbIX

Kopg-naponu v naponu

0630p 3alWNTbl AaHHbIX

Knaccbl 3aWwmTbl gaHHbIX

Ponb daiinoson cuctembl Apple

Mpouecc nognucu kopa npunoxexHun B i0S, iPadOS, tvOS, watchOS u visionOS
3awmTa NnpunoXxeHnn n rpynn npunoxeHui B i0S, iPadOS n vision0OS
DYHKLUMN 6e30MaCHOCTN B MPUNOXEHUN «3aMETKN»

0630p He3onacHOCTM Napona

0630p 6e3onacHocTn CBA3kK knoden iCloud

0630p 6e3onacHocTm Apple Pay

OTobpakeHne KapT Kak HeJoCTynHbiX B Apple Pay

0630p 6e3onacHocTM iMessage
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BesonacHocTb nnatdopmbl Apple

- besonacHocTb BUpPTyanbHOM YacTHoM ceTu (VPN)

+ OyHKUMK 6€30MacHOCTM NPU NOAKIOYEHUN K BECNPOBOOHbBIM CETAM

+ OYHKUMN KOHOMAEHUMANbHOCTY NP MNOAK/IIOYEHUN K 6eCnpoBOgHbIM CETIM
«  KoHdupeHumnanoHocTtb Wi-Fi Ha ycTpolicTBax Apple

- 0630p 6e30MacHOCTM ynpaBneHns MO6UIbHbIMWU YCTPONCTBAMM

- bes3onacHocTb aTTecTauum ynpasnseMbiX YCTPOUCTB

- ABTOMaTM4eckas perncrpaumns yCTpoucTs

+  YnpaBnsieMblli pexum Nponaxu u yaaleHHoe cTupaHue

[ob6aBneHuns, cBs3aHHble ¢ visionOS:

- 0630p 6e3onacHocTM NnaTdopmbl Apple

- 0630p annapaTHbIX GYyHKLMIA BesonacHoCTU

+ LlenoctHocTb onepaLnMoHHON CUCTEMDI

- TeHepaTop cryYanHbIX Yncen

- Kop-naponu n naponu

«  XpaHunuuwa knYeln ang 3awmnTbl JaHHbIX

«  3awmTa KnYen B opyrux pexnMax sarpyskm

- Ponb ¢aiinosoli cuctemnl Apple

+  3awmTa OaHHbIX CBA3KMW KItoYen

+  3awmTa npu gocTtyne NPUNOXEHNI K NONb30BaTENbCKUM LaHHbIM

- Uwndposag nognucob n wndpposaHune

- 0630p 6e30MaCHOCTU NPUTOXKEHUN

- TMpouecc nognucu koga npunoxerHuii B i0S, iPadOS, tvOS, watchOS u visionOS
«  OCcHOBHble cBefeHNs o 6esonacHocTu npunoxeHui B i0S, iPadOS u visionOS
- O 6esonacHocTtn App Store

- besonacHocTb B npouecce BbinofHeHus B i0S, iPadOS u visionOS

«  3awmTa NpuUnoXeHun n rpynn npunoxeHui B i0S, iPadOS u visionOS
- Moppepxka pacwmpeHnii B i0S, iPadOS, macOS u visionOS

- BbesonacHocTb YacTHoro y3na iCloud

- 0630p 6e30MacHOCTM Napons

- ABTOMaTMYeckoe cosfaHue HagexHbix naponen

- bes3onacHocTb GYyHKLMU «ABTO3amno/IHEHE naponemn»

«  [ocTyn NpuUoXeHUin K CoOXpaHeHHbIM Naponsam

- PekomMeHpaumm no 6e3onacHoOCTU napone

- 0630p 6esonacHocTn CBA3kM kntoyen iCloud

- CoBepuieHune nnaTexen kaptamu ¢ nomMolbto Apple Pay

- BbesonacHocTb Apple Card

- besonacHocTb Apple Cash
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« 0630p 6e30MacHOCTU ceTun

- besonacHocTb npoTtokona IPv6

- besonacHocTb BUpPTyanbHOM YacTHoM ceTu (VPN)

+ OYHKUMN KOHOMAEHUMANbHOCTY NP MNOAK/IIOYEHUN K 6eCnpoBOgHbIM CETIM
«  KoHdupeHumnanoHocTtb Wi-Fi Ha ycTpolicTBax Apple

- besonacHocTb egMHoOro Bxopga

- 0630p 6e30MacHOro ynpae/ieHUsa yCTPONCTBaMM

- 0630p 6e30MacHOCTM ynpaBneHns MO6UbHbIMU YCTPONCTBAMM

+ besonacHoOCTb aTTecTaunm ynpasnsgemMbix yCTpOVICTB

Maun 2024 r.

[ob6asneHHble pasaensb:

+  Xew mMaHudecTa Image4d Cryptex1 (spih)
« TeHepupoBaHue Cryptex1 (stng)

+ bBbicTpble OTBETbI Ha Yyrposbl

- BlastDoor gna CoobuweHuit n IDS

- besonacHocTb Pexnma 610KMpPOBKMK

« 0O 6esonacHocTu App Store

- besonacHocTb WidgetKit

O6HOBMEHHble pa3genbl:

- 0630p 6e3onacHocTM NnaTdopmbl Apple

- BbesonacHocTb cucTeM Ha kpuctanne Apple

- Secure Enclave

- Optic ID, Face ID, Touch ID, naponu un kog-naponu

- besonacHocTb conocTaBfeHMs nuua

+  WcnonbzoBaHue Optic ID, Face ID n Touch ID

+ DKcrnpecc-KapTbl C pe3epBHbIM MUTAaHUEM

+ LlenoctHocTb onepaunMoHHON CUCTEMDI

- besonacHasg akTMBaLMa NOAKIOYEHUI ANS nepenavn gaHHbIX
- TpoBepka akceccyapos anga iPhone u iPad

- BbesonacHocTb cuctembl watchOS

- Kop-naponu n naponu

« 0630p 3aWMTbl AaHHbIX

«  XpaHunuuwa knYeln ang 3awmnTbl JaHHbIX

«  3awmTa KYen B opyrux pexnmMax sarpyskm

+ 3awmTa Nob30BaTENbCKUX OaHHbIX B YCIOBUSAX aTaku

- YnpaeneHue FileVault B macOS
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BesonacHocTb nnatdopmbl Apple

« OCHOBHble cBeeHUa 0 6e3onacHocTu npunoxenun B i0S, iPadOS u visionOS
«  Gatekeeper n 3awunTa B npouecce BbiNoSIHeHMS B macOS

- besonacHocTb ynpaBngembix AkkayHToB Apple

« lWnedpoeaHue B iCloud

+ ObecneyeHne 6e30MNaCHOCTUN M KOHTAKTbl 419 BOCCTAHOBMEHMS A0CTyna
+ ObecnevyeHune 6e30NaCHOCTU U LNOPOBbIE HACNEAHUKN

. 0630p 6esonacHocTu Ceasku knodel iCloud

- bes3onacHasg CMHXPOHM3aLNSA CBA3KM KITOYEN

- bes3onacHoOCTb OTBETCTBEHHOro xpaHeHus Ceasku kntoyen iCloud
+ 0O630p 6e30MacHOCTU NpPenocTaBNeHna KapT

. [ob6aBneHune KpegnTHbIX Ui gebetoBbix kKapT B Apple Pay

- CoBeplieHue nnaTexen kapTamMmu ¢ nomoltlbio Apple Pay

- besonacHocTb Apple Card

- besonacHocTb cnyx6bl Tap to Pay on iPhone

« [HocTyn yepes Apple Wallet

- Bwuabl knoven goctyna

+ YpocTtoBepeHus nuyHocTu B Apple Wallet

- besonacHocTb ygocTtoBepeHuin nnyHocTn B Apple Wallet

« 0630p 6e3omacHOCTM KOMMNEKTa paspaboTymka

. besonacHocTb o6MeHa AaHHbiIMM HomeKit

- 0630p 6e30MacHOCTM ynpaBneHns MO6UIbHbIMU YCTPONCTBAMM

+ [lpuMeHeHne KoHdUrypaumm

[Jekabpb 2022 .

[ob6asneHHble pasaensb:

- PacwunpeHHas 3awmTa gaHHbix ong iCloud

O6HOBMEHHble pa3genbl:

- 0630p 6e3onacHocTM iCloud

- LlWundpoeaHue B iCloud

- besonacHocTb pe3epBHOro konmposaHus iCloud

- Ob6ecneyeHne 6e30MaCHOCTU N KOHTaKTbl 419 BOCCTAHOBNEHUS JOCTyna

- Ob6ecnevyeHne 6e30NaCHOCTU U unodpoBble HacNegHUKN
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BesonacHocTb nnatdopmbl Apple

Man 2022 .

O6HoBNeHo ans:

i0S 15.4
iPad0S 15.4
mac0S 12.3
tvO0S 15.4
watchOS 8.5

[o6aBneHHble pa3aenbl:

OrpaHunyeHus ang napHbix cpep recoveryOS

Bepcus nokanbHoOM onepaumnmoHHOM cUcTeMbl (3Ha4YeHne love)

OO6MeH faHHbIMU U3 MPUNOXEHNS «30,0POBbE»

ObecneyeHne 6e30MacHOCTU M KOHTaKTbl 419 BOCCTAHOBNEHUSI J,OCTyna
ObecneyeHne 6e30MacHOCTU U LMDPOBbIE HACTEAHUKM

BesonacHocTb cnyx6bl Tap to Pay on iPhone

HocTyn yepes Apple Wallet

Bupbl kntoyen goctyna

YooctoBepeHus nuyHoctu B Apple Wallet

Akceccyapbl HomeKit ¢ nogaepxkoi Siri

O6HOBMNEHHbIE pa3aenbl:

Magic Keyboard ¢ Touch ID

Optic ID, Face ID, Touch ID, naponun n kog-naponu

Be3onacHoOCTb conocTaBieHus nuua

QKkcnpecc-KapTbl C pe3epBHbIM MUTaHUEM

Pexxnmbl 3arpysku KomnbtoTepa Mac ¢ umnom Apple
Copepxumoe darina LocalPolicy gns komnbtotepa Mac ¢ yunom Apple
Be3onacHOCTb NOAMNMUCaHHOIo CUCTEMHOIO TOMa

BesonacHocTb cuctemMbl watchOS

YcTpoiictBo Apple Security Research Device

Ponb dainoson cuctembl Apple

3almnTa npu gocTyne NPUIoXeHn K noib3oBaTelbCKUM AaHHbIM
BesonacHocTb npunoxeHunii B macOS: BBegeHne

3awmnTa ot BpegoHocHoro MO n koga B macOS

0630p 6e3onacHocTu iCloud

Be3onacHasi CUHXPOHW3aLMa CBSA3KWN KtoYel

BesonacHoe BoccTaHoBNeHMe CBA3kM kntoyel iCloud

CoBeplueHure nnaTexen kaptamu ¢ nomolubio Apple Pay
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. beckoHTakTHble KapTbl B Apple Pay

+  OTob6paxeHne KapT Kak HegoCTynHbIX B Apple Pay

- 3agBKka Ha nony4eHue kaptbl Apple Card

- besonacHocTb Apple Cash

- [ob6aBneHne TpaHCMOPTHbIX KapT 1 kapT eMoney B Apple Wallet
- besonacHocTb Apple Messages for Business

- besonacHocTb FaceTime

- besonacHocTb kftoyel ot aBToMobung B i0S

- besonacHocTb Apple Configurator

YpoaneHHble pasgensb:

- Akceccyapbl HomeKit n iCloud

Maun 2021r.

O6HoBnNeHo ong:

- i0S14.5

- iPad0OS 14.5
+ macO0S 11.3
- tvOS14.5

- watch0S 7.4

[ob6aBneHHble pa3gensb:

+  Magic Keyboard ¢ Touch ID.

- besonacHoe NoaTBepXaeHue HaMepeHnsa n noakntyeHms Kk Secure Enclave.
- ABTOMaTu4yeckas pasbnokmposka n Apple Watch.

+  Xew mMaHudecta Imaged CustomOS (coih).

O6HOBNEHHbIE pa3genbl:

- B pasgen 3kcnpecc-kapTbl C pe3epBHbIM NUTaHMeM A06aBeHO ONMcaHne ABYX HOBbIX
TpaH3aKLUWii B aKCNpecc-pexuMme.

- WM3ameHeH pa3sgen O630p dyHKUNM Secure Enclave.

- B pa3gen besonacHaa mynbTusarpyska (smb3) pobaBneHbl cBeAeHUs KacaTeNnbHO
o6HoBneHus MO.

- [ononHeH pasgen TexHONOrus 3aWuTbl 3anevaTbiBaHneM Knto4den (SKP).
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BesonacHocTb nnatdopmbl Apple

®deBpanb 2021 .

O6HoBNeHo ans:

- i0S14.3

- iPad0S 14.3
+ macO0S 111
+ tv0S14.3

- watchOS 7.2

[o6aBneHHble pa3aenbl:

«  Peanusauyus iBoot, 6e3onacHas gng namstu
- Tpouecc 3arpy3ku komnbtotepa Mac ¢ ynnom Apple
«  Pexumbl 3arpyskun komnbtotepa Mac ¢ ynnom Apple

+ YnpaBfeHne nonuTukon 6esonacHocTy 3arpy3o4yHoro aucka Ha komnbototepe Mac
c ynnom Apple

- CospgaHue kno4va nognucanms nonutukn LocalPolicy n ynpasneHune num
- Copepxumoe darna LocalPolicy gns komnbtotepa Mac ¢ yunom Apple
- besonacHoCTb NOAMNMCAHHOrO CUCTEMHOIO ToMa

- YctponictBo Apple Security Research Device

+ MOHUTOPUWHI Nnaponen

- besonacHocTb npoTokona IPv6

- besonacHocTb ktoyer ot aBToMmobuns B i0OS

O6HOBNEHHble pa3aenbl:

« Secure Enclave

+ AnnapaTHOe OTK/I4YeHne MUKPoPpoHa

+ Cpepbl recoveryOS v gnarHocTmku ons komnototepa Mac ¢ npoueccopom Intel
+ CpefacTBa 3alWmMThbl NPSMOro A0oCTyna K NaMsTu Ha KoMnbloTepax Mac

- besonacHoe pacwupeHune aapa B macOS

+  3awmTa LenoCTHOCTU CUCTEMDI

+ besonacHocTb cuctembl watchOS

+  YnpaeneHue FileVault B macOS

« JocCTyn NpUIOXeHU K COXPaHEeHHbIM NaposnaMm

- PekoMeHpauuu no 6e3onacHOCTU naposnei

- besonacHocTb Apple Cash

- besonacHocTb Apple Messages for Business

+ OYHKUMN KOHOMAEHUMANbHOCTX NPU NOAKIOYEHUN K 6eCNpOoBOgHbIM CETIM
- besonacHocTb G/IOKMPOBKK akTUBaLMU

- besonacHocTb Apple Configurator
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besonacHocTb nnatdopmbl Apple

Anpenb 2020.

O6HoBNeHo ans:

.

.

i0S 13.4
iPad0S 13.4
macOS 10.15.4
tv0S 13.4
watchOS 6.2

O6HoBNEHUS:

NHdopMauma 06 oTkoYyeHUn MukpodoHa iPad nob6asneHa B pasgen AnnapaTHoe
OTK/loYeHne MUKPOdOHa.

CeepneHua o Data Vault no6aBneHbl B pa3gen 3alurta npu OOCTyne npuioXeHun K
NMosb30BaTENIbCKUM OaHHbIM.

BHeceHbl n3MeHeHUsa B pasfgenbl YrnpasneHue FileVault 8 macOS n «Mcnonb3oBaHue
MHCTPYMEHTOB KOMaHOHOM CTPOKM».

JononHeHa nHdopMaLma 06 MHCTPYMeHTe yaaneHusa spegoHocHoro MO n koaa
B pa3gene 3aumTa oT BpegoHocHoro MO v koga B macOS.

BHeceHbl U3MeHeHUd B pa3aen besonacHocTb obuiero iPad B iPadOS.

Nekabpb 2019 .

Ob6beanHeHne pykoBoacTBa rno 6esonacHocTu iOS, o63opa 6e3onacHocTn macOS
1 ob3opa ynna 6esonacHocTn Apple T2

O6HoBnNeHo onga:

i0S 13.3
iPad0OS 13.3
macOS 10.15.2
tvOS 13.3
watchOS 6.1.1

Paspenbl «HacTponkun KoHduaeHUnanbHoCcTu», «Siri», «MpennoxeHus Siri» n
«MHTennekTyanbHasa 3aWmTa oT cbopa gaHHbIX B Safari» 6binm yganeHol. MoceTuTe https://
www.apple.com/ru/privacy/, 4Tobbl y3HaTb 60/blle 06 N3MEHEHUSAX, KacatloLWwmxcsa aTUX
npoaykToB n cnyxo6.

Man 2019 .

O6HoBneHo ong i0S 12.3

Moppepxka TLS 1.3
O6HoBneHo onncaHue 6esonacHocTn AirDrop
Pexu1m obHoBNeHMs npolwmneku yctponctea (DFU) n pexxnm BocCcTaHOBNEHMUS

Tpe6OBaHMFI K KOog-napondam gng noaknr4eHnsa akceccyapos
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besonacHocTb nnatdopmbl Apple

Hoa6pb 2018 .

O6HoBneHo anga i0S 12.1

« [pynnoBbie BbI3OBbI N0 FaceTime

CeHTa6pb 2018 T.

O6HoBneHo ong iOS 12 Secure Enclave

- 3awmTa LenoCTHOCTM onepaLoHHON CUCTEMDI

«  JKcrnpecc-KapTbl C pe3epBHbIM MUTAaHUEM

- Pexum obHoBNeHUs npolmeku yctporictea (DFU) U pexum BoCCTaHOBNEHUS
« Akceccyapbl ong QUCTaHUMOHHOro ynpaBneHmns HomeKit
+ beckOHTakTHble KapTbl

«  CrypeH4yeckue bunetol

- [peapnoxerus Siri

- bbicTpble KOMaHAabl B Siri

« [punoxeHne «bbICTpble KOMaHObI»

- YnpaBneHue naposissMu nosib3oBaTesnen

+  OKpaHHOe BpeMs

. CepTudukaTbl U NporpaMmbl obecrnevyeHuns 6e3onacHoOCTU

Nionb 2018 .

O6HoBneHo ons i0S 11.4

« TloNUTUKM NCNoNb30BaHNA BMOMETPUYECKUX AaHHbIX
+ HomeKit

- Apple Pay

- [enoBol yaT

- CoobuweHusa B iCloud

- Apple Business Manager

[Nekabpb 2017 r.

O6HoBneHo ans i0S 11.2

«  Apple Pay Cash

OkTa6pb 2017 T.

O6HoBneHo anga i0S 11.1

. CepTudukaTbl U NporpaMmbl o6ecrnevyeHuns 6e3onacHoOCTU
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besonacHocTb nnatdopmbl Apple

Touch ID/Face ID

ObLwme 3aMeTKn

CkBo3Hoe wunoposaHme CloudKit

O6HoBneHue TLS

Apple Pay, onnaTta nokynok B MHTepHeTe ¢ nomoubto Apple Pay
MpepnoxerHus Siri

Oo6wwun iPad

Uonb 2017 T.

O6HoBneHo gng i0S 10.3

Secure Enclave

3alnTa gaHHbIX B dannax
XpaHunuia kKio4en
CepTudukaTbl 1 nporpaMmbl obecnedyeHns 6e30MacHOCTH
SiriKit

HealthKit

BesonacHocTb ceTu
Bluetooth

o6wwuin iPad

Pexunm npona)wu
BnoknpoBka akTuBauum

HacTponkun KoHOUOEeHUMaNbHOCTU

MapTt 2017 T.

O6HoBneHo ong i0OS 10 BesonacHOCTb CUCTEMDI

Knaccbl 3alWmnTbl faHHbIX

CepTndukaTbl 1 NporpaMmbl obecrnevyeHns 6e3onacHoOCTU
HomeKit, ReplayKit, SiriKit

Apple Watch

Wi-Fi, VPN

EpuHbIn BXOS,

Apple Pay, onnaTta nokynok B MHTepHeTe ¢ nomoubto Apple Pay
MoprotoBka KpeAUTHbIX, 4e6eToBbIX M NPefonIavYeHHbIX KapT

MpepnoxeHuns Safari
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besonacHocTb nnatdopmbl Apple

Man 2016 r.

O6HoBneHo ons i0S 9.3

.

YnpaBnsiemblit AkkayHT Apple

[ByxdakTopHasa ayTeHTuduKaunsa ons AkkayHta Apple
XpaHunuia kno4en

CepTtudukatbl 6e3onacHoCcTm

Pexxum nponaxu, 6nokMpoBKa akTueaumm

CeKpeTHble 3aMeTKW.

Apple School Manager

Oo6wwun iPad

CeHTs6pDb 2015 T.

O6HoBneHo gnga i0S 9 bnokuposka akTuBauum Apple Watch

.

MonnTnkun Kop-naponen
Mopnepxka API Touch ID
N4 sawntbl gaHHbiX npoueccop A8 ucnonbsyet AES-XTS

XpaHunuia kno4venn ong o6HOBNEHUA NporpaMMHoOro obecnevyeHus 6e3 yyacTtumsa
nonb3oBaTens

O6HOBNEHUs cepTudmKaLmum

Mogenb foBepus Aas9 KOPnopaTUBHbLIX MPUNTOXKEHU

3almTa gaHHbIX ang 3aknagok Safari

App Transport Security

Cneundoukauum VPN

YnoaneHHbit goctyn k iCloud gns HomeKit

CkunpoyHblie KapTbl B Apple Pay, npunoxeHne aMmnuteHTa kapTbl B Apple Pay
MNHpoekcrMpoBaHue cogep>XXMMoro ycTponcTea ans noncka Spotlight
Mopenb cosgaHua napbl i0S

Apple Configurator 2

OrpaHunyeHus
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besonacHocTb nnatdopmbl Apple

ABTOpPCKUE npaBa

© 2024 Apple Inc. Bce npaBa 3aliuLLEHbI.

Mcnonb3oBaHue «knasuatypHoro» norotuna Apple (Option-Shift-K) B kommepuyeckux uensax 6es
npeaBapuTebHOrO MMCbMEHHOTo cornacusa Apple MoXeT SBNSTbCA NOCAraTeNbCTBOM Ha NpaBa Bnagesbua
TOBApPHOro 3Haka v NposiBleHNeM HeL06POCOBECTHOMN KOHKYPEHLNN, HapyLWaoLWMM rocyaapCTBEHHbIE U MECTHbIe
3aKOHblI.

Apple, norotun Apple, AirDrop, AirPlay, Apple Books, Apple Card, Apple Music, Apple Pay, Apple TV, Apple Wallet,
Apple Watch, AppleScript, ARKit, Bonjour, Boot Camp, CarPlay, Face ID, FaceTime, FileVault, Finder, FireWire,

Find My, Handoff, HealthKit, HomeKit, HomePod, HomePod mini, iMac, iMac Pro, iMessage, iPad, iPadOS, iPad Air,
iPad Pro, iPhone, iTunes, Keychain, Lightning, Mac, Mac Catalyst, Mac mini, Mac Pro, MacBook, MacBook Air,
MacBook Pro, macOS, Magic Keyboard, Objective-C, OS X, QuickType, Retina, Rosetta, Safari, Siri, Siri Remote,
SiriKit, Swift, Spotlight, Touch Bar, Touch ID, TrueDepth, tvOS, watchOS u Xcode aBnatoTcs ToBapHbIMU 3HaKaMu
Apple Inc., 3apernctpupoBaHHbiMu B CLLUA 1 gpyrux ctpaHax u pervoHax.

App Clips, Apple Vision Pro, Optic ID 1 visionOS sBnstoTcs ToBapHbIMK 3Hakamu Apple Inc.

App Store, AppleCare, Apple Messages for Business, CloudKit, iCloud, iCloud Drive, iCloud Keychain
n iTunes Store aBnaoTCa 3HakaMu o6cnyxnsaHma Apple Inc., 3apeructpupoBaHHbiMy B CLUA 1 apyrux cTpaHax
N pervoHax.

Apple

One Apple Park Way
Cupertino, CA 95014
apple.com

I0S aBngeTca TOBapHbIM 3HAKOM WX 3apPerMcTpMpoBaHHbIM TOBapHbIM 3HakoM komMnaHuu Cisco B CLUA un gpyrux
CTpaHax Y NCNoNb3yeTCs MO NLEH3NN.

CnoBecCHbIVi TOBapHbIN 3HaK U norotunsl Bluetooth® aengaoTcs 3aperncTpupoBaHHbIMU TOBApPHbIMU 3HaKaMu
Bluetooth SIG, Inc. n ucnonb3ytoTca KoMmnaHuen Apple no NULEH3NN.

Java sBnseTcsa 3aperuMcTpupoBaHHbIM TOBapHbIM 3HakoM Oracle U/unu ee JoYepHUX KOMMNAHUN.
UNIX® gBnsetca 3aperMcTpMpoBaHHbIM TOBapHbiM 3HakoM The Open Group.

Opyrne Ha3BaHWS U NOrOTUMNbI NPOAYKTOB U KOMMAHWUW, YNOMSHYTble B 3TOM JOKYMEHTE, MOTYT ABNATbCS
TOBapHbIMU 3HaKaMn COOTBETCTBYOLNX KOMMaHuI.

Mpn co3gaHnmn 3TOro PyKOBOACTBA BblIN MPUTOXKEHDBI BCE YCUNMNS, YTOObI MHbOpMauns B HeM Bbisia TouHON. Apple
He HeceT OTBETCTBEHHOCTU 3a ownBKK, AOMNYLLEHHbIE NPY NeYyaTn AN KonupoBaHun. MHdopmaumns o npoaykTax
CTOPOHHMX pa3paboTUMKOB, a TakXXe O HE3aBUCUMbIX CaiiTax, He KOHTPONIMPYEMbIX U He NMpPoBepeHHbIx Apple,
npegocTasnsercs 6e3 kakux-nMbo pekoMeHgaumin i ogobpeHns co ctopoHsl Apple. Apple He HeceT
OTBETCTBEHHOCTH 3a Bbl6OP, GYHKLMOHMPOBAHME U UCMONb30BaHWe CTOPOHHMX CalnToB U NpoaykToB. Apple

He JenaeT HUKaKkuX 3asiBNeHnii OTHOCUTENbHO HAaAEXHOCTU MU OCTOBEPHOCTU UHbOPMaLUK, pasMeLLeHHOW

Ha CTOPOHHMX caiTax. 3a LOMNOMHUTENbHOW nHPOopMaumein obpaliaiiTech K NOCTaBLLUKY.

HekoTopble NPUNOXEHNS AOCTYMNHbI He Be3ae. [JLOCTYNHOCTb MPUNOXEHUN MOXET MEHATbCS.

RS028-00804
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